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security controls data structure NpUNoXKeHnn. Yactb 5. CTPYKTYpbl AaHHbIX MPOTOKON0B U Mep obecneyeHns 6€30MacHOCTU NPUNOKEHUM
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Requirements 6€30NacHOCTb BO B3aMMOOTHOLLEHMSAX C MOCTaBLWMKaMn. YacTb 2. TpeboBaHMA
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Guidelines for security of cloud services 6e30MacHOCTb BO B3aMMOOTHOLLEHUAX C NOCTaBLLMKaMK. YacTb 4. PekomeHgaummn no obecneyeHnto
6e3onacHocTM 061a4HbIX VCAVE
ISO/IEC 27037:2012 Information technology — Security techniques — Guidelines for identification, collection, acquisition and IS rOCT P MICO/M3K 27037-2014 NHpopmaumoHHan TexHonorns. Metoabl U cpeacTBa obecneyeHuns 6esonacHocT. PykoBoacTBa no
preservation of digital evidence NAEHTUGUKALMU, COOPY, MONYYEHUIO U XPAaHEHWIO CBUAETE/LCTB, NPEACTaB/EHHbIX B LMdbpoBoi dopme
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ISO/IEC 27041:2015 Information technology — Security techniques — Guidance on assuring suitability and adequacy of incident IS
investigative method
ISO/IEC 27042:2015 Information technology — Security techniques — Guidelines for the analysis and interpretation of digital IS
evidence
ISO/IEC 27043:2015 Information technology — Security techniques — Incident investigation principles and processes IS
ISO/IEC 27050-1:2016 Information technology — Security techniques — Electronic discovery — Part 1: Overview and concepts - rOCT P UCO/M3K 27050-1-2019 NHbopmaLMoHHble TexHoorMKn. MeToabl obecnedeHma 6esonacHOCTU. BbisiBeHME U pacKpbITUE SNEKTPOHHOM
MHbopmaumnmn. Yactb 1. 0630p M KoHLLenLmm
ISO/IEC 27050-1:2019 Information technology — Security techniques — Electronic discovery — Part 1: Overview and concepts IS
ISO/IEC 27050-2:2018 Information technology — Security techniques — Electronic discovery — Part 2: Guidance for governance and IS
management of electronic discovery
ISO/IEC 27050-3:2017 Information technology — Security techniques — Electronic discovery — Part 3: Code of Practice for electronic -
discovery
ISO/IEC 27050-3:2020 Information technology — Electronic discovery — Part 3: Code of Practice for electronic discovery IS
ISO/IEC 27050-4:2021 Information technology — Electronic discovery — Part 4: Technical readiness IS
ISO/IEC 27070:2021 Information technology — Security techniques — Requirements for establishing virtualized roots of trust IS
ISO/IEC 27071:2023 Information technology — Security techniques — Security recommendations for establishing trusted connections upP
between devices and services
ISO/IEC AWI 27090 Cybersecurity — Artificial Intelligence — Guidance for addressing security threats and failures in artificial AWI
intelligence systems
ISO/IEC WD 27091 Cybersecurity and Privacy — Artificial Intelligence — Privacy protection WD
ISO/IEC 27099:2022 Information technology — Public key infrastructure — Practices and policy framework IS
ISO/IEC TS 27100:2020 Information technology — Cybersecurity — Overview and concepts TS
ISO/IEC 27102:2019 Information security management — Guidelines for cyber-insurance IS
ISO/IEC 27103:2018 Information technology — Security techniques — Cybersecurity and ISO and |IEC standards IS WD
ISO/IEC AWI TR 27109 Cybersecurity education abd traning AWI
ISO/IEC TS 27110:2021 Information technology, cybersecurity and privacy protection — Cybersecurity framework development IS
guidelines
ISO/IEC TR 27550:2019 Information technology — Security techniques — Privacy engineering for system life cycle processes TR
ISO/IEC 27551:2021 Information security, cybersecurity and privacy protection — Requirements for attribute-based unlinkable IS
entity authentication
ISO/IEC 27553-1:2022 Information security, cybersecurity and privacy protection — Security and privacy requirements for IS
authentication using biometrics on mobile devices — Part 1: Local modes
ISO/IEC AWI 27553-2.2 Information security, cybersecurity and privacy protection — Security and privacy requirements for WD
authentication using biometrics on mobile devices — Part 2: Remote modes
ISO/IEC DIS 27554 Application of ISO 31000 for assessment of identity-related risk DIS
ISO/IEC 27555:2021 Information security, cybersecurity and privacy protection — Guidelines on personally identifiable information IS
deletion
ISO/IEC 27556:2022 Information security, cybersecurity and privacy protection — User-centric privacy preferences management IS

framework




ISO/IEC 27557:2022 Information security, cybersecurity and privacy protection — Application of ISO 31000:2018 for organizational IS
privacy risk management
ISO/IEC 27559:2022 Information security, cybersecurity and privacy protection — Privacy enhancing data de-identification IS
framework
ISO/IEC TS 27560:2023 Privacy technologies — Consent record information structure UP
ISO/IEC DIS 27561 Information technology — Security techniques — Privacy operationalisation model and method for engineering DIS
(POMME)
ISO/IEC CD 27562.2 Privacy guidelines for fintech services CD
ISO/IEC TR 27563:2023 Security and privacy in artificial intelligence use cases — Best practices IS
ISO/IEC WD 27565.3 Guidelines on privacy preservation based on zero knowledge proofs WD
ISO/IEC WD 27566 Information security, cybersecurity and privacy protection — Age assurance systems — Framework WD
ISO/IEC TS 27570:2021 Privacy protection — Privacy guidelines for smart cities IS
ISO/IEC 27701:2019 Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — IS DIS
Requirements and guidelines
I1SO 27729:2012 Information and documentation — International standard name identifier (ISNI) IS DIS
I1SO 27730:2012 Information and documentation — International standard collection identifier (ISCI) IS
ISO/TS 27790:2009 Health informatics — Document registry framework IS AWI

I1SO 27799:2008

Health informatics — Information security management in health using ISO/IEC 27002 FOCT P NCO 27799:2015

NHpopmaTM3auma 340p0BbA. MeHeaXMeHT 3aLmTbl MHGopMaLMK B 34paBooxpaHeHmm no MCO/M3IK 27002

I1SO 27799:2016 Health informatics — Information security management in health using ISO/IEC 27002 IS AWI
1SO 29100:2011 Information technology — Security techniques — Privacy framework IS FDIS FOCT ISO/IEC 29100-2021 NHpopmaLmoHHble TexHoorMK. MeToabl U cpeacTBa obecneyeHns 6esonacHoCTU. OCHOBbI 3aLLUTbI
NepPCOHaNbHbIX AaHHbIX
1SO 29101:2018 Information technology — Security techniques — Privacy architecture framework IS FOCT P 59407-2021 NHbopmaLmoHHble TexHoorMK. MeToabl u cpeacTsa obecneyeHus 6eaonacHocTv. bazoBas apxuTeKTypa
3aLUWTbl NEPCOHA/bHbIX AAHHbIX
1SO 29115:2013 Information technology — Security techniques — Entity authentication assurance framework IS
1SO 29128:2011 Information technology — Security techniques — Verification of cryptographic protocols _
ISO/IEC 29128-1:2023 Information security, cybersecurity and privacy protection — Verification of cryptographic protocols — Part 1: IS
Framework
ISO/IEC AWI 29128-2 Information security, cybersecurity and privacy protection — Verification of Cryptographic Protocols — Part 2: AWI
Evaluation Methods and Activities for Cryptographic Protocols
ISO/IEC AWI 29128-3 Information security — Verification of cryptographic protocols — Part 3: Part 3: Evaluation Methods and AWI

Activities for Protocol Implementation Verification

ISO/IEC 29134:2017

Information technology — Security techniques — Guidelines for privacy impact assessment

ISO/IEC 29134:2023 Information technology — Security techniques — Guidelines for privacy impact assessment IS
ISO/IEC 29146:2016 Information technology — Security techniques — A framework for access management IS FDIS FOCT P 59383-2021 NHbopmaLmoHHble TexHoorMn. MeToabl u cpeacTsa obecneyeHuns 6eaonacHocT. OCHOBbI yNpaBAEHUA
A0CTYMOM
ISO/IEC 29147:2018 Information technology — Security techniques — Vulnerability disclosure IS
ISO/IEC 29149:2012 Information technology — Security techniques — Best practices for the provision and use of time-stamping IS
services
ISO/IEC 29150:2011 Information technology — Security techniques — Signcryption IS
ISO/IEC 29151:2017 Information technology — Security techniques — Code of practice for personally identifiable information IS
protection
ISO/IEC TR 29156:2015 Information technology — Guidance for specifying performance requirements to meet security and usability IS
needs in applications using biometrics
ISO/IEC 29169:2016 Information technology — Process assessment — Application of conformity assessment methodology to the IS
assessment to process guality characteristics and organizational maturity
ISO/IEC 29184:2020 Information technology — Online privacy notices and consent IS
ISO/IEC 29187-1:2013 Information technology — Identification of privacy protection requirements pertaining to learning, education IS CcD
and training (LET) — Part 1: Framework and reference model
I1SO 29190:2015 Information technology — Security techniques — Privacy capability assessment model IS
I1SO 29191:2012 Information technology — Security techniques — Requirements for partially anonymous, partially unlinkable IS

authentication.

He ISO craHaapTbl

FOCT P 51275-2006

3awmra uHbopmauuu. O6beKT nHbopmaTnsaumu. bakTopsl, BO3aencTByoLWmMe Ha MHpopmaumio. Obume
NooKeHUs

FOCT P 53114-2008

3awmTa uHGopmauun. ObecneyeHre MHGOPMaLMOHHONM 6e30NacHOCTM B OpraHu3aLMu. OCHOBHbIe TEPMUHbI U
onpeseneHus

FOCT P 56546-2015

3awurta MHbopmaLuu. YAa3BUMOCTU MHPOPMALIMOHHBIX cucTeM. Knaccudurauma yassumocTen
MHOOPMALMOHHbIX CUCTEM

FOCTP 58412— 2019

3awmTa nHGopmauum PazpaboTka 6esonacHoro NnporpaMmHoro obecneyeHus. Yrposbl 6esonacHocTu
MHdopmauum Npu pa3paboTke NporpaMmHOro obecrneyeHus
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NPWHATBIN, HO He BCTYMUBLUMI B CUAY, CTaHAAPT

OeVCTBYOWMI CTaHAAPT, HO C YCTAHOBAEHHOW AaToM OTMEHbI

MesKrocynapCTBeHHbIM CTaHAAPT, MPUMEHEHWE KOTOPOTO B Ka4YecTBe HaLMOHaAbHOMo cTaHAapTa PO npekpaleHo




