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JIaHHBI JOKYMEHT — TepBas pelakiys TEXHUYECKOro IepeBoja OpHUTAaHCKOTO
CTaHJapTa, craBuiero MmexayHapoaneiM - BS ISO/IEC 27005:2011. ABrtop mepeBoja —
3aMECTHTEb JUPEKTOpa JenapTaMeHTa HMHPPACTPYKTYpHBIX pEIIeHH 1Mo MH(POPMALUOHHON
6ezonacioctt AO «CUTPOHUKC MHOOPMAILIMOHHBIE TEXHOJIOITMUA YKPAMHA»
I'onmyn B.A. Bce mnpaBa oXpaHSIOTCS COIVIACHO JICHCTBYIOIEMY 3aKOHOJATEIbCTBY.
3AIIPEIIIEHO JIIOBOE KOIIMPOBAHUE BE3 PA3PEHIEHMA BSI, KPOME
PA3PEIIEHHOI'O B COOTBETCTBUM C 3AKOHOM O ABTOPCKOM IIPABE.

JlaHHBIN CTaHIAPT:

® MPEAOCTaBISIET PYKOBOACTBO MO MEHEIKMEHTY pHcKa WH()OPMAIIMOHHOM 0€30TaCHOCTH
B OpraHu3zallvu, MOJAepKuBas, B 4acTHocTu TpeOoBanus k CMUB B cooTBeTcTBHH C
ISO/IEC 27001;

® HE MPEIOCTaBIsIeT KaKOM-T1MO0 KOHKPETHOHW METOJOJIOTHH IO MEHEIKMEHTY pHCKa
MH(POPMAIMOHHOI 0€30MacHOCTH;

e BBHIOOp MOJIX0JA K MEHEIPKMEHTY PUCKA OCYIIECTBIISIETCS OpraHU3aluei, TPUMEHSIOIINX
ATOT CTaHIAPT U 3aBUCUT, Hampumep, oT oOmactu npumeHenus CMMUDB, konTekcra
MEHEJKMEHTA PUCKa WU CPepbl ACATEIbHOCTH.

e [IpelHa3HAuYeH /U1 PYKOBOJAUTENEW M IEpCOHaNa, 3aHUMAIOUIETOCS] B OpraHU3aluu
BOIPOCAMU MEHEPKMEHTa pPHUCKAa HH(POPMALMOHHONW OE30MacHOCTH, a TakXke, Mpu
HEOOXOJMMOCTH, JJISi BHEIIHUX CTOPOH, HMEIOIIMX OTHOILIEHHE K 3TOMY BHUIY
NESITEILHOCTH.

OOmme mpuMeyaHus epeBOTYHMKA M0 IEPEBOY B JAHHOM pelaKIiu:

e HamomuHaw, yto B cBa3u ¢ mpunaruem ISO/IEC 27005, ISO/IEC 13335-3:1999 u
ISO/IEC 13335-4:2001 craHOBSITCS HEACWCTBUTENBHBIMHU, T.€. HEOOXOIUMO OOpaIaTh
BHuManue 3akaszumka, uto JCTY ISO/IEC 13335-3:2003 u JCTY ISO/IEC 13335-
4:2005 yxxe MOTepsIIN aKTyadbHOCTh (Ha Ykpaune Ha manublii Mmoment ISO/IEC 27005
HE IPUHST, T03ToMY BhllieykazaHHble [ICTY aBistoTCs nelCTBYIOIIMMHU cTaHapTamu!);

¢ JUId TMPAaBUIIBHOTO IOHUMAHUSA KOHTCKCTA Bblpa)KeHI/II\/JI B CTAaHOApTC ICPCBOJYHUKOM
BKJIFOYCHBI KOMMCHTApHH,

e nanHble ctaHmapt orimyaercs oT ISO/IEC 27005:2008 rapmoHu3ammel TEPMUHOB C
ISO/IEC 27000:2009 u PykoBozcreom ISO 73:2009';

e qpoIly TaKk k€ OOpaTUTh BHHUMAaHHE Ha YK€ OcCyllecTBIEHHbIe mepeBoasl [SO
31000:2009 «MenenxmeHT pucka — IIpyuHIUIIEI U PYKOBOISALIME yKa3aHUS) (CM. 311€Ch:
http://www.tnpa.by/tnpa/TnpaFiles/pdf/STB_ISO_31000.pdf) u ISO Guide 73-2009 (cm.
31ech: http://www.tnpa.by/tnpa/TnpaFiles/pdf/STB_ISO_Guide_73.pdf) 1 KOHEUYHO k€ MPOEKT
I'OCT P ISO/IEC 27005, noarorosnenusiit OOO "HII® "Kpucramn" u ®I'Y "THUUN
I[IT3U ®CTIK Poccun Ha 0CHOBE COOCTBEHHOTO ayTEHTHYHOI'O IEpeBOJia CTaHAAPTa
ISO/TEC 27005:2008.

! IIpuMeuanue nepeBoaUUKa:
HocraBummiics MHe mBednapckuii ISO 73:2009 uHorma He coBmajgaeT No NPUMEYAHUSIM K
tepmuHam [SO 27005:2011. [TewansHo, HO (axT!!!
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IMpeaucaosBue

MexnyHapoaHass opraHumzauus no crangaptuzanuu  (ISO) m MexayHaponHas
anekrpoTexHuueckas  kommccuss  (IEC)  o0pa3yloT  crienMaIu3upOBaHHYIO  CHCTEMY
MEXAYHApOIHOW CTaHAApTU3aLuu. ['ocyaapcTBEHHBIE OpraHu3anuy, spisitomuecs wieHaMu [SO
wii [EC, ygacTByIOT B pa3paboTKe MEXIyHapOJHBIX CTaHAAPTOB MOCPEICTBOM TEXHHUYECKUX
KOMHUTETOB, CO3JaHHBIX COOTBETCTBYIOUIMMH OpraHM3alMAMHU JUIs pabOThl B OMNpPENeNEHHBIX
TEeXHUYECKUX oOnacTsax. MexxayHnapoansie Texuudeckue komuretsl ISO u IEC coTpynHuyaior B
001acTsaX, MPEACTABIIONINX HHTEPEC I 00EUX OpraHu3aluii.

Kpowme Toro, coBmectHo ¢ ISO u IEC B paboTe ydacTBYIOT Jpyrue rocyaapCTBEHHbIE U
HEroCyJ1apCTBEHHbIE MEX1YHAPOAHbBIE OPTaHU3ALINN.

IToaroToBka MEXIyHapOIHBIX CTaHAAPTOB BEAETCS COIIACHO IPAaBUJIAM, U3JI0KEHHBIM
B0 BTOpoii yactu Jupexrus ISO/IEC.

Pa3zpaGoTaHHble BapHaHThl MEXIYHAPOJHBIX CTaHAAPTOB, MPUHATHIE 00BETUHEHHBIM
TEXHUYECKUM KOMUTETOM, IIEPEIAIOTCS OpraHU3alUsIM-Y4aCTHUKAM JUIsl YTBEPKACHMUS.

Jlnst IpUHATHA CTaHJapTa B KayeCTBE MEXIYHApOJHOTO HEOOXOAMMO OJ0OpeHHEe He
MeHee 75% HalMOoHaJIbHBIX OPraHOB, YYAaCTBYIOIIMX B TOJIOCOBAHUM.

HeoOxonuMo 00patuTh BHHMaHHE Ha TO, YTO HEKOTOpBIE OSJIEMEHTHI JTaHHOTO
MEXAYHApOAHOIO CTaHAApTa MOTYT IONAaJaTh M0 JEHCTBUE MATEHTHBIX MPaB.

Opranuzanun ISO u IEC He 10JKHBI HECTH OTBETCTBEHHOCTH 32 ONPEJCIICHNE KaKUX-
100 U3 3TUX MATEHTHBIX MIPaB.

ISO/IEC 27001 6bL1 MOATOTOBJIEH COBMECTHBIM TexHHMUeckuM komutetoM ISO/IEC
JTC 1, Undopmannonnsix texnosorui, [lonkomuccueit rexnonoruit 6ezomacHoctu SC 27.

Orot Bropoi Beimyck ISO/IEC 27005 otmensiet u 3ameHnsieT nepBoe uznanue [ISO/IEC
27005:2008, koTOpO€ OBLIO MEPECMOTPEHO TEXHUYECKHUM KOMHUTETOM.
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BBenenne

OTOT UHTEPHAIIMOHAIBHBIN CTaHIAPT 00ECIeUnBaeT PEKOMEHIAIMU [T MEHEKMEHTA
puckoM WHGOPMAIMOHHONW OE30MacHOCTH B OpraHU3allud, B OCOOEHHOCTH MOJICPKHUBAs
tpeboBanus CMUB? (ISMS) cornacao ISO/IEC 27001. OmgHako 3TOT HWHTEPHAIMOHAIBHBIN
CTaHJApT He OO0ecleYnBaeT OMNpeNeNEHHONM METOJOJOTHH IS MEHEIKMEHTa pPHUCKOB
MHPOpPMAIIMOHHON 0e30macHOCTH.  JTOT CTaHAApT  NpeAHa3HAa4YeH JUIs ONpEACICHHUS B
OpraHu3allii MOJX0/Ja K MEHEIKMEHTY PHUCKOB B 3aBUCHUMOCTH, HAmpUMep, OT 00JIacTH
nevicteusi CMUB, o01acTi NpuMEHEHUsI MEHEDKMEHTA PUCKOB HITU CEKTOPA MPOMBIIIIEHHOCTH.
YroObl ocymecTBUTh TpeboBanuss CMUB MHOrme cymiecTBYIOIIME METOIO0JIOTUH MOTYT
BOCIIOJIB30BAThCS CTPYKTYPOU, OIIMCAHHOM B 3TOM MHTEPHALMOHAIBHOM CTaHIAPTE.

JIaHHBIN CTaHAAPT IIPEAHA3HAYEH JJI1 PYKOBOJUTENICH U IIEPCOHAIIA, 3aHUMAIOLLErOCs B
OpraHu3allui BOIPOCAMU MEHEPKMEHTA PUCKAa MH(POPMALMOHHON 0€30MacHOCTH, a TaKkxkKe, MpU
HEOO0XOAUMOCTH, JUIsI BHEIIIHUX CTOPOH, UMEIOLINX OTHOLICHUE K 3TOMY BHY JACSITEIbHOCTH.

: [Ipumeuanne nepeBogumka — cokpamiéHHas adOpeBmarypa ISMS (Information Security Management

System) — ato CMUB (cucrema MeHemKMeHTa MH(OPMAIMOHHOM OE301IaCHOCTHI0) B HEKOTOPHIX JOKYMEHTaX,
nanpumep COY H HBY, ymommnaercs 3nauenne kak CYWB (cucrema ympaBieHust nHGOpMaIMOHHON
0€3011aCHOCTBIO), B POCCHHCKIX Hcnonb3yercst 3HaueHne CMUB.
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1 ObsacTh (rpaHubl) NIPUMEHECHUS

JlaHHBI ~ cTaHAapT o0ecreyrBaeT pPEKOMEHNAIMH s MEHEDKMEHTa pPHUCKOB
MHPOPMAIIMOHHON 0€30MacHOCTH, KOTOPBIE BKIIOYAIOT MH(POPMALMIO U MEHEIKMEHT PHCKOB
0€30MaCHOCTH TEXHOJIOTHH TEIeKOMMYHHKAIIHUH.

JIaHHBINA CTaHIAPT MOJIEpKUBAeT oOue Koumenuuu, onpeaenéuueie B ISO/IEC
27001, w mnpenHa3HauyeH A COACHCTBHUS aJeKBAaTHOTO oOecredeHuss HHPOPMALUOHHON
0€30MaCHOCTH Ha OCHOBE MOX0/1a, CBSI3aHHOTO C MEHEKMEHTOM PHCKA.

3HaHue KOHIEMIUI, MOJETeH, MPOIEeCCOB U TEPMUHOJIOTHH, M3I0keHHbIX B ISO/IEC
27001 u ISO/IEC 27002, BaxxHO Ui MOJHOTO MOHUMAaHUS JAHHOTO HHTEPHAIIMOHAIHHOTO
CTaHJapTa.

JlauHBIN ~ CcTaHJApT MNPUMEHUM JUIsl OpraHu3aluil BceX TUIOB (HampuUMep,
KOMMEPYECKHX MPeINPUATHI, TOCYyJapCTBEHHBIX YUPEXKICHHH, HEKOMMEPUECKUX OpraHu3alui),
IUTAHUPYIOIIUX OCYIIECTBIISATh MEHEIKMEHT DPUCKOB, KOTOpPbIE MOTYT CKOMIIPOMETHPOBAThH
MH(POPMAIMOHHYIO 0€30TTaCHOCTh OPraHU3alUH.

2 HopMaTuBHBIE CCHUIKH
Crnenyronie  yNOMSHYTbIE  JOKYMEHTQJIbHBIE HMCTOYHHUKHM  HEOOXOIUMBI  JUIS
NPUMEHEHHSI TAHHOTO JOKyMeHTa. [ TOKyMEeHTOB ¢ 0003HAYEHHOM 1aTOW MPUMEHHMO TOJIBKO
yrnoMuHaeMmoe wu3fanue. [l HOKyMEHTOB 0Oe3 0003Hau€HHOH JaThl NMPUMEHMMO MOCIEIHEE
U3JJaHUE YIOMSHYTOTO JIOKyMEHTa (BKIII0Yast JTI0ObIe MOMPaBKH).
ISO/TIEC 27001:2005, WudopmannoHHas TeXHOJOTUs - MeTroasl M CpencTBa
obecrieuenuss Oe3omacHocTd - CHCTEMBl MEHEIKMEHTa HH()OPMAILMOHHOW O€30IacHOCTH -

TpeboBanus.
ISO/IEC 27002:2005, WudopmanuoHHass TexXHOJOTHS - MeTonbl W CpeicTBa
obecrieueHuss Oe3zomacHocTH - KOJEKC yCTaHOBUBIIEHCS TMPAKTUKH M MEHEIKMEHTa

MH(POPMAIMOHHOI 0€301MacHOCTH.

3 Onpenenenus
B 3TOM [0KyMEHTE II€JIEHAPaBIEHHO MPUMEHSAIOTCS TEPMHUHBI U OIPENEIECHUS
ISO/IEC 27000, xoTOpbIE CAEIYIOT UCIIONIb30BATh B TAIbHEHIIIEM.
IIpumeuanus:
Paznuuus B ompenenenusx mexay ISO/IEC 27005:2008 u 3TuM MeEXIyHapOJHBIM
cTanzapToM nokasansl B [Ipunoxennu G.

3.1 IlocaeacTBus (consequence):
pe3yabTat coObITHs (3.3), BAUSIOLIETO HA IICITH.
IIpumeuanus:

1. Pe3ynbraToM COOBITHS MOXKET OBITH OJIHO MJIM OOJIee TOCIEICTBHMA

2. TlocnenctBus MOTYT OBITh PaHXMPOBAHBI OT IMO3UTHBHBIX [0 HETraTHBHBIX. OIHAKO
MPUMEHUTEIBHO K acreKTaM 0€301acHOCTH MOCIIEACTBUS BCET1a HETaTUBHBIE.
[TocnencTBUS MOTYT OBITH BBIPOKEHBI KAUECTBEHHO U KOJIMYECTBEHHO.
4. HavanbHble MOCIEACTBUS MOTYT BBIPACTH Yepe3 LIEMHYIO PEaKIHIO.

(98]

3.2 MenemxxMeHT (control):
Mepa, KOTopasi U3MEHSET pUcK (omnpenenenue 3.9).
[PykoBoacteo ISO 73:2009]

IIpumeuanus:
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1. CpenctBa MeHemXMeHTa Ui HH()OPMAIIMOHHOW OE€30MACHOCTU BKIIOYAIOT JIIOOOMH
nporecc, IMOJUTUKY, TPOLEAYpY, HANpaBAIOIIYI0 JIMHHUIO, TPAKTUKY WX
OpPraHU3alMOHHYIO CTPYKTYPY, KOTOpasi MOXKET ObITh aIMHUHHCTPATUBHON, TEXHUYECKOM,
YIpaBIAIOUICH, WM  3aKOHOJATEIbHO MPUHATON, KOTOpPBIE HW3MEHSIOT  PHUCK
MH(POPMAIMOHHOI 0€30MacHOCTH.

2. CpenctB MEHEI)KMEHTA, BO3MOKHO, HE BCETJa MPOSBISAIOT HAMEUEHHBIH MM MPUHATHINA
3 deKT U3MECHEHHSL.

3. MeHeKMEHT TakKe WCIOJIB3YeTCS B KaueCTBE CHHOHMMA JUIsI TapaHTUU WU
KOHTPMEPBI.

3.3 CoObITHE (event):

Bo3HuKHOBEHHE WM U3MEHEHUE ONPEIeIEHHOTO Habopa 00CTOATENbCTB.
[PykoBoacteo ISO 73:2009]

IIpumeuanus:
1. CoObiTHE MOXET BO3HMKATh OJUH pa3 HIM HECKOJBKO M MOXET HUMETh HECKOJBKO
IIPUYMH.

2. CoObITHE MOKET COCTOSATH B TOM, YTO YTO-TMOO HE MPOHU3OLLIO.
3
3. CoObITHE MOKET UHOTAa YITIOMHHATHCS KaK «MHITUICHT» UITH «IIPOUCIIECTBUE) .

3.4 BHemnuii koHTeKCT (external context):

Bremnss cpena, B KOTOPOUW OpraHu3aius CTPEMUTCS K JOCTHKEHHUIO CBOUX Lieen
[PykoBoacteo ISO 73:2009]

IIpumeuanus:
BHemHnM KOHTEKCT MOYKET BKIIIOUATh:
® KYJIBTYPHYIO, COLMAJIBHYIO, MOJINTUYECKYIO, MPaBOBYIO, 3aKOHOIATENIbHYIO,

(MHAHCOBYIO, TEXHOJIOTMYECKYIO, SKOHOMUYECKYIO, TPUPOJHYI0 M PBIHOYHYIO CpeIy
Ha MEXIYHAapOJHOM, PETHMOHAJIbHOM, HAIIMOHAJIBLHOM WIIM JIOKAJIbHOM YPOBHE;

® OCHOBHBIC ()aKTOPHI M TEHACHIIUH, BIHSIONINE HA IEJIA OpTaHU3aIl1H;

® B3aMMOCBS3H C 3aUHTEPECOBAHHBIMHU CTOPOHAMHU, UX BOCHPUSATHE U LIEHHOCTH.

3.5 Buyrpennuii koHTeKcT (internal context):
BuyTrpeHnHss cpena, B KOTOPOM OpraHu3anusi CTPEMUTCS K JOCTHKECHUIO CBOMX Lieed
[PykoBoacteo ISO 73:2009]
IIpumeuanus:
BHyTpeHHUI KOHTEKCT MOKET BKJIKOYaTh:
® PYKOBOJICTBO, OPraHH3AILMOHHYIO CTPYKTYPY, QYHKIIMU U 00s13aTEIbCTBA;
® TIOJIUTHUKY, LEIH U CTPATETHH JJISl UX JTOCTIKCHHUS,
® BO3MOXXHOCTH, paccMaTpuMBaeMble B OTHOLICHMHM pPECYpCOB M 3HaHUH (Hampumep,
KamuTall, BpeMsl, MEepCOHAI, MPOLECChl, CHCTEMBI H TEXHOJIOTHH);
¢ UHPOPMALMOHHBIE CHUCTEMbI, HH(GOpPMAIMOHHbIE TOTOKM U TIPOLECCHl MPUHSATHS
pemieHuit (kak odumanpHbie, TaK U HEOQUIHATIBHEIE);
® B3aUMOCBS3M C BHYTPEHHHMMM 3aWHTEPECOBAHHBIMU CTOPOHAMH, WX BOCIPHUITHE U
LIEHHOCTH;
® KyIbTYpY OpraHU3alUY;
® CTaHJApTHl, PYKOBOAIIME YKA3aHUS U MOJICNH, IIPUHSATHIE OpraHu3aluei;
e (opmy u 00BEM KOHTPAKTHBIX B3aUMOOTHOIIICHUH.

3 HpI/IMe‘IaHI/Ie nepeBoa4nKa, uz ISO/IEC Guide 73:2009, B opuruHane craHaapTa 3TOro MyHKTa IPIMEYaHHUs HET: «CoOpITHs 063
HOCHGHCTBI/Iﬁ MOXKCT YIIOMHUHATBCA KaK «aBapHﬁHaﬂ OCTaHOBKa», KMHIUACHT», YIpO3a CepBéBHOFO WHIUMACHTA) HUJIN
«OIIACHOE COOBITHENY
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3.6 YpoBenb pucka (level of risk):
Bemnumnna pucka (3.9) niam KOMOMHAIUMM PUCKOB, BBIPAKEHHAS KaK COYETAHUE MOCIEICTBHMA

(3.1) 1 ux BO3MOXKHOCTH (3.7) BO3SHUKHOBEHHSI.
[PykoBoacteo ISO 73:2009]

3.7 Bo3mo:xnocTts (likelihood):
BeposiTHOCTH HACTYIUIEHUS! HEKOTOPOTO COOBITHS.
[PykoBoacteo ISO 73:2009]

IIpumeuanus:

1.

B TepMuHONOrMM MEHEIKMEHTAa pUCKA TEPMUH «BO3MOXHOCTB» HCIIOJIb3YeTCsS B
OTHOLICHHMH BO3MOXKHOCTH TOTO, YTO MOXET NPOM30UTH, JHOO ompenenéHHoe,
U3MEPEHHOE WJIM YCTAaHOBJIEHHOE OOBEKTUBHO WJIM CYOBEKTHBHO, KAUECTBEHHO WIIH
KOJIMYECTBEHHO, JMOO ONHUCAaHHOE C MHCIOJb30BAaHMEM OOIIMX YCIOBHH MM
MaTeMaTU4YeCKH (HampuMep, BEPOATHOCTh WIM TMEPHOJUYHOCTh B 3aJaHHBIA TIEPHOA
BPEMEHN).

Anrmmiickuii TepmuH «likelihood» He umeer mnpsmMoro SKBHBaJIeHTa B HEKOTOPBIX
A3BIKAaX, BMECTO HErO YacTO MCIOJB3YIOT TEPMHH «probability». OnHako, B aHTIIHICKOM
A3bIKE TEPMUH «probability» dYacTo HMHTEpHpeTUpPYIOT B  Y3KOM  CMBICIE, Kak
MaTeMaTH4eckuii TepMuH. CleoBaTeNbHO, B TEPMHHOJIOTUM MEHEIKMEHTa pHCKa
tepmuH «likelihood» ucmonp3yloT ¢ TeM HaMepeHHEeM, YTO OH JOJDKEH HMETh Ty
KE caMyl0 I[IUPOKYI0 HMHTEPIPETALUIO, KOTOPYIO TepMHH «probability» nmeer BO
MHOTHX SI3bIKaX, KPOME aHTJIUICKOTO S3bIKA.

3.8 Ocrarounblii puck (residual risk):
Puck (3.9), coxpanstomuiics mocne o0pabotku pucka (3.17)
[PykoBoacteo ISO 73:2009]
IIpumeuanus:

1.
2.

OcTaTouHBIi PUCK MOXKET COJIepkKaTh B ceOe HeUICHTU (YUITUPOBAHHBIN PHCK.
OcTaTouHBINl PUCK MOXKET TAK)K€ HA3bIBATHCS KAK «COXPAHSAEMBIN PUCK».

3.9 Puck (risk):
Binsaue HeonpenenéHHOCTH Ha LElu.

[PyxoBoactBo ISO 73:2009]

IIpumeuanus:
1. BaumsiHme — 3TO OTKJIOHEHHE OT MPEANoyiaraeMoro (TOJOXKUTEIBHOTO — W/WIH
OTPULIATEIILHOTO).
2. llenu MOTYT UMETh pa3iMyYHbIE aCHEKThl (Hampumep, (PUHAHCOBBIC IIENH, HETH OXPaHBI

3M0pPOBbsI W 0€30MaCHOCTH, JKOJOTHYECKHE IIeJM) W MOTYT TIPUMEHSATHCS Ha
pa3IMYHBIX  YPOBHAX (CTpAaTeTHYEeCKWX, B MacmTabax OpraHu3aluu, MPOeKTa,
IIPOIYKIIMK UJIU POLECCA).

Puck 00BIYHO XapakTepu3yercs BO3MOXHBIMU COObITHSAMHE (3.3) M MOCIEACTBUSIMU
(3.1) unu ux coyeTaHUEM.

Puck o0OBYHO BBIpaXKaeTCs B BHJAE COYETAHUS IMOCIEACTBUN COOBITHS (BKIIOYAs
W3MEHECHUS B O0OCTOSATEIbLCTBAX) M CBSI3aHHOW C HHM BO3MOXHOCTBIO (3.9)
BO3HUKHOBEHHSI.

HeonpenenéHHOCTh — 3TO HENOCTATOYHOCTH (ke YacTUYIHAs) HHPOPMAIUH, CBI3aHHON
C MMOHMMAaHUEM COOBITHS WIIM 3HAHUSMH O HEM, €0 MOCIEJACTBHIMH WJIA BO3MOXKHOCTBIO
BO3HUKHOBEHHSI.
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6. HuadopmarmonHas 0€30MacCHOCTh AaCCOIMUPYETCS] C TOTCHIMAIOM YIpO3, KOTOpHIE
WCIOJIL3YIOT YSI3BUMOCTH MH(GOPMAIMOHHOTO aKTHUBAa WM Tpynny HH(OPMAIMOHHBIX
AKTUBOB M TAKMM 0OPa30M HAHOCST YIIEpO OpraHH3alyy .

3.10 Anaumu3 pucka (risk analysis):
IIpouecc moHMMaHUS MPOMCXOKIEHUS PUCKA U ONPENENEHUs YPOBHA pHcka (3.6)
[PykoBoacteo ISO 73:2009]
IIpumeuanus:
1. Anamu3 pucka oOecrieuyMBaeT OCHOBY JUIsl OIICHMBAHUS PUCKA U TPUHSATHS PEIICHHIA,
Kacaromuxcst 00paboTKH pUCKa.
2. AmnHanu3 pucka BKIIOYAET KOJUYECTBEHHYIO OLICHKY PUCKA.

3.11 Onenka pucka (risk assessment):
OO6muit mponecc uaeHtudukanuu pucka (3.15), ananmsa pucka (3.10) u ollcHHBaHHS PUCKa
(3.14).
[PykoBoacteo ISO 73:2009]

3.12 O0MeHn nHpopManueil M KOHCYJIbTHPOBAHHME OTHOCHUTEIbHO

pucka (risk communication and consultation):
HenpepbiBHBIE ¥ TMOBTOPSIONIMECS MPOIECCHl, KOTOPbIE MPOBOJUT OpraHU3alus, JUIs
NPEOCTABICHUS, pa3JeNieHUss WM TOJydeHHsT WH(POpMAIMM, a TaK >K€ BEJIEHHs Iuajiora C
3aMHTEPECOBAHHBIMU CTOpOHaMH (3.18) OTHOCUTENIBHO MEHEIKMEHTa pucka (3.9)
[PykoBoacteo ISO 73:2009]
IIpumeuanus:

1. Wndopmarms MOXKeT KacaTbCs HaIU4uUs, Xapakrepa, ¢popmbl, Bo3MokHOCTH (3.6.1.1),
BaXHOCTH, OLICHUBAHMSI, IPUEMIIEMOCTH 1 00pabOTKU B paMKax MEHEKMEHTa PUCKA.

2. KoHcynbTHpOBaHHE — 3TO JABYCTOPOHHMH Ipoliecc KBaJTU(HUIMPOBAHHOTO OOMEHa
uHpopMalrell MeXIy OpraHu3alyell U 3auHTEPECOBAHHBIMU CTOPOHAMH JI0 MPUHSATHS
peILIeHHs M0 ONpPEAEIEHHOMY BONPOCY WMJIHM IEpeJl ONpeaesieHHeM yKa3aHWN 10 3TOMY
Bornpocy. KoHCynbTupoBaHue SBISETCA:

® [poIecCOM, KOTOPBIA OKa3bIBaeT BIUSHUE HA TMPUHATHE PELICHUS MOCPEACTBOM
BIIMSIHUSA, a HE MPUHYXIACHUS;

® BXOJHBIMH JaHHBIMH JJIsl TIPOLIECCa MPHUHATUS PELICHUs, a HE COBMECTHBIM MPUHSATHEM
peleHHs.

3.13 Kpurepuu pucka (risk criteria):
AcCHEKTbI, B COOTBETCTBUH C KOTOPBIMHU OCYILECTBIISAIOT OLlCHUBaHUE pucka (3.9)
[PykoBoacteo ISO 73:2009]

IIpumeuanus:
1. Kpurepum pucka OCHOBBIBAIOTCS Ha LEISAX OpPraHMU3AalMM U BHEIIHEM U BHYTPEHHEM
KOHTEKCTE.

2. Kpurtepum pucka MOTryT OBITh YCTaHOBJICHBHI Ha OCHOBaHMM CTaHAAPTOB, 3aKOHOB,
MOJIUTUK U JAPYTUX TpeOOBaHUM.

3.14 OunenuBanue pucka (risk evaluation):
[Iponecc cpaBHeHust pe3ynbraroB aHanu3za pucka (3.10) ¢ yCTaHOBICHHBIMH KPHUTEPUSIMHU
pucka (3.13) ans ompeneneHusi, SBISETCA JU PHUCK W/HIKM €ro BeJUYWHA MPUEMIIEMBIMU WUIIH
JOMyCTUMBIMHU.

* [Ipumeuanue nepeBorumKa: JJaHHOrO MyHKTA MPUMeYaHuii HeT B PykoBozcTso ISO 73:2009.
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[PykoBoacteo ISO 73:2009]
IIpumeuanue:
OrneHnBaHuE pUCKa CIIOCOOCTBYET MPUHATHIO PEIICHUS B OTHOIIEHUN 00pabOTKH pHUCKa.

3.15 Nnentudurkauus pucka (risk identification):
HpOI_[CCC BBIABJICHHA, MCCJICAOBAHUSA W OIMUMCAHUSA PHUCKOB.
[PykoBoacteo ISO 73:2009]

IIpumeuanue:
1. Wnentudukanus BKIIOYACT UACHTU(UKALUIO UCTOYHUKOB PHCKA, COOBITUI, UX MPUYUH
¥ BO3MOXKHBIX TOCJIECTBUH.
2. Wnpentndukanuss pucka MOXET BKIIOYATh CTATUCTUYECKHE IaHHBIC, TEOPETUYECKHUN
aHamn3, OOOCHOBAHHYIO TOYKY 3pEHHS U 3aKIIOUYEHHE CICHUAINCTa, a TaKxkKe
NOTPEOHOCTH 3aMHTEPECOBAHHOM CTOPOHBI.

3.16 MenemkmeHnT pucka (risk management):
CkoopauHUpOBaHHAS AEATEIBHOCTh 10 PYKOBOJCTBY M YIPaBJICHUIO OpraHU3aIierl B
OTHOILICHUH PHUCKA.
[PykoBoacteo ISO 73:2009]
IIpumeuanue:
Otor MeEXIyHapOAHBIA CTaHIAPT HCIOJb3yeT TEPMHH 'mpoliecc’, 4TOoObl OMUCATh PHCK-
MEHEJKMEHT TOBCIOZY. DJIEMEHThl B IMpelesiaXx Mpoliecca MEHEPKMEHTa pPHCKAa Ha3bIBAIOT
«JIEUCTBUSAMMNY.

3.17 Oo0padoTka pucka (risk treatment):

IIponiecc n3MEHEHMS pUCKa.

[PykoBoacteo ISO 73:2009]

IIpumeuanus:

1. O6paboTka prcKka MOXET BKIFOYATh:
e y30eraHue pHcKa IOCPEACTBOM TPUHATHA pELICHWs HE HauyuHATh WM He

NPOJOJDKATh ACATENBHOCTb, B PE3yJbTaTe KOTOPOM BO3HUKAET PUCK;

NPUHATUE PUCKA WM YBEIMUEHHE PUCKA Uil JOCTHXKEHUS LIETIH;

yCTpaHEHHE UCTOYHHUKA PUCKA;

M3MEHEHHE BO3MOXXHOCTH BOZHUKHOBEHUS;

U3MEHEHHE MOCISICTBUIL;

pas3ziereHue puUcCKa C JPYroil CTOPOHOM WM CTOPOHaMU (BKJIIOYAsi JTOTOBOPHI

U (UHAHCUPOBAHUE PHUCKA;

® [PUHSATHE PHCKA HA OCHOBAHWU 0OOCHOBAHHOTO PEIICHHUS.

2. OOpaboTka pHUCKA, WUMEIOIIEr0 OTpUIATEIbHbIC IMOCIEACTBHUS, WHOT/A YIIOMHHAETCs
KaK «CHIDKEHHE PHCKa», «yCTPaHEHHE pHUCKa», «IPEJOTBpAlllEeHHE pHUCKa» H
«YMEHBIICHHUE PUCKA.

3. OOpaboTka pucKa MOXKET CO3/1aBaTh HOBBIE PUCKU MJIH U3MEHATH CYILIECTBYIOLINE PHUCKH.

3.18 3auHTepecoBanHas cTopoHa (stakeholder):
JIuno wnu opraHu3anusi, KOTOpble MOTYT BO3JEHCTBOBATh, ITOJBEPraThbCsl BO3JICHCTBHIO, HIIH
OCO3HAIOT, YTO Ha HHUX BJIMSET KaKOe-ITHOO PEIICHHE WM JICHCTBUSL.
[PykoBoacteo ISO 73:2009]
IIpumeuanue:
Jluno, mpuHUMAIOIIEe PEelIeHNE, MOKET ObITh 3aMHTEPECOBAHHON CTOPOHOM.
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4 CTpyKTypa MHTEPHAMOHAJIBLHOI0 CTAHAAPTA

Hacrosimumii cranaapT coaepKUT OMUCAHME TMPOLECca MEHEIKMEHTa pHCKa MH(POPMALUOHHOM
0€301aCHOCTH U CBSI3aHHBIX C HUM BUIOB JICATEILHOCTH.
Wudopmanus o mpeanocelIkax Co3/1aHus CTaHAapTa MPUBOIUTCS B pa3zene 5.
OcHoBHOM 0030p Tpollecca MEHEIKMEHTa pUCKa MH(POPMAIMOHHONW OE30MacHOCTH MAaéTcs B
pasznene 6.
Bce BuibI 1€ATENBHOCTH, CBS3aHHBIE C MEHEDKMEHTOM pUCKa HH(POPMALIMOHHOM 0€301acHOCTH,
IpeJCTaBJICHHbIE B pa3jeie 6, OMUCHIBAIOTCS Jajiee B CIEAYIONINX pa3zenax:

e VYcTaHOBJIEHHE KOHTEKCTA - B pa3zene 7;

e OrmeHka pucka - B pazzene 8;
O6paboTka pucka - B pazaene 9;
IIpunstue pucka - B pazuene 10;
Oomen nH(pOpMaIMeil OTHOCUTENBHO pUCKa - B paszene 11;
MOHMTOPHHT U IEPECMOTP PUCKa - B pazzene 12.
JlononHuTeNnbHas MHGOPMAIMSA O BUAAX JAEATEIBHOCTH, CBA3aHHBIX C MEHEIKMEHTOM DPHCKa
MHPOPMAIMOHHON 0€301MacHOCTH, MPEACTaBICHA B NPUJIOKEHUAX. YCTAHOBJIEHHE KOHTEKCTa
paccmatpuBaetcs B [Ipunokenun A (ompeneneHue o0J1acTH MPUMEHEHHS M TpaHMIl Ipoliecca
MEHEJDKMEHTa pUCKa HHPOpPMaLMOHHOW Oe3omacHocTH). WnenTudukauus wu omnpenencHue
LIEHHOCTH aKTHBOB M OLIEHOK BIUSHHS 00cyx)aatoTcs B [Ipunoskennn B (mpumepsl, Kacaroumecs
aktuBoB), Ilpunoxenun C (mpumepsl, Kacaromuecss TUINWYHBIX yrpo3) u Ilpunmoxxenun D
(mpuMepsl, KacarouIuecs: TUIINYHBIX YI3BUMOCTEN).
[Tpumepbl MOAXOMOB K OIEHKE PHUCKOB HH(POPMALMOHHON O€30MacHOCTH TNpEACTaBICHBl B
IIpunoxxenuu E.
OrpaHnyeHHs, Kacaroluecsi CHUKCHHUS PUCKa, ITPEICTaBICHBI B MpUIIokeHuH F.
Paznmuuns mexxay ISO/IEC 27005:2008 u ISO/IEC 27005:2011 noka3ansr B [Ipunoxennu G.
Bce BUBI nesTENBHOCTH, CBA3aHHBIE C MEHEKMEHTOM PHCKa, IPEACTaBICHHBIC B pasaenax 7-
12, cTpyKTYypHpOBaHbI CIECAYIOIIUM 00pa3oM:
Bxonnsie nansbpie: Waentudunupyercs mobas uHpopmanms, TpeOyemas A BBIIOJHEHUS
JeATeIbHOCTH.
[leiictBre: OnuchIBaeTcs A€ATEIBHOCTb.
PykoBozctBo 1mo peamusammu: IIpepocrasisercs pyKOBOACTBO IO BBINIOJIHEHUIO JEHCTBHSL.
Hekotopble pexkoMeHAalMu TaHHBIX PYKOBOJCTB MOTYT HE MOJXOAMTH KO BCEM CIydasM,
MO03TOMY MOTYT OBITH 00JIe€ YMECTHBIMU MHbBIE BAPHAHTHI ICHCTBUI.
Brixonnble nannble: Maentuduuupyercs modas HHPOpMaLus, NOTydeHHas T0Cie BHIOTHEHUS
JeATeIbHOCTH.
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S Uudopmanus o npeanocbLIKaX CO3JaAHUSA CTAHAAPTA
CucrtemMaTu4eckuii MoXo/1 K MEHEDKMEHTY pHCcKa HH()OPMAIIMOHHON 6€30MaCHOCTH HE00X01UM
JUIS TOTO, 4TOOBI MACHTHU()HUIMPOBATH MOTPEOHOCTH OpraHMU3AIMH, Kacaroluecs TpeOOBaHUU
MHPOpPMAIIMOHHON  Oe30macHOoCTH M co34aTh  J(Q(EKTUBHYIO CHUCTEMY MEHEIKMEHTa
uHpopmannoHHon 6e3omacuocti (CMUB). DTOT mOAX0 AOKEH OBITH MPUMEHUMBIM K Cpejie
OpraHu3alli M, B YaCTHOCTH, JMOJDKCH NOJJICPKUBATh MEHEKMEHT PHUCKOB Uil BCEH
opraHmu3anuu. Y Ccuins 1mo o0ecreyeHn0 0€30macHOCTH JOKHBI 3PPEKTUBHO H CBOCBPEMEHHO
paccMaTpuBaTh PUCKM TaM W TOTJA, TJe M KOTJa 3TO HEOOXOAMMO. MEHEIKMEHT pHCKOB
MHPOpPMAIIMOHHON 0€30MacHOCTH JIOJDKEH ObITh HEOThEMJIEMOW YacThl0 BCEX BHJOB
NeATeIbHOCTH, CBA3aHHBIX C MEHEDKMEHTOM MH(OPMAIIMOHHON 6€30IaCHOCTH, a TAaKXkKe JTOJIKEeH
MPUMEHSATHCS IS pealn3anun 1 noanepxku Gpyakmnuonuposanns CMUB opranuzarnum.
MeHeKMEeHT pucka HH(PpOPMAIMOHHONM 0€301acHOCTH JIOJIKEH OBITh HETIPEPHIBHBIM MTPOLIECCOM.
JIaHHBINA TIpoIeCC JOJDKEH YCTaHAaBIMBAaTh KOHTEKCT, MOJIEPKHUBATH OLEHKY M 00pabOTKy
pHUCKOB, o0ecreunBaTh HCHOJBb30BaHME IUIaHA 0O0palOTKM puCKa Ui peanu3alui,
COJICHCTBOBATh BHIPAOOTKE PEKOMEHIAIMN U peIeHHH. MeHeKMEHT prcKa CBsI3aH C aHAJIU30M
TOT0, YTO MOXKET MPOU30MTH, U KAKUMHU MOTYT OBITH BO3MOJKHBIE TOCJIEICTBHS, MPEXKIE UeM
BBIpAa0OTaTh pelIeHHe O TOM, YTO M KOTJAA JOJDKHO OBITh CIENaHO JUIs CHIDKEHHUS PHUCKa 10
MIPUEMIIEMOTO YPOBHSI.

MeHepKMeHT pucka HH(QOpMaIMOHHON 6€30IaCHOCTH JOJDKEH CIIOCOOCTBOBATD CIEAYIOIIEMY:
® UICHTU(UKAIIUN PUCKOB;
® OIICHKM PHCKOB, UCXOJIS U3 MOCIEACTBUI MX peanu3aluuu Juisd OM3Heca U BEPOSTHOCTH UX
BO3HUKHOBEHUS;
® U3y4YCHHsS BEPOSITHOCTU M MOTEHIHAIBHBIX MOCIEICTBUI TaHHBIX PUCKOB;
® YCTaHOBJICHMIO MOPSAKA IPHOPUTETOB B paMKax 00pabOTKH PUCKOB;
®  YCTaHOBJICHUIO IPHOPUTETOB MEPOTIPUATUN TIO CHIDKEHHIO MMEIOIINX MECTO PHCKOB;
® [PUBJICYCHHUIO 3aMHTEPECOBAHHBIX CTOPOH K MPHUHATHUIO PEHICHHH O MEHEKMEHTE
PHUCKOB U MOAJIEPKAHUIO UX UH(OPMUPOBAHHOCTH O COCTOSIHUM MEHEDKMEHTA PHCKa;
¢ 3pPEeKTUBHOCTH MPOBOIUMOTO MOHUTOPHHTA 0OPAOOTKH PUCKOB;
® TPOBEACHUIO PETYIIPHOTO MOHHMTOPUHTAa W TEPECMOTpa Ipoliecca MEHEIKMEHTa
PHCKOB;
e cOopy uH(MOPMAIMH I YyCOBEPIICHCTBOBAHUS MOAX0/1a K MEHEPKMEHTY PUCKOB;
® TIOJrOTOBKE MEHEKEpOB M IEpcoHalla B YacTH cdepe pPUCKOB U HEOOXOIUMBIX
JNEHUCTBUM, PEIITPUHUMAEMBIX JUISI UX YMEHbBIIEHUS.
[Ipomecc MeHEMKMEHTa PUCKOB MH(DOPMAIMOHHON 0€30MacHOCTH MOXKET OBITh MPUMEHEH KO
BCcell opraHu3anuu, J000W OTASNBPHOW YacTH OpraHu3alnuu (Hampumep, MOApa3JeNICHUIO,
¢u3nueckoMy  MECTOIOJIOKEHHIO,  CEpBHUCY),  J000H  MHPOPMALMOHHOM  CUCTEMe,
CYIIECTBYIOIIUM, IUJAHUPYEMbIM MM MMEIOIIMMCS AacleKTaM YIpaBleHus (Hampumep,
TUTAHUPOBAHHIO HEMIPEPBIBHOCTH OM3HECA).
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6 O030p nmpouecca MEHEKMEHTA PUCKOB HH(POPMAILTUOHHOM

0e3omacHoOCTH

[Tporiecc MeHEHKMEHTa PUCKOB HMH(MOPMAIIMOHHON OE€30MacCHOCTH COCTOMT M3 YCTAHOBJICHHS
KOHTeKcTa (paszzmen 7), oleHKU pucka (pazaen 8), o0paboTku pucka (pasaen 9), IpuHATHAS pUCKa
(paszmen 10), ooOMen nHboOpMalelt OTHOCUTEIBHO prcKa (pa3aen 11), a Tak:ke MOHUTOpPUHTA U
nepecMoTpa prucka (pasaen 12).

YCTaHOBN BHKWE KOHTEKCTA
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KoHew nepeoro MNW NOCAeAYHILLMY MTEp AL Wi

PucyHok 1. NpoUugcs MEHETHMEHTE PHCES MHE0OMALWMOHHON Fe20nacHOCTH
Kak mokazano Ha pucyHke 1, mpoliecc MEHEIKMEHTa prcka WH(OPMAIMOHHONW 0E30MacCHOCTH
MOJKET OBITh UTEPATUBHBIM JIJISl TAKUX BUOB JICATEIBHOCTH, KaK OIICHKA pUCKa W/uin 00paboTka
pucka. MtepaTUBHBIA MOAXOM K MPOBEICHUIO OICHKH PUCKA MOYKET YBEIUYUTH TIyOUHY W
JIETAIM3AlMI0 OICHKU TpU KXo ureparuu. VtepatuBHBIA MOAX0M AT Xopoluii OamaHc
MEXK1Y YMEHBIICHUEM BPEMEHU U YCUIIMS, 3aTPAYMBAEMOT0 Ha ONPEAEIICHUE CPEACTB KOHTPOJIA,
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B TO K€ BpeMs, MO-TIPeKHEMY 00ecIieurBasi yBEpEHHOCTh B TOM, YTO BBICOKOYPOBHEBBIC PHCKH
paccMaTpUBAIOTCSl COOTBETCTBYIOIIMM 00pa3OM.
KoHTekcT BrepBble YCTaHABIMBAETCS TOT/A, KOTJa MPOBOIMTCS OLIEHKAa BBICOKOYPOBHEBOTO
pucka. Eciiu ona obecnieunBaeT A0CTaTOYHYIO HHGpopMaIuio s 3peKTHBHOTO OmpeaeeHus
NeWcTBUM, TpeOyeMbIX AJsl CHIDKEHHUS pHCKa J0 MPHEMJIEMOTO YPOBHS, TO 3ajaya sBISETCS
BBITIOJIHEHHOU M ciexyeT obpaboTka pucka. Eciam nHpopMmalys sBiseTcs HeIOCTaTOYHOH, TO
NPOBOJUTCS Jpyrasi HUTepauus OICHKH pHCKa C MOMOIIBIO IMEPECMOTPEHHOTO0 KOHTEKCTa
(HarpuMep, KPUTEPUU OLICHKH PUCKOB, KPUTEPUU MPHHATUS PUCKOB WM KPUTEPUH BIHSHUSA),
BO3MOKHO Ha OTPAHMYECHHBIX YacTAX IIOJHOM 00JacTH MpUMEHEHHS (CM. PHUCYHOK, TOYKa
IIPUHATHS peleHnii o pucke Ne 1).
DddexTrBHOCTH 00PaOOTKM PUCKA 3aBUCUT OT PE3YIbTATOB OIICGHKH pHCKa. BO3MOXHO, 4TO
o0paboTka pucka He OyaeT cpasy ke MPUBOJUTH K MPHUEMIEMOMY YPOBHIO OCTaTOYHOTO PHCKA.
B 5710i1 cutyanun MoxeT moTpeboBaThCs, €CIM HE0OX0IMMO, Ipyrasi UTEpalus OL[EHKH PUCKa C
M3MEHEHHBIMHM TapaMeTpaMu KOHTEKCTa (HampuMmep, OLIEHKAa pUCKA, NPUHATHE pHCKa WM
KPUTEPHH BIUSHUA), 32 KOTOPOH TMOCIEAYeT JOTMOJIHUTENbHAs 00paboTKa pucka (CM. PHCYHOK,
TOYKA MPUHATHUSA pelieHUH o pucke Ne 2).
JleaTenbHOCTD 10 MPUHSTHIO PUCKA JJOJDKHA 00ECTIeYHBATh YBEPEHHOCTh B TOM, YTO OCTATOYHbIE
PUCKH OJIHO3HAYHO TNPUHUMAIOTCS PYKOBOJCTBOM OpraHu3alu. OJTO OCOOCHHO BaXXHO B
CUTYyalluu, KOTJa BHEJPEHHE CPEACTB KOHTPOJS HE OCYHIECTBISETCS WM OTKIIAIbIBACTCH,
HarpuMep, U3-3a CTOMMOCTH.
Baxno, 4YroOBI BO BpeMs BCEro Mpolecca MEHEIKMEHTa PHUCKOB HH(POPMALMOHHOM
0€30MacCHOCTH M MX OOpabOTKM OCYIIECTBIIach 0OMEeH MH(opMaleld OTHOCHTEIBHO PHUCKA
COOTBETCTBYIOLIIEMY PYKOBOJICTBY U OTEpallMOHHOMY IepcoHany. Jlaxke 10 oOpabOTKH PHCKOB
uHpopmanuss 00 HISHTU(PUUIMPOBAHHBIX pPHUCKAX MOXKET OBbITh OYEHb LEHHOH JUIs
OCYILIECTBIICHHSI ~MEHEJKMEHTAa MHIUACHTOB M  MOXET CHOCOOCTBOBATh  CHMIKCHHUIO
NOTEHIMaNbHOTrO yiep6a. OcBeJOMIEHHOCTh PYKOBOJACTBA M IMEPCOHANA O PUCKAX, MPUPOJE
CpeACTB KOHTPOJS, TNPUMEHAEMBIX JUIS CHIDKEHUS PHUCKOB, M MPOOJEMHBIX 0O0IacTIX
OpraHu3alluy NMOMOTAeT UM B PACCMOTPEHUU MHIMICHTOB M HEOXHUJAHHBIX COOBITUH Hanboiee
G pexTHBHBIM 00pa3oM. JleTanu3upoBaHHBIE PE3YNbTAaThl KaXKAON JEITEIbHOCTH, BXOJAIICH B
IpoIlecC MEHEIHKMEHTa PUCKOB MH()OPMAIIMOHHONW O€30MacHOCTH, M PE3yJbTaThbl, MOJyYEeHHbIC
U3 JIBYX TOUEK MPUHATHS PEIIEHUH O PUCKaX, JOJDKHBI OBITh JOKYyMEHTUPOBAHBI.
B ISO/IEC 27001 ompenensiercs, Kakue CpeACTBa KOHTPOJIS, peau3yeMble B paMKax 00jacTu
IIpUMEHEHMs], TpaHul U koHTekcta CMMUDB, nomxHBl OCHOBBIBaThCS Ha pucke. IIpumeHeHue
nporecca MeHeKMeHTa pucka b MoxkeT ynoBiaeTBopsTh 310 TpeboBaHue. CyliecTByeT MHOTO
MOJIXOI0B, TIOCPEJCTBOM KOTOPBIX MPOIIECC MOXKET OBITh YCIHEIIHO BHEAPEH B OopraHuzanuu. B
mo00M  cioydae OpraHuzainus JOJDKHA HCHOJNb30BAaTh  IMOAXOJ, HAWIYYIIUM 00pazom
COOTBETCTBYIOLIHH €€ 00CTOATENBCTBAM KaX/10r0 KOHKPETHOTO NIPUMEHEHUS Ipoliecca.
B CMUB ycraHoBieHHE KOHTEKCTa, OLIEHKA pHUCKa, pa3paboTKa IiaHa oOpadOTKH pUCKA H
NPUHATHE PHUCKA SIBJISAIOTCS 4yacThio ¢as3sl "tutanupoBanue". B ¢asze "ocymecrsienne" CMUb
JEUCTBUSL M CPEICTBA KOHTPOJS, TpeOyemble JUIsl CHIDKEHUS PUCKA 10 MPUEMIIEMOrO YpPOBHS,
peanu3yloTcss B COOTBETCTBHM C IUIaHOM 00paboTku pucka. B ¢aze "mposepka" CMUbB
MEHEKEPBI OTPECIIOT TOTPEOHOCTh B IMepecMOoTpe 00paboTKK pHUCKa B CBETE MHIIUICHTOB U
u3MeHeHni obcrosTensctB. B daze "melicTBue" ocymiecTBIAIOTCS Jt00BIE  HEOOXOAMMBIE
paboThl, BKJIOYAs TIOBTOPHOE HHUIIMUPOBAHUE MpoLiecca MeHeKMeHTa pucka Ub.
B Tabnuue cymMMHupyIOTCS BUBI A€ATEIBHOCTH, CBSI3aHHON ¢ MEHEPKMEHTOM pHCKa, 3HAUHMBbIe
s 4eThIpéx ¢a3 npouecca CMUB.

Crenyromast TabauIa CyMMUpPYeT JEHCTBUS MEHEKMEHTa PUCKOM MH(POPMALMOHHOM
0€30MacHOCTH, OTHOCAIIMECS K 4eThIpéM (pazam nporiecca CMUB:
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Tabnuua 1. PerynupoBaHne CMUB mn npouecc MeHegXXMeHTa pUCKOM MH(POPMaLMOHHOMN
6e3onacHocTMH

Ipouecc CMUB IIpouecc MeHETKMEHTA PHCKOM
HH(POPMALMOHHOM 0€30aACHOCTH
[Tnaauposanue (Plan) VYcraHoBIEHHE KOHTEKCTA

Onenku pucka
PazpaboTka niana oOpaboTKU pucKa
IIpunsitue pucka

Ocymectsienue (Do) Peanuzanus nnana o6pabOTKH prcKa
ITpoBepka (Check) HenpepbIBHBIM MOHUTOPHUHT U
paccMOTpEHHE PUCKOB
HeiictBue (Act) ITopnepxka U yiIydilleHHEe PUCKOB

MH(POPMALMOHHOH 0€301MacHOCTH
[Ipouecc menemxMenTa

7 YcTaHOBJICHHE KOHTEKCTA

7.1 Oowuit ananus

Bxonnbsle nansble: Bes uHopmanus 06 opraHuzanuy, ymMecTHas Uil YCTaHOBJICHHS
KOHTEKCTa MEHEJDKMEHTa prcKa HHGOPMaMOHHON 0€301MacHOCTH.

[leiictBue:  JlookeH ~ OBITh  YCTAQHOBJIEH  KOHTEKCT  MEHEIKMEHTa  pHUCKa
MHPOPMALMOHHON 0€30MacHOCTH, 4YTO BKJIIOYACT YCTAHOBIIEHHE OCHOBHBIX KPHUTEPHEB,
HEOOXOJMMBIX Ui MEHEDKMEHTa pHcka WH(OpMAIMOHHON 0e30MacHOCTH (B COOTBETCTBUU C
7.2), ompenenenue cdepbl ACUCTBHS W TpaHHIl (B COOTBETCTBHHM C 7.3) M YCTaHOBIICHHE
COOTBETCTBYIOLIEH CTPYKTYpBI JUI OCYIIECTBICHHUS MEHEIKMEHTa pHCcKa HH(OPMAIMOHHOU
0€301acHOCTH (B COOTBETCTBHH C.7.4).

PyKOBOJICTBO 110 peann3aluu:

Heo0xoauMo onpenenuTh 1eslb MEHEXKMEHTa piucka HHPOPMALMOHHOM 6€301acHOCTH, TaK Kak
OHa BJIMAET Ha OOMMI MpOIlecC M HAa YCTAHOBKY KOHTEKCTA, B YACTHOCTH. DTOW IENBI0O MOXKET
OBITh:

MOIIep>KKa CUCTEMbI MEHEPKMEHTa MHPOPMALMOHHON O€3011aCHOCTH;

MIPaBOBOE COOTBETCTBUE M CBUIETENBCTBO JOJHKHOTO BHUMAaHMUS,

MOJITOTOBKA IJIaHa 00eCTIeYeHUsI HEePEPhIBHOCTH OM3HECa;

MOJITOTOBKA IJIaHA pearupoOBaHuUs HA MHIUCHTHI,

onucaHue TpeOOBaHWMN MHPOPMAMOHHONW OE30MACHOCTH MJIsl MPOJYKTa, YCIYTH WIH
MeXaHU3Ma.

PyKoBOJCTBO MO peann3aniyl [Uis 3JIEMEHTOB YCTAaHOBJICHUS KOHTEKCTa, HEOOXOAMMBIX IS
MOJIIEP>KKH CUCTEMbI MEHEDKMEHTa HH(POPMAITMOHHON 0e30MacCHOCTH, 00CYKJaeTcs HIKE B 7.2
u7.4.

IIpumeuanue:

B ISO/IEC 27001 ne ucnomb3dyercst TepMuH "kKoHTeKCT'. OQHAKO Bech pasfen 7 CBs3aH C
TpeOoBaHuAMU "ompeaeneHue cdeppl JCUCTBUS W TPAHULl CHUCTEMBI MEHEIKMEHTa
uHpopmannoHHoW Oe3zomacHocTu" [cM. 4.2.1 mepeuucinenue a)], "ompenelieHHWE MOJUTUKH
CUCTeMBl MEHEKMEHTa WHPOpMarmoHHON Oe3omacHocTH [cM. 4.2.1 mepeuucnenue b)] u
"ompezieneHue MOJX0Ja K OLEHKe pucka [cMm. 4.2.1 mepeuucieHue c)|, onpenenéHHbIMU B
ISO/IEC 27001.

Boixonnele nannble: Crneun¢ukanuss OCHOBHBIX KpUTEpHEB, cdepa NecTBUS W TpaHMIIbI,
CTPYKTYypa JJIs Ipoliecca MEHEPKMEHTa pUcKa HHPOPMALIMOHHOM 0e301MacHOCTH.
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7.2 Ocnoenvle Kpumepuu

B 3aBucumoctu ot 0061acTé MPUMEHEHUS U TIeNieil MEHEKMEHTa PUCKOM MOTYT OBITh
MPUMEHECHBl PA3JIMYHbIE MOAXOJBI. Takke MOTYT OBITh Pa3IMYHBIMH TOAXOMBI IS KaKIOU
UTEpaLnU.

JlomxeH ObITh BhIOpaH WM pa3pabOTaH COOTBETCTBYIOIIHUN TOIXOJ MEHEIKMEHTA
PUCKOM, KOTOPBIN 0oOparaercss K OCHOBHBIM KPUTEPHUSM, TAKUM KaK: KPUTEPUU OIICHKH PHCKa,
BO3JICHCTBUE HA KPUTEPHUH, KPUTEPUU JOMYCTUMOCTH PUCKA.

JIOTIOTHUTENHHO OpraHU3alus JOJHKHA OLEHUTH, JOCTYITHBI I HEOOXO0IUMBIE PEeCypChI
IS

®  BBINIOJIHCHUS OIICHKU PUCKA U YCTAHOBIICHUS TTaHa 00paObOTKH PHCKA;

® OmpelneleHUs W OCYIIECTBICHUS TMOJWTHKUA W TPOLEAYPHl, BKIIOYAS
pean3anuio BEIOPAaHHOTO MEHEKMEHTA;

® KOHTPOJb MOHUTOPHUHTA;

¢ MOHUTOPUHT  TIpollecca  MEHEKMEHTa  PUCKOM  HH(OPMAIMOHHBIHA
0e30MMacHOCTH.

[MPUMEYAHUE, cmotpure Ttakxke ISO/IEC 27001 (Pazmen 5.2.1) OTHOCUTENBHO
pecypcoB CMUB u ycnoBuit asst peann3al 1 00CTyKHUBaHHS.

KpuTtepuu oueHkn pucka

JIOJKHBI pa3pabaThIBaTbC KPUTEPUM Uil OLIEHUBAHHUS PHCKOB WH(OPMALMOHHOM
0€30MaCHOCTH OpraHU3aINH, YIUTHIBAs CIEAYIOIIee:
® CTpaTeruyeckasi IeHHOCTb 00paboTKM OM3HEC-UH(POPMALIUY;
® KPUTUYHOCTH 3aTparuBaeMbIX HHPOPMALMOHHBIX aKTHBOB;
® [IPaBOBBIC U PEryIHPYIOIIKE TPEOOBAHUS U JOTOBOPHBIE 00s13aTENbCTBA;
® OMEpalMoOHHAas BAXHOCTb M  B@KHOCTh JUIsI OW3Heca JOCTYIHOCTH,
KOH(HUICHIINATBHOCTH U IIeI0OCTHOCTH;
® OXHUAAHUSA BOCHPHUATUS TPUYACTHBIX CTOPOH, a TaKKe HeraTUBHBIC
MOCJIECTBUSA JIs1 "HEOCA3aeMOro KanuTana" u permyTalui.
Kpome Toro, Kpurepuu oLeHUBaHUS PUCKOB MOTYT MCIIOJIb30BAThCS ISl ONPEaCIICHHS
MIPUOPUTETOB JJIs1 0OpabOTKU PUCKOB.

Kputepuu BozgencrTeus
Kpurepusimu BIUSHUS TOJKHBI pa3padaThIBaTbCSA U OMPEACIATHCS, UCXOS U3 CTEICHH
ymepba WIM pacxoJOB NS OpPraHM3AllMH, BBI3BIBAEMBIX COOBITHEM, CBS3aHHBIM C
MH(POPMAIMOHHOM 0€30MaCHOCTHIO, YUUTHIBAS CIEAYIOIIEE:
® ypOBEHb Kiaccu(uKauu HHHOPMAITMOHHOTO aKTHUBA, Ha KOTOPBIA OKa3bIBAETCS
BIIMSTHHE;
e mHapymeHus  uHGPOpMAIMOHHOM  Oe3omacHocTH  (HampuMmep,  yrpara
KOH(UICHIINATBHOCTH, LIEIOCTHOCTU U JOCTYITHOCTH);
e  yXyJIIECHHBIE ONepaluy (BHYTPEHHUE UITU TPETbUX CTOPOH);
e mOoTEps LEHHOCTH OM3HECca U (PMHAHCOBOM IIEHHOCTH;
e HapylIeHHE IUIAHOB U KOHEUHBIX CPOKOB;
e ymiepl /Ui pernyTanu;
® HapyLICHHE 3aKOHOJATEIbHBIX, PErYIUPYIOIIUX UITU JTOTOBOPHBIX TPEOOBAHHIA.
[Mpumeuanue - Cmotpute Takxke ISO/IEC 27001 [4.2.1 mnepeumcnenue d) 4)],
OTHOCHUTEIIbHO MJCHTU(UKALUK KPUTEPUEB BO3MOXKHOH yTparbl KOH(PHUICHIMAIBHOCTH,
LEJIOCTHOCTU U JIOCTYITHOCTH aKTHBOB.
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KpuTepuu npuHaTus pucka

Kpurepun npuHATHS pUCKA JOJDKHBI OBITH pa3paboTaHbl M ompeneneHsl. Kpurepun
NPUHATUS PUCKA 3a4acTyIO 3aBUCAT OT MOJIMTHK, HAMEPEHHH, 1IeNieil OpraHn3alui U UHTEPECOB
MPUYACTHBIX CTOPOH.

Opranu3anus JOJDKHA OIpPENeNaTh COOCTBEHHBIE WIKANbI s YPOBHEH NPUHATHS
pucka. [Ipu pa3paboTke cienyer y4uThIBaTh CleIylolIee:

® KPHUTEPHH NPUHATHS PUCKA MOTYT BKJIIOYATh MHOTHE MOPOTOBbIC 3HAYEHUS, C
’KeJIaeMbIM IIeJIEBBIM YPOBHEM PUCKa, HO TIPU YCIOBUH, YTO MPU ONIPEIEIEHHBIX
0OCTOSATENIbCTBAX  BBICIIEE  PYKOBOJCTBO  OylIeT TNpPUHUMATh  PHUCKH,
HaXOJAIINECS BbIIIE YKa3aHHOTO YPOBHS;

® KpUTEPHUHM TPUHATHA PUCKA MOTYT BBIpaXaTbCsi Kak COOTHOIICHHUE
KOJIMYECTBEHHO OIICHEHHOW BBITOABI (WM WHOW BBITOABI OW3Heca) K
KOJIMYECTBEHHO OLICHEHHOMY PHUCKY;

® pa3NUYHbIE KPUTEPHUH HPUHATHS PHCKAa MOTYT MPHUMEHSATHCS K Pa3IMYHbIM
KjlaccaM pHCKa, HalpUMep, pPUCKH, KOTOPbIe MOTYT HMETb pe3yJIbTaToM
HECOOTBETCTBUE AUPEKTHBAM M 3aKOHAM, HE MOTYT ObITh IPUHSATHI, B TO BpEMs
KaK MPHUHITHE PHUCKOB BBICOKOTO YPOBHS MOXET OBITh Pa3pelieHo, €Cld 3TO
OTIPEIENIEHO B IOTOBOPHOM TPEeOOBaHUM;

® KpUTEPHHM TPHUHATHS pHUCKAa MOTYT BKJIIOYaTh TPeOOBAaHHWsS, Kacarolluecs
Oyayielt TONOJHUTENbHOM 00paboTKe, HAapUMeEp, PUCK MOKET OBITh MPUHSAT,
€Clli UMeeTcs OJI0OOpEeHHEe W CcOorjache Ha OCYIIECTBICHHE JIEHCTBHA MO €ro
CHIDKEHHIO [0 TPUEMIIEMOTO YPOBHS B paMKaxX OIpeNeslIEHHOTO Mepuoja
BPEMEHHU.

Kpurepun npuHATHS pUCKAa MOTYT Pa3IUYaThCS B 3aBHCHUMOCTH OT TOTO, HACKOJBKO
J0JIT0, TPEATIONIOKUTEIBHO, PUCK OyJeT CyIecTBOBaTh, HAIPHUMED, PUCK MOXKET OBITh CBS3aH C
BPEMEHHOM WJIM KpPAaTKOBPEMEHHOH JedaTenbHOCThI0. Kpurepunm NpUHATHS PHUCKA JOJDKHBI
YCTaHABIMBATHCS ¢ YIETOM CIIEYIOIIETO:

e KpuTepHeB Ou3HECa,

® TPaBOBBIX U PETYIUPYIOUINX ACTIEKTOB;

e OIlCpaLHii;

® TEXHOJOTHUM;

e (UHAHCOB;

® COLMAJBbHBIX U TYMaHUTAPHBIX (PAKTOPOB.

IIpumeuanue - Kputepuum HpUHATHS pUCKA COOTBETCTBYIOT "KPUTEPHUSAM IPUHITHS
PHUCKOB U WICHTU(UKAIIUH pHeMIIeMoro ypoBHs pucka", onpenenéuasiM B ISO/IEC 27001 [cm.
4.2.1 nepeuucnenue c) 2)].

Bonee moapobHyro HHPOPMAIUIO MOKHO HAWTH B TIPUTIOKEHUU A.

7.3 Oonacms npumeHeHus u 2paHuybl

Opranu3anus JOJDKHA ONpEAEsaTh 00JacTh NPUMEHEHHS M TPAHMIBI MEHEIKMEHTa
pucka nH(pOpMaIIMOHHON 06€30TaCHOCTH.

OO6nacTte NpUMEHEHHUS IMpolecca MEHeHKMEHTa HH(POPMAIMOHHONH O0e30MacHOCTH
HEO0X0AUMO OTIPENENATh Al 00ecIeyeHHs TOT0, YTOObI BCE 3HAUMMBbIE aKTHUBbI IPUHUMAJIHCh B
pacuér npu oneHke pucka. Kpome toro, Heodxoaumo onpenensth rpanuisl [cm. Takxe ISO/IEC
27001, 4.2.1 nepeuncinenue a)] Aasd pacCMOTPEHUS TEX PUCKOB, UCTOUYHUKU KOTOPBIX MOTYT
HAXOJUTHCS 32 TAHHBIMH IPAHUIIAMHU.

JlomkHa ObITh coOpaHa uHpopMalus 00 OpraHu3alMUy sl TOTO, YTOOBI OMPEICTUTh
cpedy B KOTOPOil oHa (PYHKIIMOHUPYET M MHYIO, HEOOXOJUMYIO JJIsl Mpoliecca MEHEIKMEHTa
PHUCKOB HH(POPMAIIMOHHOM 0€301MacHOCTH HH(OPMALIHIO.

[Tpu onpenenenun 06JaCTU MPUMEHEHHUS U TPAHMIL TOJDKHA YUUTHIBATHCS CIEAYIOIAst
uH(pOpMaIKs, KaCarolasicsi OpraHu3aluu:
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® CTpaTeruyeckue Ieiau Ou3Heca OpraHu3aluy, CTPATeTuu U MOJUTHKH;

e Tmpoliecchl OU3Heca;

e (YHKUIUHU U CTPYKTypa OpraHu3alliy;

® [PaBOBBIC, PETYIUPYIOIIME W JOTOBOPHBIE TpeOOBaHUS, NPUMEHHUMBIE K
OpraHu3aIum;

® MOJUTHUKA MHPOPMAIIMOHHON OE30MaCHOCTH OpPraHu3allnu;

e oOmMiA MOJIX0/1 K MCHEDKMEHTY pUCKa OpraHU3aIHH;

¢ uHPOPMALMOHHbBIC AKTUBBI;

® MECTOMNOJIOKEHHUE OPraHU3alM1 U reorpaduyeckue XapakTepUCTHKH;

® OrpaHUYEHUS, BIUSIONINE HA OPTaHN3aLHIO;

® OXXUJAHUS NPUYACTHBIX CTOPOH;

® COLMOKYIbTYpHAs Cpena;

e uHTepdeicH (T.e. 0OMeH HHpOpMAITIEH co cpeoit).

Kpome TOro, opranmsamus AopkHa obOecneunBaTh OOOCHOBAaHUE IS KaXIOTO
UCKJTIOUEHHS U3 00J1aCTH IPUMEHEHUSI.

[Tpumepamu ob6aacT NpUMEHEHUSI MEHEDKMEHTa pucka MoryT O0b1Th U T-nipusoxenue,
WT- undpactpykrypa, Ou3Hec-mpouecc Wiu OnpeaeiaEHHas YacTh OpraHU3altu.

[Tpumeyanue - OOnacTb NPUMEHEHHS M TPaHHUIBI MEHEKMEHTa pHCKa
MHPOPMAIMOHHON 0€30MacHOCTH CBsI3aHBI C OONACThiO MpuMeHeHuss u rpanunamu CMUB,
tpedyembimu B ISO/IEC 27001 [cm. 4.2.1 nepeuncienue a)].

Bonee moapobHyro HHPOPMAIUIO MOKHO HAWTH B TIPUTIOKEHUU A.

7.4 Opzanuzauyuonnas cmpykmypa MeHeOHCMEeHmMa pPUCKA UHGOPMAUUOHHOU
oezonacnocmu

HeoOxonuMo ycTaHaBnuBaTh U TOJAEPKUBATh OPraHU3ALMOHHYIO CTPYKTYpY U
00s13aHHOCTH JJIsl TIpollecca MEHEKMEHTa pucka HH(popmanmoHHOH Oe3omacHocTu. Huke
NEPEUYHCIISIOTCS TJIAaBHBIE POJIA M 00s13aHHOCTH, MIPUCYIIHE TAKOW OPraHU3a[MOHHON CTPYKTYpeE:

e pa3paboTKa Ipolecca MEHEeKMEHTa pUCKa MH(OPMAIIMOHHONW 0e30MacHOCTH,
MOJIXOSIIETO I JAHHOM OpraHu3aluy;

® WICHTU(HKAIMA U aHAJIM3 PUYACTHBIX CTOPOH;

e ompejeneHUE poJiel M 00s3aHHOCTEH BCEX CTOPOH, KaKk BHYTPEHHHMX, TaK H
BHEIIHUX 10 OTHOIIEHUIO K OpraHU3aIHH;

e YyCTaHOBJICHHE TpeOyeMBIX  B3aMMOCBS3€H  MEXIy  OpraHuzanued U
NPUYACTHBIMU CTOPOHAMH, a TaKke HHTepPEHcoB A OpraHU3alMOHHBIX
GbyHKIMI MEHEeKMEHTa PUCKOB BBICOKOTO YPOBHS (HAalpHMeEp, MEHEIKMEHT
OTEPAllMOHHOTO PHUCKA), a TaKXke HHTEePPEHCOB ¢ JPYrUMH 3HAYUMBIMH
MIPOEKTaMH U BUIAMU JIeSTEIbHOCTH;

® OINpEIeICHUE IyTel ICKATALUU IPUHATHS PELICHUN;

® OIpeeeHue MOIISKAIINX BEICHHIO JOKYMEHTOB.

Ota  OpraHuzalMoHHas CTPYKTypa JIOJDKHA  OJOOPATBCS  COOTBETCTBYIOIIMM
PYKOBOJICTBOM OpPTraHU3AIUH.

[Mpumeuanue - ISO/IEC 27001 tpeOyer ompeneneHus oOeCIeYeHHUsS] PECYPCOB,
HEOOXOJMMBIX Ul  YCTaHOBJICHHUS, peanu3aluy, (QYHKIMOHUPOBAHHS, MOHUTOPHHTA,
nepecMoTpa, nogaepxkku u ynyumenus CMUB [cm. 5.2.1 nepeuncnenue a)]. OpraHuzanus

orepanuii MEHEPKMEHTa PHCKAa MOXET paccMaTpUBAThCS Kak OJMH U3 PECypcoB, TpeOyeMbIX
ISO/IEC 27001.

8 Onenka puckoB HHGPOPMAUMOHHOM 0€30MIACHOCTH
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8.1 Obwee onucanue ouenku pucka ungpopmayuonnou 6ezonacnocmu

OTMETHBTE, B ISO/IEC 27001 mesTenbHOCTh MO OIIGHKE PHUCKA ONpPENEeNseTcsl Kak
rpotecc.

Bxonnble ganHble: Y CTaHOBIEHHBIE OCHOBHBIE KPUTEpHH, chepa AeWCTBUS U TPAHHIIbI,
CTPYKTYypa JJIsl Ipoliecca MEHEKMEHTa PUCKa HHPOPMALIMOHHOM O€301acHOCTH.

[leiictBue: Pucku NOJDKHBI OBITH MAECHTH(PHUIMPOBAHBI, KOJIMYECTBEHHO OMpEICTICHBI
WIM KauyeCTBEHHO OIMCAHbl M pACCTaBJIEHbl B COOTBETCTBUU C IPUOPUTETAMM COTJIACHO
KPUTEPUAM OLIEHUBAHUS PUCKA U YMECTHBIM ISl OPraHU3aLUU LETSIM.

PyKOBOACTBO 10 peann3aluu:

Puck nmpencraBnser coOoif  KOMOWHAIIMIO  TOCJHEICTBUM, BBITCKAIONIMX U3
HEXKEJIAaTeNbHOTO COOBITHS, W BEPOSTHOCTH BO3HHUKHOBEHMsS COObITHS. OIeHKa pHCKa
KOJIMYECTBEHHO OINPENENsAeT WIM KaueCTBEHHO OIMCBHIBAET PUCKM M JAET BO3MOXKHOCTH
PYKOBOJUTENSM  PAacCTaBisATh PUCKM B  COOTBETCTBUM C IPHUOPUTETAMHU  COIJIACHO
BOCIIPMHUMAEMO# CEpbE3HOCTH UIIM IPYTUM YCTAHOBIIEHHBIM KPUTEPHSIM.

OneHka pucka COCTOUT U3 CIEIYIOIUX MEPOTIPUATHI:

® HICHTHU(UKAIUIO PHCKa (B COOTBETCTBUU C 8.2);
® aHaJM3 CTENEHM PUCKA (B COOTBETCTBUH C 8.3)
® OILICHHBAHHUE PUCKa (B COOTBETCTBUU C 8.4).

OmneHka pHcka omlpeAessieT HEHHOCTh MH()OPMAIMOHHBIX aKTUBOB, MIECHTH()ULIUpPYET
IIPUMEHUMBIE YTPO3bl M YSI3BUMOCTH, KOTOpBIE CYILIECTBYIOT (MM MOTYT CYIIECTBOBAThH),
UACHTUPUIMPYET CYIIECTBYIOIINE CPEICTBA KOHTPOJIS M UX BIUSHUE HA UACHTU(DUIIMPOBAHHbIC
PHUCKH, OIpEeNsIeT NOTEHIUAIbHbIE IOCIEACTBUS U, HAKOHEL], PaCCTaBIISIET BBIBEACHHBIE PUCKU
B COOTBETCTBUM C MPUOPUTETAMH M PAHXKUPYET HMX IO KPUTEPHUSIM OLIEHUBAHUS pHUCKA,
3a(hUKCUPOBAHHBIM MPU YCTAHOBKE KOHTEKCTA.

OrneHka pricka 4acTo MPOBOAMUTCS, UCHONB3YsS ABe (uiau Oonee) urepammu. CHauyana
MIPOBOJIUTCSI BEICOKOYPOBHEBAs OLIEHKA JUIS MICHTH(HKAIMK TMOTEHINATbHO BBICOKUX PUCKOB,
ONpaBIBIBAIOIINX JalbHENIIYIO OlleHKY. Crenyromas uTepanus MOKET BKIIOUaTh JalbHeWIee
yrIyOnéHHOE  pacCMOTPEHHE TOTCHUHATBHO BBICOKMX PHCKOB, OOHApyKEHHBIX MpHU
NIEpBOHAYAIBHON uTepauuu. B Tex ciydasx, Korja 3TO NPEJOCTaBIsSeT HEAOCTATOYHYIO
uHpOpMALMIO JJIs1 OLIEHKM pHCKa, 3aTeM TPOBOJUTCA JAIbHEHIIMI JeTanbHbIi aHaju3,
BEPOSATHO, JIJIs YacTel MOJTHOM cepbl v, BO3MOKHO, HCIIOJIB3YsS HHOU METOI.

Br160p coOCTBEHHOTO 1MOAX0/1a K OLIEHKE PUCKA Ha OCHOBE 33/1a4 U IEJIM OLIEHKU PHUCKa
3aBUCUT OT CAMOW OpraHU3aLuu.

OOcyxaeHne MOJIX0J0B K OLIEHKE pHCKa HMH(OPMAIMOHHOW 0€301MacHOCTH MOKHO
HaWTHU B npuioxeHuu E.

Boixonnbie 1anHble: [lepedeHb OIIEHEHHBIX PUCKOB, PACCTaBIECHHBIX B COOTBETCTBUH C
IIPUOPUTETAMHU COTJIACHO KPUTEPUSIM OLIEHUBAHUSI PUCKA.

8.2 Ananus pucka
8.2.1 UpaeHTndpmkauma pucka

8.2.1.1 BBegeHue B naeHTUdMKaLUIo pucka

enpto wumeHTUGUKANMK pUCKA SBISETCS OINpPENCICHHE TOT0, YTO MOTJIO OBl
MIPOU30UTH, YTOOBI HAHECTH TOTEHIMAIBHBIN, U YTOOBI TOJYYUTh MPEJICTABICHHE O TOM, Kak,
rie ¥ TOYeMy MOT UMETh MECTO 3TOT BpEA. JTambl, OMHCAHHBIE HUXKE, OJKHBI COOMpPATh
BXO/IHbIE JAHHBIE JISl AEATEIBHOCTH IO KOJIMYECTBEHHOM OLICHKE PUCKA.

[Ipumeyanue - Buapl [OeATEIBHOCTH, ONMCAHHBIE HUXKE, MOIYT HIPOBOIAUTHCS B
Pa3IMYHOM NOPSIAKE B 3aBUCUMOCTH OT MMPUMEHAEMOU METOAO0JIOTHH.
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8.2.1.2 UpeHdbMKaumsa akTMBOB®

Bxonnple gannpie: O6nacTh NPUMEHEHHUST M TPAHULBI JUISL TIOJUIKAIICH MPOBEICHUIO
OLICHKE pPHCKa, MEPEYEHb COCTaBHBIX 4YacTel, BKIIIOYAIOUINI BIaJEIbLEB, MECTOIOJIOKEHUE,
(GYHKIUIO U T. 1.

[leiictBue: JIomkHBI OBITh MACHTU(PHUIMPOBAHBI AKTUBBI, BXOAAIINE B YCTAHOBJICHHYIO
obnacte npumeHenwus [cBs3ano ¢ ISO/IEC 27001, 4.2.1 nepeuncnenue d) 1)].

PyKOBOJICTBO 110 peann3anuu:

AKTHBOM SIBJISIETCSI HEYTO, UMEIOLIEE LIEHHOCTDh Il OpraHu3alluu M, CIEA0BaTENbHO,
HyXjaatomieecss B 3amure. llpm WAGHTU(QHUKAIMKM aKTUBOB ClEAyeT HMETh B BHAY, 4YTO
MH(POPMAIMOHHAS CUCTEMA COCTOUT HE TOJIBKO U3 alMapaTHBIX U MPOTPAMMHBIX CPEJICTB.

WneHTHUKAIMIO aKTUBOB CIEAYET OCYLIECTBISATh HA COOTBETCTBYIOLIEM YPOBHE
JeTalnnu3alnny, 00eCreuynBaloieM JIOCTaTOYHYI0 HMH(OPMAIMIO Il OLEHKH pPUCKA. YPOBEHb
JeTaNnu3allii, HWCHOJb3YyeMbId MNpH WACHTU(PHUKAIMKA AaKTUBOB, BIHMSAET Ha oOmuil o0BeM
uHpopManuy, CcOOpaHHOM BO BpeMs OLEHKM pHCKa. JTOT YpPOBEHb MOXET ObITh Oojee
JeTAIU3UPOBAH MPU JaTbHEHUIIINX UTEPALIUAX OLICHKU PUCKA.

JUis KaXIoro axkTuBa [OJDKEH OBITh OMNpENeNéH Biajesnel, 4YToObl 00eCreduTh
yu€HOCTh M OTBETCTBEHHOCTH 3a KaX/Iblii akTUB. Biagener] akTuBa MokeT He 00J1a1aTh paBaMu
COOCTBEHHOCTH Ha aKTUB, HO OH HECET COOTBETCTBYIOIIYIO OTBETCTBEHHOCTh 32 €T0 MOJIyueHHE,
pa3paboTKy, MOAJNEPKKY, HCIOJIb30BaHME M Oe30macHOCTb. Yarne Bcero Biajesiel] aKkTHUBa
ABIISICTCS HanOoJIee MOIXOMSIINM JIMLIOM, CIIOCOOHBIM OTIPEACIUTh PEaNbHYIO IICHHOCTh aKTHBA
Il opranu3auuy (cM. 8.2 Ha peAMET ONpeeNeHUs] HEHHOCTU aKTUBOB).

I'pannneit nepecMoTpa SBIISIETCS IEPUMETP aKTUBOB OPraHU3aLUU, ONIPEACIEHHBIN KaK
MOJIIeKAIUH MEHEDKMEHTY IMOCPEACTBOM IPOLIECCa MEHEIKMEHTa pUCKa MH(POPMALMOHHOM
0€30MacHOCTH.

Bonee monpoOuyro wuHboOpManuio 00 WACHTU(DUKANUKA W OMPEICNICHUS IICHHOCTH
aKTHBOB B YacTH MH()OPMAITMOHHON 0€30MaCHOCTH MOKHO HAlTH B MPHIIOKEHUH B.

Boixonnble nanHble: IlepeueHb axkTUBOB, MNOJIEKAIIUNA MEHEIKMEHTY PHUCKA, U
nepevyeHb OM3HEC-TPOIIECCOB, CBA3aHHBIX C AKTUBAMU, U UX 3HAYUMOCTb.

8.2.1.3 UpeHTncpukauma yrpos

Bxonneie pannbie: Muaopmarus o0 yrpos3ax, MOMydeHHass B pe3yJibTaTe aHAIM3a
MHIIMJEHTA, OT BIAJEIbLEB aKTUBOB, MOJIb30BATEIIEH, & TAKKE U3 IPYTHUX UCTOYHUKOB, BKIIFOUAS
peecTpsl BHEIIHUX YIPO3.

JletictBue: Yrpo3bl U X HCTOYHHKHU JOJDKHBI OBITh MACHTU(UIIMPOBAHBI [CBSI3aHO C
ISO/IEC 27001, 4.2.1 nepeuucnenue d) 2)].

PyKOBOJICTBO 110 peanu3aluu:

VYrpo3a o0mamaeT MOTEHIMAIOM MPUYUHEHUsS BpeJa aKTHBaM, a, CIEJOBAaTENIbHO, U
OpraHm3ausaM, TaKUM Kak HHQOpMAIMs, TMPOLUECChl U CHUCTEMBI. YTPO3bl MOTYT OBITh
IPUPOJHOTO MPOUCXOKICHUS WM OT JEHCTBHIA JIIOAEH, OHM MOTYT OBITh CIIydallHBIMU WJIH
YMBIIUICHHBIMU. J{OJKHBI OBITh HICHTU(DUITUPOBAHBI U CITyYaiiHbIe, U YMBIIIIEHHBIE HCTOYHUKHI
yrpo3. ¥Yrpo3a MOXET POUCTEKATh KaK U3 CaMOM OpraHu3allid, TaK U BHE €€ MPEIEIOB. YTPO3bl
JOJKHBI MACHTU(DUIIUPOBATHCS B O0IIEM U 10 BUAY (HapuMep, HEaBTOPU30BAHHBIC JCHCTBUS,
¢busnueckuit ymepO, TeXHWYecKne cOoW), a 3aTeM, A€ ITO YMECTHO, OTACIbHBIC YrpO3bl

ITpumeuaHue nepeBoguUKa: B mpuKIaHEIX METOJAaX aHATIN3a PUCKOB OOBIYHO PACCMATPUBATHCS CICAYIOIIUE KJIACCHl AKTHBOB!
. obopynoBanue ((HU3NIECKHE PECYpChl);

IporpaMMHOE o0ecIedeHue (CHCTeMHOE, IPUKIATHOE, YTHINTHL, APYTHE BCIOMOTaTelbHbIE IPOrpaMMBbl);

nH(OPMAIMOHHBIE pecypch (0a3bl JaHHBIX, (aiiibl, Bce BUABI JOKYMEHTAIUH);

cHCTeMHbIe HHTep(eiichl (BHEIIHNE ¥ BHY TPSHHHE BO3MOJKHbIE COEIMHEHH );

JIIOJTH, KOTOPBIE TTOIB3YIOTCs U moanepkuBaioT 1T cucreMy (B mTaTe/ KOHTPAKT);

muccus IT cuctemsl (system mission) — npotecc, BeIoHseMbli [T cucreMoit;

CepBUC H IO IepKuBarommas HHpacTpykTypa (odcmyxusanne CBT, sneprocuabkenue, odecredcHre

KIMMaTHYECKHX TapaMeTPoB U T.IL.).
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UACHTUPUIMPYIOTCS BHYTPU POJOBOTO Kiacca. JTO O3HAYaeT, YTO HHU OJHA yrpo3a, BKIOYas
HEOXHIaHHbIE, HEe OylIeT yIyIieHa, Ho 00beM TpedyeMol paboThl, HECMOTPS Ha 3TO, OTPAaHUYCH.

Hekotopble yrpo3sl MOTyT BIHATH Oojiee YeM Ha OAMH aKTHUB. B Takux cimy4asx OHH
MOTYT SIBJIATHCA NPUYMHON PA3IMUYHBIX BIUSHUH, B 3aBUCHUMOCTH OT TOTO, Ha KAaKH€ aKTHBBI
OKa3bIBACTCS BO3JCHUCTBHE

Bxonuble mgaHHBIe JUIS MACHTH(QHUKALWKA U U3MEPEHHS BEPOSTHOCTH BO3HUKHOBEHHS
yrpo3 (cM. 8.2.2.3) Moryr OBITH TMOJYYEHBI OT BJIAJETBIEB AKTUBOB WM I0JIb30BaTEJICH,
IepcoHaja oT/ena KaJapoB, pyKOBOICTBA OpraHU3alliy U crienuanuctoB B chepe Wb, sxcniepToB
B chepe (uznyeckor OE30MaCHOCTH, IOPUAWYECKOTO OTAeNa M JPYTUX CTPYKTYp, BKIIOYas
IIPaBOBbIC OpraHbl, METEOPOJIOTUYECKUE CIYXKObI, CTpPaxoBble KOMIAHWH, HALMOHAIbHbIC
NIPAaBUTENIbCTBEHHBIE YupexkaeHus. [Ipu paccMOTpeHUHM yrpo3 TOJDKHBI YUUTBIBATHCS ACIIEKTHI
Cpezbl M KyJIbTYpBI.

BHyTpeHHUI OMBIT, MOJIYYEHHBIM B PE3YJbTaT€ WHLUJIECHTOB, W IIPOLLIbIE OLCHKU
yIpo3 JOJDKHBI OBITh YYTEHBI B TEKyIIEH OlleHKe. MOXXeT OBITh 11eJ1eCO00pa3HO CIIPABUTHCS B
IPYTUX peectpax yrpo3 (BO3MOXKHO, CHEIU(PUYHBIX ISl OpraHU3alvdd WU Ou3Heca), 4TOObI
3allOJIHUTH TepeueHb OOINUX Yrpo3, I/Ie 3TO MMEET 3HadeHue. PeecTpbl M CTaTUCTHKY YyIrpo3
MO>KHO TIOJIy4UTh OT HMPOMBIIIJICHHBIX OpraHu3aluii, HAIMOHAIBHBIX MPABUTENbCTB, MPABOBHIX
OpraHoB, CTPAXOBBIX KOMIIAHHUH U T.1.

Hcnonp3ys peecTpbl yrpo3 WM pe3yabTaTbl MPEKHHUX OLIEHOK Yrpo3, He CIeayeT
3a0BIBaTh O TOM, YTO NPOMCXOJUT TOCTOSHHAs CMEHa 3HAYUMBIX YIpo3, OCOOCHHO, €CIH
U3MEHSIOTCS OM3Hec-cpenia Wi MH()OPMaIIMOHHBIE CUCTEMBI.

Bbonee noapoOuyio nHGOpMAaIMIO O TUIIAX YTPO3 MOXKHO HAWTH B npuiioxkeHnu C.

Broixonnbie gannbie: [lepedens yrpo3 ¢ uaeHTuuKanue Bujaa 1 HICTOUHUKA.

8.2.1.4 UpeHTbMKaumA cyLlecTBYIOLNX CPeACTB KOHTpPONs

Bxonnble panHble: J[OKyMEHTHpPOBAaHHE CPEICTB KOHTPOJIS, IJIAHOB pealu3aliu
00paboTKH pUCKa.

[eiictBue: CymecTBylomuye U IUIAHUPYEMbIE  CPEICTBA  KOHTPOJIL — CIEAyeT
UACHTU(PHUIIUPOBATE.

WneHTuUKaMs CYIIECTBYIOUIMX CPEJACTB KOHTPOJS JOJDKHA OBITH C/EIaHa, 4TOOBI
n30exaTh HEHY)KHOHM pabOThl MM PacXo/10B, HAIPUMED, MPH AyOIMPOBAHUU CPENICTB KOHTPOJIS.
Kpome Toro, BOo BpeMsi UACHTHU(PHUKAIIMN CYIIECTBYIOIIUX CPEICTB KOHTPOJISA CIEAYEeT MPOBECTH
MPOBEPKY, YTOOBI YIOCTOBEPHUTHCS, YTO CPEICTBA KOHTPOJS (PYHKIIMOHUPYIOT MPABUIIBHO -
CCBhIJIKA Ha YK€ cylecTByromue oT4€rhl 1no ayaury CMUb nomkHBI OrpaHUYMBAaTH BpPEM,
3aTpayrMBaeMoe Ha ATy 3anady. Ecim cpeactBa KOHTposis HE paboTaloOT, Kak OKUAAIOCH, 3TO
MOJKET CTaTh MPUYMUHON ysA3BUMOCTH. CIlielyeT yenuTh BHUMAaHNUE CUTYalluH, KOT1a BEIOpaHHbIE
cpeacTBa KOHTposis (WM CTpaTerus) OTKa3blBalOTCs paboTaTh M MOATOMY TpeOyroTCs
JOTIOJTHUTEIIbHbIC cpeacTBa KOHTPOJIS st 3P PEKTUBHOTO paccMOTpeHus
uaeHtupunmuposannoro pucka. B CMMUB, B coorBerctBum c¢ ISO/IEC 27001, »3to
NoJJIep)KUBAaeTCsl U3MepeHueM 3((eKTUBHOCTH CpeAcTB KOHTpoJs. OgHMM H3 CcrocoOoB
KOJIMYECTBEHHO OICHHUTH JICHCTBHE CPEICTB KOHTPOJS - MOCMOTPETh, KaK OHO YMEHBIIAET
BEPOSATHOCTh YIpO3bl M MPOCTOTY HCIOJIB30BAaHUS YSI3BUMOCTH WM BJIHMSHHE WHLUICHTA.
[lepecMOTpBI, OCYIIECTBISIEMbIE MEHEKepaMH MU OTYETHI MO ayAuTy, TaKkKe 00ecredyuBaroT
uHpopMmanuio 00 3PPEKTUBHOCTH CYIIECTBYIOIUX CPEACTB KOHTPOJIS.

CpencTBo KOHTpOJISl, KOTOpPbIE TUIAHUPYETCS peain30BaTh B COOTBETCTBUE C IIAaHAMU
peanu3ayu 00pabOTKU PUCKA, JOJDKHBI YIUTHIBATHCS TEM )K€ CaMbIM CIIOCOOOM, KOTOPBINA yKe
ObUI peaan30BaH.

CymiecTByloliee Wid IUIAHUPYEMOE CPEACTBO KOHTPOJSI MOKET MIECHTH(PUIUPOBATHCS
Kak Hed(DPeKTHBHOE WM HEIOCTAaTOYHOe, WM HeoOocHOBaHHOe. Ecmm ero mnocuurtanmu
HEOOOCHOBAHHBIM MJIM HEJOCTAaTOYHBIM, CPEICTBO KOHTPOJS HEOOXOIUMO IMPOBEPUTH, YTOOBI
OTIPENICNUTh CTOUT JIM €r0 YAAIUTh, 3aMEHUTh €ro JIpyruM, 0oJjiee MOIXOAALINM, WIH CTOMUT
OCTaBUTH €r0 Ha MECTE, HAPUMEP, [0 CTOMMOCTHBIM PUYHHAM.
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Jlns uaeHTUUKAUKE CYIIECTBYIOUIMX WIH IUIAHUPYEMBIX CPEACTB KOHTPOJS MOTYT
OBIThH OJIE3HBI CIIEIYIOUINE MEPOTPUSATHS:

® TPOCMOTpP JIOKYMEHTOB, COJEpXaluX HWH(POPMAIHI0O O CPEICTBAX KOHTPOJISA
(HarmpumMep, mIaHbl 00pabOTKM pHCKOB). Ecnmm mpoueccsl MeHeIKMEHTa
MH(POPMAIMOHHON 0€301acCHOCTH 33JJ0KYMEHTHUPOBAHBI JODKHBIM 00pa3oM, TO
BCE CYILECTBYIOIIUE WJIM IIAHUPYEMbIE CPEJCTBA KOHTPOJIS U COCTOSHHUE HMX
peanu3aly J0KHBI OBITh TaM JIOCTYITHBL;

® T[QpoBEpKa BMECT€ C JIIOJbMH, OTBEUAIOIIMMH 3a HH(POPMALUOHHYIO
0e30macHOCTh  (HampuMmep, CIyXallud, 3aHUMAaOUIMiica obOecreueHreM
MH(POPMAIMOHHON 0€30MacHOCTH, CIYKalUi, OTBEYalomMUi 3a 0e30MacHOCTh
MH(POPMAIMOHHON CUCTEMBI, KOMEHAAHT 3/1aHUS WIN PYKOBOIMTENb PaboT) U
MOJIL30BATEISIMH, KaKUe CPEICTBA KOHTPOJIA ACHCTBUTEIBHO PEaTH30BaHbl IS
paccMaTpuBaeMoro HMH(OPMAIIMOHHOTO TMpolecca WM HH(GOPMAIIMOHHON
CHCTEMBI;

e 00Xx0o4 3IaHHMS C TPOBEACHHUEM OCMOTpa (HU3MUECKUX CPEICTB KOHTPOJI,
CpaBHEHHE pEAJM30BAHHBIX CPEJICTB KOHTPOJS C TEpEYHEM TeX, KOTOpbIE
JOJDKHBI OBITh, M TPOBEpPKa pPEaIM30BAHHBIX CPEICTB KOHTPOJIA Ha TPEAMET
NPaBUIBLHON U 3 PEKTUBHON pabOTHI WIIH;

® PAacCMOTPEHHE Pe3yabTaTOB BHYTPEHHHUX ayUTOB.

Boixonnele nansbie: IlepedeHb BcexX CYIIECTBYIOUIMX M IUIAHUPYEMBIX CpEICTB
KOHTPOJIS, X HaX0X/IEHUE U COCTOSIHUE UCIIOJIb30BAHUS.

8.2.1.5 UpeHTnpukauma yassumocTu

Bxonnple nansblie: [lepedHn M3BECTHBIX Yrpo3, MEPEUYHU aKTUBOB M CYIIECTBYIOIIUX
CpeACTB KOHTPOJIS.

[leiictBue: HeoOxonumMo WACHTU(GHUIMPOBATH YA3BUMOCTH, KOTOPbIE MOTYT OBITH
UCTOJIb30BaHbl Yrpo3aMu, 4TOObI HAHECTH YIIepO aKTHBaM WJIM OPTaHM3alUU [CBSI3aHO C
ISO/IEC 27001, 4.2.1 nepeuucnenue d) 3)].

PyKOBOACTBO 10 peann3aluu:

VYS3BUMOCTH MOTYT OBITh UACHTU(PHUIMPOBAHBI B CIEAYIOIUX 00IaCTAX:

e opranuzanus pador;
MPOIIECCHI U TIPOLIETYPHI;
YCTaHOBUBIIHECS HOPMBI yIIPABIICHHUS;
MEPCOHAT;
¢dusnueckas cpena;
KOH(Urypamnus nHhHopMarMoHHON CUCTEMBI;
anmaparHble CpeJCTBa, IPOrpaMMHOE 00ECTIeUeHHE 1 alnaparypa CBs3H;
3aBHCHUMOCTb OT BHEITHMX CTOPOH.

Hanuune ys3BUMOCTH HE TNpHYUHIET Bpeda camo Mo cebe, Tak Kak HEeoO0X0JuMO
HAJIMYHME YrpO3bl, KOTOpas BOCHOJIB3YETCS €10. YS3BUMOCTh, HE MMEIOIAs COOTBETCTBYIOLICH
yIpo3bl, MOKET HE TpeOOBaTh BHEIPEHHUS CPEACTBA KOHTPOJS, HO JOJDKHA OCO3HABATHCS H
MoJIBEpraTbcsi MOHHUTOPHUHTY Ha MpeaMeT usMepeHuil. Crienyer OTMETHTb, YTO HEBEPHO
peannu30BaHHOE WM HENPaBHIBHO (DYHKIIMOHUPYIOIIEE CPEACTBO KOHTPOJS WM CPEICTBO
KOHTPOJISl, KOTOPOE HENPaBMWIILHO HCHOJB3YETCS, CaMO MOXKET OBITh YS3BHUMOCTHIO. CpencTBo
KOHTPOJII MOKET OBITh 3(PQPEKTHBHBIM WIH HEI(PPEKTUBHBIM B 3aBUCUMOCTH OT CpElbl, B
KoTopoil oHO (yHKIHOHHpYeT. WM Ha0o00pOT, yrposa, He HMEIOIAas COOTBETCTBYIOIIEH
YA3BUMOCTH, MOKET HE TIPUBOJIUTH K PUCKY.

Vsa3BUMOCTH MOTYT OBITH CBSI3aHBI CO CBOMCTBAMH AaKTHBA, KOTOPHIE MOTYT
HCTIOJIb30BATHCS CIIOCOOOM M C LIENbI0, OTIMYAIOIIMMUCS OT T€X, KOTOPbIC TUNIAHUPOBAIUCH MPH
NpUOOPETEHUH WIN CO3JaHUU aKTHBA. Y SI3BHUMOCTH, BOSHUKAIOLINE U3 PA3IMYHBIX UCTOYHUKOB,
MOJIIeKAaT PACCMOTPEHHUIO, HAIIPUMEp, TE KOTOPBIE SIBIISIOTCS BHEIIHUMH WM BHYTPEHHHMH IO
OTHOIIEHHIO K aKTUBY.
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IIpuMepsl yA3BUMOCTEM U METObI OLICHKU YSI3BUMOCTEH MOXKHO HAaWTHU B IIPUIOKEHUU
D.

Boixonnble nansble: IlepedeHb ysA3BUMOCTEM, CBSA3aHHBIX C aKTHBaMH, yrpo3aMu U
CPEACTBAMHM KOHTPOJIS; IIEPEYEHb YA3BUMOCTEH, KOTOpPBIE HE CBA3aHbl C IOJUICKALIEH
paccMOTPEHHIO UACHTU(HUITUPOBAHHON YTrpO30ii.

8.2.1.6 UmgeHTMcbMKauma nocneacTeumn

Bxonnbie nanubie: [lepedeHb akTHBOB, NMEPEUYCHb OM3HEC-TIPOIECCOB, MEPEUEHBb yrpo3
U YS3BUMOCTEH, IJIe 3TO YMECTHO, CBSI3aHHBIX C aKTUBAMH, U MX 3HAUUMOCTb.

[eiictBue: JIoyKHBI ObITh MACHTU(HUIIMPOBAHBI MOCIEACTBUS AJSI aKTUBOB, KOTOPHIE
MOTYT OBITH PE3yAbTATOM IMOTEPH KOH(PHUIECHIMATHHOCTH, LEIOCTHOCTH M JOCTYHHOCTH [CM.
ISO/IEC 27001, 4.2.1 mnepeuncnenue d) 4)]. IlocmeactBueM MOXKET OBITh MOTEPS
3pPEeKTUBHOCTH, HEONAronpusATHbIE OINEpallMOHHBIE YCIOBUS, TNOTeps Ou3Heca, ymepo,
HAaHECEHHBIN peNyTaluy U T.[.

OTa AeATeNbHOCTh UACHTU(UIUPYET yIepO JUis OpraHu3aliy WM MOCIEACTBUS JUIS
OpraHu3allui, KOTOpble MOTYT OBITh OOYCJIOBJICHBI CIIEHAPUEM HHIUACHTA, OKa3bIBAEMOM
yrpo30ii, ucnonb3ylomel onpenenéHuyo ya3Bumocts B uHnunente Ub (cm. ISO/IEC 27002,
paznen 13). BausHue cueHapueB HMHIMJIEHTOB CIEAYET OIPEAEATb, HCIONb3Yys KpPUTEPUU
BIIUSIHUSA, ONPENCIIEHHBIE B TEUEHHUE NEATEIBHOCTH, CBSI3aHHOM C YCTAHOBJIIEHMEM KOHTEKCTA.
OHO MOET 3aTPOHYTh OJMH WX OOJbliee KOJMYECTBO aKTUBOB; MM 4acThb akTuBa. IlosTomy
aKTHUBaM MOKET Ha3HA4yaThbCs LEHHOCTh B 3aBHCUMOCTH OT MX (PMHAHCOBOM CTOMMOCTH U TIO
NPUYMHE TOCTEeICTBUM [UIs OM3HEca B Cllydae MX MOpYM WiIM Kommpomerarmu. IlocienctBus
MOTYT ObITh BPEMEHHBIMH WJIM TIOCTOSIHHBIMH, KaK B CITydae pa3pyIIeHUs] aKTHBOB.

[Mpumeuanue - B ISO/IEC 27001 omnuceiBaeTcs MPOUCXOXKICHHUE CIICHAPHEB
HHIIUIEHTOB, KaK "HEIOCTAaTKOB 0€30IaCHOCTH .

Opranu3anuy  JOJDKHBI  ONpPENENsATh ONEpalMOHHBIE TOCJIEJICTBHS — CIICHAPHUEB
WHIHJICHTOB HAa OCHOBE (HO HE OTPaHUYMBASICH):

® BpPEMEHU Ha pacciieJOBaHUE U BOCCTAHOBJICHMUE;
noteps (paboyero) BpeMeHH;
YIYILIEHHON BO3MOXHOCTH;
OXpaHbI Tpyia U 0€30MaCHOCTH;
(UHAHCOBBIX 3aTparT Ha CHEIU(PUYECKHEe HABBIKA, HEOOXOIUMBIC s
yCTpaHEHHs] HEUCTIPABHOCTH;
e pemyTanuu U MHOTO "Heocs3aeMoro kanuraua'.

[TonpoGHOCTH, Kacaromuecs: OLEHKH TEXHUYECKHX YS3BUMOCTEH, MOXKHO Haiitu B B.3
(npunoxenue B).

Boixonnele nannbie: [lepeyeHb clieHapueB HMHUUACHTOB C WX IOCIEACTBUSIMH,
CBSI3aHHBIMU C aKTUBAMH U OU3HEC-TIPOLIECCAMH.

8.2.2 U3amepeHume pucka

8.2.2.1 MeToponorma N3aMmepeHus pucka

AHanmu3 pHUCKa MOXET OBITh OCYHIECTBIEH C PA3TUYHON CTEMEHBIO AETAIN3ALUU B
3aBUCUMOCTH OT KPUTHYHOCTU AaKTUBOB, DPACIPOCTPAHEHHOCTH HU3BECTHBIX YA3BUMOCTEH U
NPEeXHUX HMHLIUICHTOB, KAaCcaBIIMXCS OpraHu3alMd. MeToJOoJIOTHUS M3MEpPEHHs] MOXKET OBbITh
Ka4eCTBEHHOW WJIM KOJMYECTBEHHOM, MM UX KOMOMHAIIMEH, B 3aBUCUMOCTH OT OOCTOSITENBCTB.
Ha mnpakTHke KauecTBEHHash OILIEHKAa 4YacTO HCMOJb3YyeTCs MEpBON S TMOJIydyeHHs OO0IuX
CBEICHM 00 ypOBHE pHUCKAa M BBISBICHUS OCHOBHBIX 3HAYeHHMH puCKOB. [lo3gHee Moxer
BO3HUKHYTh HEOOXOJMMOCTb B OCYIIECTBJICHHHU Oosiee CHenM(PUYHOrO WM KOJMYECTBEHHOTO
aHaJM3a OCHOBHBIX 3HAYCHUN PUCKOB, IIOCKOJIbKY OOBIYHO BBIIOJHEHHE KAUECTBEHHOTO aHAIN3a
10 CPABHEHUIO C KOJIMYECTBEHHBIM SIBIISICTCS MEHEE CIIOKHBIM U MEHEE 3aTPATHBIM.
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dopma aHanmu3a JOJDKHA COTJIACOBBIBATHCS C KPHUTEPUSAMU OLIGHUBAHHMS pPHCKa,
pa3paboTaHHBIMH KaK YacTh yCTAaHOBJICHHS KOHTEKCTA.

Hanee 6osee MoIpoOHO OMUCHIBAIOTCS AETAIH METOIOJIOTHH OLICHKHU:

A) KauecTBeHHas OIICHKA.

KadecTBeHHast OllEHKA MCIOJB3YET IIKATy KBATU(PHUKAIMUA aTPUOYTOB Ul OMHCAHHS
BEJIMYHUHBI BO3MOXXHBIX IIOCIEACTBUM (Harpumep, HU3KUH, CPEAHUN U BBICOKHI) U BEPOATHOCTH
BO3HUKHOBEHHS DJTUX MOCHEACTBUH. lIperMyIecTBO Ka4eCTBEHHOM OLIGHKU 3aKIIIOYaeTcs B
IpOCTOTE €€ MOHMMAHHS BCEM COOTBETCTBYIOIIUM II€PCOHAIIOM, a HEIOCTATKOM SIBISICTCS
3aBHCHUMOCTB OT CyOBEKTHBHOTO BBIOOpA IIIKAJIBI.

Takue mKambl MOTYT OBITH aJaNTHPOBAHBI WM CKOPPEKTUPOBAHBI TaKUM 00pa3oM,
4TOOBI  YZOBJETBOPATH TPEOOBAHUSAM OOCTOSTENBCTB, a Ui pPAa3HBIX pPHCKOB MOTYT
HCTIOJIb30BAThCS pa3Hble onucaHus. KadecTBeHHas OIIEHKAa MOKET MCIIOJIb30BAThCS:

® Kak HayajbHasl JAEATEIIbHOCTDH IO TIIATEIbHOW MpOBEpKE I MACHTU(DHUKAIH
PHUCKOB, TpeOYIOIHUX OoJiee IETaTbHOrO aHaN3a;

e TaMm, IIe O3TOT BHUJ AaHaIM3a SBISETCS COOTBETCTBYIOIIUM JUISL TPUHATHUS
peleHus;

® TaMm, TIJi¢ YHUCIOBBIE JaHHBIE WJIW PECYPChl SIBISIOTCS HEaleKBATHBIMHU JUIS
KOJINYECTBEHHOH OLICHKH.

KavecTBeHHBIN aHANIM3 JODKEH MCHOJB30BATh (PAKTUYECKYI0 MH(OPMAIIUIO U TaHHbIE,
I'JIe OHU JIOCTYITHBI;

b) KonMYecTBEHHAs OIICHKA.

KonuyecTBeHHass OLEHKA HCMOJNb3YyeT MIKAIYy C YHUCIOBBIMHM 3HAYeHHSIMU (a He
ONMHUCATEeNbHBIC IIKANbI, MCIOJb3yeMble B KAaueCTBEHHOM OIICHKE) M TOCJIEICTBHHA, H
BEPOSATHOCTH, MPHUMEHSS TaHHBIC W3 PA3IUYHBIX MCTOYHHMKOB. KauecTBO aHanmm3a 3aBUCHT OT
TOYHOCTU U TOJIHOTHI YUCIIOBBIX 3HAUEHHH M OT 0OOCHOBAHHOCTH HCIIOJIb3YeMbIX Mojeiei. B
OOJIBIIMHCTBE CITy4aeB KOJIMYECTBEHHAS OLIEHKA UCTIONB3YeT (PaKTUYECKUe TaHHBIE 32 MPOILIBINA
nepuo, odecreynBast IPEUMYIIECTBO B TOM, YTO OHA MOKET OBITh HANpPSMYIO CBSi3aHa C LEISIMU
nHPOpPMAIIMOHHOI 0e30macHOCTH U mpobiaemMaMu opranuzanui. HegocTaTku KOJMYECTBEHHOTO
MOJIX0Ja MOTYT UMETh MECTO TOT/a, Korja (hakTudyeckue mpoBepsieMble JAHHBIC HEIOCTYIIHBI,
MO3TOMY CO37aETCs MIUTIO3US LIGHHOCTH M TOYHOCTH OIICHKH PUCKA.

Crioco0 BbIpaXEHUSI TIOCTEACTBUN U BEPOSITHOCTH U CIOCOOBI UX OOBEIUHEHUS IS
oOecrieueHus: CBECHUH 00 YpOBHE pUCKA U3MEHSIOTCS B COOTBETCTBUU C BHJIOM PHCKA U LEIBIO,
I KOTOPO# JIOJDKHBI UCTIOJIb30BAaThHCS BBIXOIHBIE TAaHHBIC OLIEHKU pucka. HeonpenenéHHOCTh 1
M3MEHSAEMOCTh TOCIIEACTBUI U BEPOSITHOCTH CIIEAYET YYUTHIBATh MPH aHAIU3E M COOOIIATh O
HUX YQPEKTUBHBIM 00pa3OM.

8.2.2.2 OueHka nocneacTBumn

Bxonnbie  nannbie: [lepedeHbr UACHTHQUIMPOBAHHBIX 3HAYMMBIX  CIICHAPUEM
WHIUJCHTOB, BKIIOYas WICHTU(PUKALUIO Yrpo3, YA3BUMOCTEH U 3aTPOHYTHIX aKTHUBOB,
MOCJICICTBUH JIJIsl aKTUBOB M OM3HEC-TIPOIIECCOB.

[letictBue: BiusHue OuszHeca Ha OpPraHU3alMI0, KOTOPOE MOXKET OBITh PE3ylIbTaToOM
BO3MOXHBIX WIH (PaKTUIECKUX UHIUACHTOB b MOKHO OBITH OIIEHEHO ¢ Y4ETOM MOCIEACTBUIMA
HapylieHuss HWH()OPMAIMOHHOW O0€30MacHOCTH, TaKMX Kak MoTeps KOH(UICHIIHMATILHOCTH,
I[EIOCTHOCTU WJIHM JIOCTYIMHOCTH akTUBOB [cBsi3aHo ¢ [SO/IEC 27001, 4.2.1 nepeuucnenue e) 1)].

PyKOBOJICTBO 110 peanu3anuu:

[Tocne maenTudUKanMy BceX MEepeCMATPUBAEMBIX aKTUBOB IIEHHOCTh, MPUCBOCHHAS
ATUM aKTHBaM, JIOJDKHA YIUTHIBATHCS TIPU OIICHKE MOCIEICTBUH.

OTO 3HAueHUE BIMSHHUA OM3HECA MOXKET OBITh BBIPAKEHO B KAUYECTBEHHOW WIIH
KOJIMYECTBEHHOUW opMax, OJHAKO, OO0 METOJ MPUCBOCHUS JIEHE)KHOTO 3HAUCHUS MOXKET, B
oOmieM, aate Oonblie MHGOpPMAIMM A TNPUHATHS PEIICHWH M, CIIEIO0BATENIbHO, CHETAaeT
BO3MOJKHBIM O0J1ee 3(p(heKTUBHBIN MTpOIiecC MPUHATHS PEIICHHH.
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OmnpeneneHne LEHHOCTH AaKTUBOB HAYMHACTCA C KIacCU(UKAlMM aKTUBOB B
COOTBETCTBUHU C UX KPUTUYHOCTHIO, C TOUYKH 3PEHHS] BaXKHOCTH aKTHBOB JJISI OCYIIECTBIICHUS
Ou3Hec-11eNIel opraHu3anuu. 3aTeM OIpeIeNaeTcs HEHHOCTh C UCTI0JIb30BAHUEM JIBYX MEp:

BOCCTAHOBUTEJIBHOM CTOMMOCTHU aKTHBA:

® CTOMMOCTH OYHCTKH C LIEJIbI0O BOCCTAHOBJICHUS U 3aMEHbI MHPOpMaLuu (eciu
3TO BO3MOXHO); U

® TIOCHEACTBUSA [UId OHM3HEca OT MOTEPH WIIM KOMIPOMETALMH aKTUBA, HAIpUMeEp,
BO3MOJKHBIE HEONArompusATHBIC JEIOBbIE W/MIM 3aKOHOJATElbHbIE MU
pEeryaupyromue MOCIEACTBUS PACKPBITUS, MOAU(DUKAINKN, HEIOCTYITHOCTU
W/WIK pa3pylieHus nHPOpMaIrU U IPyrux HHPOPMAIIMOHHBIX aKTHBOB.

310 ompezeneHne HIEHHOCTH MOXKET OBITh OIpeIeNieHO U3 aHaIM3a BIUSHUS Ha OU3HEC.
LleHHOCTH oOmpenensercss MOCIEACTBUSAMHU Ui Ou3Heca, OOBIYHO 3HAYUTENHHO BBIIIE IPOCTO
BOCCTAHOBHUTEJIBHOM CTOMMOCTH M 3aBUCUT OT BAXHOCTH AaKTHUBA JUISI OpPraHU3allUU TIpH
BBITIOJTHEHUH €€ Ou3Hec-11enei.

OmnpeneneHne LEHHOCTU AaKTHBOB SBISICTCS KIIIOUEBBIM (DAKTOPOM OIICHKH BIIHMSHHUS
CIICHapHUs WHIUACHTA, IMOCKOJbKY HWHIIMIEHT MOXET 3aTparuBaTh Oojiee 4YeM OJUH AaKTHB
(HarpuMep, 3aBUCUMBIC aKTUBBI), MJIM TOJBKO YacTh aKTHUBA. Pa3nuyHble yrpo3bl U YI3BUMOCTH
MOTYT UMETh Pa3IMYHOE BIIMSHUE HA AaKTHUBBI, HAMPUMEp, MOTeps KOH(HUICHIMATHLHOCTH,
LEJIOCTHOCTH W JAOCTYMHOCTH. OIEHKa TIOCIEACTBUN SBISIETCS, IO3TOMY, CBSI3aHHOM C
OTIpe/IelIeHUEM LIEHHOCTH aKTUBOB HMJIH JIEJIAeTCs UCXO/I U3 aHAIIM3a BIMSHUS Ha OM3HEC.

[TocnencTBus WM BIMSAHUE OHM3HECA MOTYT OIPENENATHCS MYyTEM MOJCTUPOBAHUS
pe3yabTaTOB COOBITHSI MJIM COBOKYIMHOCTH COOBITHH, MM SKCTPAIOJIALUHN 3KCIIEPUMEHTATBHBIX
MCCIICIOBAaHUI WM JJAHHBIX 32 MPOLIE/IIee BPeMsL.

[TocnencTBUs MOTYT OBITh BBIPAXKEHBI C TOYKU 3PEHUS JCHEXKHBIX, TEXHUYECKUX WIIH
NEPCOHATBHBIX KPUTEPUEB BIMSHUS, WIH APYIHX KPUTEPUEB, 3HAYUMBIX JJIS OpraHuzanuu. B
OTIENBHBIX CIIydasiX JUIs OIpPENEeNICHUs] TMOCIEACTBUHM, CBS3aHHBIX C PA3IMYHBIM BpPEMEHEM,
MECTaMH, TPYNIaMHU WIN CUTYalusiMH, TpeOyeTcst 6oblie 4eM 01HO HU(ppOBOE 3HAUCHUE.

[TocnencTBus, CBsA3aHHBIE CO BpEeMEHEM WM (UHAHCAMH, JOJDKHBI HM3MEpSATHCS
MIOCPEJICTBOM TOTO XK€ IMOJX0Aa, KOTOPbIM HCHOJIB3YETCs] B OTHOLICHUH BEPOSITHOCTH YIPO3bl U
ya3BUMOCTH. JloJDKHA  TOJACP)KMBATHCS  MOCJIENOBATENBHOCTh  KOJWYECTBEHHOTO MM
Ka4eCTBEHHOTO MOIX0/1a.

B npunoxenun B npuBoautcs Gonee moapoOHas mHGOpMaLMs MO ONPEAETICHUIO
LIECHHOCTH aKTUBOB U OLICHKE BIIMSHUS.

Boixonsble pansble: I[lepedeHb OLIGHEHHBIX IIOCIEACTBUM CLCHapHUs HHIMICHTOB,
BBIPA)KCHHBIX 110 OTHOIICHUIO K aKTUBAM U KPUTEPHUSIM BIIHSHHUSL.

8.2.2.3 OueHka BepOATHOCTU UHLUMAECHTA

Bxonnbie  pannbie: [lepeueHb  HMASHTU(UIIMPOBAHHBIX  YMECTHBIX  CIICHApUEB
WHIUICHTOB, BKIIOYas WICHTH(PHUKAIUIO YIPO3, 3aTparuBacMble aKTHUBBI, HCIOJIb3YeMbIe
ySI3BUMOCTH ¥ TIOCTICJICTBUS [UUIsl aKTUBOB W OW3Hec-mporieccoB. Kpome TOro, CHmcok Bcex
CYIIECTBYIOIIUX W ITUIAHUPYEMBIX CPEICTB KOHTPOJs, WX A(PQPEKTUBHOCTH € COCTOSHUS
peanu3alnuy U UCTIOIb30BAHUSL.

[letictBue: JlomkHa OBITH OIEHEHA BEPOSTHOCTHh ICHCTBHS CIICHAPUEB HWHIIUICHTOB
[cBs3aHO ¢ ISO/IEC 27001, 4.2.1 nepeuncienue e) 2)].

PyKOBOACTBO 110 peaan3aluu:

[Tocne uaeHTHUKAIMU CIICHAPUEB HMHIUICHTOB HEOOXOJUMO OILIEHUTH BEPOSITHOCTH
KaXXJIOTO CLIEHApUs W BO3HUKAIOIIEE BIUSHUE, UCIOJIb3Yys KAaUECTBEHHbIE MM KOJIMYECTBEHHbBIC
METO/IbI OLIEHKH. 3/1eCh HY)KHO YYUTHIBATh TOT (DAKT, KAK 9aCTO BO3HUKAIOT YTPO3bl U HACKOIBKO
JIETKO MOTYT OBITh MCIIOJIB30BAHbI YSI3BUMOCTH, pAaCCMaTPUBAs:

® OMBIT U IPUMEHUMYIO CTATUCTUKY BEPOSITHOCTH YTPO3;
® Il UICTOYHUKOB YMBIIUJIEHHBIX YIPO3: MOTUBALMIO U BO3MOXHOCTH, KOTOPBIE
OyoyT MEHIThCS C TEYCHHEM BPEMEHH, M JIOCTYIHBIE JJII BO3MOKHBIX
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HapylmuTeneil pecypcsl, a TakkKe BOCHPUATHE MPUBJICKATEIBHOCTH U
YA3BUMOCTH aKTHBOB BO3MOXXKHBIM HapyILIUTENIEM;

® I MCTOYHHKOB CIIy4ailHBIX yrpo3: reorpaduyeckue (GaxkTopbl, Hampumep,
OMM30CTh K  XMMHMYECKOMY WIM  HedrenepepabaThiBaOlEMy  3aBOJY,
BO3MOJKHOCTB IKCTPEMAJIbHBIX OTOJHBIX YCIOBHM M (PAaKTOPHI, KOTOPbIE MOTYT
OKa3bIBaTh BIMSHUE HA OIIMOKU NepcoHana U cOou 000pyA0BaHUS;

® YA3BUMOCTH, B MHIWBUYaJbHOM IIJIAaHE H B COBOKYITHOCTH;

® CYIIECTBYIOIIME CPEACTBA KOHTPOJS M TO, HACKOJIBKO S(PPEKTUBHO OHH
CHIDKAIOT YSI3BUMOCTH.

Hanpumep, y uH(OpPMAIMOHHOW CHCTEMBI MOXET OBITh YSI3BUMOCTb K YIrpo3am
MMUTALMU JTJMYHOCTH TOJIB30BATENS U 3JI0YIOTPEOICHUIO pecypcaMu. Y I3BUMOCTb, CBSI3aHHAS C
MMUTALMEH JTUYHOCTH TI0JIb30BATENsl, MOXKET OBITh BRICOKOM M3-32 OTCYTCTBHUS ayTEHTHU(PHUKAIINN
noJsib3oBareneil. C Ipyroit cTOpOHbI, BEPOATHOCTH 3JOYMOTPEOIICHUSI pECYpCcaMU MOXKET OBITH
HU3KOH, HECMOTpS Ha OTCYTCTBHE AayTCHTHU(UKALMH TOJb30BaTENeH, MOTOMY 4YTO CIOCOOBI
37I0YMOTPEOICHHS pecypcaMyl OrpaHHYCHBI.

B 3aBucuMoCTH OT MOTPEOHOCTH B TOYHOCTH aKTHBBI MOT'YT OBITh CIPYIITUPOBAHBI UIIH
MO>KET BO3HHUKATh HEOOXOJUMOCTh pa30MEHNUsI aKTUBOB Ha 3JIEMEHTHI M CBA3BIBAHUS CLIEHAPUEB C
aneMeHTaMu. Hampumep, 11 reorpauyeckux MECTOIOJIOKEHHH XapakTep yrpo3 OJHUM U TeM
’Ke BUJAM aKTHBOB MOXET MEHSATHCS WJIM MOXKET pa3nuyarbes 3(p(HeKTUBHOCTD CYIIECTBYIOIIUX
CPEICTB KOHTPOJIS.

BrixosiHble aHHbIe: BeposTHOCTD neiicTBUS ClieHapUeB MHIUACHTOB (KOJIMYECTBEHHAS
WJTM Ka4eCTBEHHAs).

Bxonnsle pannble: IlepedeHp clieHapueB HMHUIUACHTOB C HX IOCIEICTBUSAMH,
KacalollMMHUCSl aKTUBOB, M OHM3HEC-POIIECCOB M HMX BEPOSTHOCTH (KOJMYECTBEHHBIX MWIIH
Ka4eCTBEHHBIX).

[leiictBue: JlODKHO OBITH OCYIIECTBICHO H3MEpPEHHE YPOBHS PHUCKOB JJsI BCEX
3HAYUMBIX clieHapueB MHIUACHTOB [cBs3aHo ¢ ISO/IEC 27001, 4.2.1 nepeuncnenue e) 4)]. [lpu
M3MEPEHUHU PUCKA MPUCBAUBAIOTCS 3HAUYCHHSI BEPOSTHOCTH M MOCJIEACTBUIN pUCKA. DTHU 3HAYCHUS
MOTYT OBITh KAaUE€CTBEHHBIMH WM KOJMYECTBEHHBIMHU. lI3MepeHHe pucKa OCHOBBIBACTCS Ha
OLICHEHHBIX TOCJIEJICTBHSX M BEpPOATHOCTH. Kpome TOro, OHO MOKET TaKXKe YUUTHIBATh
CTOMMOCTHBIE TPEUMYIECTBA, NPOOJIEMbl TNPUYACTHBIX CTOPOH U JpyrHe IEepeMEHHBIE,
UCTOJb3yeMble TP OLEHUBAaHUM pPUCKA. VI3MEpEeHHBI pHUCK SBIAETCS KOMOHMHAIUEH
BEPOSATHOCTH HEXENATEIHLHOTO CIIEHAPHS U €r0 MOCIEeICTBHM.

B mnpunoxenun E npuBoasTcs mpuMepsl pa3iMYHbIX METOJIOB M MOJXOJOB K
M3MEPEHUIO PUCKOB HHPOPMALMOHHOM OE€30MTaCHOCTH.

Boixonsble gannsie: IlepedyeHb pUCKOB € IPUCBOCHHBIMU YPOBHSMU 3HAYCHUH.

8.2.2.4 NamepeHue ypoBHA pUcKa

Bxonneie mannbie: [lepeueHb ClieHapUeB WHIMJCHTOB C WX IOCIEICTBHUSIMH,
KacalolUMHUCsl aKTUBOB, M OW3HEC-TIPOIECCOB W WX BEPOSITHOCTH (KOJMUYECTBEHHBIX WU
Ka4eCTBEHHBIX).

[letictBue: JIOMKHO OBITH OCYIIECTBICHO W3MEPEHHE YPOBHS PHUCKOB JUISI BCEX
3HAYUMBIX clleHapueB wHIOHAEHTOB [cBs3aHo ¢ ISO/IEC 27001, 4.2.1 mepeuncnenue ¢) 4)].
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IIpn u3MepeHun pucka IPUCBAUBAOTCS 3HAYCHUS BEPOATHOCTU U IOCIIEICTBUM PHUCKA.
OTH 3HAYeHUs] MOTYT OBITh KAaueCTBEHHBIMH WM KOJIMYECTBEHHbIMH. V3MepeHue pucka
OCHOBBIBAETCSl HA OLIEHEHHBIX IOCIEICTBUSAX U BEPOSATHOCTU. Kpome TOro, OHO MOXKET Takke
YUUTHIBATh CTOMMOCTHBIE TIPEUMYIIECTBA, MPOOJEMBbl TNPUYACTHBIX CTOPOH U JIpyrue
[IEPEMEHHBIE, HCIIOJIb3YEMBbIE IIPU OLICHUBAaHUM pHUCKA. VI3MEpeHHBIM pPHUCK SABISAETCA
KOMOMHAIMEH BEpOATHOCTH HEXEIATEeIbHOTO CLIEHAPHUS U €r0 MOCIEICTBUM.

B npunoxenun E mnpuBoasTcs npuMephl pa3iMYHBIX METOJOB M IOJIXOJOB K
M3MEPEHUIO PUCKOB MHPOPMALMOHHOM OE€30MaCHOCTH.

Boixoasble gannsie: IlepedyeHb pUCKOB ¢ IPUCBOCHHBIMU YPOBHSMU 3HAYCHUMH.

8.3 Oyenueanue pucka

Bxoanble nanubie: IlepedeHb pPHUCKOB € IPUCBOCHHBIMU YPOBHSMM 3HAY€HUU U
KpUTEPUHU OLICHUBAHUS PUCKA.

JleicTBue: YpOBHU PUCKOB JOJIKHBI CPABHUBATHCS ¢ KPUTEPUAMHU OLICHUBAHUS PUCKA U
KpUTEpHsIMH IpUHATHUS pucka [cBszano ¢ ISO/IEC 27001, 4.2.1 nepeuncinenue e) 4)].

PyKOBOJICTBO 110 peanu3aluu:

XapakTep pelIeHHH, OTHOCSIIMXCS K OLCHUBAHUIO PUCKA, U KPUTEPUU OLIEHUBAHUS
pHcKa, KOTOpble OyayT HCIIOJIb30BaHBlI Ul MPUHATHA ITHX PEIICHHH, TOJKHBI ObUIM OBITH
OTIpENIeNICHBl MPH YCTAHOBJICHMH KOHTEKCTAa. JTH PEIIEHUS M KOHTEKCT NOJDKHBI OBITh Oolee
JeTaIbHO TEPEeCMOTPEHbI Ha JaHHOM 3Tale, KOrjJa CTalo M3BECTHO OoJiblie MH(POPMALUH O
KOHKPETHBIX HUICHTU(UIIMPOBAHHBIX pUCKaX. /[ OlleHWBaHUS PUCKOB OPTraHU3AIlMH JOJKHBI
CpaBHUBATHCS U3MEPEHHbIE PUCKH (MCIIOJIB3Ysl BEIOPaHHbBIE METO b, KOTOPBIE pACCMAaTPUBAIOTCS
B npuwioxkeHnu E) ¢ KpuTepusiMH OIICHWBAaHUS PUCKA, BHIOPAHHBIMH Ha 3Tale yCTaHOBJICHHS
KOHTEKCTA.

Kpurepun oneHuBaHUS pHUCKA, HUCHOJIb3yEeMbIE Il INPUHATHS PELIECHUH, JOJKHBI
COTJIaCOBBIBATBCS C ONPEAEIEHHBIM BHEIIHUM M BHYTPEHHUM KOHTEKCTOM MEHEIKMEHTAa pUCKa
MHPOpPMAIIMOHHON 0€30macHOCTH W NpPUHUMATh B pacuéT LedH OpraHu3alid, MHEHHS
NPUYACTHBIX CTOPOH U T.JI. Perenus, cBsi3aHHbIE ¢ OLIEHUBAaHUEM PUCKA, OOBIYHO OCHOBBIBAIOTCS
Ha MPUEMJIEMOM YpOBHE pHucKa. OJIHAKO MOCJIEACTBUS, BEPOATHOCTb, CTENIEHb YBEPEHHOCTH B
UACHTU(DUKAIMM U aHAJU3€ PHUCKA JOJDKHBI OBITh Takke ydTeHbl. COBOKYIMHOCTh MHOXKECTBA
PHCKOB HU3KOTO M CPETHETO YPOBHS MOKET JIaTh B UTOTE OOIIUI prCK 00Jiee BHICOKOTO YPOBHSI.

IIpu 3TOM creyeT yd4ecTb Clenyroliee:

e cBolicTBa HHPOPMAITMOHHON O6€30MACHOCTH:

€CIM OJWH KpPUTEpUH HE AakKTyalleH J[Uld OpraHu3aluu (Hampumep, IoTeps
KOH(UICHIIMATFHOCTH), TO BCE PUCKHU, BIHUSAIOLUME HA TOT KPUTEPUH, MOTYT OBITh TaKkXe He
aKTyaJIbHbIMU;

® 3HAYMMOCTh  OW3Hec-Tpollecca MM  JEATEIBHOCTH, MOJAEPKUBAEMBIX
KOHKPETHBIM aKTHUBOM WJIM COBOKYITHOCTBIO aKTUBOB!

€CJIM MPOLECC OMpeAeN€H KaK MMEIOIIUM HHU3KYIH0) 3HAYUMOCTb, CBSI3AHHBIE C HUM
PUCKH JOJDKHBI PacCMaTpUBAaTbCs B MEHBIIECH CTENEeHH, YeM PHUCKH, BIMSIOIIKME Ha Oojee
BaYKHBIE MTPOLIECCHI WU JEATEIBHOCTD.

OneHuBaHuE pUCKa OCHOBBIBAETCSI HA IOHMMAHUU CYTH PUCKA, IIOJIyYEHHOM Ha JTare
aHaJM3a PHUCKa, U MPUHATHS PeIICHUH 0 OyAyIuX ASHCTBUIX. Perenus qOKHBI BKIIOYATh B
cebs cienyroniee:

® JIOJDKHA JIU OBITh PEANPHHSTA KaKasi-TO AEATEIbHOCTD;
® [PUOPUTETHl TpPH OOpabOTKE pHUCKA, YUUTHIBAIOLINE H3MEpPEHHbIE YPOBHHU
PHUCKOB.

Ha ctamuu oueHuBaHus pucka K GakTopam, KOTOpPbIE JOJDKHBI IPUHUMATHCS B PacuérT,
B JIONOJIHEHUE K IIOJyYMBUIMM M3MEPEHHOE 3HAYEHHME pPUCKaM, AOIOJHAIOTCA IPaBOBbIE U
peryaupyromue TpeOoBaHMs.
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Beixonnble panHble: IlepedeHb pHUCKOB, € HAa3HAYCHHBIMU IIPUOPUTETAMHU B
COOTBETCTBUU C KPUTEPUSIMHU OLICHUBAHUS DPHUCKA B OTHOLICHWHM CLIEHAPUEB HHIMJICHTOB,
KOTOPBIE IIPUBOIAT K ’TUM PUCKaM.

9 O0padoTKa pUCKOB HH(OPMAIMOHHON 0€30MTACHOCTH

9.1 Obwee onucanue 06padomKu pucka

Bxonnsie nannsie: [lepedeHp pUCKOB ¢ Ha3HAYEHHBIMU IIPUOPUTETAMH B COOTBETCTBHH
C KPUTEPHUSIMH OLICHUBAHMS PHCKA B OTHOIICHUH CIICHAPHEB MHIIMJIEHTOB, KOTOPHIC MPUBOJAT K
3TUM PHCKaM.

[leiictBue: JlomxHbI OBITH BBIOpAaHBI CPEACTBA KOHTPOJS Ui  yYMEHBIICHUS,
COXpaHeHHUs1, N30ekKaHNe WK IePEeHOCa PUCKOB U OTpeIesiéH T1aH 00paboTKH PHCKOB.

PyKOBOACTBO 10 peann3aluu:

Jlnst oOpaboTKM pHCcKa HMMEETCs 4YeThIpe BapUaHTa: CHIDKEHHE pucka (cm. 9.2),
coxpaHeHue pucka (cm. 9.3), uzdexanue (mpeaoTBpaiieHne) pucka (cM. 9.4) u mepeHoc pucka
(cm. 9.5).

[Mpumeuanue - B ISO/IEC 27001 [cm. 4.2.1 mepeuncnenue f) 2)] BMecTo TepMuHA
"coxpanenue pucka" ("retaining risk") mcmomp3yercs TepmuH "mpunsTtue pucka' ("accepting
risk").

Ha pucyHke WiumocTpupyeTcs AeITeIbHOCTh M0 00paboTKe pUCKa B paMKax Ipolecca
MEHEJKMEHTa prucKa HHPOPMAITMOHHON OE30MTaCHOCTH.
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Touka M22 pelUEHMA O pHUCKE

PucyHOK 2 - nesTenbHOCTh 00padOTKH pUCKa

BapuanTel 00pabOTKH pHCKa JTOJKHBI BBIOUPATHCS Ha OCHOBE PE3YJbTATOB OICHKH
pHCKa, 0KMIACMOM CTOMMOCTH peallu3allii THUX BapUAHTOB U OXKUIAEMOW BBITOJBI OT ITHUX
BapHaHTOB.

Korna 3HauuTeNbHOE CHUKCHHUE PUCKA MOYXKET OBITh JOCTHUTHYTO MPU OTHOCHTEIILHO
HEOOJIBIINX 3aTpaTaX, TAKKE BAPUAHTHI JOJDKHBI PeaM30BbIBAThCS. JIOTIOTHUTEIbHBIC BAPHAHTHI
YIYYIIEHUH MOTYT OBITh HEIKOHOMHYHBIMH, W PEIICHHE HEOOXOIUMO U3y4aTh B OTHOIICHUH
TOTO, SABJISIFOTCSI JIK OHK OTIPaBJIaHHBIMHU.

HeOnaronpusiTHble TOCIEACTBUS PHCKOB HEOOXOJMMO CHHXKATh 0 Pa3yMHBIX
NPEJCIOB U HE3aBUCUMO OT KaKHX-THOO aOCONIOTHBIX KPUTEPHEB. MEHEIKEPhl JODKHBI
paccMaTpuBaTh PEIKHE, HO CEPbE3HBIC PHUCKH. B Takux ciiydasx MOXET BO3HUKHYTH
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HEOOXOAMMOCTh pEaJH3alMyd CPEACTB KOHTPOJIA, KOTOPbIE SBISIOTCS HEOOOCHOBAHHBIMHU IIO
CTPOr0 PKOHOMHMYECKUM MPUYMHAM (HAIpUMEp, CPEICTBA KOHTPOJISI HEMpPEPHIBHOCTU OU3HEca,
paccMaTpuBaeMble IS OXBaTa CEUU()UIECKUX BHICOKHX PUCKOB).

Yetpipe BapuaHTa 00pabOTKM PUCKOB HE SBISIOTCS B3aWMOUCKIIOHaOUMMH. MHOTIAQ
OpraHu3alus MOXKET 3HAUUTEIBHO BBIUTPATh OT OOBEAUHEHHS BApUAHTOB, TAKUX KaK CHU)KCHUE
BEPOSATHOCTH PHCKA, YMEHBIICHHWE WX TOCIEACTBHI M MEPEHOC MM COXpAaHEHHE JIIOOBIX
OCTaTOYHBIX PUCKOB.

Hekotopbie Buabsl 00pabOTKH PUCKOB MOTYT ObITh 3(QPEKTUBHBIMH Ui Oojiee 4YeM
OJTHOTO pHUCKa (Hampumep, OOydyeHHE M OCBEIOMJIEHHOCTh B YacTH HH(OPMAIMOHHON
6ezonacHocTr). [lman oOpabOTKM pUCKaA MOIHKEH YETKO OIMpPENeNsTh MOPAJOK MPUOPUTETOB, B
KOTOPOM JIOJDKHA PEaM30BbIBaThCS 00paboTKa OTHETBHBIX PHUCKOB. [lOpSIOK NPHOPHTETOB
MOJKET YCTAHABJIMBATbCA C HCIOJb30BAHUEM pPA3IMYHBIX METOJIOB, BKIIOYAs PaHKUPOBAHHE
PHUCKOB U aHanu3 "3aTpaThl-Bbirosa". B 00s3aHHOCTH PYKOBOACTBA BXOAUT MPUHATHE PELICHHUS O
OanaHce MEeXIy 3aTpaTaMU Ha PeaM3alHrIo CPEACTB KOHTPOJIS U OIOKETHBIMU OTYUCIICHUSMU.

WnenTuduKanys CyIMECTBYIOIIUX CPEACTB KOHTPOJS MOXET OINpeNeNirTh Te
CYIIECTBYIOIIME CPEACTBA KOHTPOJIS, KOTOPbIE MPEBBIIIAIOT TEKYIIYIO MOTPEOHOCTh TAKKE U C
TOYKHM 3PEHHUS CpaBHEHHMs 3aTpaT, BKIIOYas NOAJEpkKy. Eciam paccmarpuBaercs ynajieHHe
M30BITOYHBIX MJIM HEHY)KHBIX CPEJICTB KOHTPOJIs (0COOEHHO, €CIIM pacXo bl Ha MOAJICPKKY ITUX
CpeACTB KOHTPOJIS BEIUKH), TOJDKHBI NPUHUMATHCS BO BHUMaHUE (hakTopsl MH(DOPMAIIMOHHON
0€30MaCHOCTH U CTOMMOCTH. [IOCKONBKY CpefcTBa KOHTPOJIS OKa3bIBAIOT BIMSHHUE JPYr Ha
Apyra, ynajeHue H30bITOYHBIX CPEACTB KOHTPOJISI MOXKET B HMTOTe CHU3HUTH 3(P(PEKTUBHOCTDH
MCTIOJIb30BAHUSI BCEX OCTABIIMXCS CPEACTB obecredeHus: Oe3omacHocTH. Kpome Toro, Moxer
OBITH JICIIEBJIEC OCTaBUTh U30BITOUHBIC WM HEHY)KHBIE CPEICTBA KOHTPOJIS, YeM YIAUTh HUX.

BapuanTsl 00paboTKM pUCKa JOKHBI YIUTHIBATD:

® KaK PHUCK OCO3HAETCs 3aTparuBacMbIMH CTOPOHAMU;
e HanboJiee COOTBETCTBYIOIINE MYTH KOMMYHUKAIIUHU C STUMU CTOPOHAMHU.

YcranoBnenue KoHTeKcTa (cM. 7.2 - Kpurepun onieHMBaHHUs pUcka) 1aéT HH(POPMAIIHIO
O TPABOBBIX U PETYIUPYIOMIUX TPEOOBAHUAX, KOTOPHIM HEOOXOAUMO CIIEOBATh OpraHU3aIHH.
Jlnst opraHu3anuil sBJISETCS PUCKOM OTKa3 OT COOTBETCTBHS YKa3aHHBIM TPeOOBaHUSIM, B 3TOU
CBSI3U JIOJDKHBI OBITH PACCMOTPEHBI BAPUAHTHI 00paObOTKHU Il OTPAHUYCHUS ITOH BO3MOKHOCTH.
Bce orpaHuyeHuss - OpraHu3allMOHHBIC, TEXHUYECKHE, CTPYKTYpHBIE U Jp., KOTOpBIE
OTPENENAIOTCS B TEUEHHUE NESATEIBbHOCTH, CBA3aHHOW C YCTAHOBJIIGHMEM KOHTEKCTa, CIEIyeT
MIPUHUMATh BO BHUMaHUE B TEUEHUE 00pabOTKH pUCKa.

[Tocne Toro kak ObLT ompenenéH miaH oOpadOTKU pHUCKA, HEOOXOAUMO OMpPEICITUThH
OCTaTOYHBIE PUCKHU. DTO BKIIIOYAET OOHOBJICHHWE WJIM TMOBTOPHYIO OIEPALMIO OLEHKU PHCKa,
NpUHUMAs BO BHMMaHHUE OXXUZaeMbli >(pdeKkT oT mpexamonaraemoit oOpabotku pucka. Ecnu
OCTAaTOYHBIC PUCKU TMO-TIPSKHEMY He OYAYT YAOBJIETBOPATh KPUTEPHUSIM HPUHATHS PpPHUCKA
OpraHu3allui, MOXKET BO3HUKHYTh HEOOXOJMMOCTh JalbHEHIIeld uTepanuu oOpabOTKM pHCKa,
MPEeX/Ie YeM NEepelTH K MIPUHATHIO PUCKA.

Boixonnble pannbie: [lnan o0paGoTku pHcKa W OCTATOYHbIE PHUCKH - MPEIMET
0OCYXIeHUs! ISl IPUHATHUS PELICHUS] PYKOBOJCTBOM OpraHU3alllu.

9.2 CHnuoicenue pucka

[leiicTBre: YpOBeHb pHCKa JOJDKEH OBITh CHIXKEH IOCPEICTBOM BBIOOpa CpencTBa
KOHTPOJISl TaK, YTOOBI OCTATOYHBIN PUCK MOT OBITh IIOBTOPHO OLIEHEH KAK JTOMTYCTUMBIH.

PyKOBOACTBO 10 peann3aluu:

JIoTKHBI OBITH BBIOpAaHBI COOTBETCTBYIOIINE U 0OOCHOBAHHBIE CPEICTBA KOHTPOJIS IS
TOT0, YTOOBI YIOBJIETBOPATH TPEOOBAHUIM, UICHTU(DUIMPOBAHHBIM C MTOMOIIBIO OIICHKH PHUCKA
u mpoiiecca 00paboTku prcka. Takoil BEIOOP MOJDKEH YUUTHIBATh KPUTEPUU MPUHATHS PUCKOB, a
TaKXe IPaBOBbIC, PETYIUPYIOUINE W JOTOBOpHBbIC TpeOOBaHMS. DTOT BHIOOp OJDKEH TaKxkKe
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IPUHUMATh B PAacUY€T CTOMMOCTh M TEPUOJ peau3allii CPEACTB KOHTPOJIS MM TEXHUYECKHE
aCIeKThl, ACMEKThl Cpelbl HIM KyJIbTYypHbIE AacMeKThl. 3a4acTyl0 MOXHO CHHU3UTH OOIIne
pacxobl BIaJENbla CUCTEMBI C IMOMOIIBIO COOTBETCTBYIOIIUM 00pa3oM BBHIOPAHHBIX CPEICTB
KOHTPOJIsi 0€3011acCHOCTH.

B 1menom, cpeacTtBa KOHTpOJII MOTYT oOOecleyuBaTh OJUH WJIM HECKOJIBKO W3
CIICAYIOIIMX BHJIOB 3aIlUTHI: HCIpaBJICHUE, HWCKIIOYCHHE, NPEAYNPEKICHHE, yMEHbIICHUE
BIIMSIHMSA, CIICpKUBaHKUE, OOHApY)KEHUE, BOCCTAHOBIICHHE, MOHUTOPUHT U MH()OPMUPOBAHHOCTD.
Bo Bpems BbeIOOpa CpeacTB KOHTPOJIS BaKHO "B3BEIIMBATH' CTOMMOCTH HpUOOpETEHHS,
peanu3aiyy, aIMUHUCTPUPOBAHUS, (DYHKIIMOHUPOBAHHUS, MOHUTOPHUHTA U TOAJICPKKH CPEJICTB
KOHTPOJISL TI0 OTHOUICHHIO K IIEHHOCTH 3alllMIIaeMbIX akTHBOB. Kpome Toro, peHTabenbHOCTD
MHBECTHLIMH C TOYKHM 3PEHHUS CHM)KCHUS PHUCKA, M TOTEHIMAN JUIi MCIOJIb30BAaHHS HOBBIX
BO3MOJKHOCTEHl ~ OW3Heca, TPEAOCTABISAEMBIX ONPENCNEHHBIMH  CPEACTBAMH  KOHTPOJIS.
JIOTIOTHUTENBHO CcJelyeT OOpaTHTh BHHUMAHME Ha CIEIMATU3UPOBAHHBIC HABBIKH, KOTOPHIC
MOTYT TOTpeOOBaThCS JUIsI ONpEACTCHUS M peaju3allid HOBBIX CPEJACTB KOHTPOJIL WU
MOAU(UKAIIIH CYIIECTBYIOIIHUX.

B ISO/IEC 27002 maércs moapoOHas HHpOpMAIHs 110 BEIOOPY CPEACTB KOHTPOJIS.

CymiecTByeT MHOTO OTpaHMYCHHMH, KOTOpBIE MOTYT BJIMATH Ha BBIOOP CpEICTB
KOHTpoJIsl. TexHn4yeckne orpaHYeHHUs], TaKhe KaK TpeOoBaHUs K ()yHKIIMOHHPOBAHUIO, BOTIPOCHI
yrpaBisieMocTd  (TpeOOBaHUS  ONEPAllMOHHON TOJJIEPKKH) U COBMECTHUMOCTH  MOTYT
NPEIATCTBOBATh HCIIOJIb30BAHUIO OIPEACIEHHBIX CPEACTB KOHTPOJIS MM MOTYT BBOJIHTH
omMOKy MepcoHala, WIM AaHHYJUPYIOIIYI0 CPEICTBO KOHTPOJS, BCENSAS JIO)KHOE YYBCTBO
0€30MaCHOCTH, WJIM JaX€ YBEIWYHBAIOIIYI0 PHUCK, MO OTHOIICHHIO K TOMY Kak eciu Obl He
MMEJIOCh HUKAKOTO CpEICTBa KOHTPOJIsA (Hampumep, TpeOOBaHMS HCIIOIb30BAHUS CIOXKHBIX
naposieid 0e3 COOTBETCTBYIOLIET0 OOY4YEHHs, YTO MOKET MPHUBECTH K 3allCU Tapojeu
MOJIb30BaTEsIMK). boJiee Toro, MokeT MPOU30MTH TakK, YTO CPEJCTBA KOHTPOJIS OYAYT BIUATH Ha
MIPOU3BOAUTENBHOCTE. MeHeKephl JOIDKHBI paboTaTh Hall MIACHTH(UKALUEH pelIeHus, KOTOpoe
YIOBIIETBOPSIET TPEOOBAHUAM MPOU3BOIUTENLHOCTH, B TO K€ BPEMs TapaHTUPYET TOCTATOYHYIO
MHPOPMAIMOHHYIO 0€30MacHOCTh. Pe3ynbTaToM 3TOro MepBOro Iiara SBISETCS IEPEeYCHb
BO3MOJKHBIX CPEJICTB KOHTPOJIS C UX CTOMMOCTbIO, BBITOJION U IPHOPUTETOM peaTu3aliu.

[Tpu GpopmMHupoBaHUU PEKOMEHIAIMIA U B MPOLIECCE PeaTU3aIiH JODKHBI IPUHUMATHCS
B pacy€T pa3Nu4HbIe OrpaHNYeHUs. TUINYHBIMU OTPAaHUYEHUSMHU SBIISTFOTCS:

® BpEMEHHBIC OTPAHUYCHUS;
(uHAHCOBBIC OTPAaHUYCHUS;
TEXHUYECKHE OTPAHUYCHUS;
OTIepalMOHHbIE OTPAaHUYCHUS;
KYJIBTYpPHBIC OIpaHUYCHHUS;
STUYECKHE OTPAaHUYCHUS;
OTPaHUYEHUS, CBSI3aHHBIE C OKPYKAIOLIEH CPENION;
IOPUINYECKUE OTPAHUYCHUS;
MIPOCTOTA UCHOJIB30BAHUS;
KaJJpOBbIEC OTPAHUYCHUS;
OTPaHUYEHUS, KACAIOIIMECs] MHTETPAIlMM HOBBIX M CYIIECTBYIOIIUX CPEACTB
KOHTPOJIS.

bonee nmoapoOHyo mHpOpMaLKio 00 OrpaHHYEHUSAX, COMYTCTBYIOIUX PELICHUSIM IO

CHWIKEHUIO pUCKA MOYKHO HAUTHU B IPWIOKEHUM F.

9.3 Coxpanenue pucka

[levictBue: PelieHne COXpaHWTb PUCK, HE IPEANPUHHUMAS JNAIbHEHIIETO EHCTBHS,
CJIeyeT IPUHUMATh B 3aBUCUMOCTH OT OLICHUBAHMS PUCKA.
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[Mpumedanue - B ISO/IEC 27001 [cm. 4.2.1 mepeuncnenue f) 2)] onuceiBaeTcs Ta xe
camasi JesITelbHOCTh: "OCO3HAHHOE U OOBEKTHBHOE MPUHSATHE PUCKOB MPHU YCIOBUHU, YTO OHHU,
HECOMHEHHO, OTBEYAIOT IMOJUTHKAM K KPUTEPHSIM OpraHU3aliH, KAacaIOUUMCS TPUHSTHUS
pHUCKOB".

PyKOBOJICTBO 110 peann3aluu:

Ecnu ypoBeHb pHCKa COOTBETCTBYET KpPHUTEPHUSM TMPHHITHS pHUCKA, TO HET
HEOOXOIMMOCTH PEalIn30BbIBATh JIOTIOJHUTEIBHBIC CPEICTBA KOHTPOJSI U PHUCK MOXET OBITh
COXpaHEH.

9.4 Ilpeoomepawienue pucka

[erictBue: CnemyeT oOTKa3aTbCsl OT JEATENBHOCTH WJIH YCIIOBHUS, BbBI3BIBAIOLIETO
KOHKPETHBIA PUCK.

PyKOBOACTBO 10 peann3aluu:

Korna wuaeHTUUIMPOBAHHBIE PUCKU CUUTAIOTCS CIUIIKOM BBICOKMMHU WIJIM PACXOJIbI
Ha pealM3aluio JPYyruX BapUaHTOB OOpPAaOOTKM pHCKA TNPEBBIIIAIOT BBITOAY, MOXET OBITH
IIPUHATO PELIEHUE O IOJHOM IPEAOTBPAIEHUU PUCKA MYTEM IPEKpaIleHUs MPOrpaMMbl WIN
OTKa3a OT IJIAHUPYEMOM WIH CYLIECTBYIOLIEH NEATEIBHOCTH, WIA COBOKYITHOCTH JNCUCTBUN WU
U3MEHEHUS YCJIOBMM, NpPU KOTOPBIX IPOBOIUTCS AEATENbHOCTH (neicTBus). Hampumep, B
OTHOLICHUHM PHUCKOB, BBI3BIBAEMBIX NPUPOAHBIMU (hakTopamu, Haubojiee SKOHOMHUYECKU
BBITO/IHOM AIbTEPHATHBOW MOXKET OBITh (PU3UUECKOE TNepeMelleHHue CpeacTB 00paboTKH
uHpOpMAIIUU TYAA, TJ€ 3TOT PUCK HE CYIIECTBYET UM HAXOAUTCS IO KOHTPOJIEM.

9.5 Ilepenoc pucka

[leiictBue: Puck nomkeH ObITh mepenaH (IEepeHecEH) TOM CTOPOHE, KOTOPas MOMKET
Haubomnee 3((HEeKTUBHO OCYIIECTBISTh MEHEHKMEHT KOHKPETHOTO PHUCKA, B 3aBUCUMOCTH OT
OILICHUBAHUSI PHCKA.

PyKOBOACTBO 10 peann3aluu:

[lepeHoc pucka BKIIOYaeT B ce0sl pELICHHWE pa3feiuTh OINpEAcHEHHBIE PHUCKH C
BHEIIHUMHU cTOpoHaMmu. [lepeHoc prcka MOXeET CO3/1aBaTh HOBBIE PUCKU MM MOAUDUIIMPOBATH
CYIIECTBYIOIINE HICHTUGUIIUPOBaHHbIE pHUCKU. [lodToMy MokeT OBITH HeoOXoauMma
JOTIOJTHUTEIbHAst 00paboTKa pHCKa.

[lepenoc MoOkeT OBITH OCYIIECTBIEH CTpPaxXOBaHUEM, KOTOpoe OyAeT MOAIepKUBATh
MIOCIIE/ICTBUS, WK C TIOMOIIBIO 3aKIIOYEHHS JI0TOBOpa cyomoapsana ¢ "mapTHEpoM", Ubs poJIb
OyzeT 3aKII0UaThCsl B MPOBEICHIMM MOHUTOPHHTA HH(OPMAIIHOHHON CHCTEMBI M OCYIIIECTBICHUU
HEMEJUICHHBIX JCHUCTBUMN 110 NIPEKPALECHUIO aTAKH, IIPEK/IE YEM OHA IIPUBEAET K OIPEACIEHHOMY
ypOBHIO yiepoa.

Crnenyer 3aMeTuUTh, YTO MOXET OBITH BO3MOXHBIM II€PEHECTH OTBETCTBEHHOCTb,
CBSI3aHHYIO C MEHE/PKMEHTOM PHUCKa, HO, 0OBIYHO, HEBO3MOKHO MEPEHECTH OTBETCTBEHHOCTh 32
yep6. KinueHTbl OOBIMHO NPUHUMAIOT HEONAronpuATHOE BIHUSHHE yepOa, Kak OIIUOKY
OpraHu3aluH.

10 ITpunsiTe pucka HHGOPMAIIMOHHON 0€30MMACHOCTH

Bxonnbie pansble: [Inan oOpaOOTKM pUCKa M OLEHKA OCTaTOYHOTO PHCKA SIBIISCTCS
0OBEKTOM PEIICHUS PYKOBOJICTBA OPTaHU3AIMN O IPUHATHH PUCKA.

[letictBue: JIoKHO OBITH NMPHHATO M (DOPMAIBHO 3aperuCTPUPOBAHO PEIICHHE O
MIPUHSATUN PUCKOB U OTBETCTBEHHOCTH 3a 3TO pemieHue [31o cBsazano ¢ ISO/IEC 27001, 4.2.1 h)].

PyKOBOACTBO 10 peann3aluu:

B mutanax 00paboTKu pricka JOJKHO ONUCHIBATHCS TO, KaK OLIEHUBATH PUCKH, KOTOPBIC
crenyer o0padaThIBaTh JJIsl TOTO, YTOOBI COOTBETCTBOBATh KPUTEPHUSIM TPHHSATHUS PUCKOB (CM.
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7.2 "OcHoBHbIe KpuTepun'"). BaxkHo, 4TOOBI OTBETCTBEHHBIE MEHEKEPHI MEpecMaTpUBAIN U
MOJICP>)KUBAIIM TIpeJyIaraeMble IUIaHbl 00paOOTKM pHCKa M BBITEKAIONIME M3 HUX OCTAaTOYHBIC
PHUCKH, a TAK)KE PETUCTPUPOBAIIN BCE YCIOBHUSI, CBSI3aHHBIE C MOJAEPKKOM MPUHATHIX PEILICHUM.

Kpurepun npuHATHS prcKa MOTYT OBITH 00Jiee MHOTOTPAaHHBIM aCIEKTOM, YeM MPOCTO
ONPEENIEHUE TOT0, HAXOAUTCS JIM OCTAaTOYHBIN PUCK BBIIIE MU HUXKE E€AUHOTIO MOPOTOBOTO
3HAYEHUS.

B HEKOTOpBHIX ciy4asX YpPOBEHb OCTaTOYHOI'O PHCKAa MOJKET HE COOTBETCTBOBATH
KpUTEPUSAM TPUHATHS PUCKA, NMOCKOJIBKY INPUMEHSEMbIE KPUTEPUH, MOCKOJIbKY MPUMEHSIEMBbIE
KPUTEPHH HE YYUTHIBAIOT MpEBANUpPYIOLIHE 00cTosTeNnbcTBa. Hanpumep, MOXeT OBITh JOKa3aHo,
YTO HEOOXOIMMO NMPUHUMATh PUCKHU MO NMPUYMHE BBITOJ], CBA3AHHBIX C PUCKAMH, KOTOPbIE MOTYT
OBITh OYEHb NMPHUBJIECKATEIBHBIMU, UM TIOTOMY YTO PAcXoJibl, CBSI3aHHBIE CO CHM)KEHUEM PHCKa,
OueHb BBICOKU. Takue 00CTOSATENHCTBA MOKA3BIBAIOT, YTO KPUTEPUU MPUHITHUS PUCKA SBISIOTCS
HEa/leKBaTHBIMU M JIOJDKHBI OBITH 10 BO3MOXKHOCTH TepecMOTpeHbl. OJHaKo, HE Bcerjaa
BO3MOXHO IEPECMOTPETh KPUTEPUM INPHUHATHS pUCKa CBOEBPEMEHHO. B Takux ciydasdx nuua,
NPUHUMAIOIINE PEIICHUsT MOTYT OBITh 00S3aHbI NMPHUHATH PUCKH, KOTOPHIE HE COOTBETCTBYIOT
CTaHJAPTHBIM KpUTEpUSAM NpUHATHA. Ecim 310 HeoOXoauMo, JHI0, MPUHUMAIOIIEE peIlieHHe,
JOJKHO SIBHBIM 00Pa3oM NMPOKOMMEHTHUPOBATh PUCKHU M BKIIOYUTH OOOCHOBaHME JUISl PELICHHUS,
IIPEBBIILIAIOLIETO0 CTAHJAPTHBIN KPUTEPUM IPUHATHS PUCKOB.

Boixonnble naHnbie: IlepedeHb NPHHATHIX PUCKOB € OOOCHOBAHMEM TEX PHUCKOB,
KOTOPBIE HE COOTBETCTBYIOT CTAHAAPTHBIM KPUTEPUSIM MPUHATHUS PUCKA OPraHU3aLUK.

11 O0men uH(popManed OTHOCUTEJIbLHO PUCKA

HH(OPMANUOHHOU 0€30IIACHOCTH

Bxonnble nanneie: Bes mHpopmanus o puckax, MOJydeHHas B pe3ysibTare JelcTBUI
110 MEHEHKMEHTY pHcKa (CM. pUCYHOK 1).

[leiictBue: [lpuHnMaronue pemeHue Juia U Ipyrue Npu4acTHbIE CTOPOHBI JOJDKHBI

0OMEHHUBATHLCS /WA COBMECTHO UCTIOIB30BaTh HHPOPMAIUIO O PUCKE.

PyKOBOACTBO 10 peann3aluu:

OOmen wuH(pOpManueil OTHOCUTENBHO pHUCKA NPEACTaBIAET COO0O0H JesTEeIbHOCTD,
CBSI3aHHYIO C JOCTM)KEHUEM COTJIAIIEHUS O TOM, KaK OCYIIECTBIISATh MEHEDKMEHT PUCKOB MyTEM
oOMeHa W/MJIM COBMECTHOTO HCIIOJIb30BaHUs MHGOPMAIMM O PHCKE MEXAy JHUIaMH,
NPUHUMAIOIIMMHU pEHICHUsl, W JAPYrMMH NpPUYacCTHBIMU CTOpoHamu. Takas uH(popMmanus
BKJIIOYaeT B ce0s, HO HE OrpaHMYMBACTCS, CYIIECTBOBAHUEM, TNPHUPONIOH, (opmoii,
BEPOSATHOCTHIO, CEPHE3HOCTHIO, 00Pa0OTKOMN M MPUEMIIEMOCTBIO PHCKOB.

D¢ dexTuBHBI 00MeH HH(pOpPMAIE OTHOCUTEIBHO MEX]Ty IPUYACTHBIMH CTOPOHAMHU
uMeeT OOoNbLIOe 3HAueHHE, MOCKOJIbKY OHa MOXET OKa3blBaTh CYLIECTBEHHOE BIMSHUE Ha
pelieHus, KOTOpble JOJDKHBI ObIThb NpuHATEL. OOMeH wuHpopmanumeit Oyner obecrneynBaTth
YBEPEHHOCTh B TOM, YTO JIMIA, OTBEUAIOIINE 33 OCYIIECTBICHHE MEHEIKMEHTA PUCKA, U JIUIIA,
OTHOCSIINECS K 3aMHTEPECOBAHHBIM KpyraMm, MOHHMAIOT OCHOBY, Ha KOTOPOH HMPUHUMAIOTCS
pelieHusl, U TMPUYMHBI HEOOXOTUMOCTH OmpenenéHHbIX aercTBuil. OOMmeH wuHdopMmarmeit
OTHOCHTEIIBHO PHCKa SIBIISIETCS JBYHAIPABICHHBIM.

Oco3HaHue prcKa MOXKET OTMEYAThCs M3-3a PA3IMUUN B MPEANOJIOKCHHSX, TOHITUSAX,
NOTpeOHOCTAX, MpolIeMax U OECIIOKOWCTBAX MPUYACTHBIX CTOPOH, KOTOPBIE CBSI3aHBI C PUCKOM
wii o0cyxnaeMbpIMu npoOnemamu. [lpudacTHble CTOPOHBI, BEPOSTHO, BBHIHOCAT CYXAEHUS O
MIPUEMJIEMOCTH PHCKa Ha OCHOBE CBOETO OCO3HaHUs pHcka. [oaToMy oueHb BaXKHO 00ECICUUTh,
4TOOBI OCO3HAHUE PUCKA IPUYACTHBIMU CTOPOHAMH, & TAKXKE OCO3HAHWE UMM BBITOJ1 MOTJIO OBITH
UACHTU(PUIIMPOBAHO M 33JOKYMEHTHPOBAHO, a JIKAaIHe B OCHOBE MPUYUHBI ObUTH UYETKO
MOHATHI U YUYTEHBI.

OOmeH wuHpOpManMel OTHOCHTENBHO PHUCKA JOJDKEH OCYIIECTBISATHCS C IIEIBIO
TOCTHKEHUS CIETYIOLIETO:

e oOecrnieueHHs JOBEPHs K pe3ybTaTaM MEHEIKMEHTA PUCKa OpraHnu3alluy;
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e cbOopa uHPOpPMALIUU O PUCKE;

® COBMECTHOTO HCIOJB30BAaHUSI PE3YJIBTATOB OICHKH PHCKA U MPEICTABICHHUS
T1aHa 00pabOTKU PUCKA;

® TPEJOTBPAILCHUS WU CHIDKCHHS] BOSHUKHOBEHHS M TOCIEACTBUNA HapyILCHUI
MH(POPMAIMOHHOIN 0€301acHOCTH U3-3a OTCYTCTBHSI B3AaUMOIOHUMAHHS MEXKIY
MPUHUMAIOIIMMU PEIICHUS JTUIaMU U IPUYACTHBIMU CTOPOHAMH;

® TIOJUICP)KKH MPUHSATHUS PEILICHUIH;

® TI0JIy4ECHHUS HOBBIX 3HAHUI 00 MHPOPMALMOHHOM 0E30MaCHOCTH;

® KOOpAMHAIIMM C JPYTMMH CTOPOHAMHU M IUIAHUPOBAHMSA DPEArMpPOBAHUS JUIS
YMEHBIICHHUS OCIEICTBUI KaKOT0-TM00 MHIIUICHTA;

e BBHIPAa0OTKM YYBCTBA OTBETCTBEHHOCTH IO OTHOIICHUIO K pHCKaM Yy JIHII,
NPUHUMAIOIINX PEIICHHS, U TIPUYACTHBIX CTOPOH;

® TIOBBIIIEHUS OCBEIOMIEHHOCTH.

Opranuzanus 0JDKHa pa3pabaTbiBaTh IUIaHBI OOMEHa HMH(OpPMAIMeil OTHOCHUTEIHHO
pucka, Kak It OObIYHOrO (HYHKUMOHMPOBAHHUS, TaK M I UYPE3BBIYAMHBIX CHUTYaIHi.
CrnenoBartenbHO, JEITEIBLHOCTH 110 0OMEHY HH(POPMALIMU AOJIKHA BBITOIHATHCS HETIPEPBHIBHO.

Koopaunamust Mexay JTuiamMy, MPUHUMAIOIIMMU OKOHYATENIbHBIC PELICHUS, U MHBIMH
NPUYACTHBIMA ~ CTOPOHAMH, MOXET OBITh JOCTMTHYTa IOCPEACTBOM  (OPMHUPOBAHUS
COOTBETCTBYIOLIMX KOJUIETHATBHBIX OPraHOB (KOMUTETOB), TJ€ MOTYT MPOXOJUTH OOCYXICHHS
BOIPOCOB O PHUCKaX, MX MPUOPUTE3AMU U BBIPAOOTKE peIIeHHH 1Mo 00paboTKe M MPHHATHUIO
PHCKOB.

BaxHO cOTpyAHHMYATH C COOTBETCTBYIOLIMM OT/EIOM IO CBSI3SIM C OOIECTBEHHOCTHIO
WIA KOMMYHHMKAIUSM B OpPraHM3alUHM, YTOOBl KOOPAMHHMPOBATH BCE 3a/laud, CBS3aHHBIC C
oOMeHOM HuH(OpMaLKell OTHOCUTEIBHO PUCKA. DTO KPUTUYECKH BAXKHO B CIIydasiX COOOLICHUS
0 JICWCTBUSAX B KPU3UCHBIX CUTYALUsAX, HAIPUMED, B OTBET Ha OIpEIeIEHHbIC HHIIUCHTHI.

Boixonnple nannpie: IlocTossHHOE TOHMMaHHME TMpolLlecca MEHEIKMEHTa pHCKa
MH(POPMAIMOHHOM 0€301MacCHOCTH OpraHu3alru.

12 MOHUTOPHHTI U MEPECMOTP PUCKA HHPOPMAIIMOHHOMI
0e30macHOCTH

12.1 Monumopunz u nepecmomp hakmopoe pucka

Bxonnble nanneie: Bes mHpopmanus o puckax, MOJydeHHas B pe3yibTare NelcTBUI
110 MEHEHPKMEHTY pHCKa (CM. PUCYHOK 2).

[leiictBue: Puckum um ux Qaxktopsl (T. €. LEHHOCTh AaKTUBOB, BIHMSIHHUE, YTPO3bI,
YSI3BUMOCTH, BEPOSITHOCTh BO3HUKHOBEHUS) JIOJDKHBI [TOABEPraThbCsl MOHUTOPUHTY U IIEPECMOTPY
C LEJbI0 MACHTH(UKAINN JTIOOBIX U3MEHEHUH B KOHTEKCTE OpraHU3alluy Ha paHHEW CTaluH, U
MO ICPKUBATH IIEPECMOTP BCEH KapTUHBI PUCKA.

PyKOBOJICTBO 110 peanu3aluu:

Pucku He OCTalOTCAd CTAaTUYHBIMU. YTIPO3bl, YSI3BUMOCTH, BEpPOSITHOCTb WU
MOCIIE/ICTBUSL MOTYT H3MEHSTBHCS HEOXKHAAHHO, 0e3 Kakux-1ubo mnpu3HakoB. Ilostomy mms
oOHapyXeHHUS TaKuX HM3MEHEHUH HEOOXOJUM HENpEpbIBHBIH MOHHMTOPUHT. OTO MOXET
MOJJICP)KUBATHCS BHEIIHUMH CEpPBUCAMHU, KOTOpble O0ecrneynBaoT HWH(POPMAIMIO O HOBBIX
yrpo3ax WIH ys3BUMOCTSX.

Opranu3anuu J0JKHBI 00€CIeunBaTh, YTOOBI TPOBOAMIICS HEMIPEPHIBHBI MOHHUTOPUHT
cleayromux (pakTopos:

® HOBBIC aKTHBbI, KOTOpPBIE OBUIM BKJIIOUEHBI B 00JIACTh ACHCTBUS MEHEIKMEHTA
pucKa;
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e HeoOxoauMmass MoOJIUGUKAIMSA I[IEHHOCTH aKTHUBOB, HAaIlpUMeEp, BCJIEICTBHE
M3MEHUBIINUXCS OM3HEC-TpeOOBaHUM;

® HOBBIX YIP0O3, KOTOPbIE MOTYT ObITh aKTHBHBIMU BHE U BHYTPH OpraHU3ALUH, U
KOTOpBIE 1€ HE OLICHUBAJIUC;

® BEPOSATHOCTH TOTO, UYTO HOBBIE WJIM YBEJIMYMBIIUECS YA3BHUMOCTH MOTYT
MO3BOJIUTH YIPO3aM HCIIOJIb30BaTh 3TH HOBBIC MJIM U3MEHUBIINECS YSI3BUMOCTH;

® WICHTU(PHUIMPOBAHHBIC YA3BUMOCTH JJIsI ONpPEACTCHUS TeX YSI3BUMOCTEH,
KOTOPBIE CTAHOBATCS TOJBEPKEHHBIMH HOBBIM WJIM MOBTOPHO BO3HUKAIOLIUM
yrpo3am;

® [IOBBIICHHOE BIIUAHHUE IIOCIEICTBUM OLEHEHHBIX YIPO3, YA3BUMOCTEU U
PHUCKOB, 00bEAMHEHNE KOTOPHIX MUMEET PEe3yJbTaTOM HEMpPHUEMJIEMBIH ypOBEHb
pHCKa;

® WHIUJCHTH HHPOPMAITMOHHON 0€30MaCHOCTH.

HoBble yrpo3ssl, yI3BUMOCTH WJIM W3MEHEHHS BEPOSTHOCTH WM TMOCIEACTBHI MOTYT
YBEIIMUMBATh PUCKH, KOTOPbIE paHee ObUTH OIIEHEeHBI Kak Hu3kue. [Iporecc mepecMoTpa HU3KUX
U TPUHATBIX PHCKOB JIOJDKEH paccMaTpUBaTh KaXKIbIH PUCK OTIENBHO, a TAKXKE BCE ATU PHCKH
KaK COBOKYITHOE IIeJI0€, YTOObI OI[EHUBATh X MOTEHIMAIbHOE CyMMapHOe BiIusHue. Ecnu pucku
HE MOTAJAI0T B KaTETOPUIO0 HU3KUX MU MPHEMJIEMbIX PUCKOB, OHU JIOJDKHBI 00pabaThIBaThCS €
MCTIOJIb30BAHMUEM OJJHOTO MJIM HECKOJIBKUX BAPHAHTOB, PACCMOTPEHHBIX B paszzene 9.

@DaKTopbl, BIUAIONINE Ha BEPOSITHOCTh U IMOCIEACTBHUS CYIIECTBYIOIIUX YIPO3, MOTYT
M3MEHATHCS, KaK MOTYT U3MEHATHCS (DaKTOPHI, BIUSIOMIME HA MPUMEHUMOCTb HJIM CTOMMOCTb
Pa3NIUYHBIX BApHAHTOB 00paboTKH. [ TaBHBIC M3MEHEHNS, BIMSIONIUNE HA OPraHU3aIHIO, TOJKHEI
CIIy’)KUTh OCHOBaHUEM s Ooisiee crienudpuueckoro nepecmorpa. CrienoBaTenbHO, ASUCTBUS TIO
MOHUTOPHUHTY PHUCKA JOJDKHBI PETYJISIPHO TMOBTOPSATHCS, M BbIOpaHHBIE BapUaHTHI 00pabOTKH
pHCKa TOJHKHBI IEPUOANYECKH TTEPeCMaTPUBATHCSL.

Pe3ynpTaThl NEHCTBHS 10 MOHHTOPHUHTY PHCKAa MOXET OBITh BXOJHBIMU JaHHBIMU K
APYrUM JIEHCTBUSAM MO TepecMOTpPy pUCKOB. OpraHuzainus I0JDKHA TepeCMaTPUBATh BCE PUCKH
PErysipHO, U KOT/Ia MMEIOT MECTO 3HauuTenbHble pUckH (B coorBercTBUM ¢ ISO/IEC 27001,
4.2.3).

Boixonnble nanHble: HempepblBHOE cOriiacoBaHME MEHEKMEHTAa PUCKOB ¢ OM3HEC-
LEJIIMU OPTaHU3AIMH U KPUTEPUSIMU NPUHITUS PUCKA.

12.2 Monumopunez, ananus gpakmopoe pucka

Bxonnble nanneie: Bes mHpoOpmanus o puckax, MOJydeHHas B pe3ysibTare NelCTBUI
110 MEHEHKMEHTY pHCKa (CM. PUCYHOK 2).

[eiictue: Ilporecc MeHeIKMEHTa pUCKa MHPOPMALMOHHON 0€30MacHOCTU JOJIKEH
MIOCTOSIHHO TIOJBEPraThCsi MOHUTOPHHTY, IEPECMOTPY M YIYUILICHHIO, HEOOXOJAMMBIM H
COOTBETCTBYIOIIUM 00OpPa3oM.

PyKOBOACTBO 10 peann3aluu:

[TocTOsIHHBIM MOHUTOPHHT U TIEPECMOTP HEOOXOIUMBI JIIsl 00ECTIeYeHUsI YBEPEHHOCTH
B TOM, YTO KOHTEKCT, pe3yJbTaT OLEHKM pUCKAa U OOpabOTKM pHUCKA, a TaKKe IUIaHBI
MEHEJKMEHTA OCTAI0TCS YMECTHBIMH M COOTBETCTBYIOLIUMH 0OCTOSITEIbCTBAM.

Opranu3anuu JOJDKHBI 00€CIIeYnBaTh YBEPEHHOCTh B TOM, YTO MPOIECC MEHEIKMEHTA
pucka WHPOPMAIIMOHHOM OE€30MAaCHOCTM M CBSI3aHHBIE C HHUM JCHCTBUS  OCTAIOTCA
COOTBETCTBYIOIIMMH TPU  TEKYIIUX OOCTOATEeNbCTBAX u  coOmonmatorca. O mOOBIX
COTJIACOBAHHBIX YIIYUIICHUSAX TMpolecca WM JEHCTBHAX, HEOOXOIUMBIX MJIsi TOBBIIICHUS
COOTBETCTBUSl TIPOLIECCY, CIEAYEeT YBEIOMISATh COOTBETCTBYIOIIMX MEHEKEPOB, UTOOBI
o0ecrneynTh YBEpEHHOCTh B TOM, YTO HE CYLIECTBYET HHM OJIHOTO PUCKA WJIM DJIEMEHTAa PHCKa,
YIYIIEHHOTO WM HEJOOICHEHHOTO, M 4YTO HEOOXOIuMBbIEe NEHCTBHS NpPEANPUHUMAIOTCS, H
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pelIeHHs] TPUHUMAIOTCS JJIS TTOJIYUEHHs PEATUCTUYHOTO MPEICTABICHUS PUCKa U CIIOCOOHOCTH
pearupoBaTh Ha HETO.

Kpome Toro, opraHuzamusi JOJDKHA PETYISIPHO MPOBEPATh, YTO KPUTECPHUH,
UCTIOJb3yeMble JUISI HW3MEPEHUsT pUCKA M €ro 3JEMEHTOB, MO-TNIPESKHEMY OCTAloTCA
JEWCTBUTENBHBIMU U COTJIACYIOIIMMUCS C OU3HEC-IEeNSAMH, CTPATETUAMU U TIOJUTUKAMHU, M YTO
M3MEHEHMsI OM3HEC-KOHTEKCTa NMPUHUMAIOTCS BO BHUMAaHUE HA aJIeKBaTHOM YPOBHE BO BpeMs
mporiecca MEHEKMEHTa pHcKa HH(POPMALMOHHOM 0e30macHOCTH. JTa JesITeIbHOCTh IO
MOHUTOPUHTY M TIEPEeCMOTPY [HOJDKHA yIeNnATh BHUMaHWE (HO HE OrpPaHUYMBATHCH)
CIIEYIOLIEMY:

MIPaBOBOMY KOHTEKCTY M KOHTEKCTY OKpYXKaroIlel cpepl;
KOHTEKCTY KOHKYPECHIIUH;
MOJIXOY K OLIEHKE PUCKa;
LEHHOCTH U KaTerOpUsIM aKTHBOB,;
KPUTEPHSIM BIIUSTHUS,
KPUTEPHSIM OLICHUBAHUS PUCKA;
KPUTEPHSIM MIPUHATHUS PUCKA;
MIOJIHOW CTOMMOCTH JKCIUTYaTallii aKTUBOB;
® HEOOXOJUMBIM PECypcaM.

Opranuzanus J10JDKHA 00ecTieYrBaTh YBEPEHHOCTh B TOM, UYTO PECYpChl OIICHKH PHUCKa
1 00paboTKM pUCKa OBUIM TOCTOSIHHO JAOCTYIHBI JUIS TIEPECMOTPA PUCKA, PACCMOTPEHHS HOBBIX
WIA U3MEHUBILIUXCS YIPO3 WIN YSI3BUMOCTEH U COOTBETCTBYIOIIETO YBEJOMIICHUS PYKOBOJICTBA.

MOHUTOPUHT MEHEIKMEHTAa pUCKAa MOXKET MMETh Pe3ylIbTaTOM MOJIUGHUKAIMIO WIH
JOTIOJTHEHHE TIOJXO0/1a, METOJOJOTHMHM WJIM HHCTPYMEHTAIBHBIX CPEJACTB, HCIIOIB3YEMbIX B
3aBHCHUMOCTH OT CJIeIyIOLIETO:

® WJICHTU(PHUIUPOBAHHBIX U3MEHEHUIA;

® uUTEpalMy OLIEHKU PUCKA;

e IeNIM Tpolecca MEHEKMEHTa pHUCKa HMH(POPMAIMOHHOW O€30MacHOCTH
(HampuMep, HENpepbIBHOCTh OW3HECAa, YCTOWYMBOCTh K MHLUACHTaM,
COBMECTUMOCTB);

e o00BEKTa Mpolecca MEHEIKMEHTa pHCKa HH(POPMAIMOHHOW 0e30MacHOCTH
(HarpuMep,  opraHuzauusi,  OHW3Hec-ToJpasleneHue,  HWHPOPMAIMOHHBIHI
npoIecc, €ro TeXHUYECKas peanu3aiysi, NOPWIOKEHHE, MOIKIIOUeHHE K
WurepHer).

Boixonnbele nanHble: HempepbiBHas 3HauMMOCTh IpOIECCa MEHEKMEHTa pPHCKa
nH(GOPMAMOHHON O€30MMaCHOCTH JIJIsl OM3HEeC-1IeNel OpraHu3aIliy.
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Hpunoxkenune A
(nHpopmauunoHHoe)
Onpenenenue 00J1aCTH NPUMEHEHHUS M TPAHUIL IIPOIECCA
MEHE/I)KMEHTA PUCKOB HH(POPMALMOHHON 0e301MaCHOCTH

A.1 Ananusz opzanuzayuu

Ananu3 opranuzauuy. M3ydyeHue opraHmzanuu AaéT BO3MOYKHOCTb BOCIIPOM3BECTH
XapakTepHbIE DJIEMEHTHI, OMPEACISAIOMUEe OCOOCHHOCTH OPraHM3alMU. JTO KacaeTcsl LeNH,
Ou3Heca, Ha3HAYCHUS, LICHHOCTEW M CTpaTeruil opranuzaunu. OHU JOJKHBI OBITH ONpPEeNeHBI
HapsAQy C O9JIEMEHTaMHM, CIIOCOOCTBYIOIIMMHU HMX pPa3BUTHIO (HampuMmep, 3aKIIOueHHe
KOHTPAareHTCKUX JOTOBOPOB).

TpynHOCTh Takod MAESITENBPHOCTH 3aKIOYAETCSs B TOYHOM IOHUMAHUM CTPYKTYpPBI
opranuzaiuu. OnpeneneHue €€ peaJbHOM CTPYKTYpbl NAET MOHMMAHUE pOJU M BaXXHOCTHU
Ka)KJ0TO NMOAPA3JEIIEHUS B JOCTHKEHUU LIE€TIEH OpraHu3aluy.

Hanpumep, TOT Qakr, 4T0 OTBETCTBEHHBIH MO HH(POPMAIMOHHONW OE30MaCHOCTH
OTUUTBIBAETCA NEPE] BBICIIUM PYKOBOJCTBOM, a He nepes pykoBoacTtBoM UT, MoxkeT yka3bIBaTh
Ha y4acTHE BBICILIEr0 pyKOBOJCTBA B BOIIPOCaX HH(POPMALMOHHOM O€301MacHOCTH

OcHoBHas 1enb oprauzanuy. OCHOBHAs LI€JIb OPraHU3aluid MOKET OIIPENEISTHCS Kak
NPUYMHA TOTO, IIOYEMY OHa cyliecTByeT (e€ cepa AeaTeNbHOCTH, CETMEHT PhIHKA U T.1I.).

E¢ 6usnec. busnec opranuzanuu, onpenenseMblii METOAaMU U HAKOIIJICHHBIM OITBITOM
(HOy-xay) €€ COTpyOHHMKOB, AAaET €l BO3MOKHOCTb pE€aJu30BbIBaTH CBOE HaszHaueHHe. OH
ABISICTCS CHEUU(UYHBIM TOJIEM JESITEIbHOCTH OpraHu3allMi M 3a4acTyio ompejaerser e
KYJIBTYpPY TpyZa.

EE€ nasnauenme. OpraHusanys JOCTUTAeT CBOEHW ILEJIM IOCPEACTBOM peaTU3aLUU
cBoero HasHaueHus. Jlns onpexpeneHuss e Ha3HAueHHUs, OOeCIeYMBaeMble CEPBHUCHI U
M3rOTABIMBAEMbIE MPOAYKTHI JOJDKHBI OBITH ONpEIETCHbl MO OTHOWICHHIO K KOHEYHOMY
I10JIb30BATEIIIO.

E€é uneHHoctu. I[eHHOCTAMH SBIISIIOTCS OCHOBHBIE IPUHLMIIBI WM XOPOILO
OTpeNeNEHHBIA KOACKC MOBEACHUS, NMPUMEHSEMbIC JJISi OCYLIECTBICHHsS Ou3Heca. DTO MOXKET
KacaTbCsl ME€pPCOHAja, OTHOIIEHUN C BHEUIHUMM areHTamu (KJIMEHTaMHu, HalmpuMep), KauecTBa
MOCTaBJISIEMbIX IPOIYKTOB MJIM 00ECTIEYMBAEMBIX CEPBHCOB.

B xauecmee npumepa 6036MéM  opzanuzayulo, Yeavbio  KOMOPOU  AGNAEMmCcs
eocyoapcmeennas caycba, OusHecom (OesimenrbHOCMbl0) - MPAHCNOPMHbIE YCAYeU, a
HAa3HAYeHue 3aKn0Yaemcs 6 nepesoske oemeu 6 wikony u oopamuo. Eé yennocmamu moeym
ObIMb NYHKMYANIbHOCMb Cepeuca u 6e30nacHoCmb Nepeso3oK.

Crpykrypa opranuzanuu. CymiecTByIOT pa3Hble TUIIbI CTPYKTYPBI:

e (umanbHas CTPYKTypa: Kaxaoe MojapasjieieHrne paboTaeT moJi pyKoBOJACTBOM
MEHeKepa IOJApa3elIeHUs], OTBETCTBEHHOIO 3a NPUHSATHE CTPATETHYECKUX,
aIMUHHUCTPAaTUBHBIX M  OIEPALIMOHHBIX  PEIICHHWH, KacaloUMXcsi  €ro
MOAPA3IEIICHNUS;

¢ (yHKIMOHANBHAS CTPYKTYpa: (PYHKIIMOHAIBHOE PYKOBOJICTBO OCYIIECTBISETCS
OTHOCHTEJIHO TPOLEAYp, CYIIHOCTH pabOThl M, WHOT/AA, MPUHATHS pEIICHHUM
WM IJIAHUPOBaHUs (Harpumep, nponus3BoacTBo, UT, kaapel, MAapKETHHT U T.1.).

3ameuaHus:

® [I0Jpa3lelieHue, CYIIECTBYIOLee B Mpeenax OpraHu3anuud ¢ (QuinaabHOR
CTPYKTYpO#l, MOKET OBITh OPraHM30BaHO KakK (DYHKIMOHANbHAs CTPYKTypa U
Ha000POT;

® CTPYKTypa OpraHu3aliH, HMEIOLIEH 3JIeMEHTHl O000MX THUIOB CTPYKTYPBI
Ha3bIBACTCS MATPUYHOMN

BS ISO/IEC 27005:2011 Texnu4eckuii nepesoa v.1 or 11.02.2012
38



e 1mpu 000N OpPraHU3alMOHHOW CTPYKTYpe MOTYT pa3iNdaThCs CIEIYIOIINe
YPOBHH:

® YpPOBEHb NPUHATHUS PEIICHUN (ONpeAesieHnEe CTPATErnueCKOM OpUEHTAIIN);

® YpPOBEHb PYKOBOJCTBA (KOOPAMHAIIMSA U MEHEKMEHT);

® OMNEpaLMOHHBIN YPOBEHb (BUABI ACSITEIBHOCTH, CBA3AHHBIE C TPOU3BOJICTBOM U
MOAJIEPIKKON).

Juarpamma opranuzanuu. CTpyKTypa OpraHU3alyy MPeCTaBIsSETC CXEeMAaTUYECKH Ha
auarpaMMme opraHuzainuu. [Ipy TakoMm mpeacTaBleHUH TJIABHOE MECTO JOHKHO OTBOJUTHCA
JUHUSM OTYETHOCTH U JAEJIETUPOBAHUS TOJTHOMOYHI, KpPOME TOr0, OHO TaK»Ke JOJDKHO BKJIIOYATh
B ce0s W Jpyrue OTHOIICHUS, KOTOphIC, JaK€ €CIM OHM HE OCHOBBIBAIOTCS Ha KaKHUX-THOO
(hOopMaTbHBIX TOTHOMOYHSX, SIBJISFOTCS, TEM HE MEHEe, JIMHUSAMU WH(OPMAIIMOHHOTO TTOTOKA.

Crparerusi  opranmszammu. Jlns storo TpeOyercs ¢GopManbHOE  BhIpaXKEHHE
PYKOBOJSIIIUX MPUHLMIOB opranu3auuu. CTpaTerus OpraHu3aluy ONpeAesiseT HAMpaBlIeHUEe U
pazBuTHe, HEOOXOMUMBIC JUISI H3BJICUCHHUS BBHIFOJABI W3 BOMPOCOB 'HenaHusi CTaBOK" H
IJIAHUPYEMBIX €10 OCHOBHBIX U3MEHEHUH.

A.2 Hepeuenb oepanuueﬂuﬁ, GIUAIOWIUX HA Op2aRU3auuIo

Crnenyer nmpuHUMaTh BO BHUMAaHUE BCE OTPAHUYEHUS, BIMSIOLINE HA OPraHU3alUI0 U
omnpenensone neinu e€ nHGopMaoHHON 6e30macHOCTU. MIX HCTOYHUK MOXKET HaXOJIUThCS B
npeaenax OpraHu3alry, 1 B JaHHOM CJIydae OHa UMEET HEKOTOPbIi KOHTPOJIb HAJl HUMHU, WX 32
npefenamMy OpraHM3aldd U, CJEIOBATENbHO, HE MOXKET KOHTPOJIMPOBATHCA. OTAEIbHBIMU
HanOoyiee BaXHBIMU SBIISIOTCS OTPAaHUYEHHUS pecypcoB  (OIOKETHBIX, KaJpOBBIX) H
OTpaHUYEHUS, CBSI3aHHBIEC C HETIPEIBUICHHBIMHU CITyYasiMH.

Opranu3anys yCcTaHaBIMBAaeT CBOM LieNH (Kacaromuecs e€ Ou3Heca, pexuma paboThl U
T.A.), IOJUUHAS UX OIpenenéHHOMY oOpa3y AEWCTBUM, BO3MOXHO, B TE€UCHHE JJIMTEIHHOTO
nepuona BpemMeHd. OHa ompezenser, Kakoil opraHu3aneil OoHa XO4yeT CTaTh, U CPEJCTBa,
KOTOpBIE [UIS 3TOr0 TOTPEOYIOTCs. YCTaHaBIMBas TaKylo IOCIEA0BATEIbHOCTh JCHCTBUH,
OpraHu3anusi TMPUHUMAeT BO BHHMMAHHE »SBOJIOIHUIO METOJOB M HOY-Xay, BbICKa3aHHbBIE
MOKEJIaHUS TOJIb30BaTeNIel, KIMEHTOB U T.A. JlaHHas 1eJb MOXXET ObITh BbIpa)keHa B (opme
CTpaTeTHil  JKCIUTyaTallud WM  pa3pabOTKM C  HAaMEpPEeHUEeM, Hampumep, CHU3HTH
HKCIUTYaTallMOHHBIE PACXObI, TOBBICUTH KAU€CTBO OOCITYKHBAHUS U T.1I.

Takue cTpaTeruu, BEpoOsATHO, OyAyT BKJIIOYaTh B cebd UHPOpPMALUIO H
MHPOpPMAIIMOHHbIE  CHCTEMBI,  ClocoOCTByomue ux  peanuszauuu.  CrenoBarenbHO,
XapaKTepUCTUKH, KAaCaAIOIIKecss 0COOCHHOCTH, Ha3HAUCHHS M CTPATETMU OpraHu3allyu, SBISIOTCS
OCHOBOIIOJIATAIOUIMMHU 3JIEMEHTAaMH B aHAJIM3€ MPOOJIEMBbl, IOCKOJBKY AaCIEeKT HapyIIeHHUs
0€30MaCHOCTH MOXET MPUBECTU K MEPEOCMBICIICHHUIO 3TUX CTpaTeruueckux 1eneit. Kpome toro,
BXHO, 4YTOOBI TMPEAJIOKEHUS OTHOCHUTEIBHO TpeOOBaHUI O€30MaCHOCTH HAXOIWINCh B
COOTBETCTBUHU C TMpaBWJIAMH, PEKUMaMH 3KCIUTyaTallkd M CPEACTBAMH, NPUMEHIEMBIMU B
OpraHu3aluH.

[lepedyeHp orpaHnveHUi BKIIOUAET B c€0s, HO HE OTPAHUYMBACTCS, CIICTYIOLIIM:

OrpaHuyeHHs NOJUTUYECKOTO CBOWCTBA

OHM MOryT KacaTbCsi NpPaBUTEIbCTBEHHBIX  aJMHUHUCTpAIUi, OOIIECTBEHHBIX
YUpEXIEHUH WM, TOBOpS B 0OmeM, JII00OW OpraHu3alud, KOTOpas JOJDKHA MPUMEHSTbH
NIPAaBUTEJIbCTBEHHBIE pelleHus. TakuMu OOBIUHO SIBIAIOTCS PEIICHUs, Kacalollhecs CTpaTerHu
WIA SKCIUTyaTallMOHHOW OpHUEHTAIMH, HMPUHATHIC MPABUTEIBCTBEHHBIM MOJpPA3CICHHEM WIIN
OpraHu3aluei, IpUHUMAIOLIECH peleH s, U KOTOPBIE JOJDKHBI ObITh TPUMEHEHBI.

Hanpumep, xomnviomepusayus cuemos uiu aOMUHUCMPpamuHvlx 0OKYMEHMO8 81e4ém
3a cobotl npobiemvl ¢ UHGOPMAYUOHHOU OE30NACHOCMBIO.

OrpaHyuYeHHs CTPAaTETUYECKOro CBOMCTBA
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OrpanuyeHuss MOTYT BO3HUKATh B pPE3yJIbTaTe 3alJTAHUPOBAHHBIX WM BO3MOXHBIX
M3MEHEHHH CTPYKTYphl WIM OpHEHTaluu opranuzanmud. OHH MOTYT OTpaxarbcs B
CTpATETHYECKUX WM HKCIUTyaTallMOHHBIX TeHePAIbHBIX IJIaHAX OPraHU3allly.

Hanpumep,  medcoynapoonoe  compyoHuuecmeo 6  obnacmu  cOBMeCmHO20
UCNONIb308AHUSL  YYBCMBUMENbHOU — UHPOpMayuu  Modxcem  nompedoeamv — CO2NAUIEHUI,
Kacarwuxcsa 6e30nacHo2o ooMeHa.

TeppurtopuajibHble OrpaHUYEHUS

CTpykTypa W/WIN LIeJIh OPraHHU3ALUMU MOTYT BBOJUTH ONpPEACIEHHBIC OrpaHHYCHHUS,
TaKue KaK pacrnpeaeseHne paboymx IIonaa0K 0 TEPPUTOPUH CBOCH CTpaHbl WK 3a pyOeKoM.

[Tpumeps! BKIIOYAIOT B ce0sl MOYTOBYIO CIyKOy, IMOCONBCTBA, OaHKH, (UIHMAIBI
KPYITHOM IIPOMBIIUICHHOU I'PYIIIBI U T.[.

OrpannyeHus, Ha BO3HUKHOBEHHE KOTOPBIX BIUSAET COCTOSTHUE YKOHOMHKH U TIOJTUTUKU

OyHKIIMOHUPOBAHHE  OPraHM3aLMU  MOXKET CHJIBHO HU3MEHSTHCS  BCJEICTBHE
OTIpeNIeNEHHBIX COOBITHH, TaKUX Kak 3a0acTOBKM WJIM HallMOHAJIbHBIC WM MEXIyHApOJHBIC
KPHU3HUCHI.

Hanpumep, nexomopwvie cepsucbl Mo2ym npooonicams (QYHKYUOHUPOBAHUE 0adice 80
8peMs CepbEIHBIX KPUSUCOS.

CTpyKTYpHBIE OrpaHUYCHHS

Tun cTpykrypsl opranuzauuu (puinanbHas, (QyHKIHMOHAJIbHAS WM APYras) MOXKET
UMEThH CIICACTBUEM OIPEACIEHHYIO MOJIUTUKY HHPOPMALMOHHON 0€30MaCHOCTH M OPraHU3aIHIo
0€30MaCHOCTH, aIalTHPOBAHHYIO K CTPYKTYpE.

Hanpumep, medxcoynapoonas cmpykmypa OOIHCHA Oblmb CROCOOHA CO2NACO8LIEANTb
mpebo6anus 6e30nacHocmu, NPUCywue Kaxcoou cmpane.

@DyHKIIMOHAIbHbIC OTPAHUYCHHUS

@OyHKIIMOHAIbHbIE OTPAaHWYCHUS BO3HHMKAIOT HEMOCPEJICTBEHHO W3 TJIABHOTO WU
crenn(puIeckoro Ha3HAuYCHHsI OpraHU3aIUH.

Hanpumep, opeanuzayus, pabomaiowdas KpyeroCYmMo4HO, OO0JICHA HenpepbleHO
obecneuusams 00OCMYNHOCHb CEOUX PECYPCOS.

OrpaHuyeHHs, Kacaroluecs nepcoHana

[Tpuposa 3TUX OrpaHUYEHUIl 3HAYUTENBHBIM 00pa3oM BapbHpyeTcsi. OHU CBSI3aHBI C
YpPOBHEM  OTBETCTBEHHOCTH, HAalMOM  COTPYIHHMKOB, KBanu(pukauued, oOydeHuem,
OCBEJIOMJIEHHOCTBIO B BOTIPOCax 0€30MacHOCTH, MOTUBAIMEH, TOCTYITHOCTBIO U T.1I.

Hanpumep, eecv nepconan 000poHHOU oOpzanuzayuu OONXHCEH UMems OONyCcK O
00paboOmMKU COBEPULEHHO CEKPEMHOU UHMOPMAYUU.

OrpaHuyeHys, Ha BO3HUKHOBEHUE KOTOPBIX BJIUSACT KaJCHIAPh OPraHU3aLUH

Takue orpaHudeHuss MOTYT OBITh PE3YJIBTATOM PECTPYKTYPU3ALUHN WIH TUIAHUPOBAHUS
HOBBIX HALMOHAJBHBIX WIM MEXIYHAPOJIHBIX TOJHUTUK, YCTAHABJIMBAIOUIMX OTNpeAeTIEHHBIC
KOHEUYHBIE CPOKHU.

Hanpumep, co30anue cekpemnozo omoena.

OrpaHuyeHus, CBI3aHHBIE C METOIAMHU

Metoapl, COOTBETCTBYIOIIME HAKOIUIGHHOMY OIBITY (HOY-Xay) OpraHM3allvy,
HEOOXO/MMO YCTAaHAaBJIMBATh B OTHOLICHHM TAaKUX AaclEeKTOB, KaK IUIAHMPOBAHHUE MPOEKTa,
cnieruQuKanuu, pa3padboTka u T.1.

Hanpumep, munuunbiM ozpanudeHuem makozo pood AGNAemcs HeobX00UMOCms
BKIIOYEHUS NPABOBLIX 00A3AMENbCME OP2AHU3AYUU 8 NOTUMUKY O6E30NACHOCTU.

OrpaHuyeHHs KyJIbTYPHOT'O CBOKWCTBA

B HekoTOphIX opraHuzanmsx pabouue TPaAWLIUU WIK OCHOBHOW OM3HEC MPUBEIU K
CO3JIaHUIO OMpEeaeNEHHON "KynbTyphl" OpraHu3alnuu, KOTopas MOXeT ObITh HECOBMECTUMOMN CO
CpeAcTBaMH yIpaBieHUs Oe3omacHOCThbIO. Takas KynpTypa SIBISIETCS OCHOBHOH 'cHCTEMOM
orcuéra" TepcoHana, ¥ OHa MOXKET OMPEENATHCSI MHOTUMH aCIeKTaMH, BKJIIOYAIOIIUMU B ceOs
oOpa3zoBanue, oOyueHue, Mpo(ecCHOHANBHBIM ONBIT, paboOTy, HA KOTOPYIO PacHpOCTpaHsIeTCs
’KU3HEHHBIH OTBIT, MHEHUS, PHII0CODUI0, YOKICHHS, YyBCTBA, COLIMAIBHBIN CTAaTYyC U T.J.
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bro/pkeTHBIC OrpaHUYEHUS

PexomeHtyemble cpelcTBa yIpaBlieHUs] 0€30MMaCHOCTBI0 MOTYT CTOMTHh MHOTJA OYE€Hb
noporo. HecMoTpst Ha TO, UTO HE BCErJa YMECTHO CTPOUTH MHBECTUPOBAHHE OE30MaCHOCTH Ha
HKOHOMHYECKOH 3(PPEKTUBHOCTH, (PUHAHCOBBIE OTAEIBl OPraHU3aIMHN TPEOYIOT, KaK MpaBHIIO,
HKOHOMHYECKOT0 000CHOBAHHUS.

Hanpumep, 6 uacmnom cekmope U HEKOMOPbIX OOUEeCMEEHHbIX OP2AHUZAYUAX
COBOKYNHbBIE pACX00bl HA CPeOCmed YNpaeieHus 0e30NnacHOCMbI0 He OOHCHb NPesblUuamb
U30epocex Om BO3MOIICHBIX NOCIeOCMBUL PUCKOS. Bovicuiee pyko8oocmeo 001)CHO, NOIMOMY,
OYeHUsamsb U NPUHUMAMb GbINUCTIEHHblIE PUCKU, eClU OHO Jicenaem uzbexicamv 4pe3mepHbIX
pacxo008, cA3aHHbIX ¢ 0becneyeHuem 6e30nacHoCmu.

A3 Hepeueub 3AKOHOOAME/IbHbIX U pezyaupyrouwiux HOpM, UMeIOuiux
OMHOWICHUE K 0esAmeIbHOCmU opzanusayuu

JIOJKHBI OTPEACIATHCS PEeryIHpyoNue TpeOOBaHUs, UMEIOLINEe OTHOIIICHHE K BHUJIAM
JeATeNbHOCTH opraHu3amuu. K WX 4yucily MOTYT OBITh OTHECEHBI 3aKOHBI, IOCTAHOBIICHHUS,
CIelMaNbHble HWHCTPYKUUH, OTHOCSIIMECS K cdepe IeITeNbHOCTH OpraHM3aluH, WIN
BHYTPEHHUM/BHEIIHUM HOpMaM. DTO KacaeTcsl TakKe JOTOBOPOB W COTJIALICHWH U, BOOOIIE,
T0OBIX 0053aTENILCTB IOPUIMUECKOTO CBOMCTRA.

A.4 Ilepeuensv ocpanuyenuil, 61uaowux Ha 06aacmos NPUMeHEHUA

[Tpu naeHTH(UKAIIMKA OTPAHUYCHUIN KENATEeIHHO MEPEUNCITUTh T€, KOTOPhIC BIHSIOT HA
007acTh TPUMEHEHUs, M ONPEACTUTh T€, Ha KOTOpPbIE BCE K€ BO3MOXHO HEKOTOpOE
Bo3jelicTBue. OHM JOMOJHSIOTCS K OTPAaHUYEHUSIM OpraHU3alllH, MEPEUYHCICHHBIM BBILIE, U,
BO3MOXHO, MOTYT H3MEHMTh MX. Jlamee npencTaBiseTcss IEpeueHb BO3MOXKHBIX THUIIOB
OTPAHUYECHU I, HE SBJISIOIIMICS UCUEPIIBIBAKOLINM.

OrpaHn4eHusl, BOSHUKAIOIINE U3 PAHEE CYLIECTBOBABIINX IIPOLIECCOB

[TpoexThl MpUIoKEHUI HE 00s13aTeNTbHO pa3pabaThIBaIOTCs OTHOBpeMeHHO. HekoTopble
U3 HUX 3aBUCSAT OT paHee CYIIECTBOBABIIMX MpoLEccoB. Jlaxke eciu mpoiecc MOXKET ObITh
pa3OUT Ha MOANPOIIECCH, HE O00s3aTeNbHO, YTO HA JJAHHBIM TpoIecC OyAyT BIHUATH BCE
MOATPOLIECCHI IPYTOro Mpolecca.

TexHu4Yecknue orpaHuYeHus

Texuuuyeckue orpaHUYEHUsI, OTHOCSIINECS K HHPPACTPYKTYPE, B OCHOBHOM BO3HHUKAIOT
B pe3yJbTare »JSKCIUTyaTallid ammapaTHbIX W MPOrPaMMHBIX CPEIACTB, MOMEIIEHUN WIH
IUIOUIA/I0K, T/1€ OCYILECTBIISIOTCS IIPOLIECCHI:

e apxuBbl ((aiinbl) (TpeOoBaHMS, KacarolUecss OpraHU3alHd, MEHEIKMEHT
HOCHTEJEH, MEHE/DKMEHT IIPAaBIII AOCTYyNA U T.11.);

e oO0mas apXUTEKTypa (TpeboBanusl, Kacarommecs TOIOJIOTUU
(ueHTpasu30BaHHAs, pacrnpenenéHHas, KIIMEHT-CEPBED), ¢busnueckas
apXUTEKTypa U T.1.);

® T[pPUKIAJHOE TporpaMMHOe  obecriedeHune  (TpeOOBaHMs,  Kacaroluecs
MPOEKTUPOBAHUS CHEIU(UYHOTO MPOTPAMMHOTO OOecleueHusl, PHIHOYHbBIE
CTaHAapTHI U T.11.);

® [aKeTHl MpOorpaMMHOro obecreueHHs (TpeOOBaHMS, Kacarolluecss CTaHAapTOB,
YPOBHsI OIICHUBAHUS, KAYECTBA, COOTBETCTBHSI HOpMaM, O€30MacCHOCTH U T.11.);

e ammapaTHble cpenacTBa (TpeOOBaHUWs, Kacalolluecsl CTaHJapTOB, KayecTBa,
COOTBETCTBHUS HOPMaM U T.1.);

e ceru cBs3M (TpeOOBaHUS, Kacalollecs MOKPHITHA, CTaHIApTOB, EMKOCTH,
HaJI&KHOCTH | T.]11.);

e uH(ppacTpyKTypa COOpPYKEHUH M WH)KCHEPHBIX KOMMYHHKAIMH (TpeOoBaHMS,
Kacaloluecss TPaXIaHCKOTO  CTPOMUTENbCTBA, KOHCTPYKLMM, BBICOKOTO
HaIpPsKEHUS, HU3KOTO HAIPSKEHUS U T.J1.).
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DHUHAHCOBLIC OrPaHUYCHUS
Peanu3zamust cpencTB ympaBieHHs 0€30MACHOCTHIO 3a4acTyi0 OTPAHHYMBACTCS TEM
OIO/DKETOM, KOTOPBIH MOKET BBIACTUTH opranm3zamnus. OpHako, (UHAHCOBOE OTpaHUYCHHE
JOJDKHO TIO- TPEXKHEMY OCTaBaThCs IMOCIEAHUM, YTO MOIJIEKUT PACCMOTPEHUIO, MOCKOJBbKY
BOIIPOC O BBIJCIICHUU OrO/KeTa Ha 0€30MacHOCTh MOXKET OBITh PEIIEH HAa OCHOBE aHalIM3a
0e30MMacHOCTH.
OrpaHuyeHus, CBA3aHHBIC CO CPEJIOH
OrpanudeHusi, CBsI3aHHBIE CO CPEIOW, BO3HHKAIOT OT reorpauueckoil cpeabl Win
COCTOSIHUSI 9KOHOMHKHU, B KOTOPOM MPOIIECCHI PEAIM3YIOTCS: CTpaHa, KJIMMAT, IPUPOIHBIE PUCKH,
reorpaduueckas CUTyarus, COCTOSSHUE SKOHOMHUKH U T.1I.
OrpaHnyeHHUs 10 BpEMEHH
Bpewmsi, HEoOX0AMMOE IS pealiu3aliy CPEIICTB YIPaBICHHs 0€30TaCHOCTBIO, TOJDKHO
paccMaTpuBaThCS B OTHONICHUH BO3MOXKHOCTH MOJICPHHU3AIIUN WH()OPMAIIMOHHBIX CUCTEM; €CITH
BpEMs peanu3allii OYeHb UIUTEIHHOE, TO PUCKH, I KOTOPBIX pa3padaThBAlIOCh yIIPABICHHE,
U3MCHSIIOTCS. Bpemsi  siBisieTcss  ompenenstomuM  (GakTopoM TpH  BbIOOpPE pelIeHUud u
MIPUOPUTETOB.
OrpaHnyeHus, Kacaroluecs METOJIOB
Mertoapl, TOAXOASIINUE ISl CEKPETOB MPOU3BOJICTBA (HOY-Xay) OpraHu3aluu, JT0LKHbBI
MCIOJIb30BAaThCS B OTHOIICHUH TUTAHUPOBAHHUS MPOEKTA, CIIeU(PUKALINY, pa3paOOTKH U T.J.
Opraau3alOHHEIC OrPaHUYCHUS
Pa3znuunHbie orpaHrueHUsI MOTYT CJIEIOBATh U3 TPeOOBAHUN OPraHU3AIUH, & UMEHHO:
e oKcruTyaranus (TpeOoBaHMS, Kacaroluecs UIUTEILHOCTH MPOU3BOJICTBEHHOTO
IIUKJ1a, 00ecreyeHns CepBUCOB, HAOMIOCHUS, MOHUTOPUHTA, "dpe3BbIUYaiHbIX"
TUTAHOB, YXYIIICHUS PaOOTHI U T.J.);
e rmojjepkka (TpeOoBaHUS K TOUCKY HEUCIPABHOCTEH, CBS3aHHBIX C
UHITUACHTOM, TIPEBEHTUBHBIM JICHCTBUSAM, OBICTPOMY HCIIPABICHUIO U T.11.);
® MEHEDKMEHT KaJIpOBBIX pecypcoB (TpeOoBaHUS, Kacaromuecs OOYy4YCHHUS
omepaTtopa W TMOJB30BaTeNs, KBAMM(UKANNMA, HEOOXOIUMON Mg TaKuX
JOJDKHOCTEH, KaK CUCTEMHBIH aJIMUHUCTPATOP WM aJIMUHHCTPATOP JAHHBIX U
T.11.);
® ATMUHHUCTPATUBHBIA MEHEIKMEHT (TpeOOBaHUS, Kacaroluecss 00sS3aHHOCTEH U
T.11.);
® MEHEKMEHT pa3paboTku (TpeOoBaHMS, Kacaloluecss HHCTPYMEHTAIBHBIX
CPEICTB pa3pabOTKH, CUCTEM aBTOMATHU3UPOBAHHOW pa3pabOTKH MPOrpaMM,
TUTAHOB MTPHUEMOYHOTO KOHTPOJISI, 00€CIIeYeHHs] OpraHUu3aluu U T.1.);
® MEHEDKMCHT BHEIIHUX OTHONICHUH (TpeOOBaHWS, Kacarolluecs OpTraHU3allid
OTHOILIEHUM C TPEThEH CTOPOHOM, JOTOBOPOB U T.1.).
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IMpuiaoxenne B
(MHbopMaunoHHOE)
NaenTudukanusa v onpeneseHre HEHHOCTH AaKTUBOB, Olpe/Ie/IeHue
CTOMMOCTH BO31CHCTBUS

B.1 Ilpumepol uoenmugukayuu akmuea
qTOGBI ONpCACIINTb IICHHOCTH dKTHuBa, opranu3anus CHayajia JOJI’KHaA
UACHTU(PUIMPOBATh CBOM AaKTHBBI (Ha COOTBETCTBYIOLIEM YPOBHE JeTanu3auu). MOKHO
OTJINYUTH ABAa B4 aKTHUBOB:
o NCPBHUYHBIC AKTUBLI:
e OU3HEC-TIPOIECCHI U ICUCTBUS;
e uHpOpMaNUS;
o AKTUBBI TOAACPIKKU (Ha KOTOPBIC TOJAraroTCsa IMCPBUYHBIC 3JICMCHTHI OGHaCTI/I
HpI/IMeHeHI/IH) BCEX TUIIOB:
e amnmapaTHbIE CPE/ICTBA;
porpaMMHOe oOecrieueHue;
CETh;
MIEPCOHAIT;
CaiiT;
OpraHM3alroOHHAasE CTPYKTYpA.

B.1.1 Hoenmugukayus nepeuyHbvlX aKmuegos

Yro kacaercst 60j1ee TOYHOTO ONMMCAHUSA 00JIACTH MPUMEHEHHS, TaHHAs JeITeIbHOCTD
3aKIII0YAETCs B UJICHTU(DUKALMU OCHOBHBIX aKTHBOB (OM3HEC-TIPOLIECCH U OU3HEC-EATETBHOCTD,
uHpopmanus). Takas uaeHTHPHUKAINS OCYIIECTBIIAETCS MPEICTABUTEISIMA COBMECTHON paboyeit
IpyIIbl, TpPUHUMAIOIIEH ydacTHe B Tpolrecce (MEHEeIKephl, CIHEUMAIUCTHl B  cdepe
MH(POPMAIMOHHBIX CHCTEM, MOJIb30BATENH U JP.).

OCHOBHBIMU aKTUBAaMH OOBIYHO SBIISIFOTCSI 0a30BBIE MPOLIECCH W HHQPOpPMAIUS O
JEATeNbHOCTH OpraHu3alMd B TpaHHUIAX Ipolecca MEHEKMEHTa pucka. Moryr
paccMaTpUBaTHCS TAKXKE M IPYTHe OCHOBHBIE aKTHBBI, TAKUE KaK MPOLIECCHI KU3HEIEATEIbHOCTH
OpraHu3allik, KOTOpble OyAyT MMETb OTHOIIEHHE K (OPMHUPOBAHUIO  MOJUTHUKH
MHPOPMAIMOHHON 0€30IacCHOCTH WJIM IJIaHa HENpepbIBHOCTH Ou3Heca. OCHOBHBIMU aKTUBAMH
ABIISIOTCS. MH(OPMALIMOHHbIE AaKTUBBI WM '"Heocsi3aeMble aKTUBBI', KOTOpbIE HEOOXOAMMO
3alUIIAaTh. B 3aBUCHMOCTH OT LIETH, AJI1 HEKOTOPBIX CIy4daeB HE MOTPeOyeTCsl HCUEPIBIBAOIIHIA
aHaJM3 BCEX JJIEMEHTOB, BXOJALIMX B TpaHMIBI MIpollecca MEHEIKMEHTa pucka. B Takux
cllydasiX paMKH U3Y4€HHsI MOTYT OBITh OIpaHHUYEHBl HarOoJiee 3HAYUMBIMH 3JIEMEHTaMHU.

OcHOBHBIE aKTUBBI OBIBAIOT JIBYX THUIIOB:

1. OusHec-mpoiecch (WK MOANPOIIECCH) U OM3HEC-IeATENIbHOCTh, HAPUMED:

® T[poIecChl, yTpaTa WIM YXYALICHHE KOTOPBIX JeJaeT HEBO3MOXKHBIM
BBITIOJTHEHHE 1IEJIEBOI 3a/1a4l OpraHu3aIuHg;

® TpOIleCcChl, BKJIOYAIOUIME B CeOs CEKpeTHbIE IPOLECChl WM TPOILECCH,
CO3/IaHHBIE C UCTIOJIb30BAHNEM BEICOKOYPOBHEBOM TEXHOJIOTUH;

e 1mpolecchl, MOAM(UKALMSA KOTOPBIX MOXKET 3HAYUTEIHHO IMOBIUATH Ha
BBITIOJTHEHUE HAa3HAUYECHUS OpraHu3aliu;

® TIPOIIECChl, KOTOPBIE HEOOXOAUMBI OPTaHU3ALUH ISl BBITIOJHEHHSI IOTOBOPHBIX,
MIPABOBBIX MU PETYIUPYIOMIUX TPeOOBAHU;
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2. uHpopMaIys:

I'oBopst Oosiee 0600MEHHO, OCHOBHAS HMH(pOpMAIMA, TJIaBHBIM 00pa3oM, BKIIOYAET B
ceost:

e uHpOpMaLKIO, HEOOXOAUWMYIO [UIS peanu3ald Ha3HAYeHUs WM Ou3Heca
OpraHu3aIum;

e uH(OPMALMIO JIMYHOTO XapaKTepa, €CJIM OHA MOXKET OBITh OIpejielieHa 0COOBIM
00pa3oM, COOTBETCTBYIOIIUM HAI[MOHAIBHBIM 3aKOHAM O HEMPUKOCHOBEHHOCTH
YaCTHOM KU3HU;

® CTpaTeruyeckyro HH(GOPMAIUIO, HEOOXOAMMYIO [UIS JOCTIDKEHHUS LEJeH,
OTIpeNieNsIeMbIX CTpaTeruel AeATeIbHOCTH OpraHu3alliHg;

e wuHpOpMALMIO C BBICOKOW Cce0ECTOMMOCTBIO, cOOp, XpaHeHue, oOpaboTka u
nepefaya KOTOPOH TpeOyloT MPOJOIDKHTEIBHOTO BPEMEHU W/WIM CBSI3aHBI C
OOJBIIMMHU 3aTpaTaMu Ha e€ mpuoOpeTeHue.

IIporteccsl u  umHpoOpMalMsi, KOTOpble He ObUIM  WACHTU(QHUIMPOBAHBI  KaK
YYBCTBUTEIbHBIE OTHOCHTEIBHO JaHHOM JAEATENIbHOCTH, HE OYIyT HMETh OIpenenéHHON
KJaccu(UKaMy B OCTaBIIECHCS YacTH MCCIENOBaHUSA. DTO O3HA4YaeT, YTO €CIU JIaKe TakKue
nporecchl Wiu MH(popMalus OyIyT CKOMIPOMETHPOBAHBI, OPraHU3alUs MO-TPEXHEMY OyaeT
YCIIEIIHO OCYIIECTBIISATH CBOIO I€ATENBHOCTb.

Tem He MeHee, oHM YacTO OyAyT HACJIeIOBAaTh CPEACTBA YNPABICHHS, peajl3yeMble
JUIS 3aIIUTHI MTPOIIECCOB M MH(POPMALIUHU, UICHTU(DUIIUPOBAHHBIX KaK YYBCTBUTEIIbHBIC.

B.1.2 Ilepeuens u onucanue 6cnomozamenbHovix cpeocme

Cdepa paccmMoTpeHHS  COCTOUT W3  aKTHBOB, KOTOpPbIE  JOJDKHBI  OBITH
UACHTU(PUIMPOBAHBI M OMHCAHBL. DTUM aKTUBAM MPHUCYIIH YSI3BUMOCTH, KOTOPbIE MOTYT OBITh
UCTOJb30BAHBl  YTPO3aMM, HAIEICHHBIMM Ha YXYy/IIIEHHE OCHOBHBIX aKTUBOB C(epsl
paccMoTpenust (mporueccoB U HHGopmanuu). OHU MOTYT OBITh Pa3IMYHBIX THIIOB!

AnnapartHble cpeacTBa

Tun '"ammapatHble cpexacTBa" BKJIIOYAaET B ce0sf Bce (U3MYECKHE DIEMEHTHI,
MIOA/IEPKUBAOILNE TIPOLIECCHI.

Anmnapatypa 06paO0TKH JaHHBIX (aKTHBHAs)

AnmnapaTypa aBTOMAaTU3UPOBAaHHOW 00pabOTKM MH(POPMALUU COCTOUT U3 SJIEMEHTOB,
KOTOpBIE TpeOyroTCs e I He3aBUCUMOMN pabOTHI.

MoOwuibHas anmaparypa

ITopraTuBHas BEIYUCIUTENbHAS TEXHUKA.

[Tpumepsl: mopTaTUBHBIM KoMmmbloTep (HOYTOYK), PDA- mepcoHanmbHbI LU(PPOBOI
CEKpeTaph (KapMaHHBIN KOMIIBIOTED).

CranmonapHas annaparypa

BrruncnuTenbHas TEXHUKA, UCIIOJIb3yeMasi B IOMELIEHUSAX OpraHu3aliy.

[Tpumepsl: cepBep, MUKPOKOMITBIOTED, UCIIOJIb3YeMbI B KauecTBe paboueil cTaHIHH.

[epudepuiinoe obpadarbiBatoiiee 000pyI0BaHUE

Anmnaparypa, NOACOEAMHEHHAs K KOMIBIOTEPY IOCPEACTBOM CBS3HOIO IOpTa
(coenquHeHMe dYepe3 IMOCIENOBATEIbHBIE, NapajyieNbHblE KaHalbl M T. I.) I8 BBOAAQ,
NEpPEMEILEHUS WIN NIEPEauYn JaHHbIX.

IIpuMepsl: IpUHTEP, CMEHHBIN TUCKOBOI.

Hocurtenp naHHbIX (IaCCUBHBIN)

DTO HOCUTEINHN JIJIs1 XPAaHEHUS JAHHBIX WU (PYHKIHA.

OIEKTPOHHBIA HOCUTEIh

Hocurens unpopmammu, KOTOPHIA MOET OBITh MOJACOCIUHEH K KOMIIBIOTEPY WIIH
KOMIIBIOTEPHOM CETH JUIsl XpaHEHWs JAaHHbIX. HecMOTps Ha KOMIAKTHBIA pasmep, TaKue
HOCHUTEIM MOTYT cojepkaTh Oonblmioi oO0beM naHHBIX. OHH MOTYT HCHOJB30BATHCA CO
CTaHJAPTHOW BBIYUCIIUTEIILHOM anmnapaTypou.
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[Tpumepsr: rudkue aucku, CD ROM, pe3epBHBINA KapTpHIHK, CMEHHBIH KECTKUHN TUCK,
KJTIOY 3aIUTHI TAMSTH, MAarHUTHAsS JICHTA.

Hpyrue Hocurenu

CraTuuHble, HEANIEKTPOHHBIE HOCUTENH, COJCpPIKAIIIE JaHHBIE.

[Tpumepsl: Oymara, ciaiifi, TMaro3UTHB, JOKYMEHTAIHs, (hakc.

IIporpammHoe obecneueHmne

[IporpammHOe OOecredeHne COCTOMT M3 BCEX IMPOTpPaMM, COJCHCTBYIOIIUX paboTe
yCTPOMCTBA 1O 00pabOTKE TaHHBIX.

OnepannoHHas cucreMa

Takoe HanMMeHOBaHHE WOJpPAa3yMEBAET BKJIIOUEHHE BCEX IPOTPaMM KOMIIBIOTEpA,
CO3JIAIOIIETO ONEpAIMOHHYI0 OCHOBY, Ha KOTOPOM HCIOJIHSIOTCS BCE JpYrue IporpamMMbl
(cepBuchl wnu mnpuiaokeHus). OHO O3HAYaeT BKJIIOYEHHE siipa M OCHOBHBIX (DYHKIMH MM
CEpBUCOB OIEPALMOHHONW CHUCTEMbI M MHBIX COIyTCTBYIOLIUX MPUIIOKEHHH. B 3aBucuMocTH OT
APXUTEKTYpPHI OTIEPAIIMOHHAS] CUCTEMAa MOXET ObITh MOHOJIUTHOM MJIM COCTOS IIEH U3 MUKPOSAIpa
U COBOKYIMHOCTH CHCTEMHBIX CEpBHUCOB. [JIaBHBIMH »3JIEMEHTAaMH OIEPAIIMOHHON CHCTEMBI
SBJISIIOTCS] BCE CEPBUCHI MEHEKMEHTa 000py10BaHUs (LIEHTPaAIbHOE MPOIIECCOPHOE YCTPOMCTRO,
3alIOMHMHAIONIEE YCTPOWCTBO, IUCKU U CETEBbIE MHTEP(ENChI), CEPBUCHI MEHEIKMEHTA 3a/1au
WX TIPOIIECCOB, A TAKXKE CEPBUCH MEHEPKMEHTA MOJIb30BaTEeNeH U MpaB MOJIb30BaTelNeH.

IIporpammuoe oOecnieueHue oOciy>KuBaHuUs, COMPOBOXKJICHUSI W
aJIMUHUCTPUPOBAHUS

[IporpammHOe oOecrieyeHue, XapakrepusyemMoe TeM (akTopoM, YTO OHO JOIOJHSET
CEpBUCHI OTIEPAIIIOHHON CHUCTEMBI, HO HE OOCIYXHMBAET HEMOCPEICTBEHHO MOJIb30BaTENCH MIIH
NPUIOKEHUS (J1aXKe eCJIM 3TO OOBIYHO SIBJIAETCS BaXKHBIM WM Ja)ke 00s3aTEIbHBIM JUIs 00mIei
paboThl UHOOPMAIIMOHHONW CUCTEMBI).

[TakeTHOE IpOrpaMMHOE 0OECTIEYeHNE TN CTaHAAPTHOE MPOrpaMMHOE oOecrieyeHne

CrannapTHoe HporpaMMHOE OOecleYeHre WM MaKeTHOEe MPOrpaMMHOE oOecreueHue
SBJISIIOTCS 3aBEPUIEHHBIMU MPOAYKTaAMM, NMPEJHA3HAYCHHBIMH JUIS MOJIy4eHHUsS NMpUOBLIH (a He
SBJISIOIIMMMUCS OJTHOPA30BBIMH MITH CHIEHU(PUUECKUMHU pa3paboTKaMu), MPOJaBAeMbIMH BMECTE C
HOCHTEJIEM, Bepcueil u conmpoBoxaeHneM. OHM 00ecTIeYrBaIOT CEPBUCHI ISl MOJIb30BATENCH U
NPUIOKEHUH, HO HE SBISIIOTCA NEPCOHU(UIIMPOBAHHBIMU WJIN CHEUM(PUYHBIMUA B OTIMYHE OT
OU3HEC-TPUIIOKEHUI.

[Tpumepsl: mporpaMmHOe OOecredeHne MEHEIKMEHTa 0a3bl JaHHBIX, MPOTrpaMMHOE
oOecrieyeHHe  DJIEKTPOHHOTO  OoOMEHa  COOOLICHWSAMM, IMpOorpaMMHOE  obOecreueHue
KOJUICKTUBHOTO  IOJIb30BaHMsI, TMPOTpaMMHOE OOECledeHne TUPEKTOpUil, MNpOorpaMMHOE
obecnieuenue Web-cepBepa u T.1.

busHec-nipunoxxeHue

CranyaptHoe OM3HEC-IPUIIOKECHUE

TakoBbIM SBJIIETCS KOMMEPUECKOE IPOTrpaMMHOE oOecrieueHue, MpeIHa3HaueHHOEe JUIs
MIPEOCTABJICHUS TOJIb30BATENISIM MPSAMOTO JOCTyNa K cepBHcaM M (PYHKIHAM, TpeOyeMbIM UMH
OT cBOEH MH(POPMALMOHHON CHCTEMBI B CBOEM MpodecCHOHATbHOM KOHTEKCTe. CyIlecTByeT
OTPOMHOE, TMPaKTHYECKH Oe3rpaHnyHoe pa3zHooOpasWe BHJIOB TaKOr0 IPOTrPaMMHOIO
oOecrieyeHusl.

[Tpumepsl: mporpaMMHOE oOecriedeHrne YIE€THBIX 3aliceid, MporpaMMHoOe obecreueHne
yIpaBlIeHUs] CTaHKaMH, MporpaMMHOe oOecrneyeHre MEIUIMHCKOTO HaOIIoAeHus 3a
NalMeHTaMH, [poTpaMMHOE O0ecleYeHue MEHEIKMEHTa KOMIETEHTHOCTH IepcoHana,
aJIMUHUCTPATUBHOE MTPOrpaMMHOE 00ecIieueHue U T. 1.

Crnenmduueckoe OU3HEC-IPUITOKEHUE

TakoBbIM sBiIETCS TPOrpaMMHOE oOOecreueHHe, B KOTOPOM pa3IUYHbIe AaCIEKThI
(rmaBHBIM 00pazoM, MOJIECPXKKA, COMPOBOKACHHUE, MOJCPHU3ALUS U T.A.) ObuUTH pa3paboTaHbI
CIEUUAIBbHO, YTOOBI MPEAOCTABIATH MOJIB30BATENIIM IPSAMON JOCTYI K CepBUCAM U (DYHKIMAM,
TpeOyeMbIM UMH OT CBOEW MH(OpMAIMOHHON cucTeMbl. CyIIECTBYEeT OTPOMHOE, MPAKTUYECKH
0e3rpaHuvHOE, pa3HOOOpa3ue BUIOB TAKOTO MPOTPAMMHOTO 00ECIICUCHHUS.
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[TpuMepsl: MEHEIKMEHT CUETOB KJIMEHTOB ONEpPaTOpOB JAlbHEH CBSA3M, NMPHIIOKEHHE
MOHUTOPHHIA 3aITyCKa pakeT B pealbHOM BPEMEHHU.

Cerp

Tun "cerp" cOCTOUT U3 BCEX TEIEKOMMYHUKALMOHHBIX YCTPOMCTB, UCIOIb3YEMbIX AJIS
COCJMHEHUS  HECKOJNbKUX  (pu3Myecku  yJan€HHBIX  KOMIIBIOTEPOB  WJIM  3JIEMEHTOB
MH(POPMAIIMOHHON CUCTEMBI.

Cpena u noajepxka

Cpena wnu 0OOpYZOBaHUE CBS3M M JaJbHEW CBA3M XapaKTEPHU3YIOTCS, TJIABHBIM
o0Opa3oM, (U3NUECKUMHU M TEXHUUYECKHMMM XapaKTepUCTHKamMHu oOopynoBaHus ("'Touka-Touka',
pEeTpaHCIIMs) U IPOTOKOJIaMH CBSI3U (KaHAJIbHBIA WM CETEBOW - YPOBHHU 2 U 3 7-ypOBHEBOI
MO/IEIM B3aUMOJICHCTBUS OTKPBITBIX CHCTEM).

[Tpumepsl: koMMyTupyemas TenedoHHas ceTb obmero noib3oBanus (PSTN - Public
Switching Telephone Network), Ethernet, Gigabit Ethernet, acummerpuunas uudpoBas
abonenrckass swmHus (ADSL - Asymmetric Digital Subscriber Line), cranmaptel Ha
6ecnipoBoiHyIO cBs3b (Hampumep, WiFi 802.11), cnenudukamnus Bluetooth, crangapt FireWire.

IlaccuBHBIC UM AKTUBHBIE PETPAHCISATOPBI

JIaHHBIN MOATUI BKJIIOYAET B ceOs BCE YCTPOWCTBA, SBISIOIIMECS HE OKOHEUHBIMH, a
MIPOMEKYTOUHBIMH ycTpoiicTBaMu CBSI3U. Petpancnstopsl XapaKTepU3yITCs
MOJJICP)KUBAIOIMMHA  CETEBBIMH  TPOTOKOJIAMH  CBA3M. B nomosHeHne K 6a3oBOMy
pEeTpaHCIATOPY, OHM 3a4acTylo oOecreuuBaroT (PYHKIMH M CEPBHCHI MapLIPYTU3AaLUW H/UIU
GWIbTpallMy, WCIONB3Ys CBA3HBIE KOMMYTaTOphl W  MAapIIPYTH3aTOPbl C  (QHUIbTPaMH.
VYrpaBieHne UMHU 3a4acTyI0 MOXET OCYLIECTBISATHCS Ha PACCTOSIHUM, U OOBIYHO OHHU CIIOCOOHBI
TeHEPHPOBATH )KYPHAIIbI PETUCTPALIUH.

[Tpumepsl: MOCT, MapLIPyTH3aTOp, KOHIEHTPATOp, aBTOMATUYECKUH KOMMYTATOP

KaHaJIOB.

Casa3Ho# uHTEpdeEiic

Ces3Hble  uMHTEp(dEHCH  MPOIECCOPOB  IMOJACOCIMHEHBI K  IpoleccopaM, HO
XapaKTepU3yIOTCA CPEeIOW M MOANCPKUBAIOIIUMU MPOTOKOIAMH, JIFOOBIMU YCTaHOBJICHHBIMH
GyHKUMAMU  QUIBTpAIMM, PETHCTPALMU WM TEHEpaluu MPEenylnpexaeHudl u  Hx
(pyHKIIMOHANBHBIMH) BO3MOXKHOCTSIMH, a TaKke€ BO3MOXHOCTBIO M  HEOOXOJIUMOCTBIO
YAAJIEHHOTO YIIPABJICHMUS.

[Tpumepsl: makeTHas paanocBs3b obmiero HazHaueHus (GPRS - General Packet Radio
Service), Ethernet-amanTep.

Ilepconan

Tun "mepconan" cocTOMT W3 BCEX TPYNN JIMI, YYacTBYIOIIMX B paboTe
MH(POPMALIMOHHON CUCTEMBI

JIuno, npuHUMaroniee peleHus

JluaMu, TPUHUMAIOUIMMHU PEIICHUs, SBJSAIOTCS BJIAJENbIBI OCHOBHBIX aKTHBOB
(uaopmary u GyHKIUI) 1 MEHEHKEPHl OpraHU3alUy WK ONPEIeIEHHOTO IPOEKTA.

[Tpumepsl: BBICIIEE PyKOBOACTBO, PYKOBOJIUTENb MIPOEKTA.

ITonwp3oBarenu

[Tonp30oBaTeNnsIMH SABJISIETCS MEPCOHAT, 00padaTHIBAIONINI UYBCTBUTEIBHBIC HJIEMEHTHI
B KOHTEKCTE CBOEH JEATEIIbBHOCTH U HECYIIHMU B 3TOW CBA3U ONPEAEIEHHYI) OTBETCTBEHHOCTD.
Onu wMoryr oOnagatb OCOOBIMH IpaBaMU JOCTyNna K HWH(POPMAIMOHHOM CHUCTEME,
HEOOXOAUMBIMU UM JUISl PEILICHHS CBOMX ITOBCEHEBHBIX 3a/1a4.

[TpuMepsl: MEHEIKMEHT KaJPOBBIX PECYPCOB, (PMHAHCOBBIM MEHEKMEHT, MEHEDKEP

pHCKa.

IlepcoHan 1Mo 3KCIUTYaTaluy U COMPOBOKICHHIO

9t0 [IepCOHAlL, 3aHUMAIOLIUICS JKCILTyaTaluen u COIIPOBOXKICHUEM
uHpopMaMoHHON cucteMbl. OH 0051a1aeT 0COOBIMH TpaBaMHU JOCTyNa K HH()OPMALMOHHON
cucreMe, He0OOXOAMMBIMU €MY JUTSI pEILIEHHs] CBOMX TTOBCETHEBHBIX 3a/1a4.
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IIpumepbl: CUCTEMHBIM  aJIMUHUCTPATOpP, AAMMHHUCTPATOp JaHHBIX, OIEpaTop
pe3epBUPOBaHUs, CIPABOYHOIO CTOJA, MCIOJB30BAHUS TPUIOKEHUN, COTPYAHUKU CIYXOBI
0€30MaCHOCTH.

PazpaboTunk

Pazpa®oTunku 3aHUMaroTCa pa3zpabOTKOM MpuiIokeHuil opranuzanuu. OHU 00nagaoT
BBICOKOYPOBHEBBIMHU MTPABAMHU JIOCTYIA K YaCTH MHPOPMALMOHHOMN CHUCTEMBI, HO HE BBIIOJIHSIOT
KaKUX-TM00 JIEUCTBUI B OTHOUICHUM JAHHBIX, CBSI3aHHBIX C BBITYCKOM MPOJYKLIUU O BBIITYCKE
IIPOTYKIIHH.

[Tpumepsl: pa3pabOTUYNKU OU3HEC-TIPHIIOKCHHH.

MecTo QyHKIIMOHUPOBAHUS OpraHU3aluN

Tun "mecto (GyHKIMOHUPOBAHMS OpPraHM3aIMu’ BKIOYAeT B ce0s BCe IUIOMIAJIKH,
MMEIOIIMEe OTHOILIEHHE K 00J1aCTH MPUMEHEHHSI HJIM 4acTH 00JIacTH NPUMEHEeHHUs, U pusnyeckue
CpeacTBa, HeOOX0UMBbIE TS €€ (PYHKIIMOHUPOBAHMSL.

Pasmemenue

Buemnss cpena

BremHel cpenoi SBISAIOTCA BCE MECTA, B KOTOPBIX HE MOI'YT IIPUMEHSTBHCS CPEICTBA
oOecrieyeHus: 6€30MACHOCTH OPraHU3aLUH.

IIpumepsl: >xunuina MepcoHana, IOMEIIEHUs JpYrod OpraHus3aluH, cpeaa 3a
npeaenamMu Mecta (pyHKIIMOHUPOBAHMSI OpraHU3aliy (TOpOACKas 30Ha, OTacHasi 30Ha).

Biiajienus opranusanuu

OTO NPOCTPAHCTBO OrPAHUYMBAETCS NEPUMETPOM OPraHU3aLMHU, HEMOCPEACTBEHHO
KOHTAKTHPYIOIIUM C BHEIIHEH cpenoid. Peub MoxkeT uaTH 0 Pu3MuUecKoi 3alMTHON I'paHUIle,
oOecrieunBaeMoil  co3maHueM (u3MYecKHMX OapbepoB, HIM O CPEICTBaX HAOIIOJCHMUS,
YCTaHOBJIEHHBIX BOKPYT 3/1aHUM.

IIpumepsl: WITAT OpraHu3annu, 3JaHHsL.

3ona

30Ha co3naéres PU3MUECKON 3alUTHOM TpaHMIeH, 00pa3yromeil OTeIbHbIE YYaCTKH
Ha TeppuTopuM opranuzanuu. OHa oOecreyuBaeTCsl C MOMOINBIO CO3MaHUS (UIUUECKUX
6apbepoB BOKPYT HHMPACTPYKTyp 00pabOTKK MH(POPMALIUN OpraHU3alllu.

[Tpumepsl: oducel, 3ape3epBUpOBaHHAs 30HA JJOCTyIa, Oe30MmacHas 30Ha.

OCHOBHBIE CEPBUCHI

Bce cepBucsl, HeoOxoauMbIe UTs GYHKIMOHUPOBAHUS 000PYAOBAHUS OpraHU3aIHH.

Casi3b

TenexkoMMyHUKAIMOHHBIE CEPBUCHI U 000PYAOBaHUE, 00CITYKHBAaEMbIE OIIEPATOPOM.

[Tpumepsl: TenedonHas nuHus, yupexaendeckas ATC ¢ ucxomsmeit M BXoasumien
CBSI3b10, BHYTPEHHHE TeJIe(DOHHBIE CETH.

KoMMyHuKanmu

CepBucHI 1 cpeficTBa (MCTOYHUKH M DJIEKTPOIPOBOJIKA), HEOOXOAMUMBIE JUISI CHA0KCHHUS
sHeprueit HPOPMALUOHHO-TEXHOJIOTHUECKOT0 000pyI0BaHUS U IEPUPEPUITHBIX YCTPOICTB.

IIpumepbl: MCTOYHMKHM DJIEKTPONMTAHUS C HU3KUM HANpsHKEHUEM, HHBEPTOp,
pacnpeienuTeIbHOE YCTPOUCTBO IEKTPUYECKOM LIETH.

Bonocnabxenue

VY najnenue 0TX010B

CepBucsl u cpeacTa (000pyI0BaHKE, KOHTPOJIb) IS OXJIKICHUS U OYUCTKH BO3IyXa.

[Tpumepsl: TpyOBI BOASHOTO OXJIAXICHUS, KOHAUIMOHEPHI BO31yXa.

Opranuzanus

Tun "opranuzanusa" cBsi3aH C ONHMCAHHUEM CXEMbl OpPraHM3alMM, COCTOSLIEH M3 BCEX
KaJpOBBIX CTPYKTYp, BBIMOJHSIOMIMX HEKYH0 paboTy, W TMpoUEayp, YHIPABISAIOMIHUX STHMHU

CTPYKTypamH.
AJIMUHHCTPaTUBHbBIC OPraHbl
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OTO Takue CTPYKTYpbl, OT KOTOPBIX yKa3aHHas OpraHu3anus IOJYy4aeT CBOHU
nosiHoMouusi. OHU MOTYT OBITH IOpUINYECKU aQPUIUPOBAHHBIMH WM BHEIIHUMHU. DTO HAJaraeT
OTPaHUYECHUS HA OLICHUBAEMYIO0 OPTaHHU3aLUIO B IIAHE IIPaBUJI, PELICHUN U JCHCTBU.

[Ipumepbl: KOHTPOIUPYIOLIash OpraHu3alysl, IpaBIeHNE OpraHU3al|H.

CrpykTypa opranuzanuu

OHa CcOCTOMT W3 pA3IMYHBIX OTAEICHUM OpraHu3alUH, BKJIIOYas JAEATEIbHOCTb
OpraHu3alUH C TepeCeKAIOIUMUCS (PYHKIMAMHU TOJT YIPABICHUEM €€ MEHEKMEHTA.

[Tpumepsbl: KaapoBbIii MEeHEIKMEHT, MeHeKMeHT T, cHab)eHUYeCKHii MEHEIKMEHT,
MEHEJDKMEHT OHM3HeC-Topa3ieNieHnd, ciay:k0a Oe30MacHOCTH 3JaHMM, MOoKapHas Ciyxoa,
MEHEPKMEHT ayJuTa.

Opranuzaiys 0poeKTa Uil CUCTEMBI

3nech peub UAET OO0 OpraHM3aLMHU, CO3JAHHOW Ui ONpPENeNEHHOTO MPOEKTa WIIH

cepBuca.

[Ipumepbl: mpoekT pa3pabOTKM  HOBOTO  MPHUIOKEHHS, MPOEKT  MUTPAIUN
MH(POPMAIIMOHHON CUCTEMBI.

KOHTpareHThl/oCTaBIIUKHI/H3TOTOBUTEIN

D10 opraHu3aiys, 00eCIeYNBAIOTCS JAaHHYIO OPTaHU3AIMI0 CEPBUCOM HIIM PECypCamH,
U CBSI3aHHAs C HEW JOTOBOPOM.

[Tpumepbl: KOMIAHKS O YIPABICHUIO OO0OPYAOBAHHEM, ayTCOPCHHIOBAas KOMIIaHWUS,
KOHCAJITHHTOBBIE KOMITAHHH.

B.2 Onpedenenue yennocmu aKkmuegos

Cnenyromuii mar mocie ONpeleleHUsT AaKTUBOB COCTOUT B  COIVIACOBAHUU
WCIIOJb3YeMOM IIKadbl W KPUTEPUEB TNPHUCBAUBAHMUS KAKIOMY AaKTUBY OIPEACIIEHHOIO
MOJIOKCHUSI Ha IIKaje, OCHOBAHHOTO Ha IEHHOCTH. BcrencTtBue pa3sHOOOpas3wsi aKTHBOB,
BCTPEUAIONUXCS B OOJIBITUHCTBE OpraHU3aIuii, BEPOATHO, YTO HEKOTOPHIC AKTUBBI, HMCIOIINE
W3BECTHYIO JICHE)KHYIO LIEHHOCTH, Oy/IET OIICHEHBI B €IMHUIIAX MECTHOW BATIOTHI, TOTJAa Kak
JIpyruM, 00IaJaroniM B OOJIbIIIEH CTENCHH Ka4YeCTBEHHON 1IEHHOCTHIO, MOKET OBITh MPUCBOCHA
LIEHHOCTbh, KoJIeOIonIasics, HapuMep, B mpeaenax oT "o4eHb HU3KOW" 110 "O4YeHb BBICOKOM'.
Pemenne o TOM, Kakyl IIKaly HCIOJb30BaTh: KOJMYECTBEHHYIO WM Kauye€CTBEHHYIO, B
JNCHUCTBUTENLHOCTH SIBIISIETCS BOTPOCOM IMPEANOYTEHUSI OpraHW3aIllii, HO OHA JOJDKHA OBITh
yMeCTHa MJisg OIICHMBAaEMBIX akTHBOB. (O0a BHIa OMNpeAencHUs IICHHOCTH MOTYT OBITh
HCITOJIL30BAHEBI JIJIS OJTHOT'O M TOT'O K€ aKTHBA.

TunuyHble TEPMHUHBI, HCIOJIb3yEMbI€ MJII KAYECTBEHHOI'O OIpPEACNICHUs] LEHHOCTH
aKTUBOB, BKJIIOYAIOT TaKUE OMPEACTCHUS, KaK: MPEeHEOPEKMMO Mayasi, OUeHb HHM3Kas, HHU3Kasd,
CpenHsisi, BBICOKAs, OYCHb BBICOKAs, KpUTUYHAS. BBIOOp M qMama3oH TEPMHHOB, MOJIXOJSIIHX
JUIS OpTaHU3AINH, CUJIBHO 3aBUCAT OT MOTPEOHOCTH B 0€30MACHOCTH OpraHU3alliHu, pa3Mmepa
OpraHM3aIUK U JPYTUX XapaKTePHBIX AJIs OpraHu3aiuu (GakTopos.

Kpurepuu

Kpurepuu, ucnonb3yembie B KaueCTBE OCHOBBI /ISl IPUCBOCHUSI LIEHHOCTH KaXKIOMY
aKTUBY, JOJKHBI OBITh 3aMMCAHBI B OJTHO3HAYHBIX BBIPAKEHUSX. ITO YACTO SIBISIETCS OJHUM M3
HamOoJNee CIOXKHBIX AaCHEeKTOB OIPEACICHHs] I[IEHHOCTH AaKTHBOB, IIOCKOJIBKY IICHHOCTB
HEKOTOPBIX aKTHBOB, BO3MOXHO, JOJDKHA OMPENENATHCS CYOBEKTHBHO W IOCKOJIBKY MHOTO
pa3HBIX JIIOJIEH, BEpOSTHO, OyIyT MPUHUMATH pelieHusl. Bo3MOXKHbBIE KPUTEPUH, UCIIOJIB3YEMbIe
JUIsL OTIPEJENICHHs] IIEHHOCTH aKTHBA, BKJIOYAIOT €ro MCXOJHYI0 CTOMMOCTb, CTOMMOCTH €O
3aMEHBI WJIM BOCCO3JIaHUWs, WM IIEHHOCTh, KOTOpas MOXET ObITh a0CTPaKTHOU, Hampumep,
LIEHHOCTb penyTallyd OpraHu3aluu.

Emé omHOM OCHOBOW I OMNpENEiEHUs LIEHHOCTU AaKTHUBOB SBJISIOTCS PACXObI,
MOHECEHHBIE U3- 32 MOTepU KOHPUACHIIMATBLHOCTH, IEJOCTHOCTH U JOCTYITHOCTH B PE3YJIbTaTe
vHIUAeHTa. HeoTkazyemMocTh, Y4YETHOCTb, MOUIMHHOCTD W HAAEKHOCTh TAKKE JIOJDKHBI
paccMaTpuBaThCS COOTBETCTBYIOIIMM 00pazoM. Takoe ompeaeneHue IICHHOCTH JIOJDKHO
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o0ecrieynTh M3MEHEHMSI BAXKHBIX OJIEMEHTOB IIEHHOCTH aKTHBa B  JIONIOJIHEHHE K
BOCCTAaHOBHUTEJIBHOM  CTOHMMOCTH, OCHOBAaHHBIX  HAa  MNPUONM3UTENBHBIX  OLEHKaX
HEOIaronmpusATHBIX MOCIEACTBUMA Al OW3Heca, BHITEKAIOUIMX M3 MHIMIACHTOB O€30MacHOCTH C
NpEearogaraeMoil COBOKYMHOCTBIO 0OOCTOATENbCTB. Cleayer MOAYepKHYTh, YTO MPH 3TOM
M0JIX0/I€ PUHUMAIOTCSI BO BHUMAaHHUE MOCIEICTBHS, KOTOPhIE HEOOXOIUMO BKIIIOYATh B OILCHKY
pHCKa.

MHOTrMM aKkTMBaM B XOJ€ ONpEACTCHUs LEHHOCTH MOTYT NPUCBAUBATHCS HECKOJIBKO
3HAYECHUN [ICHHOCTH.

Hanpumep, OusHec-11aH MOXKET OILICHWBATHCS HA OCHOBE TPY[a, 3aTPAauyeHHOTO Ha €ro
pa3paboTKy, OH MOXET OLIEHUBAThCS Ha OCHOBE TPYya, HEOOXOAMMOTO Ul BBOJA JTAHHBIX, UIIH
OH MOJXKET OLIGHUBAThCS HAa OCHOBE €ro IIEHHOCTH JJIsi KOHKYpPEHTOB. Bce 3Tu mpuCBOCHHBIE
3HAYEHHUsl IIEHHOCTU CKOpee Bcero OyaeT 3HAuMTeNbHO OTIM4YaThes. lIpucBoeHHOE 3HaueHHE
MOJKET OBITh MAaKCUMAJIBHBIM U3 BCEX BO3MOKHBIX 3HAYEHUH WIM CYMMOW HEKOTOPBIX HIIH BCEX
BO3MOJKHBIX 3HaueHHUH. B OKOHYaTeNIbHOM aHajM3e OJDKHO OBITh TIIATEIBHO ONPEAEICHO,
KaKoe 3HaueHHE WJIM 3HAYEHUS IIEHHOCTH NMPHCBAWBAIOTCS aKTHUBY, TOTOMY YTO OKOHYATEIbHAS
NPUCBOCHHAS IEHHOCTh BKIIIOYACTCS B ONPEACICHHUE pPECypCOB, KOTOpBIE JOJDKHBI OBITH
3aTpayeHbl HA 3alIUTy aKTUBA.

Caeznenue K o01iel OCHOBE

B koneuHoM cuére, Bce OmpeneNeHus] IIEHHOCTH aKTUBOB JOJDKHBI OBITH CBEACHBI K
oOmiell ocHOBE. DTO MOXHO C/AENaTh C TOMOIIBIO KPUTEPHEB, TAaKUX, KaK MPUBEAEHHBIC HIDKE.
Kpurepun, KOTOpbIE MOTYT HCIHOJB30BaThbCi JJISi  OLIGHKA BO3MOXHBIX IOCIEICTBHA,
BBITEKAIOIIUX U3 TOTEPU KOHPHUICHINATIHHOCTH, IETOCTHOCTH, JOCTYITHOCTH, HEOTKAa3yeMOCTH,
Y4ETHOCTH, TIOJUIMHHOCTH UJIM HAAEKHOCTH aKTUBOB, BKJIIOYAIOT:

® HapyLICHHE 3aKOHOATENbCTBA W/WIIHM IPEAITUCAHUIH;
yXyJaueHue pyHKIMOHUPOBaHUS Ou3Heca;
noTeps "HeoCsA3aeMOro KanuTaia'/HeraTHBHOE BIMSHUAE HA PEITyTaIUIo;
HapYILLICHUs, CBA3aHHBIC C TUYHOU HHPOpMaLueil;
CO3/1aHUE YTPO3bl JTUYHOU OE30MACHOCTH;
HEeOIaronpusATHOE BIUSHUE HA 00ecIieYeHre PaBOTIOPSIKA;
HapyleHHe KOH(QUACHIINAIBHOCTH;
HapylIeHHe 00LIECTBEHHOTO TTOPSIIKa;
(uHAHCOBBIE TIOTEPH;
HapyleHHe OM3HeC-AeITeIbHOCTH;
®  CO3/1aHUE YrpO3bl 1151 0€30MMaCHOCTH OKPY)KAIOIIEH Cpe/Ibl.
JIpyruMm MoAX0J0M K OLIEHKE IOCIIECTBUNA MOXKET OBbITh:
® TpepbIBaHUE CEepBHCA:
"  HEBO3MOXXHOCTb 00ECTICUCHHs CEPBHUCA;
e yTpara JI0BEpHUs KIUCHTA!
"  yTpaTa JOoBepHus MEeXAYHApOIHOW HH(POPMALIMOHHOMN cUCTEME;
" [0Teps peryTaluy;
® HapylIeHHE BHYTPEHHETO (QYHKIIMOHUPOBAHUS:
"  HENOCPEJCTBEHHO B OpPraHU3aIHH;
"  JIONOJHHTENbHbIC BHYTPEHHUE PACXO/IbI;
e HapyleHHe (YHKIMOHUPOBAHUS TPETHEH CTOPOHBI:
" [IOMEXH JJIS TPEThbUX CTOPOH, BEAYIIUX Jeja C OpraHnu3alueii;
"  pas3IUYHBIC BUJBI YOBITKOB;
® HapyIICHHE 3aKOHOB/TIPEANUCAHUNA:
"  HECIOCOOHOCTbH BBIMOJIHEHUS MPABOBBIX 005S3aTEIILCTB;
e HapylIeHHE JOroBOpa:
"  HECIOCOOHOCTbH BBIMOJHEHUS IOTOBOPHBIX 005S3aTENbCTB;
® OMACHOCTH JJIsl MePCOHaa/0e30MaCHOCTb MMOJB30BATENCH:
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"  OMACHOCTH JUIS NIEPCOHANIA U/ TIOJIb30BaTeNIel OpraHu3aIiig;
® BTOp)KCHHUE B YACTHYIO KHU3HB M0JIb30BATEIICH;
e (UHAHCOBBIC IOTEPH;
e (UHAHCOBBIC TMOTEPH, CBSA3aHHBIE C HENPEABHICHHBIMU CIIy4assMU WIIH
PEMOHTOM:
"  Kacaroluecs nepcoHana;
= Kacarouecst 000py10BaHUS;
=  KacarouMecs UCCIEA0BaHUM, OTYETOB IKCIIEPTOB;
MOTePsI TOBAPOB/IACHEIKHBIX CPEJICTB/aKTUBOB;
1oTepsi KIIMEHTOB, MOTEPS! MOCTABIINKOB,
cyneOHbIe 1ena u mTpadsl;
oTepsi KOHKYPEHTHOTO MPEHMYIIECTBA;
MOTEPs TEXHOJIOTUYECKOTO/TEXHUYECKOTO JIMIEPCTBA;
noTeps YPPEKTUBHOCTH/HAIEKHOCTH;
noTepsi TEXHUYECKOH penyTaluu;
CHIDKEHHE CIIOCOOHOCTH K 3aKITIOUEHHIO COTIIAIICHUN;
MIPOMBIIIICHHBIN KpU3UC (3a0aCTOBKH);
MIPAaBUTEIbCTBEHHBIN KPU3HC;
YBOJIbHEHUS;
MaTepHUaIbHBINA yIiepo.
OTH KPUTEPHUHU SIBIISIOTCS MPUMEPAMU BOIPOCOB, KOTOPbIE JOJKHBI PAacCMAaTPUBATHCS
IIPU OTIPE/ICTICHUU IIEHHOCTU aKTUBOB. [l IPOBENCHUS OICHOK OpPTaHM3aIlH HYXHO BHIOpaTh
KpUTEpUHU, YMECTHBIE [Tl € Busia Ou3Heca u TpeOoBaHUI O€30TaCHOCTH. JTO MOKET 0O3HAYaTh,
YTO HEKOTOpBIE M3 MEPEUMCICHHBIX BBIIIE KPUTEPUEB OyIyT HEMPUMEHUMBIMH M YTO MOXKET
notpedoBaTbcs 100aBUTH APYTUE K ITOMY CIUCKY.
[lkana
[locne ycTaHOBJIEHHST KPUTEPUEB JJsI PACCMOTPEHUS OpPraHU3aLMs JOJDKHA
COIJIacoBaTh WIKaJly, KOTOopas OyAeT HCIOJb30BaThCS B MaciiTabax opraHuzauuu. llepBeiM
IIaroM SIBJISICTCS MPUHITHE PELICHUs O YHCIIe UCTIOIb3yeMbIX ypoBHE. He cymecTByeT npasu,
Kacaroluxcsi TOro, Kakoe YHCJIO0 YPOBHEH sIBIIsieTCS HanboJiee yMeCTHBIM. bosbliee KoJm4ecTBo
ypoBHEW oOecreunBaeT OOJIBIIMK YpPOBEHb JETalHM3allid, HO HMHOTJA CIHUIIKOM TOHKOE
pasrpaHHueHHE 3aTPyIHSET NMPUCBOCHHE COTJIACOBAHHBIX OLIEHOK B MaciTade OpraHu3aliu.
OOBIYHO MOKET HCIOJIB30BATHCS JIO00E YUCIIO YpOBHEH OT 3 (HampuMep, HU3KHH, CpeIHUNA U
BbICOKMM) 10 10 B COOTBETCTBUM C TMOJXOJOM, HCIOJIb3yEMbIM OpraHu3anuen Jyisi BCEro
npoliecca OLEHKH PUCKa.
Opranu3anys MOKET ONPEAETUTbh COOCTBEHHBIC T'PAHUIIBI IS IIEHHOCTH AKTHUBOB,
Takue Kak "Hu3kas", "cpenHad" wuiam "Belcokad". OTHM TpaHMIBl JTOJDKHBI OLIEHUBAThCS B
COOTBETCTBUU C BBHIOPAHHBIMH KPUTEPHUAMH, (HAIIpUMep, Ui BO3MOXKHBIX (PMHAHCOBBIX MOTEPh
OHH JIOJDKHBI OBITh TaHBI B JCHE)KHOM BBIPR)KEHUH, HO TIPU PACCMOTPEHHU TAKOTO BOMpOCa Kak
yIpO3bI JINYHOI 06€30MaCHOCTH, OTIPENIENUTh JCHEKHYIO IEHHOCTh MOXKET OBITh 3aTPYAHUTEIHHO
U MOXET OBITh HEYMECTHO JUI BCeX opranmsauuii). Hakonern, pemieHue o TOM, YTO CUMTATh
"cnabpiMu" WM "CHJIBHBIMU" TIOCIIEJCTBHUSMH, TOJIHOCTBIO 3aBHCHT OT OPTaHU3AINM.
[TocnencTBus, KOTOPbIE MOTYT OBITh KaTacTpO(UUECKUMU I HEOOJBIION OpraHu3aii, MOTYT
OBbITH c1a0BIMU HJIM J1a)K€ HE3HAUUTEIBHBIMU JJIS1 OYEHb KPYIMHON OpraHu3alHiH.
3aBUCUMOCTHU
Yem Oosee 3HauMMble M MHOTOYHCICHHbIE OHM3HEC-TPOIECCHl MOAEPKUBAIOTCS
aKTUBOM, Te€M OOJIbIIIE [EHHOCTh ATOr0 akTuBa. JlomkHa OBITH Takke HACHTU(UIIMPOBaHA
3aBHCHUMOCTbH aKTUBOB OT APYTUX aKTHBOB, MOCKOJIBKY 3TO MOKET BIMATH Ha IIECHHOCTh AaKTHUBOB.
Hanpumep, KOHQHUIEHIMATBLHOCTh MJAHHBIX JIOJDKHA COXPAHATHCA B TEUCHHME BCEro UX
KM3HEHHOTO IMKJIA, HAa BCEX CTaAMAX, BKIIOYAas XpaHEHHE U 00paboTKy, T. €. MOTPEOHOCTH
0€30MaCHOCTH XpaHEHHUsl JAHHBIX M MPOrpaMM oOpaOOTKH JaHHBIX JOJDKHBI OBITH HAINPSIMYIO
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CBSI3aHBl C  LEHHOCTBbIO, TPEACTABIAIONICH  KOHQOUIACHIMAIBHOCTh  XpAHAIMIUXCA U
oOpabaTeiBaeMbIX JaHHBIX. Takke, e€ciu OWM3HEC-TIPOIeCC 3aBHCUT OT MEJIOCTHOCTH
OTpeNeNEHHBIX JIaHHBIX, CO3/1aBa€MbIX IPOrPaMMOM, BXOJHBIE IaHHBIE ASTOH MPOrPaMMBbI
JOJDKHBI  MMETh COOTBETCTBYIOLIYIO CTENEHb HaA&KHOCTH. Kpome TOro, 1LeI0CTHOCTb
uHpopManuu OyJeT 3aBUCETh OT allapaTHBIX U MPOTPAMMHBIX CPEIACTB, UCIIOIb3YEMBIX A €€
XpaHeHus: 1 00paboTKU. AnmapaTHBIE CPelCTBa OyAyT TaKKe 3aBUCETh OT 3HEProCHAOKEHHUS U,
BO3MOJKHO, OT KOHAMLMOHUPOBAHMs Bo3Ayxa. TakuMm oOpa3zoM, HHPOPMAIUS O 3aBHUCUMOCTSX
MIOMOXXET B MICHTU(UKALMU yrpo3 U OCOOCHHO ysA3BUMOCTei. Kpome Toro, 3to momoxer
oOecrieunTh, 4TOOBI aKTHBaM IPHCBAWBAIOCH IMPAaBUIbHOE 3HAueHHE IeHHOCTH (Onaromaps
3aBHCHMBIM B3aUMOCBS35IM), IOKA3bIBasi, TAKUM 00pa3oM, COOTBETCTBYIOLINI YPOBEHb 3alllUTHI.
[leHHOCTh aKTHBOB, OT KOTOPBIX 3aBHCAT JPYrMe aKTHUBBL, MOXET OBITH
MOAU(UIIMPOBAHA CIEAYIOIINUM 00pa3oM:
® eCllM LIEHHOCTh 3aBHCHMBIX AaKTUBOB (HAampuUMeEp, JaHHBIX) HIDKE WM paBHA
IEHHOCTH  pacCMaTpMBaEeMOro  akTuBa  (HampuMmep,  MPOTPaMMHOTO
oOecreueHus ), ero MeHHOCTh OCTa&TCs TaKOH XKe;
® eClIM IICHHOCTb 3aBUCHUMBIX aKTHBOB (HampuMep, JaHHBIX) OOJbIIE IEHHOCTH
paccMaTpUBaEeMOro akTHBa (HampuMmep, MPOrPaMMHOIO OOECIeYeHHUs), €ro
LIEHHOCTb JIOJDKHA OBITh yBEIMUYEHA B COOTBETCTBHH C:
"  CTENEeHbIO 3aBUCHUMOCTH;
" ICHHOCTBIO JJPYTUX aKTHBOB.
VY opraHuzanuu MOTYT OBbITh HEKOTOpBIE AKTUBBI, SIBISIONIMECS TOCTYIMHBIMU OoJjiee
YeM OJIHOKPATHO, TaKUe KaK KOMUU KOMIIBIOTEPHBIX POTPAMM MJIM KOMITBIOTEPHI OHOTO U TOTO
K€ BHJA, HCHOJB3YIOUIMECs B OOJBIIMHCTBE O(HCOB. BakHO yUuTBHIBaTH 3TOT (aKT mpu
OTIpe/IeNIeHUH IIeHHOCTH aKTUBOB. C OJHOM CTOPOHBI, 3TH AKTUBBI JIETKO YIYCTHTh W3 BHIY,
MO3TOMY cJielyeT 3a00TUTBCS O TOM, YTOOBI MAECHTH(PULIMPOBATH KaXIbId U3 HUX; C JPYrou
CTOPOHBI, OHU MOTYT OBITh HCIIOJIb30BaHbI 1151 YMEHBIICHUS TIPOOIEM JOCTYITHOCTH.
Pesynbrar
OKOHYATENBHBIM PE3yABTATOM ATOTO IIara OyIeT CIHUCOK aKTMBOB M MX IIEHHOCTHU IO
OTHOIICHHUIO K PACKPBITHIO (COXpaHeHHE KOH(QUACHINATBLHOCTH), MOIU(pUKAIUU (COXpaHEHUE
LIEJIOCTHOCTH, TOJIMHHOCTH, HEOTKAa3yeMOCTH M YYETHOCTH), HEJOCTYITHOCTU M Pa3pyIICHUIO
(coxpaHeHue TOCTYITHOCTH M HAJEKHOCTH) U BOCCTAHOBUTEIILHONW CTOUMOCTH.

B.3 Ouenka énuanusn

WununenT 6e30MacHOCTH MOKET OKa3blBaTh BIMSIHUE 0OJiee YyeM Ha OJMH aKTHUB WIIH
TOJIbKO Ha 4YacTh aKTUBA. BiMsHUE CBS3aHO CO CTENEHBIO YCIEHIHOCTH HHIMAeHTa. Kak
CIIEZICTBUE, CYIIECTBYET BAXXKHOE pazIMuMEe MEXJy LEHHOCTBIO aKTUBA W BIUSHHUEM,
MNPOUCXOJSIIMM B pe3yiabTaTe HMHIUACHTA. BiusHue paccmaTrpuBaeTcs Kak HMerolee JIOo
He3aMeTUTENbHbBIN (onepaoHHbiil) 3¢dekr, mudo Oymymmii (O6u3Hec-) 3hQeKT, KOTOPHIA
BKJTIIOYAeT (PMHAHCOBBIE M PHIHOYHBIE ITOCIEICTBUSI.
Henocpencreennoe (onepanroHHOe) BIAUSHIE ObIBAET MPSIMBIM MJIH KOCBEHHBIM.
IIpsmoe:
a) (uHaHCOBas BOCCTAHOBHUTENbHAS CTOMMOCTh IOTEPSHHOTO aKTHWBA (YacTH
aKTHBA);
b) croumocTh mpuoOpeTeHHs, KOHPUIYpUPOBAaHUS U YCTAaHOBKHM HOBOT'O aKTHBa
WJIU PE3EPBHOM KOIINH;
C) CTOMMOCTb IPHOCTAHOBICHHBIX H3-3a MHIUJCHTA ONEpalyii, Moka ycIyra,
npeocTaBiIsgeMast akTHBOM (aKTHBaMH ), He OyIeT BOCCTaHOBJICHA;
d) BIMSHHME IPUBOAMT K HAPYIICHUIO HHPOPMALIMOHHOHN 0€301MacCHOCTH.
Kocsennoe:
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a) a) U3OCPKKH  YIOYHICHHBIX  BO3MOXKHOCTEH  ((pMHAHCOBBIE  PECYPCHI,
HEOOXOAUMBIE JUISl 3aMEHBI MJIM BOCCTAHOBJICHUSI aKTHBA, MCIOJIB30BAUCH ObI
I71e-TO B IPYTOM MECTE);

b) CTOMMOCTH MpepBaHHBIX ONEPAIHA;

C) C€) BO3MOXHOE 3J0ynoTpedieHne uHpopManuen, MoITydeHHOW B pe3yibTaTe
HapyleHust 0€30TacHOCTH;

d) HapymeHHe yCTaHOBIICHHBIX 3aKOHOM WJIM PETYIATUBHBIX 0053aTENbCTB;

€) €) HapylleHHe 3TUYECKUX HOPM MOBEICHHUS.

Kak TakoBas, mepBasi oueHka (6e3 3alIMTHBIX Mep JH000T0 poaa) OyneT OLEeHUBAThH
BIIUSIHUE KaK OY€Hb OJIM3KOe K (KOMOWHAIMN) IIEHHOCTH CBSI3aHHOTO C 3THM aKTHBA (aKTHUBOB).
B kaxmoit crenyromiedt uTepanuu JUIS 3TOTO (9THUX) akTHBa (AaKTUBOB) BIHSHHE OyaeT
oTanyYaThCs (0OBIYHO OyAeT ropasfo HWXKE) U3-3a HaMuuus U 3(PQPEKTUBHOCTH PEalTn30BaHHBIX
CPEICTB KOHTPOJIS.
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Ipuaoxenue C
(nHpopmaumoHHoe)
IIpumepbl THIIHYHBIX YTPO3

B npuBenéunoit Hmwke Tabmuue C.1 naHbl mpuMepbl TUIHYHBIX YIrpo3. DTOT CIUCOK
MOXKET HCIIOJIb30BaThCsI BO BpeMs Ipollecca OIEHKH yrpo3. YTpo3bl MOTyT OBITb
YMBIIIJICHHBIMH, CITy4ailHBIMU WJIM CBSI3aHHBIMH C BHEUIHEW cpelod (MPUPOJHBIMU) M MOTYT
UMETh pe3ylbTaTOM, HalpuMep, yiepO WM yTpary BaXHBIX cepBUCOB. CleAyIOMUN CIHCOK
YKa3bIBAET PEJIEBAaHTHBIC I KaXJIOTO TUNa yrpo3bl, rae D (mpennamepennsie), A (ciaydaiiHble
aneMeHT), E (skonornyeckue). D ucnonb3yercs i BCeX HAMEPEHHBIX aKIMH, HALIEJICHHBIX Ha
MH(POPMAIMOHHbIE aKTUBBI, A HCIOJB3YETCs JJIs BCEX YENIOBEUECKUX JEHCTBUM, KOTOPbIE MOTYT
Clly4yaifHO TOBpeIuTh HMH(POpPMAMOHHbIE aKTUBBI W E ucmomb3yercs A BCeX WHIUICHTOB,
KOTOpbIE HE OCHOBAaHbl Ha YEJIOBEYECKUX NEHCTBUAX. ['pymmbl yrpo3 HE NEpPEUUCISIOTCS B

MNPUOPUTCTHOM IOPAIKE.

Yrpo3sbl O603HauYeHue
OroHb A DE
MoBpexaeHna Bogomn A DE
3arpsa3HeHune A D,E
3HauYnTENbHbIN MHUWAOEHT A DE
YHuuTOXEHNE 060pYyAOBaHNA 1NN A DE
HoCcUTEnen
Mbinb, kOppo3nsa n obnegeHeHne A DE
KnumaTtnyeckne ssBneHus E
Celicmunyeckoe aBrneHne E
BynkaHuyeckoe aBneHve E
MeTeoponornyeckoe siBrieHune E
HasoaHeHune E
OTKa3 KOHANLUWMOHMPOBAHMUS UMK A, D
cuUcTeMbl BogocHabxeHus
[MoTepst anekTponuTaHua A D E
OTKka3 TenekoMMyHUKaLMOHHOIO A, D
obopynoBaHus
OneKTpoMarHUTHOE MU3nyvyeHne A DE
Tennosoe nsnyyeHue A DE
ONeKTpOMarHNTHbIA UMMYNbC A D E
[MepexBaT 1 oTnpaBka D

KOMIMPOMETUPOBAHHOIO CUrHana

[MCTaHUNOHHBIN LLINNOHAaX D
MopcnywmneaHne D
Kpaxa HocuTenen nnm D
AOKYMEHTOB

Kpaxxa obopynoBaHus D

BS ISO/IEC 27005:2011 Texnu4eckuii nepesoa v.1 or 11.02.2012
53



Yrpo3bl

O6o03HavYeHne

BoccTraHoBneHne nHgopmauum
Ha HOCUTENSX, OTMNPaBMEHHbIX HA
nepepaboTky nnn GpakoBaHHbIX

D

O6HapyxeHue(packpbiTue)

A D

[laHHble 13 HeHaOEXHbIX
NCTOYHUNKOB

A D

BmMeluatenscTBo B annapaTHble
cpencTea

D

BmeluaTenscTBO B NporpamMmmHble
cpeacTea

O

O6HapyxeHne MecTononoXeHns

OTtka3 obopyaoBaHus

Cbon obopynoBaHus

HacbliweHue nHgopmaumoHHom
cucTeMbl

[MporpaMmmHbI c6on

HapyweHve
PEMOHTONPUTOAHOCTH
MHOPMALNOHHOM CUCTEMBI

HecaHkunoHnpoBaHHOEe
ncnonb3oBaHMe 0bopyaoBaHUs

MowleHHn4Yeckoe KonnpoBaHue
nporpaMmmHoro obecneyeHus

Mcnonb3oBaHne KOHTpadakTHOro
UIN CKOMMPOBaHHOIO
nporpaMmmHoro obecneyeHus

NckakeHne gaHHbIX

He3akoHHasa ob6paboTka gaHHbIX

Owwnbka B UCronb30oBaHUK

3noynoTtpebneHne npaBamm

danbcudukaums npas

OTpuuaHne gencreunm

HapyweHune pabotocnocobHoCTH
nepcoHana
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Ocoboe BHMMaHHUE JOJKHO OBITH OOpaleHO Ha YEJIOBEYECKUE HWCTOYHUKH YIPO3BI.

OHH COOTBETCTBEHHO NCPCUUCIICHELI B CHCI[y}OHICﬁ Ta6J'II/II_IeZ

MommBauus

Bo3moXxHble nocneacTeus

BoccTaHue
9Oro (camoMHeHue)

BbizoB (ByHTapcTBO)
Crartyc
[eHbrn

XakepcTBO
CoumanbHasa uHxeHepus
BTopxeHve B cuctemy, B3rom

HecaHKUMOHMPOBaHHbIN
AOCTyNn B cUCTEMY

PaspyLweHne nigpopmaumnm
HesakoHHOe packpbiThe
MHdopmaumm
[eHexHo-kpeauTHasa Bbliroga
HecaHkunoHnpoBaHHOE

M3MeHEeHNe OdaHHbIX

. KomnbloTepHoe npecTtynneHune
(Hanpumep, knbep-npecnenoBaHue)

. MolueHHn4Yeckoe gencreune
(Hanpumep, BOCNpon3seaeHue,
nogpaxaHue, nepexsar)

. WHpopMaLMOHHBIN noakyn

. MmuTtauus

. BTopxeHue B cuctemy

MecTb

PasBegka
PaspyweHue

LLanTax
MonuTtnyeckme Bbirogbl
OcBeLlleHne B neyatun

. B3apbiB/Teppopusm

. WHpopmaLmoHHas BoHa

o CuctemHas ataka (Hanpumep,
pacnpenenéHHbIn oTkas B
o6cnyxmBaHun)

. lMpoHMKHOBEHME B CUCTEMY

. BmelartenbcTBo B cuctemy

KoHKypeHTHOe nNpenmyLLecTBo
OKOHOMUYECKUI LLUMUOHAX

. OKoHOMMYEeCKasi pa3Beaka

. WHpopmaLmoHHas kpaxa

° XuleHne nepcoHarnbHbIX
AaHHbIX

o CoumanbHas paspaboTka
(NokywweHne Ha HENPUKOCHOBEHHOCTb
TNINYHOW KU3HW)

. [MpoHVKHOBEHME B cUCTEMY

. HecaHKunoHMpoBaHHbIM
AOCTYyn B cucTeMy (4OCTyn K
CEKPETHOWM, YaCcTHOW, U/unn
CBSI3aHHOWN C TEXHOsorMen

TP SN P-CETPTPA
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MommBauus

Bo3moXxHble nocneacTeus

PasBegka

aro

Jllo6onbITCTBO

[leHexxHas Bbiroga

MecTb

HeymblwneHHble ownbkn n
ynyLieHns

(Hanpumep, owmnbka BBOAA

JaHHbIX, onbka
nporpaMmmMmpoBaHuns)

HanapgeHuwe Ha cnyxalyero
WaHTax
lNpocmoTp cekpeTa hupmbl
HenpaBunbHoe
NCNonb30BaHMe KoMMNbloTepa

o MoLuEeHHNYECTBO U XULLEHNE

. WHpopMaLMOHHBIN noakyn

. BBeopg thanbcnmumnpoBaHHbIX
AaHHbIX, pa3pyLUeHne(MCKaXKeHne)
AaHHbIX

. MNepexsaT

° BpenoHocHbIn Kog (Hanpumep,
BMpPYC, Nnorndeckaa 6omba, TpOSAHCKNUIA
KOHb)

. Mpopaxa nepcoHanbHOM
UHdopmMaumn

o CuctemHble owmnbkm

. BTopxeHwue B cuctemy

. CuctemHbI caboTtax

° HecaHKUMOHMpPOBaHHbIN
AOCTyn B cUCTEMY
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Mpuiaoxenune D
(MHbopMaunoHHOE)

YA3BUMOCTH M METO/IbI JJIS1 OLEHKH YA3BUMOCTH

D.1 IIpumepwt yazeumocmu

B npusenénnoit Hmwxke tabnune D.1 naHbl npumeps! ya3BUMOCTEH B pa3inuyHbIX chepax
0€301MaCHOCTH, BKJIIOYas MPUMEPHI YTPO3, KOTOPbIE MOTYT MCIOJb30BaTh 3TH YSI3BUMOCTH. DTH
CIHMCKH MOTYT OBITh IOJIE3HBIMH BO BPEMsS OIICHKH YIpO3 M YSI3BUMOCTEH AJISi ONpe/eIeHUs
ClieHapusi 3Ha4YMMOro MHUuAeHTa. Clenyer MOAYEpPKHYTh, YTO B HEKOTOPBIX CIy4asX 3TH
YSI3BUMOCTH MOTYT HCIIOJIb30BAThCS U APYTUMHU YIPO3aMH.

Tun

AnnapaTtHble cpeacTBa

HepoctaTouyHoe obcnyxuBaHue /
AedekTHas NHCTaNNAUns c
HocuTenen AaHHbIX

HapylwieHne peMOoHTONpUrogHoCcTn
WHOPMALIMOHHON CUCTEMBI

M3bsiHbI cxem ong nepnoanyeckmnx
3aMeH

PaspylweHne obopynoBaHus vnuv
HocuTenen

BOCﬂpI/IVIM‘-WIBOCTb K BJ12XXHOCTH,
nblJin, 3arpAa3HeHNIO

Mbinb, KOppo3usi, obneaeHeHve

quCTBMTeJ'IbHOCTb K
ANEeKTpomMarH NTHOWN pagnaunmn

3ne|<TpomarH UTHaA pagnaumna

N3bsHbI 3(bHeKTUBHOrO KOHTPOSS
BHeECeHMs N3MeHeHun
KOHGUMrypauum

Owmbka B ncrnonb3oBaHUn

BOCﬂpMVIM‘-IVIBOCTb K N3MEeHEHUAM
HanpaXXxeHnd

nOTepﬂ MCTOYHUKa NNTaHNA

BOCﬂpMVIM‘-IVIBOCTb K
TeMneparypHbiM USMEHEHUAM

MeTeoponoqueCKoe ABleHune

HesawuiéHHoe xpaHeHne Kpaxa HocuTenen unu
OOKYMEHTOB

HepocTtatok B octopoxHocTu npu | Kpaxa HocuTenen nnm

YHUHTOXEHMM OOKYMEHTOB

HekoHTponupyemoe konupoBaHue | Kpaxa HocuTenen nnm
OOKYMEHTOB

Tun

MporpamMHoe obecneyeHue

OTcyTCTBVIe nnn HeaocTtaTtovHoe
nporpamMmvHoe TectmpoBaHune

3noynoTtpebneHne npaBamu

M3BeCTHble HeOOoCTaTKn B
nporpaMmMHOM obecneyeHnn

3noynoTtpebneHne npaBamu

Het 'Bbixoga u3 cucrtembl'
OoCTaBIieHun paboyer CTaHUuK

npu

3noynotpebneHune npasamm

nporpamMmm K (ba.l'IbLIJI/IBbIM OaHHbIM
B TEPMUHAX BPEMEHN

Mepegaya wunu  MHorokpaTtHoe | 3noynoTpebreHne npaBamm
ncnonb3oBaHue HocuTenen

JaHHbIX oes3 Haanexatlero

CTUpaHusa

Manoe 4ncno pesusun 3noynoTtpebneHne npaBamu
HenpaBunbHoe pacnpegeneHue | 3noynoTpebrneHne npasamm
npas focTyna

LLnpoko pacnpocTtpaHéHHoe | VckaxxeHue JaHHbIX
nporpaMmmHoe obecneyeHvie

MpumeHeHne npuknagHblx | NckaxkeHne AaHHbIX
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Tun _ Tpuwepei ymssumoca | Tpnwepeiyrpos
CnoxHbIn nonb3oBaTtenbckuii | Owmnbka B NCMONb30BaHWM
nHTepdgenc
M3bsiHbI B JOKYMEHTMPOBaHUU Owunbka B MCNONb30BaHUN
YcraHoBneH HenpaBurbHbIN | OwmnbKka B NCMOMb30BaHWM
napameTp
HekoppekTHble aaTbl Owunbka B MCNONb30BaHUN

Tum — Tipnwepei ymssumocn | Tlpumepeiympos
U3bsaHbl ngeHTuuumpyowx 1 | NogaensiBaHue npas
Orno3HaBaTesflbHbIX ~ MeXaHU3MOB
ans nonb3oBaTenbCKOM
ayTeHTUrkaumm
HeszalwunwénHble Tabnuubl | NMogaenbiBaHWe NpaB
naponem
[1noxon MeHeKMEHT naponsamm MNopaensiBaHne npas
3anyLeHbl HEHY)XHbIE CryXObl HesakoHHas o6paboTka gaHHbIX
HepopabotaHHoe wunu  HoBoe | NMporpaMmHbIn coown
nporpaMmmHoe obecneyeHvie
HesicHble unm HenonHble | [NporpammHbI coon
crneundukaunm ans
pa3paboTynKoB

CeTb M3bsiHbI 9hdeKTUBHOrO KOHTpons | MNMporpamMHbIn coom

BHECEHMNSI UBMEHEHWUN

OTYETOB

HekoHTponupyemas 3arpyska u | MNoppenka nporpaMmMHoro
ncnonb3oBaHue nporpaMmmHoro | obecneyeHus

obecneveHus

M3bsaHbl B Npoueaype pesepsHoro | MNoaaenka nporpaMmMHoro
KOnMpoBaHus obecneyeHns

M3bsHbl  (pusmyeckon  3awwmThl | Kpaxa Hocutenewn unu

34aHus, ABepen N OKOH JOKYMEHTOB

OTka3 MeHeXMeHTa OT NpoBepku | HecaHKUMOHMPOBaHHOE

ncnonb3oBaHve 060pya0BaHNs

Tpaduk

HexBaTka pokasatenbctea | OTpuuaHue oencTBui
NOCbISIKN unun nonyyeHust

coobuleHus

HesalunwéHHbIE NMHMK CBA3N MoacnywiveaHme
HesawmwéHHbin YyBCTBUTENbHBIN | MoacnywmBaHue

[noxasa coBmecTHas npoBoaKa

OTkas  TenekoMMYHUKALMOHHOro
obopynoBaHusi

EQnHCTBEHHas TOYKa OTKasa

OTkas  TenekoMMYHUKALMOHHOro
obopynoBaHusi

N3 bsAHbI naeHTndmkaumm "
ayTeHTUukaLma oTnpasutend u
nonyyarens

MonaensiBaHue nNpas

OnacHas ceTeBasi APXUTEKTYpa

YaanéHHbIN LNUoHax

Mepepaya napornein B OTKPLITOM
BMAe

YaoanéHHbIN LNUoHax

HeapnekBaTHbIN MeHeOKMEHT
ceTblo  (CNOCOBHOCTL  CUCTEMBI
NPOTMBOCTONATb oLwmbkam
MapLUpyTU3aLmn)

HacbllweHHoCTb
WHpOPMALIMOHHON CUCTEMBI

HesawunwéHHble  NoaKnoYeHus
o0LenocTynHom cetu

HecaHKLI,I/IOHVIpOBaH HOe
MCcnoJib3oBaHne O60pyﬂ,OBaHVI$|
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Tum " Tipawepeiynaanvocta | Mpumepeiypos
OTcyTCcTBUE NEepcoHarna HapyLieHue OOCTYNHOCTU
nepcoHana
HeanekBaTHble npoueaypbl | YHUYTOXEHME 0BOpyAOBaHUS WK
BepbOBKU HocuTenen
HepocTtaTouHoe o0yyeHne | Owmnbka B MCNONb30BaHUN
GesonacHocTn
HenpaBunbHoe  uncnonb3oBaHue | Ownbka B UCNOMb30BaHUA
nporpammHoro obecrievyeHust U
obopynoBaHusi
MN3bsiHbI noHUMaHus | Owmnbka B UCMONb30BaHUN
GesonacHocTn
HexBaTtka MexaHu3MoB | HesakoHHasi 06paboTka gaHHbIX
MOHUTOpPUHra
MepcoHan HekoHTponupyemas pabota | Kpaxa HocuTenen nnu
BHELUHUM LITaTOM Unn | 4OKYMEHTOB
ybrparoLM NepcoHanom
MN3bsiHbI NONMUTUKN anst | HecaHKumMoHMpoBaHHoOE
npaBUIbHOMO NCnonb3oBaHUs | UCNorb3oBaHNe 0b6opyaoBaHMS
HocuTenen nepegadn AaHHbIX Y
obmeHa coobLeHnsiMum
Tun __ Mpumepbiyassumoctn | Mpumepbiyrpos |

Cawnt (mecTo
hbyHKLIMOHNPOBaHUS)
opraHusauum

HeapekBatHoe 1 HebpexHoe
ncnorb3oBaHue dmaunyeckoro
KOHTpOmsi gocTyna K 34aHuio U
NMoMeLLeHNsAM

YHu4TOXEHME obopyaoBaHMA UK
HocuTenen nHgpopmauum

MectononoxeHne B obnactu,
BOCMPUMMYMBOW K 3aTOMNMNEHNIO

HecTtabunbHasi MOLHOCTb CeTH

HaBogHeHue

nOTepﬂ NCTOYHUKA NMNTaHNA

HexBaTka duamdeckon 3awiunTbl
co3flaHuvsi, ABepen N OKOH

Kpaxka o6opyaoBaHus

3bsHbI dhopMarnbHon npoueaypsbl
ans nonb3oBaTenbCKOn
perncrTpaumm un ge-perncrpaumm

3noynoTtpebneHne npaBom

M3bsaHbI (hopmanbHOro npouecca
Ons nepecMoTpa npaea JocTyna
(BncneT4yepcknii MEHEI)KMEHT)

3noynoTtpebneHne npaBomM

Jednumnt wmnu HegocTaTouYHblEe
ycrnosusi (oTHOCUTENBHO
Ge3onacHoOCTN) B KOHTpakTax ¢
KnneHTamun n/vinu TPeETbMMHU
nigamm

3noynoTtpebneHne npaBom

M3bsHbl B npoueaype  Ans
KOHTpons Han cpeacTeamu
0bpaboTkn nHdopmaLmm

3noynoTtpebneHne npaBom

M3bsHbI  perynsipHbIX  peBu3un
(BncneT4yepcknii MEHEJ)KMEHT)

3noynoTtpebneHne npaBom

HexBaTka npouenyp BblABI1€HUA
PUCKa N OLIEHKN

3noynoTtpebneHne npaBomM

HepocTtaTtouHocTb MHGOpMaL MM B
3anncsx OTYETOB o
HencnpaBHOCTU XypHanax
agMUHUCTpaTopa W Nonb3oBaTens

3noynoTtpebneHne npaBomM
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Tun

Cawnt (mecTo
pyHKLIMOHNPOBaHUS)
opraHusauum

BHECEHMNSI UBMEHEHUN

HeanekBaTHbIi oTBeT | HapylweHne pemMoHTonpuUrogHocTu
obcnyxmBaroLLero cepeumca NHdOpMaLMOHHas cuctema
M3bsHbl  unn  HedocTaTodHoe | HapylueHne pemMoHTonpurogHocTu
cornatleHue CEepBUCHOrO | MHpopMaLMOHHas cuctema
obcnyxusaHue

M3bsHbl  npoueaypbl  KOHTpons | HapylleHne pemMoHTonpurogHocTu

I/IHCbOpMaLI,VIOHHaﬂ cucremMma

3bsHbI dhopMarnbHon npoueaypsbl
ans MeHeXMeHTa
aokymeHTtauunenn CMUB

VIckaxkeHne gaHHbIX

M3bsaHbl (bopmanbHbIX npouenyp

VickaxkeHne gaHHbIX

obuwero goctyna nHgopmaumm

3anucenn ana CMWB, koTtopble

nenaert aucneT4yepckun

MEHeI)KMEHT

N3bsHbI dopmanbHoro | [aHHble n3 HeHaaéXHbIX
paspeLueHns ans npouecca | MICTOYHUKOB

N3bsHbI Hagnexawlero
pacnpegenennss  ob6A3aHHOCTEN
NMHGOPMaLMOHHOM Be30MacHoCTH

OTpuuaHue gencTeni

M3bsiHbI NaHoB HENPEPbLIBHOCTU

OTka3 obopyaoBaHus

N3bsiHbI NOJINTUKN
NCNonb30BaHNA MOYTOBOW

Owwunbka B UCrnosnib3oBaHUN

HexBaTka npouenyp Ans Toro,
yTtoBbl  BBECTM  MpOrpamMMHoe
obecrneyeHre B aKcnyaTMpyemMble
CUCTEMBI

Owmbka B ncrnonb3oBaHUM

HexBaTka oT4éTOB B pannax
pernctpaummM agmuHucTpaTopa U
onepaTtopa

Owmrbka B ncrnonb3oBaHUn

HexBaTka npoueayp ans
00paboTKN CEKPETHBIX JAHHBIX

Owmbka B ncrnonb3oBaHUM

N3bsHbI obsa3aHHoCTEN
MHGOPMaLMOHHOM  ©Ge3onacHoCTH
B ONMUCaHUsAX 3alaHni

Owwunbka B UCrnosnib3oBaHUN

M3bAHbI MM HeOoCTaTOYHble
ycrnosusi (oTHOCUTENBHO
NHdopMaUmoHHOM He3onacHoCTK)
B KOHTPaAKTax Cco cryxalimmm

Hes3akoHHas o6paboTka AaHHbIX

HexBaTka onpeaenéHHoro
OVCUMIMIIMHApHOro npouecca B
cny4vae NMHopMaLMOHHOIo

MHUMAeHTa 6e30nacHOCTU

Kpaka obopynoBaHus

HexBaTtka dopmManbHOM MNONUTUKK
Mo MCMOMb30BaHUID MOOUNBHOM
KOMMNbIOTEPHOM TEXHUKN

Kpaka obopynoBaHus

HexBatka MeHemkmeHTa | Kpaxa obopynoBaHus
aKTuBamm ONCTaHLUNOHHOIo
pe3epBnpoBaHnNA
HexBatka wunn HepocTtaTodHasa | Kpaxa HocuTenen nunm
NoNUTUKa «4YUCTOr0 CToMa W | AOKYMEHTOB
YMCTOroO 3KpaHay
HexBaTka caHkumi Ha cpegctBa | Kpaxa HocuTenen nnm
0bpaboTkn nHdopmaumm JOKYMEHTOB
HexBaTtka yCTaHoBMeHHbIX | Kpaxa HocuTenen nnm
KOHTPOSIbHbIX ~ MEXaHW3MOB B | JOKYMEHTOB
cnyyae HapyLUeHWi npasun
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Tun "~ Tipnvepui ymsavvocra | Mpnwepsiympos

Cawnt (MecTo BesonacHocT
hyHKLIMOHNPOBaHUS) HexBaTka perynspHbix | HecaHkunoHupoBaHHOe
opraHusaumm nepecMoTpPOB KOHTPONEN ncnonb3oBaHne 060pya0BaHNS

HexBaTka npouegyp Ans Toro, | HecaHKUMOHMpPOBaHHOE
4TOOblI COOOWNTE 00 YySA3BUMOCTM | MCMONb30BaHMe 060pyaoBaHMS

©e3onacHocTn

HexBatka npoueayp | Mcnonb3oBaHne nogdenkun wnu
cornacoBaHus YCroBUIA C | CKONMPOBaHHOrO  MPOrPaMMHOrO
WHTENeKTyanbLHOn obecneyeHus

COOCTBEHHOCThIO

D.2 MemoOvl oyenKu mexHuueckux ya3eumocmeil

[Tpo¢punakTnyeckue METObI, TaKUE KaK TECTUPOBAHME MH(POPMALMOHHOM CHUCTEMBI,
MOTYT OBITh HCIIOJIb30BaHbI Ui (P PEKTUBHON UACHTH()UKALNN YI3BUMOCTEH B 3aBUCHMOCTHU OT
KPUTUYHOCTH CHCTEMbl MH(POPMAIMOHHBIX U TEIEKOMMYHHKAIMOHHBIX TexHonoruid (MKT) u
JIOCTYIHBIX PECYpcoB (HampuMep, BBIJEICHHBIX (POHAOB, JOCTYIIHON TEXHOJOTHH, JIUII,
HMMEIOILIUX ONBIT IPOBEAEHUS TECTUPOBaHU). MeTOAbl TECTUPOBAHMSI BKIIFOUAIOT:
aBTOMATU3MPOBAaHHBIE MHCTPYMEHTAJIbHBIE CPEJICTBA NIOUCKA YSI3BUMOCTEN;
TECTHPOBAHUE U OIICHWBAaHUE OE3011aCHOCTH;

TECTUPOBAHNE HA IPOHUKHOBEHMUE;
® IIPOBEPKA KOJIOB.

ABTOMaTU3UPOBAHHBIE  HMHCTPYMEHTAJIBHBIE  CPEICTBA  IOHMCKA  YA3BUMOCTEHN
UCIOJIB3YIOTCS JUIsl POCMOTpa TPYNIBl XOCTOB WJIM CETH HAa IPEIMET M3BECTHBIX YA3BUMBIX
CEpBHCOB (HampUMEp, CUCTEMA pa3pellacT MCIOJIb30BaHUE aHOHMMHOIO IPOTOKOJIA Iepesadn
¢aitnoB (FTP), perpancisuuio oTmnpaBieHHON moutsl). Cremyer, OAHAKO, OTMETHTb, YTO
HEKOTOpbIE M3 MOTCHIUAIBHBIX YSI3BUMOCTEH, HACHTU(OUIIMPOBAHHBIX aBTOMATHU3UPOBAHHBIMU
MHCTPYMEHTAJIBHBIMU CPEACTBAMM IIOMCKA YSA3BUMOCTEH, MOTYT HE IPEACTABIATH PEATBHBIX
YSI3BUMOCTEN B KOHTEKCTE cpeibl cucTeMbl. Hampumep, HEKOTOpbIE M3 ATHX CPEICTB MOHCKA
ONpENeNAOT TMOTCHIUATIbHbIE YA3BUMOCTH, HE YUUTBIBasg cpeay M TpeOOBaHUS caiiTa.
HekoTopele u3 yA3BUMOCTEH, OTMEYEHHBIX ABTOMAaTHU3UPOBAHHBIMH HWHCTPYMEHTAIbHBIMU
CpeACTBaMH IOWCKA YS3BMUMOCTEH, MOTYT B JCHCTBUTEILHOCTU HE OBITH YA3BUMOCTSAMH IS
KOHKPETHOTO caiTa, a OBITh CKOH(UI'YpUPOBAHHBIMU TakUM OOpa3oM, MOTOMY 4YTO 3TOTO
TpeOyer cpema. Takum o00pa3om, STOT METOJ MOXKET JaBaTh OMIMOOYHBIC PE3yJIbTATHI
UCCIIEI0OBaHUS.

JIpyruM ~ METOJIOM, KOTOPBI MOXET HWCHOJb30BAThCSA UL WACHTU(UKAINH
ysa3BuMoctert cucremsl KT Bo Bpemsi mporiecca OLIEHKM PHUCKA, SIBISIETCS TECTUPOBAHUE U
oueHuBaHue Oe3omacHocTH. OH BKIIOYaeT B ceOs pa3pabOTKy M OCYILECTBJICHHE IIJIaHa
TECTUPOBaHHUs (HalpUMEp, CLIEHApU TECTUPOBAHUS, MPOLEAYPbl TECTUPOBAHUSA U OXKHAAEMbIE
pe3ynbTaThl TecTUpoBaHus). Llenb TecTupoBaHHMS OE30MACHOCTH CHCTEMBI COCTOUT B
TecTUpOoBaHUU YP(HEKTUBHOCTHU CPEACTB KOHTPOJIst 6e3omacHoCcTH cucteMbl KT, koTopbie ObutH
NPUMEHEHBI B ONEPALMOHHON cpene. 3ajada 3aKiI04aeTcss B TOM, YTOObI YIOCTOBEPHUTHCS, UTO
NPUMEHSIONINECS CPEICTBA KOHTPOJII COOTBETCTBYIOT — YTBEPXKAEHHOW  crienu(uKaIiiuu
0€30MacHOCTH U1 MPOTPAaMMHBIX W aNIapaTHBIX CPEACTB, OOECHEeYUBAIOT pean3alUio
MOJINTUKH 0€3011aCHOCTH OPraHU3aluy WM COOTBETCTBYIOT OTPACIEBBIM CTaHAAPTAM.

TectupoBanue Ha IPOHUKHOBEHHE MOJKET HCIOJIb30BAaThCA KaK [OMOJHEHHE K
NIPOBEPKE CPEICTB KOHTPOJI 0€30MacHOCTH M oOecledeHne YBEpEHHOCTH B TOM, YTO 3allUTa
pasnmuunbix acrnektoB cucremMbl KT obGecneuena. Korma tectupoBaHue Ha NMPOHHUKHOBEHHUE
UCTIOJIb3YeTCs B MPOIECCe OLEHKU PUCKA, OHO MOKET MPUMEHSTHCS U OLEHKH CIIOCOOHOCTH
cucreMbl MKT mpoTHBOCTOATH YMBIIUIEHHBIM TOMBITKAM OOOHTH CpencTBa KOHTPOJIA
6e3omacHocT cuctembl. Ero 3amaga cocrout B tectupoBanuu cucremsl KT, ¢ Touku 3peHus
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HUCTOYHUKA Yrpo3bl, U B MaeHTudukanmuu NOTEHIUMAIBHBIX COOEB B CTPYKTypax 3alluThl
cuctembl MKT.
[IpoBepka KOMOB sIBISIETCS HauOoJiee THIATENBHBIM (HO TaKXkKe U CaMbIM
JOPOTOCTOSIIINM) CITIOCOOOM OIIEHKH YSI3BHMOCTEH.
Pe3ynbrarthl 3TUX BUJOB TECTUPOBaHUS 0€30MACHOCTH TOMOTYT WACHTU(DUIUPOBATH
YSI3BUMOCTHU CUCTEMBI.
BaxxHO OTMETHTB, YTO METOJbI U CPEJICTBA TECTUPOBAHUS HA MPOHUKHOBEHHUE MOTYT
JaBaTh JIOKHBIE PE3YNbTAThl, €CIH YSI3BHMOCTh HE ObLJa YCIENIHO HCHOJb30BaHa. UTOOBI
HCIIOJIL30BaTh KOHKPETHYIO YSI3BUMOCTb, HY>KHO 3HATh TOYHYIO
CUCTEeMY/TIPUIIOKCHUE/UCTIPABIICHHE, YCTAHOBJICHHBIC HAa TECTUPYeMOU cucteme. Ecimu Bo Bpems
TECTUPOBAHUS ITH JIaHHBIE HEU3BECTHBI, MOXKET OBITh HEBO3MOJKHO YCIICIIHO HCIIOIb30BATh
KOHKPETHYIO YS3BUMOCTh (HAllpuMep, JOCTUYh YAAJEHHOTO OOpaTHOTO COCTUHEHWS), OJHAKO
BCE K€ BO3MOKHO B3JIOMAaTh WJIM MEPE3ayCTUTh TECTUPYEMBIN Ipoliecc Wik cucremy. B Takom
cllydae TECTHPYEMbIi 00BEKT TOXKE JOJDKEH CUUTATHCS YI3BUMBIM.
MeTo1bI MOTYT BKJIFOYATh B CE€0S CIICAYIONIUE BUIIBI IESTEILHOCTH:
® OIIPOC COTPYAHUKOB U MOJIb30BATEIEH;
® AHKETHUPOBAHUE;
e (usuueckuii ocMoTp;
® aHaJINU3 JOKYMEHTOB.
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Mpuiaoxenne E
(MHbopMaunoHHOE)
IMoaxoasl B OLleHKEe PUCKOB MH(POPMAIIMOHHOM 0€30IIACHOCTH

E.1 Ouenka puckog ungopmayuonnoil 6e30nacHOCmU 6bICOK020 YPOBHA

BricokOypoBHEBass OLIEHKa Ja€T BO3MOMKHOCTb OIIPEACICHUS IPUOPUTETOB U
xpoHosorun JneiictBuil. [lo pasHeIM npuYMHAM, TakUM Kak OO/DKET, OJHOBpEMEHHAs
peanu3aiysi BCEX CpEACTB KOHTPOJS MOXKET OBITh HEBO3MOXKHA, M MOTYT PaccMaTpUBaThCS
TOJIbKO HanOoJjiee KpUTHYHBIE PUCKH MOCPEACTBOM Ipoliecca 00paboTKU pucka. Takke MOXKET
OBITh TPEXKIEBPEMEHHO HAYMHATH JETAJbHBI MEHEKMEHT pHCKa, €CIH pean3alus
[IPEAYCMAaTPUBACTCS TOJBKO B TEUYEHUE TIOoJa WIM JBYX. /[l JOCTHXKEHMs DSTOH Lenu
BBICOKOYPOBHEBAsI OLICHKA MOKET HA4aThbCs C BBICOKOYPOBHEBOW OLICHKHU IIOCJIEACTBUH, a HE C
CHUCTEMAaTUYECKOI0 aHAIIN3a YIPO3, YSI3BUMOCTEH, AKTUBOB U ITOCIIEACTBUN.

Jpyroii mpUYMHON Ha4yaTb C BBICOKOYPOBHEBOM OLICHKH SIBJISIETCS CUHXPOHHU3ALUA C
APYrUMH  IJJaHAMH, CBSI3aHHBIMH C MEHEKMEHTOM HM3MEHEeHuH (uim obecneueHueM
HeNnpepbIBHOCTH On3Heca). Hampumep, HEMOTHYHO 00ecTieYnBaTh MOJIHYIO 3aLIUTY CUCTEMBbI UITH
NPUJIOKEHUS, €CNIM IUIAHUpYyeTcs B OnwkaiiieMm OynayleM NpuBiedb Ui pabOThl ¢ HUMH
BHEILIHUE PECYPCHI, XOTs BCE K€, BO3MOKHO, CTOUT BBHIIIOJIHUTH CBA3AaHHYIO C PUCKOM OLICHKY,
YTOOBI ONPECTUTh BOIPOC JOTOBOPA O MPUBJICUEHUH BHEIIHUX PECYPCOB.

OcoOeHHOCTH WTEpaliil  BBICOKOYPOBHEBOM OIIGHKM pHCKAa MOTYT BKJIIOYaTh
CIIeyIOLIEe:

® BBICOKOYPOBHEBAsl OLIEHKA PUCKAa MOXET HMMETh JeJI0 C Oojiee TII00aIbHBIM
paccMOTpeHHEeM oOpraHuzanuu U e€ WH(POPMAIMOHHBIX CHCTEM, KOrja
TEXHOJIOTMYECKUE aCIEKThl PACCMATPUBAIOTCA KaK HE3aBUCUMBIE OT BOIIPOCOB,
CBSI3aHHBIX C Ou3HecoM. B pe3ymbraTe 3TOro aHamu3 KOHTEKCTa OoJIblie
cocpeloTaynBaeTcsi Ha OM3HEC- M OKCIUTyaTallMOHHOM cpelae, uYeM Ha
TEXHOJIOTMYECKUX KOMIIOHEHTAX;

® [IPU UCIOJB30BAHUH BBICOKOYPOBHEBOM OLICHKU PUCKA MOYKET pacCMaTPUBATHCS
0ojiee OrpaHMYCHHBIM TEpeueHb Yrpo3 U YSI3BUMOCTEH, pacupelelEHHbIX IO
omnpenenéHHbIX cdepam, WIM UL YCKOPEHHs TMpolecca OHa MOXKET
COCpEIOTAauMBaTbCA Ha CLEHApUAX PHUCKA WIM HaANaJeHUH BMECTO UX
JJIEMEHTOB;

® PDHCKH, NPEACTABICHHBIE B BBICOKOYPOBHEBOM OLICHKE PUCKA, 4ACTO SBISAIOTCS
Oonee obmMH cdepamMu pHUCKA, YE€M KOHKPETHO HICHTH()UIMPOBAHHBIMU
puckamu. Korma creHapum WM yrpo3bl pacmpeiensioTcs 1o  cdepam,
00paboTKa pUcKa MpeajaraeT CIUCKUA CPEeICTB KOHTPOJIS Uil KaKIOH cgepsl.
MeponpusTus, cBA3aHHbIE ¢ 00pabOTKOM pUCKa, 3aTeM IBITAIOTCS, MPEXIE
BCEro, NPEUIOKUTh W BBIOpaTh OOIIME CpPEACTBAa KOHTPOJIS, SBISIOIIHAECS
JIeICTBEHHBIMH BO BCEH CHCTEME;

® OJIHAKO H3-3a TOT'O, YTO IPU HCIIOIB30BAHUU BBICOKOYPOBHEBOW OLIEHKHM PUCKA
pEelKO paccMaTpUBAIOTCS TEXHOJOIMUYECKHE JeTald, OHa 0ojee ymecTHa s
o0ecrieyeHHs: OpraHU3alMOHHBIX U HETEXHUYECKUX CPEJICTB KOHTPOJIS, & TaKXKe
OoOIIMX aCHEeKTOB MEHEKMEHTa TEXHHYECKUX CpPEACTB KOHTPOJIS WM
OCHOBHBIX U PAaCIpOCTPaHEHHBIX TEXHUYECKUX 3allUTHBIX MEp, TaKUX Kak
pe3epBHOE KONIMPOBAHUE U AHTUBUPYCHBIE IIPOTPAMMBI.

[IpeuMmyliecTBa OLICHKHA PUCKA BBICOKOTI'O YPOBHS CIIEIYIOLIHE:

e BKIIOYECHHE [IEPBOHAYAIBHOIO IPOCTOrO0 IOAXO0JA, BEPOATHO, JOJDKHO
MOJIyYUTh 0100pEHNE MPOTrPaMMBbI OILICHKU PUCKA;
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® JOJDKHA TIOSIBUTHCS BO3MOXKHOCTH IIOCTPOCHHSI CTPATErMYECKOW KapTHUHBI
nporpamMmbl  oOecriedeHus: O€30MacHOCTH OpraHM3aluu, T.6. OHa OyJer
JeWCTBOBATh KaK XOPOIIIasi HOMOIb B INITAHUPOBAHUH;

® pecypchl M JEHEXHbIE CpPEICTBA MOTYT OBITh NMPUMEHEHBI TaM, TIJIeé OHH
HanOoJiee MOJIe3HBI, U CUCTEMBI, BEPOATHO, OOJIbIIE BCETrO HYXKIAIOIIMECS B
3amure, OyIyT pacCMOTPEHBI IEPBBIMHU.

[TockonbKy MepBOHAYAJIbHBIE aHAJIU3bl PUCKA BBIMOJHSAIOTCS HA BBICOKOM YPOBHE H
MOTEHIMAJIBHO SABISIOTCS MEHEE TOYHBIMH, €MHCTBEHHBI BO3MOXHBIN HEIOCTATOK COCTOUT B
TOM, YTO HEKOTOpPBbIE OM3HEC-POLECCH MM CUCTEMbl MOTYT HE OBITh MACHTHU(PHIHUPOBAHBI KaK
HYX/IAIOIIMecs BO BTOPUYHOM, JETAIbHOM OIICHKE pHCKA. DTOr0 MOXHO H30€XaTh, €CIH
CYIIECTBYET aJieKkBaTHas MHGopmaims 000 BCeX acleKkTax OpraHu3anuy, e€ MHPOpMaluu U
cucreMax, BKJIIOYas HMHPOPMALMIO, TOJIYYEHHYIO B pe3yibTaTe OLEHUBAHHUS WHIMICHTOB
MH(POPMAIMOHHOH 0€301MacHOCTH.

[Ipu MCHONB30BaHUU BBICOKOYPOBHEBOHM OIICHKH PHCKAa PAacCMAaTpPUBAETCs IIEHHOCTD
i 6u3Heca MH(OPMALMOHHBIX aKTMBOB M PUCKU C TOYKH 3peHHs] Ou3Heca opraHu3auuu. B
NEpBOIl TOYKE NPUHATHS pEUIeHHUs (CM. PUCYHOK 1) HECKONbKO (DaKTOPOB MOMOTAIOT B
OTIpE/IeNIEHUH TOTO, SIBJISETCS JIM BHICOKOYPOBHEBAs OLIEHKA aJeKBATHOU JIsi 00pabOTKH PUCKa;
3TH ()aKTOPHI MOTYT BKJIIOYATh CIIEAYIOIEE:

e Ou3Hec-IleNM, KOTOphle  JIOJDKHBI ~ OBITh  JOCTHUTHYTHl  IOCPEACTBOM
MCTIOJIb30BAHUS PA3TUYHBIX HH()OPMAIIMOHHBIX aKTHBOB;

® CTENeHb 3aBUCHUMOCTH OHM3HEca OpraHU3alMyd OT KaXJ0ro WH(POPMAIMOHHOTO
aKTHBa, T.C., SBIAIOTCS JIM (YHKUUH, KOTOpPhIE OpraHM3alus CUYUTACT
KPUTUYHBIMHU JJIi CBOETO BBDKMBAaHUS WM 3(PPEKTHBHOTO BeJeHUs OH3Heca,
3aBUCALIMMHU OT KaXKIOTO aKTHBA WK OT KOH(UIACHIMAIBHOCTH, LEIOCTHOCTH,
JNOCTYITHOCTH, HEOTKa3yeMOCTH, YYE€HOCTH, IIOMJIMHHOCTU U HaAEKHOCTU
uHpoOpMaIny, XpaHsiieics 1 0opadaTsIBaeMOl B JaHHOM aKTHUBE;

® YPOBEHb MHBECTUIMHA B KaXIblii WH(MOPMAIMOHHBIM aKTUB, C TOYKU 3PEHUS
pa3paboTKH, MOAJEPHKKHU MU 3aMEHbI aKTHBA;

e uH(POpPMALMOHHbIC AKTHUBBI, KOTOPHIM OPTraHU3ALUS HANPSIMYIO NPUCBAUBACT
LIEHHOCTb.

Korna sti (akTophl OLIEHEHBI, pelIeHHE CTaHOBHTCA mpoire. Ecnu menu axTuBa
KpaifHe Ba)KHBI JJIs1 BEICHUSI OM3HEca OpraHu3alyy WK €Cld aKTUBBI UMEIOT BHICOKHMI YPOBEHB
pHCcKa, TO Ui KOHKPETHOTO HWH(GOPMAIMOHHOTO aKTUBAa (MJIM €ro 4YacTd) JOJDKHA OBITH
NpOBECHA BTOpast UTepalysl, JeTaibHas OlIEHKa PUCKa.

31ech MpUMEHsETCS ClIeAyIolee 001ee MPaBUiIo: €CIH OTCYTCTBHE MH(POPMALMOHHOM
0€30MaCHOCTH MOYKET NPUBECTH K CYIIECTBEHHBIM HEOJArONpUsATHBIM IOCIEACTBUSAM JUIS
opranu3zaiuu, e¢ OM3HEC-POLIECCOB MIIH €€ aKTUBOB, TO HEOOXOAMMa BTOPAasi UTEPALIUS OLICHKH
pHcKa Ha OoJiee 1eTalIbHOM YPOBHE ISl HICHTH(PHUKALUU TOTCHIUAIBHBIX PUCKOB.

E.2 /lemanvnan oyenka pucka uHpopmayuonnou 6e3zonacnocmu

JleTanbHBIHM MPOLEcC OLEHKH pUCKa HH(POPMAITMOHHON O€30MacHOCTH BKIIIOUAET B Ce0s
TIIATEIbHYIO UICHTU(PHUKALUIO U OTIPEIeTICHNE [IEHHOCTH aKTHBOB, OLIEHKY YIPO3 3TUM aKTHBaM
U OIICHKY YysI3BUMOCTEH. Pe3ynbTarel 3TUX MEpONPHUATHI MOTOM HCIOJIB3YIOTCS ISl OLICHKH
PHCKOB, a 3aTeM Il HICHTU(UKALIMU ONPAaBJaHHBIX CPEACTB KOHTPOJIS 0€301MacHOCTH.

JletanbHasi MOCIIEA0BATENLHOCTD JICHCTBUI OOBIYHO TpeOyeT 3HAUUTEIILHOTO BPEMEHH,
YCWIMA W KOMIIETEHTHOCTH U TIO3TOMY MOXeT ObITh Hambojee NPUTOAHON Ui
MH(POPMAIMOHHBIX CHCTEM C BBICOKUM YPOBHEM pHCKa.

OKOHYATENBHBIM 3TAallOM JETAIbHOM OLIEHKHM pUCKa MH(POPMALMOHHON 0€30MacHOCTH
SBIISICTCS OIICHKA OOIIMX PUCKOB, HAXOAAMIAsICA B IICHTPE BHUMAHMSI JAHHOTO MPHJIOKCHHUSL.
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[TocnencTBust MOTYT OILIEHUBATHCS HECKOJBKUMHU METOJIaMU, BKIIOYAs MCIOJIB30BaHUE
KOJIMYECTBEHHBIX, HATIPUMEP JCHEKHBIX, 1 KAYECTBEHHBIX Mep (KOTOPbIE MOTYT OBITh OCHOBAHBI
HA WCIOJB30BAHUU TAaKUX TpUJIaraTelbHBIX, KAaK YMEPEHHBIE WU CEpPbE3HBIE) WU HX
KoMOuHarmu. [l OleHKH BEPOSITHOCTA BO3HUKHOBEHHSI YIPO3bl JOJDKHBI OBITH YCTaHOBJICHBI
BpEMEHHBIC PaMKH, B T€YCHHE KOTOPHIX aKTUB OyaeT o0aiaTh EHHOCTHIO MM HYKIAThCS B
3amute. Ha BeposITHOCTh BOSHUKHOBEHHSI KOHKPETHOM YrpO3bl OKA3hIBACT BIHMSIHHUE CIIEIYOIIEe:

® MPUBJICKATEIILHOCTh AKTHUBA WJIM BO3MOXXHOE BO3ICHCTBHE - MPUMEHHMO IPH
PacCMOTPEHUH YMBIIIUIEHHOH YIPO3bl CO CTOPOHBI IIEPCOHAA;

e 1MpocToTa TNpeoOpa3oBaHUs, UCIHOJB3YIOIIETO  YA3BUMOCTh, aKTHBa B
BO3ZHArpaXJCHUE - MPUMEHUMO TPU PACCMOTPEHHU YMBILIUICHHON YIpO3bI CO
CTOPOHBI TIEPCOHATIA;

® TEXHMYECKHE BO3MOXXHOCTHU JEHCTBYIOMIETO (DaKTOpa YrpO3bl - MPUMEHUMO TIPH
PacCMOTPEHUH YMBIIIUIEHHOH YIPO3bl CO CTOPOHBI TIEPCOHAA;

® YyBCTBUTENHHOCTh YSI3BHUMOCTH K HCIOJIB30BAaHUIO - TPHUMEHHMO K
TEXHUYECKUM U HETEXHUYECKUM YSI3BUMOCTSIM.

MHorre MeTOABl HCIOJIB3YIOT TaONHUIBI HW OOBENAUHSAIOT CYOBEKTHBHBIE U
IMIUpUUYECKHE Mepbl. boiee BakHO, YTOOBI OpraHW3alMs HCIOJB30Balla METOJ, KOTOPBIN
SIBIIICTCS U1 OPraHH3aIli YIOOHBIM, B KOTOPOM OpraHM3alMs YBEpEeHa U KOTOPBIA Oyjaer
JaBaTh BOCIPOM3BOJMMBIE pe3yabTaThl. HECKONBKO MpPHUMEpPOB OCHOBAaHHBIX Ha TabIUIIAX
METO/I0OB IIPUBEICHO HIXKE.

E.2.1 Npumep matpuubl ¢ npeaonpeaesiEHHbIMU 3HAYEHUAMU

B Meromax OIEHKM pHCKa JaHHOTO BUAA (aKTHUECKHE WM IPEAroyiaraeMble
¢u3nUecKkue aKTHBBI OLCHMBAIOTCSA C TOYKU 3PEHHUS] CTOMMOCTH 3aMEHbl WJIM BOCCTAHOBJICHHUS
(T.e. KOJIMYECTBEHHBIE MEpBI). JTa CTOMMOCTb 3aTEM INEPEBOAMTCA B Ty K€ Kau€CTBEHHYIO
IKaly, KOTOpas HUCHOJb3yeTcst g uHpopMmamuu (cM. Hike). DakTHUECKUEe WM
npearnojaraeMple MporpaMMHbIE aKTHBBI OLIEHUBAIOTCS TAaKUM K€ 00pa3oM, Kak U (pu3n4ecKue
aKTUBBl - MneHTHduIMpyeTcss CTOMMOCTh NPUOOPETEHHS WM BOCCTAHOBICHHS, a 3aTeM
NEPEBOANTCS B Ty K€ Ka4eCTBEHHYIO IIKally, KOTOpasi UCHOJb3yeTcs it nHpopmarmu. Kpome
TOTO, €CJIM CUUTACTCA, YTO JIH00as MPUKIIAJHAs MPOTrpaMMbl UMEET COOCTBEHHbBIE MPHUCYILUE €if
TpeOOBaHUS B OTHOLICHUN KOH(PHUICHINAIHHOCTH WIN IIEIOCTHOCTH (HAPUMED, €CIIH UCXOIHbIH
TEKCT MPOTPaMMBI caM M0 cele SBIIEeTCS KOMMEPUECKH KPUTHYHBIM), OHA OLIEHUBAETCS TaKUM
&Ke 00pa3oM, Kak U MH(OpMAIHSL.

LlenHocTs MH(OPMAIMU OIpENENseTCs] M3 ONPOCOB OTIEIBHBIX IPEACTaBUTECH
OousHec- MeHeKkMeHTa ("'BiazenbieB nHpopManuu'"), KOTOPbIE MOTYT aBTOPUTETHO TOBOPHUTH O
JTAHHBIX, YTOOBI OTIPEAETUTh IEHHOCTh U KPUTHYHOCTh (PaKTHUECKH MCTIOIb3YeMbIX JaHHbBIX WIIH
JAHHBIX, KOTOPbIE JOJDKHBI XpAaHUTHCS, 00pabaThIBaThCs MU OlleHUBaTheA. Onpocsl 001er4aoT
OLIGHKY LIEHHOCTM M KPUTHYHOCTH HMH(POPMALMM C TOYKM 3PEHHUS CLEHAPHEB HAUXYALIMX
CllyyaeB, BO3HHUKHOBEHHE KOTOPBIX MOXHO pa3yMHO IMpeamnosiaratb, HMCXOIsd U3
HEONMarompusATHBIX ~ OM3HEC-  TMOCJIEICTBHH,  OOYCIOBIEHHBIX  HECAHKIIMOHHUPOBAHHBIM
pacKpbITHEM, HECAaHKIIMOHUPOBAHHON MoAM(DUKaIMel, HeTOCTYITHOCThIO B TEUEHUE Pa3INYHbBIX
MIEPHOJIOB BPEMEHU U pa3pyIICHUEM.

OmnpeneneHne EHHOCTH BBITIOJIHIETCS C MCIOJIb30BAaHUEM IMPHHILMUIOB OMpEACTICHUs
HEHHOCTH MH(POPMAIUH, KOTOPBIE OXBATHIBAIOT TAKUE BOTIPOCHI, KaK:

e Ju4Has 0€30MacHOCTb,
e JMyHast uHGOpPMAIHS;
® JOpPHUIMYECKUE U PETYISTUBHBIC 0053aTEIbCTBA;
® [IPaBONPUMEHEHHE;
KOMMEpYECKHE U SKOHOMUYECKUE UHTEPECHI;
(uHAHCOBBIE TIOTEPU/HAPYIIICHUE AEATEIILHOCTH;
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e  00IIEeCTBEHHBIN MOPSIOK;

® TIOJIUTHKA U ONlepaluy Ou3Heca;

e 1oTeps "HeocA3aeMoro Kanurana';

e JIOTOBOP WJIM COTJIAILIEHUE C KIMEHTOM.

[Tpuniunsl 06Jer4aroT MASHTH(PHUKALNIO 3HAYEHUH LEHHOCTH Ha YMCJIOBOM IKae,
Kak, HarpuMep, Ha mkaie ot 0 10 4, mokazaHHOW B MPUBEAEHHOM HUXKE IpuUMepe (CM. TalIuILy
E.la), nenas, TakuM 006pa3oM, BO3MOXHBIM IPUCBOCHUE KOJUYECTBECHHBIX 3HAUEHUH, €CIIU 3TO
BO3MOKHO M OOOCHOBAaHHO, M KAUeCTBCHHBIX 3HAUEHUH, TI/€ KOJMYECTBEHHBIC 3HAUCHHS
HEBO3MO>KHBI, HAIPUMED, B CIIydae CO34aHMsI ONIACHOCTH JIJIsl YEJIOBEUECKOM JKU3HMU.

CrnenyromyM BaKHBIM MEPOIPHUATHEM SIBISIETCS 3allOJHEHUE PsAJla ONPOCHBIX JHCTOB
JUISL KKIOr0 BUJIA YIPO3bl, KAXIAO0W IPYIIIBI aKTUBOB, C KOTOPOM CBA3aH JAHHBIM BUJ yIPO3BI,
YTOOBI ClIeNaTh BO3MOXKHOHM OLIEHKY YPOBHEW yrpo3 (BEpOSITHOCTH BO3HUKHOBEHHS) M YPOBHEH
yA3BUMOCTEH (IIPOCTOTHI HCIIOJIb30BAHHUA YrpO3aMH, YTOOBI BBI3BaTh HEOJIAroNpHUSTHBIC
nocneacTBusi). Kaxapiii oTBeT Ha Bompoc AaéT O6aymuibl. OTH Oaibl CKIIQABIBAIOTCS, UCIONB3Ys
0a3y 3HaHMIA, U CPAaBHUBAIOTCA C JAMANA30HAMU. DTO UAECHTH(QHULIUPYET YPOBHH YIpO3, CKaXKEM,
Ha IIKaJe OT BBICOKOM 10 HU3KOM M, aHAJIOTMYHO, YPOBHM YA3BHUMOCTEH, KakK IIOKa3aHO B
NPUBEIEHHOM HIDKE MpUMEpe TaOIHIIbI, TPOBOJS Pa3IHuus MEX]y BUJAMU IMOCIEICTBUN, KaK
Oyner ymectHo. WHpopmanus sl 3alOJIHEHUS ONPOCHBIX JIMCTOB JIOJDKHA COOMpAThCs W3
ONPOCOB COOTBETCTBYIOIEIO TEXHUUYECKOIO INEPCOHANIa, NPEACTaBUTENIEH OTAeNa KaapoB, U3
JAHHBIX MHCIIEKIUI (aKTUYECKOTO MECTOPACTIOIOKEHHUS U IPOBEPKHU IOKYMEHTALIMH.

IleHHOCTH aKTMBOB, YPOBHHM yrpO3 U YSI3BUMOCTEH, OTHOCSIIMECS K KaKIOMY BHUIY
MOCIIE/ICTBUM, MPUBOJATCS K TAaOMMUHOM (opme (Marpuie), TakOoi Kak MpeAcTaBIeHA HUXKE,
9YTOOBI IS KaXJI0W KOMOMHAIMM MICHTU(UIIMPOBATh COOTBETCTBYIOIIYIO MEpy pHCKa Ha
ocHoBe mmKanel OT 0 10 8. 3HAUEHHUS 3aHOCATCA B MAaTPHUIy CTPYKTYPUPOBAHHBIM 0OpazoM.
[Tpumep npusenén Huxe (cm. Tabmuny E.la):

BeposATHOCTL Huskas(H) CpeaHsan(C) Bbicokas(B)
BO3HWKHOBEHMS - Yrpo3a

Ocna6nexus B H c B H c B H & B
aKkcnnyaTauum
0 0 1 2 1 2 3 2 3 4
1 1 2 3 2 3 4 3 4
3HauyeHue akTMBa 2 2 3 4 3 4 5 4 5 6
4 5 4 5 6 5 6 7
5 6 5 6 7 6 7

Tabnuua E.1 a)

JUig KaXJI0TO aKTHBa pPacCMaTpPUBAIOTCSI YMECTHBIE YSA3BUMOCTH U COOTBETCTBYIOIINE
uM yrpossl. Eciu cymecTByeT ys3BHUMOCTb 0€3 COOTBETCTBYIOIIEH Yrpo3bl WM yrpos3a 0e3
COOTBETCTBYIOILIEH YSA3BUMOCTH, TO B HACTOSIIEE BpPEMS PUCK OTCYTCTBYET (HO CledyeT
IIPOSIBJIATh OCTOPO’KHOCTh B CIIydae M3MEHEHHUs 3TOM cuTyaluu). Tenepb COOTBETCTBYOLIAS
CTpoKa B TaOJMIle YCTaHABIMBAETCS MO 3HAUYCHHUIO IICHHOCTH AaKTHBA, a COOTBETCTBYIOILIAsS
KOJIOHKa yCTaHAaBJIMBAE€TCSl IO BEPOSITHOCTM BO3HMKHOBEHMSI yrpo3bl M IIPOCTOTE
ucnoJib3oBanus. Hampumep, ecin akTHMB MMEET LIEHHOCTb 3, yrpo3a sBJIsEeTCs "BBICOKOH', a
yA3BUMOCTh "HH3KOH", TO Mepa pucka Oyaer paBHa 5. [Ipenmnonoxum, 4To akTHB HMEET
LEHHOCTH 2 U, HapUMep, JUIsI MOJU(PUKAIIMM YPOBEHBb YIPO3bl SIBIISETCS "HU3KUM', a IPOCTOTA
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MCTIOJIb30BaHuUs "BBICOKOH", TOr1a Mepa prcka Oyner paBHa 4. Pasmep TaGnuIibl, ¢ TOUKH 3peHUS
YHUCJIa KATErOPUMA BEPOSITHOCTU YIpO3, KATETOPUH IPOCTOTHI UCIOJIb30BAHUS U YHCIIA KATETOPHUL
OTIpe/IeNIeHUs] LIEHHOCTH aKTHBOB, MOXKET OBITh aJalTUPOBAaH K MOTPEOHOCTSM OpraHU3allUH.
JUist TONOJTHUTENBHBIX MEeP PUCKA MOTPEOYIOTCS TOTIOJIHUTENbHBIE KOJIOHKH U CTPOKH. L{eHHOCTD
JAHHOTO T0/IX0/Ia 3aKJI0YAeTCsl B pAaH)KUPOBAHUH PUCKOB, TPEOYIOIUX PACCMOTPEHHUS.
AnHanornyHas Marpula, Kak nokazaHo B Ttabuune El b) sBnserca pesyabratom

paccMOTpEeHHsI BEPOSATHOCTH CLEHApusi HMHLUJCHTA, OTOOPaXEHHOIO HA KOJHMUYECTBEHHO
OlLICHEHHOE BIMsHUE OM3Heca. BepoATHOCTH ClieHapHs MHLUICHTA JaHa MOCPEACTBOM YIpO3bl,
UCTIOJIb3YIOUIeH YA3BHUMOCTh C OIpPEAENEHHOW BEpOSTHOCThIO. Tabmuma oToOpaxaer JTy
BEpOSATHOCTh Ha BJIMSIHME Ha OW3HEC, CBSI3aHHOE CO ClieHapueM uHIMAeHTa. [lomyyaemblii B
pe3yibTare puck uaMepsiercs no mkaie oT 0 10 8, OH MOXeT OBITh OLEHEH MO OTHOIICHHUIO K
KPUTEPHSIM MPUHATHS pUcKa. /laHHAs 1IKana puCKOB MOXKET TaKKe 0TOOpaXkaThCsl sl POCTOTO
o011ero pedTHHTa PUCKOB, HAIPUMEP, CIEIYIOIIUM 00pa3oM:

e Huskui puck: 0-2;

e cpenHuit puck: 3-5;

® BBICOKHUH pHUCK: 6-8.

VHUUAEHTHOrO ManoBeposiTHO) (ManoBepoATHO) (BO3MOXHBIN) (NnpuMeHUMBbIN) (4yacto

BeposiTHOoCTb OyeHb HU3Kas (o4eHb Huskasn CpepHss Bbicokas OyeHb BbiCOKas

cueHapusi BCTpevaroLasics)

OueHb HU3Koe 0 1 2 3 4
Hwuskoe 1 2 3 4 5
CpenHee 2 3 4 5 6
Boapgencteune
Ha busHec Bblicokoe 3 4 5 6 7
OueHb 4 5 6 7 8
BbICOKOE

Ta6bnuua E.1 b)

E.2.2 Npumep paHXUpoBaHUA Mep yrpo3 pucka

Marpuna win Tabiuia MOKeT OBITh HCIOJIb30BaHa, 4YTOOBI CBS3aTh (PAKTOPEI
MOCJIEACTBUIM (LIEHHOCTh AKTHBOB) C BEPOSTHOCTbIO BO3HUKHOBEHHUs Yrpo3bl (IpHHUMAas B
pacy€T acmekThl ysA3BUMOCTH). [lepBhIif mIar cOCTOMT B OLIEHMBAHUU TOCIEICTBUN (LIEHHOCTH
aKTUBOB) I10 3apaHee ONPEAeNEHHON 1IKale, HallpuMep, oT 1 10 5, Ul KaXa0ro HaXoA[I1erocs
moa yrpo3oil akrtuBa (kojoHka "b" B Tabmume E.2). Bropoii mar cocTour B OIICHUBAaHHUU
BEPOSITHOCTH BO3HMKHOBEHMSI YTPO3bl 110 3apaHee ONpenenEHHOMN 1IKalle, Hanpumep, oT 1 1o 5,
IS Kax10# yrpo3sl (kostoHKa "c¢" B Tabnuie). TpeTHii mar coCTOMT B BBIYUCICHUH MEPHI PUCKa
nyrém ymuoxenus (b'c). Hakower, yrpo3sl MOryT OBITh PaHXHPOBAHBI B  TOPSIIKE
COOTBETCTBYIOIIEH Mepbl pucka. OTMETbTE, UYTO B O3TOM IpuMepe | - COOTBETCTBYeET

HAaMMCHBIINM IIOCICACTBUAM U caMoif HU3KOM BCPOATHOCTU BOBHUKHOBCHMU .
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OeckpunTop(bl) no(‘:xﬂ;:s"ﬂ pagﬁgg:::::;:Mﬂ Mepa pucka PaHxupoBaHue
onacHocTeun LleHHOCTb yrpos (d) onacHoCTH

(b) (c) ()

Yrposa A 5 2 10 2

Yrposa B 2 4 8 3

Yrposza C 3 5 15 1

Yrposza D 1 3 3 5

Yrposa E 4 1 4 4

Yrposa F 2 4 8 3

Tabnuua E.2

Kak moka3aHo BbllI€, 3TO MpoLEeaypa, MO3BOJSAIONIAs CONOCTABIISITh U PAaHXXUPOBATh B
MOPSAKE IPUOPUTETOB pPA3IUYHbIC YIPO3bl C Pa3sHBIMU IOCIEACTBUSMHU U BEPOSTHOCTBIO
BO3HUKHOBEHHUS. B HEKOTOpBIX citydasx OyneT HeoOXOIMMO CBSI3bIBATH JACHEKHbBIC 3HAUCHHS C
HCIIOJIb30BAHHBIMU 3/1€Ch DMIIMPUYECKUMHU LIKAIAMM.

E.2.3 NMpumep oueHKa LEHHOCTU ANSl BEPOATHOCTU U BO3MOXHbIX
nocneacTBUM PUCKOB

B »stom mpumepe oco0oe BHHUMaHWE YIENSIETCS IMOCIEICTBUSM HWHIIMICHTOB
MH(GOPMAIMOHHONW 0€30MacHOCTH (TO €CTh, CIIEHAPUSM HHIUICHTOB) W OIMPEACICHUIO TOTO,
KakuM CHCTE€MaM CJIeAyeT OTAaBaTh HPUOPUTET. DTO BBIMOJHIETCS MYTEM OIEHKH JBYX
3HAYEHUH - JUIsl K&XKJI0T0 aKTUBA M PUCKA, KOMOMHAIIMS KOTOPBIX OyAeT onmpeaensiTh Oauibl s
Kakaoro aktuBa. Korjga cyMmMupyroTces Bce Oamibl aKTUBOB CUCTEMBI, OTIPEIEIIICTCS Mepa pUcKa
JJIS TOM CUCTEMEL.

CHauana KaxJOMy aKTHUBY INPHCBAaMBACTCS IIEHHOCTh. JTO 3HAYEHHUE CBS3aHO C
BO3MOXHBIMU HEOJIArOMPHUSITHRIMU TIOCIEACTBUSMU, KOTOPhIE MOTYT BO3HHKATh, €CIIM AKTUB
HaxoJUTCS TMOJ yrpo30d. ITa LEHHOCTh MPUCBAUBAETCS AKTHBY [UIS KaXXKJIOTO clydas
BO3HUKHOBEHMS COOTBETCTBYIOLIEN YIPO3bl aKTHBY.

[lorom oueHuBaeTcss 3HAauYe€HUE BEpOSATHOCTH. OHO OICHUBAETCS, HUCXOAs U3
KOMOUWHAIIMH BEPOSITHOCTH BO3HUKHOBEHUS YIPO3BI M MPOCTOTHI HCIOJIB30BAHUS YSI3BUMOCTH,
cMoTpu Tabnuiy E.3 BeIpaxaromniyro BEpOSTHOCTh OCYIIIECTBIICHUS CIIEHAPHS MHIIUCHTOB.

BeposTHOCTL Huskasn CpegHsas Bbicokas

YpoBeHb ySA3BUMOCTHU H C B H C B H C B

BeposiTHoe 0 1 2 1 2 3 2 3 4

3Ha4yeHue

BbllleyKa3aHHOro

Tabnuua E.3
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3arem, HaxXo/s MepecedeHre 3HAYCHHs IIEHHOCTU aKTUBA U 3HAYCHHS BEPOSITHOCTU B
tabnune E.4, nmpucBanBaioTcsi Oanssl akTUBY/yrpo3e. bamibl akTBa/yrpo3sl MOJICUUTHIBAIOTCH,
YTOOBI TOJIYYUTh HMTOTOBBIE OaUIBl JUIsl aKTUBA. JTa HU(ppa MOXKET HCIOJIb30BAThCS JUIS
MIPOBEACHUS PAa3TUUNil MEXTY aKTUBAMH, COCTABIISIIOIIMMH YaCTh CUCTEMBI.

LleHHOCTb aKTMBa 0 1 2 3 4
BepoATHOCTHbIE
3Ha4YeHus
0 0 1 2 3 4
1 1 2 3 4 5
2 2 3 4 5 6
3 3 4 5 6 7
4 4 5 6 7 8
Tabnuua E.4

OKOHYATEeNbHBIN HIar 3aKII0YaeTCs B MOJCYETE BCEX MTOTOBBIX OAJUIOB aKTUBOB JUIS
aKTHUBOB CHCTEMBI, YTOOBI MOJIYYUTh OAIIbl CUCTEMbI. OTa nudpa MOXKET UCHOIB30BATHCS IS
MIPOBEACHUS PA3INUUNA MEXKJy CUCTEMAaMU U OTPEAETICHUSI TOTO, 00ECIECUECHUIO 3aIUThl KaKOH
CUCTEMBI CJIETyeT Ha3Ha4aTh IPUOPUTET.

B crnenyronmx npumepax 6ecrops10uHO BEIOpaHbl BCE 3HAUCHHS.

IIpennonoxure, yto y Cucrempl S ectb Tpu aktuBa Al, A2 u A3. Taxxe
MPEANOJIOKHUTE, YTO €cTh ABe yrpo3bl T1 u T2, npumenumsie k cucteme S. [103BoIbTE 3HAUEHUIO
A1l ObITh 3, TaK K€ MO3BOJIFTE 3HAUCHHIO aKTUBAa A2 OBITh 2 U 3HaUYeHHUE aKTUBa A3 OBITS 4.

Ecimm g Al u Tl BepoATHOCTH yrpo3bl HHU3Ka U BEPOSATHOCTb JKCIUIyaTallUu
YA3BUMOCTH SIBJIIETCS CpeHe, To 3HaueHue BepositHocTH 1 (cM. Tabmuiy E.3).

Tabnuua kagpos aktuBa/yrpo3sl Al/T1 moxer ObiTh momyuena u3 TabGmuuer E.4 xak
NepecevyeHre akTuBa, OIEHEHHOTO 3 U OLIeHEHHOM BeposATHOCTH 1, TO ecTh 4. TouHO Tak ke ams
Al/T2 nmnpenmonaraeTcsi BEpOSTHOCTH YrpoO3bl, SABISIONICHCS CpeAHEed U BEPOSTHOCTD
HKCIUTyaTallH YsI3BUMOCTHU BBICOKA, CMOTpHUM Tabmuily kajapoB Al/T2 6.

Teneps MoXxeT ObITH BhIUMCIEHA TabuuIa KagpoB cymmel Oananca AlT, to ects 10. B
Tabnuie KaapoB BBIUMCIEHBI CyMMBI OajlaHca Uil KaXJOTO aKTUBAa M COOTBETCTBYIOIIECH
yrpo3bl. PaccunThiBaeM MOJHYIO CHCTEMHYIO TaOnuiy kaapos, mobasimsis A1T + A2T + A3T,
9T00BI MaTh ST.

Tenepp MOTYT OBITH CPaBHEHBI pa3IMYHbIE CHCTEMBI, YTOOBI YCTAHOBUTH MPUOPHUTETHI
U TaKX€E pa3JIM4HbIE aKTUBBI B IIpe/ieax OJHON CUCTEMBI.

Brleykasannblie mpuMepsl OKa3aHbl B TEPMUHAX MH()OPMAITMOHHBIX CUCTEM, OIHAKO,
MO0OHBIN TOIX0 MOXKET OBITh MPUMEHEH K OU3HEC-TIPOIIECCAM.
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Hpunoxenue F
(MHdopMaLMoHHOE)
OrpannyeHus 1Jisi CHUKEHUSI PUCKA

[Ipu paccMOTpeHHUH OTPAHUYEHUI, OTHOCAILMXCS K CHUKEHHUIO PUCKA, HY’)KHO MPUHUMATH
B pacy€T CIeAyIOINE OTPAaHUYCHHS :

Bpemennvie ocpanuuenusn:

MoseT cylecTBOBaTb MHOTO BHJIOB BPEMEHHBIX orpaHudyeHuil. Hampumep, cpenctsa
KOHTPOJISI JOJDKHBI OBITH pEaNn30BaHbl B TEUEHHE BPEMEHHOTO TMEPHOJa, MPHEMIIEMOTO IS
PYKOBOIWTENEW OpraHu3anuy. EméE oauH BUA BPEMEHHOTO OTPaHWYEHUS - MOXET JIM CPEACTBO
KOHTpOJII OBITh PEANIM30BAHO B TEUECHHE CPOKA CIYXOBI CHCTEMBbI WM HHpOpMaIuu. TpeTbum
BUJIOM BPEMEHHOTO OTPAHMYEHHS MOKET OBITh TEepPHUOJ] BPEMEHH, KOTOPBIA PYKOBOIUTEIN
OpraHu3aliy CYUTAIOT MOIXOSIIUM JUUIS TIOIBEPKEHHOCTH ONPEICAEHHOMY PHCKY.

QDunancoswvle 02paHueHUA:

Peanuzanms unm noanepKKa CpeicTB KOHTPOJISA HE JIOJDKHA OBITh 00Jiee JOPOroCTOSIIEH,
YeM LEHHOCTh aKTUBOB, KOTOPBIE OHU MPEAHA3HAYEeHbI 3aIUIIaTh, 32 UCKIIFOUEHHUEM CITy4aeB, KOraa
o0ecrieueHne COOTBETCTBUS SIBIACTCS 00s3aTeIbHBIM (HAIPUMED, 10 3aKOHOAATEIbCTBY). [lOMmKHBI
MIPUJIAraThCsl BCE YCHIIMS, YTOOBI HE MPEBBICHTH YCTAHOBJICHHBIN OIO/DKET W AOCTHYb (DUHAHCOBOM
BBITO/IBI OJ1aro/1apsi UCTIOIB30BAHUIO CPENCTB KOHTPOoJsl. OIHAKO B HEKOTOPHIX CIydasX MOXKET He
OBITh BO3MOXHOCTH JOCTHYb JKEJIaeMO¥ O€30MacHOCTH W YpPOBHS TPHHATUS pPHCKA U3-3a
Oro/KeTHBIX orpanndeHuil. [losTomy st paspemieHus TakoW CUTyallMu MOTpPeOyeTcs pelieHue
PYKOBOJUTENEH OpraHU3aluu.

Crnenyer mposBIATH OOJIBIIYIO OCTOPOKHOCTH, €CIIM OIOJKET COKpPAllaeT YHCIO WM
KaueCTBO CPEJICTB KOHTPOJIS, MOJIJIEKAIMX peaTu3allii, TaK KaK 3TO MOXKET MPUBOAUTH K HESIBHOMY
COXpaHEHUIO 00Jiee BBICOKOTO PUCKA, YEM TUIAHUPOBAIOCH. Y CTAHOBIIEHHBIN JUIS CPEICTB KOHTPOJIS
OIO/DKET JIOJDKEH HCIIOJIB30BAThCSl KaK OTPAaHHYMBAIONINK (PAKTOP TOJBKO CO 3HAYUTEIBHOU
OCTOPOKHOCTBIO.

Texnuueckue ozpanuyenusn:

TexHn4eckux mpodJieM, TAKUX KaK COBMECTUMOCTh NIPOrpaMM HIIW alllapaTHBIX CPEJCTB,
JIETKO MOYHO HM30€XaTh, €CIIM WX YYUTBIBATH BO BpeMsi BHIOOpa CpeJCTB KOHTpossi. Kpome Toro,
PETPOCIIEKTUBHAs peaau3auus CPeACTB KOHTPOJIA i1 CYLIECTBYIOLIErO IPOLECCa MU CHCTEMBI
94acTo 3aTPYJOHSCTCS TEXHUYECKUMHU OTPAHHYEHHSIMH. DTH TPYIHOCTH MOTYT CABHraTh OallaHC
CPEICTB KOHTPOJISI K MPOLEAYPHBIM U (DU3UUECKUM acrlieKTaM 0e30macHOCTH. MOKET BO3HUKHYTh
HEOO0XOJMMOCTH MEPECMOTPETh MporpaMmy odecriedeHusi HHPOPMAMOHHON 0€30MacHOCTH, YTOOBI
JOCTUYb 1ieel 6e30macHOCTU. DTO MOXKET MPOUCXOANUTH, KOT/Ia CPEACTBA KOHTPOJIS HE OTBEUYAIOT
O’KUAeMBIM pPe3yJbTaTaM M0 CHUIKCHHIO PUCKA 0€3 YMEHBIIIEHUS TPOTyKTUBHOCTH.

Onepayuonnvie 0Zpanuienu:

OnepanmoHHbIE OTpPaHWYCHHsSI, TaKME Kak MNOTpeOHOCTh paborath 24 wyaca B JICHb,
MPOU3BO/A BCE K€ NPU ITOM PE3EPBHOE KOMUPOBAHHME, MOTYT MPHUBOJUTH K CIIOKHOH H
JOPOTOCTOSIIEN peai3alii CPEeICTB KOHTPOJISA, €CJIM OHM HE BCTPAMBAIOTCA B MPOEKT C CaMOro
Hayasa.

Kynvmypnoie ozpanuuenus.:

KynbrypHble orpaHuyeHus, Kacarouluecs BbIOOpa CpPEACTB KOHTPOJA, MOTYT OBITh
XapaKTepHbIMU JJIsl CTPaHbl, CEKTOpa, OpraHu3aldyd WIM Jaxe oTAela B opranusauuu. He Bce
CpelICTBa KOHTPOJISI MOTYT NMPUMEHATHCS BO BCeX CTpaHax. Hampumep, BO3MOXKHO peaan30oBaTh
JOCMOTp CYMOK B cTpaHax EBpombl, HO He B crpaHax bmmknero Boctoka. KynbTypHble
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OTPaHWYCHHS HEIb3s UTHOPHPOBATH, TOTOMY UYTO MHOTHE CPEJICTBA KOHTPOJIS 3aBUCST OT aKTUBHOM
MOJIICP KKK niepconana. Eciu nepcoHan He TOHUMAEeT HEOOXOIUMOCTh B CPEJICTBE KOHTPOJIS WU HE
CUMTACT €ro KYJIbTYpHO MPHEMJIEMBIM, CPEICTBO KOHTPOJS CTaHET HEAI(PPEKTUBHBIM C TEUCHHEM
BPEMCHH.

Dmuueckue ozpanuuenus:

DTUYeCKHe OTPAHUYCHHS MOTYT UMETh CEPbE3HBIE CIEACTBUS ISl CPEACTB KOHTPOJIS, TaK
KaK THYECKHE MPHUHIHUIIBI MEHSIOTCS HAa OCHOBE COLIMATIBHBIX HOPM. DTO MOXKET MPETNsITCTBOBATH
pealM3anuy TaKuX CPEICTB KOHTPOJIA, KaK CKAaHHPOBAHUE COOOIIEHUI SJEKTPOHHOW MOYTHI, B
HEKOTOPBIX cTpaHax. CeKpeTHOCTh HMH(OPMAlUU MOXKET TaK)KE MEHIThCI B 3aBUCUMOCTH OT
STHYECKUX MPUHIMIIOB peruoHa wmin npasieHus. OHU MOryT OOJIbIIE€ KacaTbCsi OJHUX CEKTOPOB
WHAYCTPUH, YEM JIPYTUX, HAIPUMED, PABUTEIHCTBA U 3APABOOXPAHEHUS.

Ozpanuuenus, céa3anHbwle ¢ OKPyHcarouiell cpeooii:

DakTOpbl OKpYKAIOIIEH Cpejpl, Takhue Kak JOCTYIMHOE MPOCTPAHCTBO, SKCTPEMAaJIbHBIC
KITUMATHYECKUE YCIOBUS, OKPYXKalolias NMPUPOAHAS W TOPOJICKas reorpadusi, MOTYT BIHSTH Ha
BBIOOp cpeacTB KOHTpoJsi. Hampumep, o0ecnieueHre ceHCMOCTORKOCTH MOXKET OBITh HEOOXO TUMBIM
B HEKOTOPBIX CTPaHAX, HO HEHY>KHBIM B JIPYTHUX.

HOpuouueckue ozpanuuenusn:

[IpaBoBbIe (hakTOpHI, TaKHe KaK OOECMEUYCHUE 3alTUTHl JTMYHBIX JAHHBIX WU TOJOXKCHUS
YrOJIOBHOTO KOJIEKCa, Kacaroluecs: 00paboTku HH(OpMAaIMy, MOTYT OKa3bIBaTh BIUSHHE Ha BHIOOP
cpenctB kKoHTpousi. OOecnieueHne COOTBETCTBUSI 3aKOHOAATEIBHBIM U PETYISITUBHBIM TPeOOBaHUSIM
MOJKET MPEANUCHIBATh ONPEACIEHHBIC BHJBI CPEACTB KOHTPOJIS, BKIOYAs OOECHEUEHHUE 3allUThl
JAHHBIX U (PMHAHCOBBIA ayJHWT, HO MOXET TaKXe HEe JOMYCKAaTh HCIIOJIB30BAHUS APYTUX CPEICTB
KOHTpOJIS1, Hanpumep, mudpoBanus. J(pyrue 3akoHbl ¥ MPEANKUCAHUS, TAKHE KaK TPYIOBOE MPaBo,
NPEIMUCAaHK T0KAPHOTO OT/eNa, MpaBWIa TEXHUKH OE30MacHOCTH M OXpaHbl 3/I0POBBSI U
MpeIMTUCaHNs SKOHOMUYECKOTO CEKTOpa | T.JI., TOXKE MOTYT BIIUSATH Ha BBIOOP CPEICTB KOHTPOJIS.

IIpocmoma ucnonv3oeanus.:

[Tnoxoi uHTEp(EiCc YeTOBEK-TEXHOJIOTH OYAeT BBI3BIBATH OMIMOKH TMEPCOHATa U MOXKET
NPUBOJIUTh K Oecroyie3HOCTH KOHTposst. CpeacTBa KOHTPOJS JOJDKHBI BBEIOMPAThCS C LEJIBIO
oOecrieueHus] ONTUMAIBHON TMPOCTOTHI KCIIOJIB30BaHUS HapsAy C JOCTHDKEHHEM IMPUEMIIEMOTO
YPOBHSI OCTaTOYHOTO puUCKa st Oum3Heca. lIpuMeHeHHWe CpPEICTB KOHTPOJSl, KOTOPhIE TPYIHO
UCIIOJIb30BaTh, Oy/JeT BIAUATH Ha MX 3(()EKTHBHOCTH, TaK KaK IOJIB30BATEIM MOTYT MBITAThCS
OOXOIWTh WMJIM WTHOPUPOBATH WX, HACKOJBKO 3TO BO3MOXKHO. CIIOXKHBIE CpPEACTBA YIPABICHUS
JOCTYTIOM B OPTaHHU3AIMKA MOTYT CTIOCOOCTBOBATh HAXOKJICHHIO IMOJIb30BATEIISIMUA aJIbTEPHATUBHBIX
HECAHKITMOHUPOBAHHBIX METOJIOB IOCTYIIA.

Kaopoevie ocpanuuenus:

Cnenmyer  y4uThIBaTh  JOCTYIHOCTH M  3aTparbl HA  OIUIATy  COBOKYITHOCTH
CTHEIMATU3UPOBAHHBIX HABBIKOB JUIS PEaTU3alil CPEJICTB KOHTPOJS, a TaKKe BO3MOXKHOCTh
nepeMenieHnss TepcoHaja Ha pas3Hble IUIOMIAJIKA TMPU HEOJArompHUsATHBIX PabOYMX YCIOBHAX.
TpebGyemoe MacTepCTBO Uil peau3allii TUIAHUPYEMBIX CPEACTB KOHTPOJSI MOXET HE OBITh JIETKO
JOCTYITHBIM HWJIM MOKET OBITh YPE3MEPHO ITOPOTOCTOSIIIMM ISl OpraHu3anuu. Jlpyrue acmeKThl,
Takue KaK TEHJCHIHUS JUCKPUMHUHAIIMA HEKOTOPHIMH YJICHaMH TIepCOHAja JPYTHX YJICHOB
nepcoHalia, HE MPOXOIUBIIMX MPOBEPKY HAAEKHOCTH, MOTYT HMMETh BaXKHBIC CIEACTBHS IS
MOJIMTUK O€30MacHOCTH M TMPaKTUYECKHX NpUEMOB obecrieueHus Oe3omacHocTH. Kpome ToOTO,
HEOOXOJMMOCTh HaliMa HYXHBIX JIO/CH st paObOThl M HAXOXKACHHE HYXKHBIX JIOJCH MOXKET
MPUBOJUTHh K HAliMy JI0 3aBEpIICHUSI MPOBEPKU HAMEKHOCTH. TpeOoBaHUE 3aBEPILCHUS MMPOBEPKU
HaJAEKHOCTH 710 ohopMIIeHHs HaiiMa MPEeACTaBIsIeT cO00M HOpPMaibHYIO M Hambosiee 0e30macHyro
MPAKTHKY.
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Ozpanuuenusn, Kacawowjuecs UHMEZPAUUU HOGBIX U CYUWLECMEYIOWUX CPeOCme
KOHmMpOnA:

Ha wuHTErpanuio HOBBIX CPEACTB KOHTPOJISI B CYIIECTBYIOIIYIO HWHPPACTPYKTYpY H
B3aMIMO33aBUCHUMOCTH CPEJICTB KOHTPOJIS 4acTo He oOpaiaioT BHUMaHue. HoBbie cpeicTBa KOHTPOJIS
MOXKET OBITh HENIETKO peaJn30BaTh IPH HAJTUYUU HECOYETAEMOCTH WIM HECOBMECTUMOCTH C
CYIIECTBYIOLIMMH CPEJICTBAMHU KOHTpoJiss. Hampumep, miaH 1mo MCMOIb30BaHUI0 OMOMETPUUECKUX
MPU3HAKOB ISl (PU3MUECKOTO KOHTPOJIST JJOCTYIAa MOXKET BCTYNaTh B KOH(MJIMKT C CYIIECTBYIOIIEH
CHCTEMOU YIpaBJIeHUs JOCTYIIOM, OCHOBaHHOI Ha Habope auuHoro MaeHTH(HUKAIMOHHOTO HOMEpa.
CTOMMOCTb M3MEHEHHUS CPEACTB KOHTPOJIS C CYLIECTBYIOIIMX HA IUIAHUPYEMbIE JOJDKHA BKIIOYATh
AJIEMEHTBI, KOTOpBIE OyAyT A00ABIATHCS K OOUIMM pacxoaMm Ha 00paboTKy pucka. Bo3moxkHo, 4TO
peanuzanus BBIOPAHHBIX CPEACTB KOHTPOJII OyIeT HEBO3MOXHA H3-32 B3aUMHBIX IOMEX OT
CYLIECTBYIOLIUX CPEACTB KOHTPOJIA.
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Hpuiaoxenue G
(MHdopmaTuBHoOE)

Paziuyus B onpeneaenusx mexay ISO/IEC 27005:2008 u ISO/IEC 27005:2011

[Mpumeuanue: Oto [Ipunokenne npennasnavaercs st noas3zoBareneit ISO/IEC 27001:2005. TTockosibKy HEKOTOPBIE TEPMUHBI U
ompenenenus oTnyaroTces B PykoBoactse ISO 73:2009 otHocuTensHO ucnonb3dyeMbix B ISO/IEC 27001:2005, u B mocnencteuu B ISO/IEC
27005:2008, a0 Ilpunoxkenue 060011aeT BCE COOTBETCTBYIOIUE H3MEHEHHUS.

ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHeie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/1

H/1

3.1
ITocnenctaus (consequence):
pe3ynbTaT coObiTus (3.3), BIMSIONIETO HA
LEJIH.
IIpumevanus:
1. PesynpTatoM COOBITHSI MOXKET OBITH
OJTHO WK OoJiee MOCIeACTBUI
2. IlocnenctBus MOTYyT OBbITH
pPaHKUPOBaHbl OT TIO3UTHBHBIX [0

HETaTHUBHBIX. Onnako
MPUMEHUTEIIBHO K acrexTam
0e30IMacCHOCTH IOCIEACTBUS BCEraa
HETaTUBHEIE.

3. TlocnencTBus MOTYT OBITh BBIPa’KEHBI
KAaueCTBEHHO M KOJIMYECTBEHHO.

4. HauanbHble TOCIEICTBUS  MOTYT
BBIPACTHU Y€pPe3 UEMHYIO PEAKIIMIO.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/1

MenemxmenT (control)

CpeICTBa YNPABIICHUS PHUCKOM, BKIIOYAs
MOJIMTUKH,  TPOLEAYpPbl,  PYKOBOJICTBA,
METOJIbl WM OpPraHU3alMOHHBIE CTPYKTYPHI,
KOTOpBIE MOTYT OBITh aJJMUHHCTPATHBHBIMH,

TEXHUYECKUMH,  YIIPABIAIOLIMMH, 1581051
JIETAJIbHBIMU T10 TIPUPOJIE.

[Ipumeuanwue,

MeHEemKMEHT  TakXke  MCIOJb3YyeTCs B

KauecTBe CHHOHMMA Uil T[apaHTUU WIH
KOHTPMEDBI.
[ISO/IEC 27002:2005]

32
MenemxmenT (control):
Mepa, KOTopasi H3MEHSIET PUCK (OmpeIeieHue

3.9).
[PyxoBoactso ISO 73:2009]
[Iprumeuanus:

1. Cpencrsa MEHEDKMEHTA TUIS
UH(POPMAITMOHHOM 0e301macHOCTH
BKJTFOYAIOT TI000# nporiecc,
MOJIUTHKY, npoueaypy,

HaIPaBJSIIONIYI0 JIMHHUIO, TPAKTHKY
WM OPraHU3AHOHHYIO CTPYKTYpY,
KoTOpas MOXET OBITH
aIMUHHACTPATUBHOMN, TEXHUYECKOMH,
YIPABJISIFOIICH, WU 3aKOHOIATEIILHO
MIPUHATOW, KOTOPBIC M3MEHSIOT PHUCK
WH(POPMAITMOHHON O€30MTaCHOCTH.

2. CpeAcTB MEHEIKMEHTa, BO3MOXKHO,
HE BCerJa MPOSBISIOT HaMEYCHHBIH
WM TIPUHATHIN 3 HeKT n3mMeHeHus.

3. MeHemKMEHT TaKKe UCTOIB3YeTCs B
KauyeCcTBE CHHOHUMA JUIA TapaHTHH
WA KOHTPMEPBHI.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/1

H/1

33

CoObiTHE (event):

Bo3HukHOBEHHE WU H3MEHEHUE
oTpeIcIEHHOT0 Habopa 0OCTOSITEIIbCTB.
[PyxoBoactso ISO 73:2009]

[Iprumeuanus:

1. CoObITHE MOXKET BO3HUKATh OJIUH pa3
WIX HECKOJbKO M MOXET HMETh
HECKOJIbKO TIPUYHH.

2. CoOBITHE MOXKET COCTOAThH B TOM, UTO
1100 HE MPOU3OIILIO.

3. CoOrITHE MOXET AHOTIA
YIIOMHUHATBCS KaK «HHIUACHT» WM
«ITPOUCIICCTBHEY.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,

27005:2008 ucnonb3yemsble B ISO/IEC 27005:2011
H/I H/I 34
Brenrauii koHTeKCT (external context):
Brewmnss cpena, B KOTOpPOM Opranusanus
CTPEMMUTCA K TOCTHKEHHIO CBOMX LIENei
[PyxoBoactso ISO 73:2009]
[Iprumeuanus:
BHemHui KOHTEKCT MOXKET BKIIFOYATh:
® KYJIbTYpHYIO, COLIMAJIbHYIO,
MOJIUTUYECKYIO, MPaBOBYIO,
3aKOHOJATEIbHYO, (uHAHCOBYIO,
TEXHOJIOTMYECKYI0, SKOHOMHUYECKYIO,
NPUPOAHYI0 U PBIHOYHYIO Cpenxy
Ha MEXKIYHApOIHOM,
PErMOHaIbHOM, HAIMOHAJIILHOM WJIU
JIOKaJIbHOM YPOBHE;
® OCHOBHBIC (DAKTOpPBI M TEHJCHIINH,
BIIMSIOIIME HA 1IN OpraHu3aliig;
® B3aMMOCBS3M C 3aUHTEPECOBAHHBIMHU
CTOpOHAaMHM, HX BOCIPHUSTHE U
LIEHHOCTH.
3.1 Omnpenenenue yaaieHo

Bnusinue (impact): HeGmaronpusitHoe
W3MEHEHHUE YPOBHS JOCTUTHYTHIX OM3HEC-
uenen
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

32

Puck nadopmanmonHoit 6e30macHOCTH
(information security risk): Bo3moxxHocts
TOr0, YTO JaHHAasl yrpo3a Oyner
MCIOJIb30BaTh YSI3BUMOCTH aKTHBA WUJIH
TPYNIBI aKTHBOB U, TEM CaMbIM, HAHECET
BpE/l OpraHu3aIi.

[Tpumeuanue - OH u3MepsieTcs UCXOS U3
KOMOUMHAIIMU BEPOSATHOCTH COOBITHUSI U €TO0
MOCTIEICTBHS.

Omnpenenenue ynaiaeHo (cM. mpuMevyaHue 6 B

3.9)
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/1

H/1

3.5

Buytpennuii konTekct (internal context):
Buytpennsis cpena, B KOTOPOH
OpraHu3amus CTPEeMUTCS K JIOCTIDKECHUIO

CBOMX LIEJIEN

[PyxoBoactso ISO 73:2009]
[Ipumeuanus:

BHyTpeHHMI1 KOHTEKCT MOKET BKJIIOYATh:

® pPYKOBOJCTBO, OpraHU3alHOHHYIO
CTPYKTYDY, byHKIIUN u
00s13aTeIbCTBA;

® [OJIUTHKY, LIEIM U CTPATETUU JJIS UX
JOCTH)KCHUS;

® BO3MOXXHOCTH, pPacCMaTpUBaeMbie B
OTHOILIEHUU PECYpCOB H 3HAHUH
(Hanpumep, Karurad, BpeMms,
MEPCOHAJ, TPOIECChl, CHCTEMBI U
TEXHOJIOTHH);

¢ uH(pOPMALMOHHBIC CHCTEMBI,
nH(POPMAITUOHHBIC MOTOKHU u
MPOLECCHl MPUHATHA PelIeHuH (Kak
ounmambHEIE, TaK u
Heo(HIMATBHBIE),

®  B3aNMOCBSI3H c BHYTPEHHUMH

3aMHTEPECOBAHHBIMU CTOPOHAMH, UX
BOCIIPUSITHE U LIEHHOCTH;

® KyJbTypy OpraHU3aluu;

® CTAaHJAPTHl, PYKOBOISUIUE YKA3aHMS
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC

27000:2009, ncnonbsyembie B ISO/IEC

27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

Y MOJIEN, IPUHATHIE OPraHU3aUEN;
e ¢dopMy u 00BEeM KOHTPAKTHBIX
B3aUMOOTHOIICHUA.

H/1

H/1

3.6

VYposens pucka (level of risk):

Benumuuna pucka (3.9) wim koMOWHanuu
PUCKOB, BBID@XKEHHAsh KaK COYCTaHHE
nocnenctsuid (3.1) u ux Bo3moxkHoctH (3.7)

BO3HUKHOBEHHMS.
[PykoBoactso ISO 73:2009]
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/1

H/1

3.7

BosmosxknocTs (likelihood):

BeposTHOCT  HACTYIUICHUS ~ HEKOTOPOTO
COOBITHS.

[PyxoBoactso ISO 73:2009]

[Iprumeuanus:

1. B TepMHHOJOTMH  MCHEIKMCHTA
pucka TEPMUH  «BO3MOYKHOCTB)»
UCTIOJIb3YETCS B OTHOIICHUH
BO3MOXKHOCTH TOTO, YTO MOXKET
npou3oiTH, MO0 OmpeneéHHoe,
W3MEPEHHOE WJHM  yCTaHOBJIEHHOE
O0OBEKTMBHO  WIM  CyOBEKTHBHO,

Ka4CCTBCHHO HWJIM KOJMYCCTBCHHO,
00 ONMHCAHHOE C HUCIIOJb30BAHHUEM
O6IJ_[I/IX YCJIOBI/Iﬁ WM MaTCMAaTHYCCKHU

(Hanpumep, BEPOSITHOCTh Wi
NEPUOJUYHOCTh B 33/1aHHBIN NEPUOJ
BPEMEHH).

2. Anrnwmiickuii TepmuH «likelihood» He
UMeeT MpsAMOro DJKBUBAJICHTA B
HEKOTOPBIX f3bIKaX, BMECTO HEro
4acTo UCTIOJIB3YIOT TEpMUH
«probability». OpnHnako, B
aHTJIMHCKOM A3BIKE TEepMUH
«probability» 4acTo
MHTEPIPETUPYIOT B Y3KOM CMBICIIE,
KaKk  MaTeMaTH4ecKuid  TEepMHH.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

CrnenoBaresibHO, B TEpMUHOJIOTHU
MEHEDKMEHTa  pHUCKa TEepMUH
«likelihood» wucnone3yror ¢ Tem

HAMEPEeHHUEM, 4YTO OH  JOJDKEH
UMETh Ty XK€ CaMyli0 IIHPOKYIO
WHTEPIPETAUI0, KOTOPYIO TEPMHH
«probability» umeeT BO MHOTHX
SI3BIKaX, KPOME aHTJIMHACKOTO SI3bIKA.

H/1

Ocrarounslii puck(residual risk):
PHCK, OCTAIOIIMIACS TIocIie 00pabOTKH prCKa
[ISO/IEC 27001:2005]

3.8
Octarounsnii puck (residual risk):
Puck (3.9), coxpansrommiics  mocie

o0paboTku pucka (3.17)
[PyxoBoactso ISO 73:2009]
[Ipumevanus:
1. OcraTouHBIil PUCK MOXKET COAECPKATh
B cebe  HeuaeHTH()UIIUPOBAHHBINA
pHCK.
2. OcCTaTouHBIi PHUCK MOXKET TaKXKe
Ha3bIBaTbCsl  KaK  «COXpaHSAEMBbIH
PHUCK.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

Puck (risk):
KOMOWHAIIMSA BEPOSITHOCTH COOBITHS M €ro
OCIeACTBUM

[ISO/IEC 27002:2005]

39

Puck (risk):

Brusinue Heonpeaen€HHOCTH Ha LS.
[PyxoBoactso ISO 73:2009]
[Ipumevanus:

1. Biausaume — 93TO OTKIOHEHHE OT
MPEINOJIaraeMoro (IMOJI0KHUTEITHLHOTO
W/WIHA OTPUIATETIHLHOTO).

2. llenru MOryT UWMETh pa3JIUYHbBIC
acrekTsl (Hampumep, (UHAHCOBBIE
LEeNH, TEeNd OXPaHbl 30POBBSI U
0€301acHOCTH, 9KOJIOTHIECKHUE
HeNr) W MOTYT TPHUMEHSThCS Ha
Pa3IMYHBIX YPOBHSIX
(cTpaTermueckux, B MacirTadax
OpraHu3aluy, MPOEKTa, MPOIYKIIUU
WM IIpoLecca).

3. Puck  00bIYHO
BO3MOKHBIMH
MOCJIEICTBUS MU
COYETAHUEM.

4. Puck OOBIYHO BBIPAKAETCS B BHUIC
COYETAaHUSA TOCJEACTBUI COOBITUS
(BKITFOUAst W3MEHEHUS B
OOCTOSITEILCTBAX) W CBSI3AHHOW C
HAM BO3MOXKHOCTBIO 3.9
BO3HUKHOBEHHUSI.

5. HeomnpenenénnocTts —

XapaKTepU3yeTcst
cooprtusimu (3.3)
(3.1) wm wux

9TO
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

HE/IOCTAaTOYHOCTh (ke YacTUIHAs)
nHbOpMaIuy, CBSI3aHHOM C
MMOHMMAaHUEM cOOBITHS U
3HAHUSIMU O HEM, €0 MOCIEeACTBUSIMU
WJIH BO3MOKHOCTBIO BOSHHUKHOBEHHUSI.

6. HMudopmarmonnas 0€301MacHOCTh
acCOIMUpPYETCs C  MOTEHIUAIOM
yrpos, KOTOpBIE WCIIOJIB3YIOT
YS3BUMOCTH “H(POPMAIIMOHHOTO
aKTHBa WM rpymmy
WH()OPMAITMOHHBIX aKTUBOB M TaKUM
obpazom HaHOCST yiiepo
oprasmsarum’.

H/I Amnanu3s pucka (risk analysis): 3.10
CucreMaTnuecKoe UCTI0Ih30BaHUE Amnanus pucka (risk analysis):
nH(pOpMAaIUK JJIs BBISBICHUS UCTOYHUKOB U | [Ipomiecc ~ NMOHMMaHWST — TPOUCXOKICHUS

JUIs OLICHKU CTEIIEHU PUCKa
IIpumeuanue: AHanu3 pucka
IPEJOCTABIISAETCA HA OCHOBE OLICHKU
3HAYUTEJILHOCTH PHCKa, 00pabOTKH U
IIPUHATHE PUCKA

[ISO/IEC 27001:2005]

pHUCKa 1 OTpeieNieHUs YpOBHs prcka (3.6)
[PyxoBoactso ISO 73:2009]
[Ipumeuanus:

1. Amnanus pHCKa o0ecreunBaeT
OCHOBY /J1 OLEHHMBAaHHMsS pHCKa U
IOPUHATHA ~ pEIIeHHH, KacaroIuXcs
00pabOTKH pHUCKa.

2. Ananus pHUCKa BKJIFOYAET
KOJIMYECTBEHHYIO OLIEHKY PUCKA.

¢ [Ipumeuanue nepeBonurKa: JIaHHOTO IIyHKTA pUMedaHuii Het B PykoBoactse ISO 73:2009.
" Tlpumeuanue mepeBoadrKa: DTOT0 MpuMedanus B Tepmuaax ISO/IEC 27001:2005 s He Hamén.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/I olleHKa prcka (risk assessment): 3.11
O6muii  mpomecc  aHanmm3za pucka U | Onenka pucka (risk assessment):
OIICHUBAHUS PHCKA. OOmmit mpouecc WIASHTUDUKAIIUU PHUCKA
[ISO/IEC 27001:2005] (3.15), anammza pucka (3.10) u oueHuBaHus
pucka (3.14).
[PykoBoactso ISO 73:2009]
3.3 Omnpenenenue ynaaeHo

npenoTBpanieHue pucka (risk avoidance)
pelleHne He BKIKOYaTh, WIA YHUTH W3
CUTYAIH C PUCKOM.

[PykoBoactso ISO 73:2002]
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

34
OOmeHn wmH(pOpMaIeil OTHOCUTEIBHO PUCKA
(risk communication):

oOMeH wim oOMeH WH(pOpMaIHeld O pHUCKe
MEXy TMPUHUMAIOIIAM DPEIIEHUs JIUIOM U
JIPYTUMU 3aUHTEPECOBAHHBIMHI CTOPOHAMH

3.12

Ob6men uHpOpMaIHei u
KOHCYJIbTHPOBAaHHE OTHOCUTEIILHO pPHCKa
(risk communication and consultation):
HenpepriBHbIe u MTOBTOPSIOIINECS
MPOIECCHI, KOTOPBIE IPOBOJIUT OpraHU3AIIHSA,
ISl TPEIOCTABIICHUS, PA3ACICHHUS  HIIH
NoJydeHus] HH(OpMAIIHY, a TaK Ke BEICHHS
JMaora ¢ 3aHHTEPECOBAHHBIMH CTOPOHAMHM
(3.18) OTHOCHTETBHO MEHEKMEHTa pPHCKa
(3.9)

[PyxoBoactso ISO 73:2009]

[Iprumevanus:
3. Hudopmammst  MOKET  KacaThCs
HaJIU4Hs, XapakTepa, bopmBbI,

Bo3MokHocTH (3.6.1.1), BakHOCTH,
OIICHWBAHUS,  NPUEMIICMOCTH U
00paboTKH B paMKax MEHEIKMCHTa

pucka.

4. KoHcynbTHpOBaHUE — 3TO
JBYCTOPOHHHI poLece
KBJIU( UIUPOBAHHOTO oOMeHa

nHpOpMaIMeil MexXIy opraHu3alyen
W 3aUHTEPECOBAHHBIMA CTOPOHAMH
hi (o) MIPUHATHSA peueHus o
ONPENENIEHHOMY BOIPOCY MWW TEPEN
ONPENECJICHUEM YKa3aHUW MO 3TOMY
BOIIPOCY. KoncynbsTupoBanue
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

SIBJISIETCSL:

® [pPOIECCOM, KOTOPBIA  OKa3bIBAEeT
BJIMSIHAE HA TPUHATHE PpEIICHUs
MOCPEICTBOM  BJMAHHMA, a  HE
MPUHYXKICHUS

e BXOJHBIMM JaHHBIMU JI Mpouecca
MNPUHATUSL peuieHus, a HE

COBMCCTHBIM IIPHUHATUCM PCIICHU.

H/1

H/1

3.13
Kputepuu pucka (risk criteria):
ACIIeKTbl, B COOTBETCTBUM C KOTOPBIMU
OCYULIECTBIISIFOT OLICHUBaHue pucka (3.9)
[PyxoBoactso ISO 73:2009]
[Ipumevanus:
1. Kpurepun pucka OCHOBBIBAIOTCS Ha
LEesAX OpraHu3aluMyd M BHEIIHEM H
BHYTPEHHEM KOHTEKCTE.

2. Kpurepum pucka MOryT OBITh
YCTaHOBJIEHbI Ha OCHOBAHUH
CTaH/JapTOB, 3aKOHOB, TOJUTUK U

JIPyTUX TpeOOBaHUI.
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ISO/IEC 27005:2008 naét onpeneneHue

TepmuHbl, onpeaenéHHbie B ISO/IEC

TepMuHbI, onpeaenéHHbie B

TepMMUHaM 27000:2009, ucnonb3yemsblie B ISO/IEC PykoBopcTse ISO 73:2009,
27005:2008 ucnonb3yemsble B ISO/IEC 27005:2011
3.5 Omnpenenenue yaajieHo
olleHKa prcka (risk estimation)
0o0paboTka, YTOOBI TPUCBOUTH 3HAYCHUS

BEPOSITHOCTU U MOCJICICTBHUSAM PUCKA
[PykoBoactso ISO/IEC 73:2002]

[Ipumevanus:

1. B KOHTEKCTE 3TOTO
MexyHapoaHoTo CTaH/IapTa,
TepMUH "IEUCTBUE" UCIHONB3YeTCA
BMECTO TepmuHa 'mpouecc" st
OIICHKH PHCKA.

2. B KOHTEKCTE 3TOTO
MexayHapoaHOTrO CTaHapTa,
tepmuH  Bo3MOkHOCTH  (likelihood)
WCTIONIL3YETCSI  BMECTO  TEPMHUHA
"BepoATHOCTH"(probability) IS

OILICHKH PHCKA.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/1

OnennBanue pucka (risk evaluation):
[Ipouecc cpaBHEHUS OIIEHEHHOTO PUCKA C
JAHHBIMU KPUTEPHUSAMH PUCKA IS

ONpe/eIeHNs] 3HAUUMOCTH PUCKA.
[ISO/IEC 27001:2005]

3.14

OnenuBanue pucka (risk evaluation):
[Ipouiecc cpaBHEHUS pPE3YyIbTATOB aHAIM3A
pucka (3.10) ¢ YCTaHOBJICHHBIMU
KpUTEPUSIMU pucka (3.13) TUISL
OTpeNeNieHNs, SBISCTCS JHM PUCK /WK
€ro  BENWYMHA  MPUEMIIEMBIMH WU

JOMYCTUMBIMH.
[PyxoBoactso ISO 73:2009]

[Ipumeuanmue:

OnenuBanue pucka CrocoOCTBYET

IIPHUHATHIO PEUICHUA B OTHOLLICHUN
00pabOTKH pHUCKA.
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

3.6
Unentuduxanms pucka (risk identification):
[Ipouecc noucka, nepeurcIeHus ¥ OMHCAHUS

pucka
[PykoBoactso ISO/IEC 73:2002]
[Ipumeuanue:

B koHTekcTe a3TOr0  MeExAyHApOAHOTO
CTaHmapra, TepMHH 'meiicTBue"(activity)
UCTIOJIb3YETCS BMECTO TEepMHUHA

"mpouecc'(process) Uit BHIIBJICHHS PUCKA.

3.15

Unentupukanus pucka (risk identification):
[Ipouiecc  BBISABIICHHS, HWCCICJOBAaHUSA U
OTHMCaHUs PUCKOB.

[PyxoBoactso ISO 73:2009]

[Ipumeuanmue:

3. Wnentuduxamus BKIIFOUYAET
UACHTU(DUKALINIO UCTOYHUKOB PUCKA,
COOBITUH, VX MPUYMH U BO3MOKHBIX
IIOCJIEICTBUM.

4. Wnpentudukamuss  puCKa  MOXKET
BKJIIOYATh CTATUCTHUYECKUE JIaHHBIC,

BS ISO/IEC 27005:2011 Texnunueckuii nepesox v.1 or 11.02.2012
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

H/I MenemkmeHT pucka (risk management): 3.16
CKOOpIMHUPOBAHHBIE IEHCTBUS 110 MenemxkmeHT pucka (risk management):
PYKOBOJCTBY M YIpaBJieHHIO opranu3anueii | CKoOOpIMHUpOBaHHAS AESITEIbHOCTH I10
B OTHOIICHUHU PUCKA. PYKOBOJCTBY U YIPaBJICHUIO OpraHU3aIHeH
[ISO/IEC 27001:2005] B OTHOLLEHUHU PUCKA.
[PyxoBoactso ISO 73:2009]
[Ipumeuanmue:
10T Me:xnyHapoaHbIA CTaHaapT
UCTIOJIb3YeT TEPMUH «IPOLECC», YTOOBI
OMHCaTh  PHUCK-MEHEIKMEHT  TOBCIOAY.
DNeMEeHThI B npeaenax rpornecca
MEHEKMEHTa pucka Ha3bIBAIOT
«IEUCTBHAMMI.
3.7 DTOT TEPMHUH 3aMEHSIETCS «MOIUPUKATUEH

CHmxkenune pucka (risk reduction)

MEpBI, IPEANPUHATHIE, YTOObI YMEHBIIUTh
BEPOSITHOCTb, OTPULIATEIbHbIE TIOCIEACTBHUS,
win 06a (akTopa, CBA3aHHBIX C PUCKOM
[PykoBonctso ISO/IEC 73:2002]
OTMETDBTE B koHTekcTe 31010
MesxayHapoJHOTO cTaHIapTa, TePMUH
«B03MOxkHOCTHY (likelihood) ncronb3yercs
BMECTO TEPMHHA "BEPOATHOCTD"
(probability) s cCHIKEHHS pUCKa.

PHUCKa» U B HACTOS LU MOMEHT
nepekpeIBaeTcs 00paboTKoIM prcka
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

3.8

coxpaneHue pucka (risk retention):
[TpunsiTHe GpeMEeHH MOTEPH WK BBITOJ OT
KOHKPETHOTO PUCKA.

[PykoBoactso ISO/IEC 73:2002]
[Ipumeuanue:

B koHTEeKCTE pUCKOB HHPOPMAITMOHHON
0€30I1acCHOCTH JJIsl COXPaHEHHsI pUCKa
paccMaTpUBAIOTCS TOJIBKO HETaTUBHBIE
MOCJICICTBUSA (TTOTEPH).

DTOT TEPMUH B HACTOSIIIUM MOMEHT
nepeKkpbIBaeTcs 00paboTKOM prcka

39

nepeHoc pucka (risk transfer): Paznenenue ¢
JpyTOil CTOPOHOU OpEeMEeHH MOTEPh WU
BBITOJ1 OT PUCKA.

[PykoBoxctso ISO/IEC 73:2002]
[Ipumeuanue:

B koHTEeKCTE pUCKOB HHPOPMAITHOHHON
0€30I1acHOCTH JIJIsI TIEpeHOCca pUCKa
paccMaTpUBAIOTCS TOJIBKO HETaTUBHBIE
HocJeACTBUsA (TIOTEPH).

OTOT TCPMHUH 3aMCHACTCA «KCOBMCCTHBIM
HCIIOJIbBOBAHUEM PHUCKa» U B HaCTOHIl[I/II\/’I
MOMCHT IICPCKPBIBACTCA 06pa60TK01>i PHUCKa
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,

27005:2008 ucnonb3yemsble B ISO/IEC 27005:2011
H/1 obOpaboTtka pwucka (risk treatment): IIpomecc | 3.17
BbIOOpa ¥ ocymecTBieHuss Mep 1o | OOpaboTka pucka (risk treatment):

MOAU(DUKALIMY PUCKA.

[Ipumeuanmue:

B Hacrosimem crangapTe TEPMHUH «CPEICTBO
ynpasneHus» (control) wucmosb3yeTcs Kak
CHHOHUM TePMHUHA «Mepay» (measure).
[ISO/IEC 27001:2005]

IIpouecc n3MeHeHus pucka.
[PyxoBoactso ISO 73:2009]
[Ipumevanus:
1. OOGpaboTka puUCKa MOXET BKIIFOUATh:

e p30eranue PHUCKa
mocpecacTBOM MPUHATHSA
peuiCcHusA HE HA4YUWHATb WA
HC npoaoJoKaTb

ACATCIIbHOCTb, B PC3YyJIbTATC
KOTOpOI\/’I BO3HHUKACT PHUCK;

® [PUHATHE pucKka WK
yYBEIMUEHUE  pUCKA  JJIS
JOCTHKEHUS TEITH;

e yCTpaHEHHE HCTOYHHKA
pHCKa;

® U3MCHEHHe BO3MOXHOCTH
BO3HUKHOBEHUS,

®  HU3MEHEHUE MOCIEICTBUM;

® pa3lelIcHHE PHUCKA C IpYyrou
CTOPOHOW WJIM CTOPOHAMH
(BKITIOU s JIOTOBOPBI u
(MHAHCHPOBAHUE PHUCKA;

® [PUHITHE pucka Ha
OCHOBaHMH  O0OOCHOBAHHOTO
peleHus.

2. OO6paGoTka  pHUCKa,  HMEIOUIETO
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ISO/IEC 27005:2008 naét onpeneneHue
TepMUHaM

TepmuHbl, onpeaenéHHbie B ISO/IEC
27000:2009, ncnonbsyembie B ISO/IEC
27005:2008

TepmuHbI, onpeaenéHHble B
PykoBopcTse ISO 73:2009,
ucnonb3yemsble B ISO/IEC 27005:2011

OTPpHULATCIIbHBIC HOoCJICACTBHA,
nHoraga YIIOMHUHACTCA KakK
«CHMWXXCHHUEC pHUCKA», «YCTpPAaHCHUC

PHCKa», «IIpeIOTBpAIlCHHE PUCKa» U
«YMEHBIIICHUE PUCKaY.
3. OOpaboTka puCKa MOXKET CO37aBaTh

HOBBIE  PHUCKH  WJIA  WU3MCHATH
CYIIECTBYIOLINE PUCKH.
H/7 H/7 3.18
3auHTepecoBanHas cropoHa (stakeholder):
Jluo wnm opraHu3anys, KOTOpPHIE MOTYT
BO3/1€HICTBOBATH, MOJIBEPraThCs
BO3/IEHUCTBHIO, WJIM OCO3HAIOT, YTO Ha HUX
BIMSET  Kakoe-Tubo  pelleHue WM
JIEUCTBUA.
[PyxoBoactso ISO 73:2009]
[Ipumeuanue:
Jlumo, mnpUHUMaOLIEe pEeLIeHHe, MOXKEeT
OBbITh 3aMHTEPECOBAHHOM CTOPOHOIA.
yrposa [threat] Texymiee omnpeneneHue  MPUMEHSETCS OT
BO3MOJKHAasl MPUYHMHA HEXKEJIATEIbHOTO ISO/IEC 27000:2009
WHIUICHTA, KOTOPBIA MOXET 3aKOHYHUTHCS
yIepOoM AJIsl CUCTEMBI WIIM OpraHu3aluu
[ISO/IEC 27002:2005]
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