®EOEPANIbHOE ATEHTCTBO
Nno TEXHUHECKOMY PETYNUPOBAHWUIO W METPONOIUKX

HAUWOHANDBbHBLIN rOCTP
CTAHOAPT
(:EEEP POCCUMNCKOWM 59709—

OEOEPALUM 2022

3awumTta uHcopmaumm

YNPABJIEHUE
KOMNbOTEPHbIMA UHUUWOEHTAMU

TepMUHbI U onpeAaeneHus

WU3paHue ocpuumansHoe

Mockea
PoccUMMCKMI MHCTUTYT CTaHAapTU3aLMK
2022



FOCT P 59709—2022

MNMpeaucnoBune

1 PABPABOTAH ®depepanbHbiM roCcyOapCTBEHHBIM Ka3eHHbIM ydpexaeHueMm «BoickoBaa 4actb
43753» (B/4 43753), ObBLLECTBOM C OrpaHMYEHHON OTBETCTBEHHOCTbIO «LleHTp BesonacHocTy nHopMaLMm»
(000 «LUbW»)

2 BHECEH TexHu4yeckum koMWUTETOM MO cTaHgapTusaumm TK 362 «3awwnta uHopmayumn»

3 YTBEPXOEH W BBE[JEH B [IECTBUE MNpukasom denepansHOro areHTcTBa No TEXHUYECKOMY pe-
ryriMpoBaHuio u MeTponorum ot 29 Hosbpa 2022 r. Ne 1375-cT

4 BBELOEH BMNEPBbIE

lMpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 6 cmamee 26 ®edepanbHO20 3aKOHa
om 29 utwoHa 2015 a. Ne 162-®3 «O cmaHOapmu3sayuu 8 Pocculickoli @edepayuu». ViHhopmayus 06 us-
MeHeHUSIX kK Hacmosiwemy cmandapmy nybrukyemcs 8 exe200HOM (10 cocmosiHu Ha 1 SHeaps mekyueao
eo0a) uHghopMmayuoHHOM ykaszamene «HayuoHanbHbie cmaHdapmbi», a oghuyuanbHbil mekcm U3MeHeHul
U ronpaeok — 8 eXemMecsYHOM UHGhOPMayuOHHOM ykazamene «HayuoHanbHble cmaHOapmbi». B cnyvae
nepecMompa (3aMeHbl) UU OmMMeHbl Hacmosweao cmaHdapma coomaeemcemeayruee yeedoMmneHue bydem
onybnukosaHo & bnuxaluwem 8biflyCKe eXeMeCAYHO20 UHOPMayUuOHHO20 ykaszamens «HayuoHanbHbie
cmaHOapmabi». Coomeemcemeyrowjas uHgopmayus, yeedoMIeHUe U MeKCcMbl pasMewarmces makxe 6 UH-
hopmayuoHHOU cucmemMe obuiea0 NMonb308aHuUss — Ha oghuluansHoM calime @edepanbHo20 azeHmemea rno
MexXHUYeCcKoMy peayuposaHuo u Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© Odpopmnenne. ®IBY «NHCTUTYT cTaHgapTuauuun», 2022

Hactoawmnn CTaHOdapT HE MOXeT BbITb NONMHOCTLIO UMW YaCTUYHO BOCMNpowun3BeneH, TMpaxmposaH 1 pac-
NMpoCTpaHeH B Ka4yecTBe ocbuu,maanoro n3gaHuns bez pas3peweHna GJe,qepaanoro dareHTcTtBa Nno TeXHN4eCKo-
MY perynmpoBaHu n MeTponorum
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BeegeHune

B HacToslemM cTaHgapTe CTaH4apTM30BaHbl TEPMUHLI B 06nacTi oOHapyKeHusl, npenynpexneHus u
TNMKBUOAUMMW NOCNEACTBUIA KOMMbIOTEPHBIX aTak M pearMpoBaHns Ha KOMMNbIOTEPHbIE MHUMAEHTLI ANs WX Aanb-
HeWLero NCnonb3oBaHus Npy paspaboTke HaLMOHaNbHbLIX CTAHAAPTOB, HOPMATUBHBIX NMPaBOBbLIX aKTOB U Me-
TOAMYECKUX LOKYMEHTOB.

YcTaHOBMNEHHbIE B HACTOSALIEM CTaHOapTe TEPMMHbI PAcnoNoXeHsl B CUCTEMaTU3MPOBaHHOM Mopsaake,
OTpaKalLemM CUCTEMY MOHATWIA B obnactu obHapyXeHusl, NnpegynpexaeHns u NMKBMAaLMM NocrneacTsui
KOMMbIOTEPHbIX aTak W pearMpoBaHUsi HA KOMMNbIOTEPHLIE MHUWOEHTHI.

[ns kaxgoro NOHATUS YCTAHOBMNEH OAUH CTaHAAPTU30BaHHbIA TEPMUH.

3akntoyeHHas B Kpyrnble CkoGKM YacTb TEPMUHA MOXKET OblTh OnyLLeHa Npu MCNoNb30BaHWM TePMUHA B
LOKYMEHTax no cTaHgapTu3aunu.

MpuBeaeHHLIE ONpeaeneHnst MOXHO, MPY HEOBXOOMMOCTH, U3MEHSATb, BBOAS B HUX NMPOU3BOOHLIE MPU-
3HaKW, packpbiBasi 3Ha4EHMs UCMONb3yeMblx B HAX TEPMMHOB, YKasbiBasi 06beKThl, Bxogswme B 06bem onpe-
LensemMoro noHATUs. VMI3MeHeHWs He AOoMKHbl HapylwaTtb 06beM U coaepKaHwe NOHSTUIA, OnpeaeneHHbIX B
HacTosLEeM cTaHaapTe.

CTaHOapTU3MpoBaHHble TEPMUHBI HAabpaHbl NONYXKUPHBLIM LWPUETOM, a UX KpaTkie opmbl, NpeacTas-
neHHble abbpeBnaTypon, — CBETNbIM.
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HAUMWOHANBbBHBIA CTAHOAPT POCCUMNUCKON ®EQOEPALUNMU

3awura nHdopmaymm
YOPABNEHWE KOMNBKWTEPHBIMWU AHUMWOEHTAMMW
TepMuHBLI U onpeaeneHUs

Information protection. Computer incident management. Terms and definitions

Oata BBegeHns — 2023—02—01

1 ObnacTb NnpumMeHeHUsA

HacTtoswunin cTaHgapT COOepKUT TEPMUHbLI U ONpeaeneHns OCHOBHbIX NMOHATWUIA, MCNOMb3yeMblX B 00-
nactvu obHapyXeHus, NpeaynpexaeHns U NUKBUOALMM NOCNEACTBUIA KOMMbLIOTEPHbIX aTak U pearMpoBaHus
Ha KOMMbLIOTEPHbIE UHLMAEHTEl, TPUMEHSIEMbIX B FOCY4AaPCTBEHHON cucTeMe oBHapyKeHWs, npeqynpexaeHuns
¥ NMMKBMAALMKW NOCNEeaCcTBUA KOMMBIOTEPHbIX atak Ha MH(OPMaUMOHHbIEe pecypcbhl Poccuiickoin ®egepauum.

TepMUHbI, YyCTaHOBMNEHHbIE B HACTOSLLEM CTaHhapTe, NpegHasHavyeHbl Ans NpUMeHeHUs BO BCeX BUaax
OOKYMEeHTaL MK, BXxogsaLwen B obnacts NPUMEHeHUs cTaHaapTa.

HacTtosawwun ctaHgapt Heobxoammo npuMeHaTs coBmecTHo ¢ TOCT P 27.102, TOCT P 59547.

TepMuHbI, NPUBEOEHHbIE B HACTOALLEM CTaHOapTe, COOTBETCTBYIOT NonoxeHusm [1].

2 HopmatuBHbIe CCbINKN

B HacTosLEeM cTaHgapTe MCNOMb30BaHbl HOPMATUBHbLIE CChINKM Ha CriegyoLlmMe cTaHaapThl:

FOCT P 27.102 HapexHocTb B TexHUKe. HagexHocTb 0bbekTa. TEpMUHLI U onpeaeneHus

FOCT P 59547 3awwuta nHdopmauuun. MoHUTOpUHT MHbopMaunoHHoR BesonacHocTn. ObWwme nono-
XKEeHus

MpumMeyaHue—lpy NONb30BaHWKU HACTOALLMM CTAHAAPTOM Lienecoobpa3Ho NPOBEpUThL AEACTBME CCbINOYHbIX
CTaHJapToB B MHOPMAaLMOHHONM cucTemMe oBLLEro Momnb30BaHnA — Ha oduumansHoM caiiTe denepansHoro areHTCTBa
Mo TEXHUYECKOMY PEryrnupoBaHUi0 M METPONOrUK B ceTU « IHTEPHET» UMK NO EXEerogHoMy MHOPMaLMOHHOMY yKazaTe-
no «HauuoHanbHble CTaHAapTbI», KOTOPLIA ONyBNUKOBaH NO COCTOSHWIO Ha 1 AHBaps TEKYLUEero roga, W no BbiMyckam
eXeMecsiHHoro MHopMaLMOHHOTO yKasaTens «HauuoHansHele cTaHaapThl» 3a TeKYLKMIA rod. Ecnv 3aMeHeH cebinoyHsbIii
CTaHOapT, Ha KOTOpbLIM AaHa HelaTMPOBaHHASA CChINKA, TO PEKOMEHOYETCS WCMONb30BaTh AEHCTBYIOLLYI0 BEPCUID 3TOTO
CTaHJapTa C Y4eTOM BCEX BHECEHHbIX B AaHHYK BEPCUK M3MeHeHUA. Ecnn 3aMeHeH CCbINOYHbIA CTaHAAPT, Ha KOTOPbLIA
[JaHa JaTUpOBaHHas cobifka, TO PeKOMeHAYeTCA UCMOoNb30BaTh BEPCUKD 3TOM0 CTaHAapTa C yKasaHHbLIM Bbile rooM YT-
BepxaeHusa (npuHatusa). Ecnn nocne yTBep:OeHUs HACTOALLUEro CTaHAapTa B CCbIMOYHbIM CTAaHOAPT, HA KOTOPLIM daHa
[aTUpOBaHHasA CChiNka, BHECEHO 3MEHEHWE, 3aTparvBaloLLee MonoXeHWe, Ha KOTOPOE JaHa CChINKa, TO 3TO NMonoXeHue
pekoMeHOyeTcs NPUMeHATE Be3 yyeTa OaHHOTo M3MeHeHWs. ECnu CCbinMoYHbIA cTaHaapT oTMeHeH 6e3 3aMeHbl, TO Nono-
JKEHMe, B KOTOPOM [aHa CCbIMKa Ha HEero, peKOMEHAYETCA MPUMEHSATb B YaCTW, HE 3aTparvBatoLLEe ATy CCbIMKY.

3 TepMuHBbI N onpegeneHusn

FlocypapcTBeHHaa cMcTeMa OGHapyXeHUs, npegynpeXxgeHus U NUKBUOAUUM MOCNEACTBUIA KOM-
NbHOTEPHLIX aTaK Ha MH(opMaLunoHHbIe pecypchkl Poccuiickon ®egepauumn

1 rocygapcTBeHHash cucTtema OGHapyXeHUA, NpedynpexaeHus W JNUKBUAAUWM MOCNeAcTBUNA
KOMMbIOTEPHbLIX atak Ha uHchopmauunoHHble pecypcbl Poccuickon Pegepaumu; FocCOMNKA: EguHbii

W3paHue ochmumnanbHoe



FOCT P 59709—2022

TEepPPUTOPMANbBHO pacrnpeneneHHbln KOMNNEKC, BKMYaloLwWWin cunbl U CpeacTsa, npeaHasHadYeHHble ans ob-
HapyXeHus, npeaynpexaeHuns 1 NMKBKngaumMm NocneacTBUMA KOMNbIOTEPHbIX aTak M pearmpoBaHna Ha KOMIMbHo-
TepHbIE UHUMOEHThI.

Cunbl rocygapcTBeHHOW cucTeMbl OBHapyeHUs, npegynpexaeHus U NMKBUAALUM NocneaAcTBUNA
KOMMNbIOTEPHbIX aTak Ha MH)opMaLMoHHbIe pecypcbkl Poccuiickon Pegepauum

2 cunbl rocygqapcTBeHHOW CUCTEMbl OGHapyXeHUA, NpeaynpexaeHus v NUKBUAauMu nocneg-
CTBUIA KOMNBITEPHLIX aTak Ha UHOpMaLMOoHHbIe pecypchl Poccuiickon ®egepauun; cunsl FocCOlM-
KA: HauvoHaneHbIN KOOPAWHALMOHHBIA LEHTP N0 KOMMboTepHbIM MHUMAaeHTam (HKLUKW), ueHTpel FocCOMKA,
a Takke nogpasfeneHus u JormKHOCTHble nuua cybbektoB MocCOTMKA, KoTopble OCYLLECTBNAKT AEeATENb-
HOCTb B 0brnactu oGHapyeHus, NnpegynpexaeHus 1 NMKBMAALUA NOCNEACTBMIA KOMMNLIOTEPHBIX atak U pearu-
pPOBaHMA Ha KOMMbKTEPHbIE MHUMAEHTHI.

3 cybbeKTbl rocyaapcTBEHHOW cCUCTeMbl OBHapyXeHUA, NpegynpexaeHUs U NUMKBMAALUKN Mo-
cnefcTBUMA KOMNbIOTEPHbIX aTak Ha UHdOpMaLUoHHbIe pecypckl Poccuiickon ®Pepepaumu; cyObeKThI
MocCOIlMKA: lTocynapctBeHHble opranbl Poccuinckon ®egepauunn, pOCCUACKME opugvyeckue nuua u MHOMBK-
AyanbHble npeanpuHUMaTtenu, B CUIy 3akoHa MM Ha OCHOBaHWUW 3aKMNYeHHbIX COrnalleHnid, a Taikke perna-
MEHTOB B3aMMOOENCTBUS OCYLLUECTBNAKLINE 0DHapyxXeHWe, NpeaynpexneHne U NUKBUAALUID NOCNeacTBUin
KOMMbIOTEPHLIX aTak, U pearupoBaHWe Ha KOMMbLITEPHbIE NHLUOEHTHI.

Mn pumMmevYyaHune — I'Iopﬂ,u,0|< 3aKMIOYEHNS COrnalleHnin n pernameHToB B3aUMOOENCTBUS onpegendarT OOKYMEHTbI
YNONMHOMOYE€HHOro cbe;:l,epaanoro opraHa WUCMOMHUTENBHOW BNacTK.

4 HaUMOHaNbHbIN KOOPAWHALMOHHBLIA LIeHTP MO KOMNbHTepHbIM MHuupeHTam; HKLUKW: Opra-
HU3aLUs, OCYLLECTBNAWLIAA HA HALWOHANBEHOM YPOBHE KOOPAWHAUWK OeATENbHOCTUM cun cybbekToB [oc-
COrlMKA no Bonpocam obHapyxXeHus, NpefynpexaeHns U NMKBUAALUMM NOCNeACTBUA KOMMLIOTEPHLIX aTtak u
pearmpoBaHns Ha KOMMbHOTEPHbIE MHUWOEHTHI, a Takke obmMeH nHdopMaUunen 0 KOMNbITEPHbIX MHUWOEHTAaX
C YNONMHOMOYEHHLIMKU OpraHaMn MHOCTPAaHHbIX rOCYAAapCTB, MEXAYHaPO4HbIMUW, MEXAYHAPOOHLIMKU HEMNpaBu-
TENLCTBEHHLIMUY OPraHU3aunsaMU U MHOCTPaHHBIMKM OpPraHM3aLMaMuy, OCYLLEeCTBNALWWMK AeATeNbHOCTb B 06-
nacTu pearMpoBaHuUsl Ha KOMMBIOTEPHbIE MHUMOEHTHI.

5 3o0Ha oTBeTcTBeHHOCTU (cy6bekTa MocCOlMKA): CoBoKyNnHOCTE MH(POPMAaLIMOHHBIX PECYPCOB, B OT-
HowweHun KoTopbix cybbekT NTocCOMNKA obecneumBaeT obHapyxeHue, NpegynpexaeHue M NUKBMAALMIO No-
CneacTBMIA KOMMbIOTEPHBIX aTak U pearMpoBaHne Ha KOMMbHTEePHbIE MHUWAEHTHI.

6 UeHTp rocygapcTBeHHOM cUCTEMbl OBGHapyXeHWUA, NpeAynpexaeHUA U NIMKBUAALUM nocnen-
CTBUI KOMMNbLIOTEPHLIX aTak Ha MH(OpPMaLUOHHLIe pecypchl Poccuiickon ®egepauuun; ueHtp focCOIlM-
KA: ®opma opranusauum cun u cpeacts FocCOMNMKA no BeAOMCTBEHHOMY, KOPNOpPaTMBHOMY, OTPacneBoMy 1
(unn) TeppUTOpPMANbLHOMY MPUHLMNAM.

7 cneyuanucT No B3aMMOAeWCTBUIO C MepcoHanomM u nonb3oBatensamu (UeHTpa NocCOMKA): Co-
TpyoHuK LeHTpa NocCOMMKA, ocyllecTBNSOWMA Npuem coobLLeHuii OT NepcoHana u nons3oeartenei uHgop-
MaLMOHHbLIX pecypcoB U NogroToBky MHdopmaunn ans npegoctasneHuns B HKLKW.

8 cneuynanuct no obHapyXeHW0 KOMMbHTEPHbIX atak U MHUngeHToB (yeHTpa NocCOMKA): Co-
TpyoHuK ueHTpa MNocCOMKA, ocywecTBnaAwLWMA aHanu3 cobbiTuiA nHpopMaunoHHon BesonacHocty (MB) ¢
uensko obHapYKeHUs KOMMNBIOTEPHLIX aTak U MHLUUOEHTOB, a TakKe perncTpaunio KOMMNBOTEPHLIX aTak U UH-
LWOEHTOB.

9 cneuynanuct No o6CNyKUBaHUIO CPEACTB LEeHTpa rocyfapcTBEHHOW CUMCTEMbl OOHapyXeHus,
npegynpexgeHUsa U NMKBUAaLMKM NOCNeAcTBMA KOMMNbIOTEPHbIX aTak Ha MH)OpPMaLMOHHbIe pecypchbl
Poccuiickon @epepauum; cneynanuct no obecnyxueaHuo cpeacte LeHTpa MocCOMKA: CoTpyaHUK LeHTpa
MocCOrlMKA, ocyuwecTenswowmnin obecnedeHne byHKUMOHUPOBAHWUS CPeacTB, pa3MellaemMbix B LeHTpe [oc-
COIrKA, a Takxke OONONHATENbHBIX CPEACTB, NpegHa3HavYeHHbIX AN 0OHapyXeHus, NpeaynpexaeHns u nuk-
BMAALMW NOCNEACTBUIA KOMMBIOTEPHbIX aTak U pearMpoBaHus Ha KOMMbIOTEPHbIE MHUMAEHTHI.

10 cneuymnanucT No oueHKe 3awmweHHocTu: COTPYOHMK, OCYLLECTBNALWMA aHann3 BO3MOXHOCTK
MCnonb30BaHus 0BHapyXeHHbIX YA3BUMOCTEN MH(OPMAaLIMOHHOMO pecypca AnA peanusaunmn KOMNbTEPHbIX
aTak.

11 cneuuanucT No pearMpoBaHUIO Ha KOMNbLKTEPHbIE UHUMAEHTHI (ueHTpa MocCOMKA): Cotpya-
HUK ueHTpa MocCOlMKA, ocyllecTBRAKOLWNIA KOOPAMHALWIO OEACTBUIA NO NOKanM3auum KOMMNeTEPHOTO MHLK-
OEHTA, BbISIBNEHWIO M NTMKBUAALMK €ro NocneacTBUiA (npuBeaeHuio MHOOpPMaLMoHHON nHpacTpykTypbl (M)
B LUTATHBLIA pexum paboTsl ((PYHKLMOHMPOBaHUS)).

12 cneynanucT No YCTaHOBMEHUK MNPUYMH KOMMOBHOTEPHLIX WMHUMOEeHTOB (ueHTpa [ocCOIll-
KA): CotpynHuk ueHtpa NocCOlMKA, ocyLLecTBMAKLWNA aHaNM3 KOMMNbIOTEPHbIX MHLMAEHTOB C LUENbI yCTa-

2
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HOBIMEHUSA NPUYNH UX BOZHWKHOBEHWUSA, aHann3 NocneacTBMr MHUMOEHTOB M MOATOTOBKY NEPEYHST KOMMbIOTEP-
HBIX MHUMOEeHTOB And npeacrtaeneHusa B HKLU KA.

13 aHanuTuk (ueHTpa FocCOlMKA): CotpyaHuk ueHTpa MocCOMKA, ocyllecTBNSAKLWMA aHann3 uH-
dhopmaLmu 0 3aperMcTpMpoOBaHHbIX KOMMbITEPHbLIX MHLUWAEHTAX, aHanM3 BO3MOXHOCTEN peanu3auum yrpos,
CBSI3aHHbIX C KOMMbOTEPHBIMW aTakamu, OLLeHKY 0BCTAaHOBKU, MPOTHO3UPOBAaHWE Pa3BUTUA Yrpo3 peannaayuu
KOMMNLHTEPHBIX aTak, pa3paboTKy pekoMeHOauui No YCTPaHeHU0 B MHOPMAaLMOHHBIX pecypcax NpuUYmH U
YCINOBWUIA BO3HUKHOBEHUSA KOMMbIOTEPHbLIX MHLUMOEHTOB.

14 texHu4eckun akcnept (ueHTpa MNocCOMKA): CotpyaHuk ueHtpa NocCOlMKA, ocyllecTBnsAOLWNRA
3KCMEPTHYK NOAOEPXKY B COOTBETCTBUM CO Crneuuanuiauuen (BpeLoHOCHOEe nporpaMMHoe obecrnevyeHue,
NPYMEHEHWE CMEeLUVanM3MpoBaHHbIX TEXHUYECKUX CPeACTB, OLeHKa 3aljMIeHHOCTH 1 T.N.), hopMupoBaHue
NpeanoXeHWA No YCTPaHeHUK B MH(POPMAaLMOHHBLIX pecypcax NMpUYMH M YCITOBUA BO3HWKHOBEHWST KOMIMbIO-
TEPHbIX UHLMAEHTOB.

15 cneuymnanuct [metogucT] (ueHtTpa FocCOMKA): CotpyaHuk ueHtpa NocCOTKA, ocyliecTBnaOWNAA
HOpPMaTUBHO-NPaBOBOE U METOANYECKOE conpoBoXxaeHue aesatensHocTh ueHTpa MNocCOTKA.

16 pykoroautenb (ueHTpa NocCOlKA): CotpyaHuk ueHTpa MocCOlMKA, ocywecTensAoWwmMiA ynpas-
neHve gestensHocTbio LeHTpa MocCOlKA, a Takke opranm3yowmin Bzammogencteue ¢ HKLUKW, BHeceHue
M3MEHEHWI B COOTBETCTBYIOLLME MOKaNbHbIE HOPMATUBHbLIE aKTbl U METOAMYECKNE OOKYMEHTLI OpraHu3aLmm.

CpeActBa rocygapcTBeHHOM cUCTeMbl 06HapyXXeHUsA, NpegynpexgeHUsa M NMMKBMAAUUK nocnea-
CTBMI KOMNLIOTEPHLIX aTak Ha MUHdopMaLUUoHHbIe pecypckl Poccuiickon Peaepauun

17 cpepcTBa rocygapcTBeHHOW cUCTeMbl OOHapyXeHus, NpegynpexgeHUs U JINKBMZAaUUM no-
cnefcTBUMIA KOMMbLIOTEPHBLIX aTak Ha MHdopMaLUoHHbIe pecypckl Poccuinickon ®@eaepauun; cpeactea
MocCOlMKA: TexHuyeckue, nporpamMmMHble, NpOrpaMMHO-annapaTHele U MHble cpefcTea AN oBHapyXKeHus
KOMMbIOTEPHbIX aTak, TeXHUYecKkue, NporpaMMHble, NporpaMMHO-annapaTHbie U WHble cpeacTea Ans npen-
yrpexaeHns KOMMNbITEPHLIX aTak, TEXHUYECKMe, NporpaMMHble, MPOrpaMMHO-annaparHbie U MHble cpeacTBa
0719 NTMKBMAAUMKU NOCNEeACTBUIN KOMMBIOTEPHLIX aTak, TEXHWYECKMe, NporpaMmMHbIe, NPorpaMMHO-annapaTtHble
W WHbIE CPenCcTBa NOWUCKa MPU3HAKOB KOMMNbHTEPHbIX aTak B CETAX 3MEeKTPOCBA3N, TeXHWYECKMe, NporpaMmm-
Hble, NPOrpaMMHO-annaparHble U UHble cpeacTBa obMeHa WHopmaunen, AN KOTOPbIX MMEETCH OOKYMEH-
TanbHOe NoATBEPXOEHWE COOTBETCTBUS TpeboBaHUAM, YCTAHOBMNEHHBLIM B HOPMATUBHBIX NMPaBOBLIX aKTax U
meTogmyeckux gokymeHTtax ®CBb Poccun.

MpumeyvaHwe— C ydyeTom onpedeneHuin, NnpeacTaBneHHblx B 18—22.

18 TexHu4yeckue, nporpamMmmMHbie, NnporpaMmMmHoO-annapaTHbie U UHbIe CpeacTBa anA 06|-|apy)|(eHM;|
KOMNbHOTEPHbLIX aTakK; cpeactea 06Hapy>KeHVIFIZ CpE,D,CTBa, npefHa3Ha4eHHble ONA ynpaBneHunA C'50DOM n
dHanm3aomM OaHHbIX O PperucTpmpyembix cobbiTnax VB v nHbix AaHHbIX C Lenbld CBOEBPEMEHHOIO BbIABNEHWUA
KOMMNbHTEPHbIX MHUWOEHTOB, NpoM3owenlnx B TOM YUCIe B pe3ynbrate KOMMNbHTEPHBLIX aTak.

MpunmeyaHwune—Cpeacrea 0bHapPYKeHUA peanuayoT OyHKL MK No ynpasneHuto cobbitnammn b ana obHapyxe-
HWA peanu3auuy KOMMbITEPHBIX atak u apyrve yHKLMK B COOTBETCTBUM C HOPMAaTWBHLIMU NPABOBLIMW aKTaMu U METO-
auyeckumn gokymentamum ®CB Poccun. B kadecTBe cpeacTB oGHapy:keHWsa MOryT, HanpymMep, UCNonb30BaThCs CPencTea
ynpasneHusa cobbituamu Mb.

19 TexHW4YecKue, NporpaMmHble, NporpaMMHoO-annapaTHbIe U UHble CpeACcTBa ANA npeaynpex-
AeHUsA KOMMBLIOTEPHbLIX aTtak; cpefcTBa npeaynpexaeHws: Cpefcrea, npegHasHavyeHHble ans cbopa u 06-
paboTkn cBeOeHWI, HeoBXoONMbIX A8 (POPMUPOBAHNA peKoMeHaaU Wi, HanpasBneHHbIX Ha NIMKBUAALMWIO, CHK-
EeHWe BEePOATHOCTM peanuaaunn U TSXKEeCTU NOCNEeACTEUN KOMMbIOTEPHbLIX aTak.

20 TexHuYeckue, NporpaMMHLie, NporpaMMHo-annapaTHbie U UHble CpeaAcTBa ANA NMUKBUOaLUK
nocrie4cTBUI KOMMLIOTEPHLIX aTak; cpeacTea nNuKeMaauuw nocneacteuii: Cpencrtea, npegHas’HaveHHble
AN ynpasneHus NpoLeccami perucTpauun KOMNbTEPHBIX MHUWMAEHTOB, NPOM30LIEAWNX B TOM YUCNE B pe-
3ynkTaTe KOMMbLIOTEPHLIX atak, a Takke ynpasneHus npoLeccamy pearupoBaHUs Ha KOMMbIOTEPHLIE WHUK-
OEHThI.

MpumeyaHue — CpeacTBa NWKBUAALWM NOCMNEACTBUI peanuayoT dyHKLUW MO YNPaBNeHUo KOMMBITEPHBIMU
MHUMOEeHTaMK ONs NMKBUAAUMW MOCMNEACTBUIA KOMMNBIOTEPHBIX aTak U Apyrue hyHKLWKM B COOTBETCTBUU C HOPMATUBHBLIMU
NPaBOBBIMY akTamu 1 MeToguyeckumu gokymeHtamu ®CB Poccun. B kadecTBe cpencTs NvkeMaaLmMmu nocnencTeuii MoryT
BbICTYNaTb CPeACcTBa YNpaBneHns MHUWOEHTaMK.

21 TexHwu4eckwue, nporpaMmMHbie, NnporpaMMHO-annapaTHbieé U UHble CcpeacTBa NOMCKa npuiHa-
KOB KOMNbHTEPHbLIX aTaK B CeTAX 3JIeKTPOCBA3U; CpeacTBa MMKA: Cpe,ElCTBa, npegHasHadYeHHble OnA 06-
HapyXeHUA B CeTAX 3MEeKTPOCBA3W, UCNOoMNb3yeMblX ONA OopraHnsauun B3aUMOOENCTBUS I/'IHCbOpMaLI,VIOHHI:IX
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pecypcoB, MPU3HAKOB KOMMLIOTEPHbLIX aTak Mo 3HaYeHMAM Chy>KeOHbIX Noneil NPOTOKONOB CEeTEBOro B3anMo-
LeicTBUS, a TakkKe ocylecTBrneHus cbopa, HakonneHus U ctTatucTuyeckon obpaboTku pe3ynsTaToB Takoro
obHapyxeHus.

22 TexHu4eckue, NporpaMMHbIe, NporpamMmMHo-annapaTHbie U UHble cpeacTBa o6MeHa uHdopma-
uuein; cpeacTea obmeHa: CpefcTea, npegHasHadeHHsle ona obecnedyeHus nepegadu, npuema u LenocTHOCTM
npu nepegade v npueme nHpopmauum, Heobxoaumon cybbektam FocCOMKA npu obHapyxeHuu, npegynpex-
AEHUN 1 (UNK) NUKBUAALMW NOCNEACTBUIA KOMMBIOTEPHLIX aTak v pearMpoBaHUK Ha KOMMbIOTEPHLIE MHUMAEH-
Thl.

WHcdopmaumnoHHbIe pecypchl

23 vHdopmMaunoHHasa UHdppacTpykTypa (cy6sekta NocCOMKA); MA: MHdopmaunoHHble pecypchl,
a TaKxe CeTW 3MeKTPOCBSA3U, UCMONb3yeMble ANs OpraH13aLuu X B3auMogencTBuIS.

24 vHdopmMaunoHHbIe pecypchl (BXoaswmve B 30Hy oTBeTCcTBEHHOCTU cyb6bekta MocCOMKA): Nk-
hopMaLNOHHEIE CUCTEMBI, UH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHBLIE CETM U aBTOMAaTU3MPOBAHHLIE CUCTe-
Mbl YNpaBneHus.

25 anemMeHTbl MHOPMaLUMOHHON UHJpacTPyKTypbl (cybbekTa NTocCOMKA), anemenThl WW: Mpo-
rpaMMHO-TEXHUYECKUE CpeacTBa (CpedcTBa BblYMCIIMTENBHON TeXHUKN), obriagatolne yHKUUAMU XpaHEeHUS,
obpaboTku u (Mnu) nepenayn nHpopMaLmn, Bxoasaline B coctas M.

KomMnbloTepHble aTakn U KOMNbHOTEPHbIE MHUMOEHTbI

26

WHUMAEHT MHdopmaLMoHHoN 6esonacHocTK; MHUMAeHT VB: HenpeaeuaeHHoe unu HexxenaTensHoe
cobbiTne (rpynna cobeituin) MB, koTopoe nNpueBeno (MOryT NpUBECTW) K HapyLleHWH (YHKLMOHMPOBaHWA
MHOPMaLMOHHOIO pecypca UM BO3HWKHOBEHUIO yrpo3 6e30nacHOCTU MHAOPMAaLIMK U HapyLLeHWo Tpe-
boBaHWIA NO 3aWmMTe MHoOpMaLUK.

[AnanTnpoBaHo 13 [2], npunoxeHue Ne 1]

27 KOMMbIOTEPHbLIW UHUMAEHT: aKT HApyLWeHUs 1 (MNKn) npekpaleHna yHKLMOHUPOBaHUS UHMOP-
MaLMOHHOro pecypca, CeTu aNeKTPOoCBA3n, UCMoNb3yeMoi ANs opraHu3auuy B3aMmMogencTsus nHdgopmaum-
OHHbIX PECYpcoB, U (Mnu) HapyweHus 6esonacHocT o6pabaTeiBaeMoi B MHDOPMaLMOHHOM pecypce UHGOp-
MaLuuu1, B TOM YMCre NPOM30LIeALLINiA B pe3yrnbsTaTe KOMNbIOTEPHON aTaku.

MpumevaHue — KomnbloTepHble MHUMAEHTHI NpeacTaensoT cobol noamHoxecTBO MHUMAeHToB B, koTopoe
XapaKkTepuayeTca NoATBEPKAEHHbIM (PaKTOM HapyLUeHUs W (MNK) NpekpalleHus hyHKUMOHMPOBaHUA MHGOPMAaLMOHHOTO
pecypca, CeTW aNeKTPOCBA3M, UCMOoNb3yeMol ANA opraHM3aumMyM B3amMoaencTBma MHAOPMaLMOHHBIX PecypcoB, 1 (KUnn)
HapyweHns besonacHocTy o6pabaTbiBaemMoi B MHGOPMaLMOHHOM pecypce MHgopMaLmu.

28 KapTo4yka KOMNbIOTEPHOro MHUMAeHTa: [JOKYMEHT ycTaHOBNEeHHOW (opMbl, NpegHasHa4YeHHbIN
ans oopManmM3oBaHHOrO ONUCaHUA KOMMBKTEPHbLIX MHLUMOEHTOB.

29 TMN KOMNbHTEPHOro MHUMAaeHTa: Knaccudukayms pasHoOBUAHOCTER KOMMNBHOTEPHLIX MHLMOEHTOB.

30 komnbloTepHana aTaka: LleneHanpaBneHHoe BO34eWCTBME MpOrpamMMHbIX U (MNK) NporpaMMHo-an-
napaTHbIX CpeacTB Ha MHPOPMALIMOHHLIN PECYPC B LIeNAX HapyLUeHUs U (Mnn) npekpaLleHus ero yHKLMOoHU-
poBaHWA U (MNK) co3naHus yrpo3sebl besonacHocTy obpabaTbiBaeMon TakuM pecypcomM MHopMaLMK.

31 NCTOYHMK KOMNBLITEPHON aTtaku: JlMuo (MNU MHULMMPYEMBIA MM MpoLEecc), NpoBoasLee (NpoBo-
OALLMIA) aTaky.

32 TakTuka (npoBegeHUs KOMMNbIOTepHOW ataku): COBOKYNHOCTb MPUEMOB U CrMocoBoB OelcTBUiA,
MCNONb3yeMbIX AN NPOBEAEHUS KOMMbIOTEPHOWN aTaku.

33 TexHuKa (NpoBeAeHUA KOMMNbIOTepHON aTtaku): COBOKYNHOCTL M NOPAOOK AEACTBUIA, UCMONb3ye-
MbIX NS NPOBEAEHWSA KOMMBIOTEPHOW aTaku B pamMmKax COOTBETCTBYHOLLUX TAKTUK.

34 Tun KOMNbKTEepHON aTaku: Knaccudukaumnsa pasHOBMAHOCTEN KOMMbIOTEPHbIX aTak.

OGHapyeHue, npeaynpexaeHue U NMMKBUMAALUA NOCNeACTBUIA KOMNLIOTEPHLIX aTak U pearupo-
BaHWe Ha KOMMbIOTEePHbIE MHLUAOEHTbI
35
MOHUTOPUHI UH(hOpPMaLMOHHOW Ge3onacHocTU; MoHuTopuHr MB: Mpouecc noctosiHHOro Habnwae-
HWA U aHanu3a pe3ynkTaToB perucTpauumn cobbiTuin 6e30NacHOCTM U MHbIX AaHHbIX C LUENbK BbISBNEHUS

HapyLleHnin 6e3onacHoCTH MHdopMauuu, yrpo3 6e3onacHoCT MHpopMaLMn U yA3BUMOCTENA.
[TOCT P 59547—2021, nyHkT 3.7]
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MpumeyvyaHwne — [eATenbHOCTb N0 OBHAPYXEHUIO U PErMCTPaLMK KOMMbIOTEPHLIX MHUWOEHTOB OCHOBLIBAETCS
Ha pesynkraTtax NPoBOAUMOIO B OpraHu3auMn MOHUTOPUHIA, B paMKax KOTOpPOro ocyluecTenserca cbop uHpopmaumm o
cobbITnaAX VB 1 MHBLIX AaHHLIX MOHUTOPMHIA M3 PasfMYHbIX MCTOYHUKOB.

36

AaHHble MOHMTOpPUHra: [laHHble 0 cocTofHUU 06bLEeKkToB MoHUTOpUHra UMb, a Takke gaHHble, nony-
4yaemble 13 cpedbl PYHKLMOHMPOBaHUS 0BbeKTa MOHMTOPMHIA W BHELLUHUX CepBUCOB, KOTOPblE MOMYT UC-
nonb30BaThCA AN BbIABNEHNA yA3BUMOCTEN 1 yrpo3 besonacHocTy nHdopmMaunm.

[FTOCT P 59547—2021, nyHkT 3.2]

MpumevyaHwus

1 K gaHHbIM MOHWUTOPWHIA MOMYT OTHOCUTLCH AaHHble 0 cobbiTuax VB, BeISBNEHHBIX YA3BUMOCTAX, pesynsratax
KOHTPONS COOTBETCTBUS KOH(PUIYpaLMOHHBIX HACTPOEK; ASNCTBMAX NOMNb30BATENEW; Pe3ynsTaTtax KOHTPONS NOTOKOB MH-
dopmaummn, paboTocnocoGHOCTM NPOrpaMMHBIX, TEXHUYECKUX U NPOrpaMMHO-TEXHUYECKUX CPEeOCTB, BKMNKOYas CpeacTsa
3aWNTElI MHhOpMaLIMK, a TaKKe PasnuMyHble CNpPaBoYHbIE AaHHbIE.

2 B pesATenbHOCTW NO YNPaBMEHUKD KOMMALIOTEPHBIMU MHUMOAEHTaMW AaHHBIE MOHUTOPUHIA MOTYT MCMNOMb30BaTLCH
C Lenbio aHanu3a BO3MOXHOCTW UCNONb30BaHUA YS3BUMOCTEN MHOPMAaLMOHHOIO pecypca Ansa peanu3auum KOMMbTep-
HbIX aTak, aHanu3a yrpo3 no peanu3auumn KOMMNbIOTEPHbLIX aTak U BbISBMEHUS W PEFMCTPALIMM KOMMBIOTEPHBIX MHUWOEHTOB.

37

cobbiTue (MHpopmaumoHHown) GesonacHocTu: 3aPMKCUPOBAHHOE COCTOSIHME WH(OPMAaLWOHHOM
(aBTOMaTU3MPOBAHHON) CUCTEMBI, CETEBOIO, TENEeKOMMYHUKaLUMOHHOTO, KOMMYHMUKALWOHHOIO, MHOMO Mpu-
KNagHoro cepeuca Unu MHOpMaLNOHHO-TENEKOMMYHUKALNOHHOW CETH, YKa3biBaloLWee Ha BO3ZMOXHOe Ha-
pyweHune BesonacHocTn nHdhopmMaumm, cboin cpeacts 3W, unu cutyaumio, KotTopasi MOXKeT ObITb 3Ha4YUMMON
ans 6esonacHoCTN MHOpMaLMK.

[FOCT P 59547—2021, nyHkT 3.13]

38

MHAMKATOP KoMMpomeTaumu: M3BecTHbie AaHHbIe, yKa3blBaloLwwme Ha To, 4To besonacHocTb obbekTa
MOHWTOPUWHIA yXe HapylleHa.
[FOCT P 59547—2021, nyHkT 3.3]

39 ynpaBneHue KOMNbHTEPHbIM MHUMOEHTOM: [JeATenbHOCTb, HanpaeneHHaa Ha obHapyxeHue u
pernctpauuio, aHanus U pearMpoBaHue Ha KOMMbIOTEPHLIM UHUMAEHT, a TakkKe MCNoMnb30BaHWe NonyYeHHoro
npu 3TOM ONbITa ONs NpegoTBpaLlleHWsa NOBTOPHOIO BO3HMKHOBEHMA KOMMNBOTEPHOIO MHUMOEHTA, MOBbILLIEHNS
appeKTUBHOCTK NpoLeayp pearmpoBaHnsA Ha KOMMNbIOTEPHbIA MHLUWAEHT.

40 obHapy¥eHWe KOMMNbLIKTEPHLIX aTak: KoMnnekc MeponpusiTUiA No BLIIBNEHWIO U aHanuay npuaHa-
KOB KOMMNbHOTEPHbIX aTak 1 onpeaeneHno nx tuna.

41 perucTpauMa KOMNbIOTEPHOro UHUMAeHTa: [NMpolecc (npoueaypa, pyHKUKs) uKcaumm cBeqeHui
O KOMMbIOTEPHOM WUHUWAEHTE MO YCTAHOBNEHHOW hopMe.

42 pearnpoBaHMe Ha KOMNbHTEPHbIA MHUMAEHT: [locnenoBaTenbHOE BbINOMHEHWE 3TanoB pearnpo-
BaHWS HA KOMMNbIOTEPHBIN MHUMAEHT C UMb YCTAaHOBNEHUS TEXHUYECKMX NPUYUH U YCITOBUIA BO3HUKHOBEHWS
KOMMbITEPHOIO MHUMOAEHTA U NMUKBMOALWM €ro NocnegcTBuin.

43 atan pearupoBaHus (Ha KOMMbHTEPHbIA MHUWAEHT): [leficTBMe UN1 COBOKYMHOCTb OEWCTBUNA,
OCYLLEeCTBMSAEMbIX N0 OTHOLLEHWIO K 3aperncTpUpPOBaHHOMY KOMMBIOTEPHOMY WHLMOEHTY.

44 nnaH pearMpoBaHWA (Ha KOMNbHTEPHbIA MHUMAEHT): Habop OOKyMEeHTMPOBaHHbLIX npouenyp u
MHCTPYKUWIA, onpedensowmnx nopsgok peannsayuum MEPONpUATUA NO pearMpoBaHUIo Ha KOMMbIOTEPHbIE WH-
UMOEHTHI.

45 Bpems pearMpoBaHuvA (Ha KOMNbITEPHLIN MHUMAOEHT): Bpemsa peakuuu Ha MHUMAEHT, XapakTe-
pusylollee MHTepBan Mexay nonyvyeHuem MHhopmalmMm 0 BOSHUKHOBEHUW KOMMbIOTEPHOIO MHUMAEHTa U MO-
MEHTOM 3aKpbITUS KOMMNbTEPHOIO NHUWAOEHTA.

46 nokanu3auuA KOMNbKTEepHOro uHUMgeHTa: CoOBOKYNHOCTb AEACTBURA, HANpaBneHHbIX Ha onpeae-
NeHWEe 1 orpaHMyeHre yHKLUNMOHUPOBaHWS MH(POPMAaLIMOHHBLIX PECYPCOB, Ha KOTOPbIX 0BHapYKeHbl NPU3HaKK1
3aperncTpMpoBaHHOI0 KOMMNbHTEPHOrO WMHUWAEHTA, C LUEnbi NpeaoTBpalleHus ero ganbHenwero pacnpo-
CTpaHeHus.
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47 BblsiBNeHWe NMOCNeCTBUA KOMMNbHTEPHOro mHuugeHta: COBOKYMHOCTb OENCTBUIA, HanpasneH-
HbIX Ha onpeaeneHue GakToB HECAHKLWOHWPOBAHHOIO PacKkpbITUSA, MOAUMUKAL UK, YHUYTOXEHWA MHopMa-
UMK unu BNOKMPOBAHMA OOCTYNA K Hel, a Takke hakToB BHeceHWs Hapywutenem VB B MHOpMaLMOHHLIRA
pecypc W3MeHEHW, NO3BONSALWNX eMy OCYLLEeCTBNATL AanbHenllue HecaHKUMOHUPOBaHHbIe OeNCTBUSA Mo
OTHOLLEHMIO K 3aliunLiaeMon MHdopMaLuK, CBA3aHHbIX C 3apermcTpMpoBaHHLIM KOMMBIOTEPHbLIM UHLWAEHTOM.

MpumeyaHue — B kavyecTBe (hakTOB BHECEHWA B MH(DOPMALIMOHHLIA pECYpPC M3MEHEHWIA CnedyeT paccMaTpu-
BaTb: CO3AaHWe Hapywnutenem VB HenerMTMMHOI YY4ETHOW 3anncu NonbL3oBaTens, BHegpeHe B MH(OPMaLMOHHbIN pecypc
HELUTaTHOro NporpaMMHoro obecneyeHuns, U3MEHeHWe HaCTPOEK CPeACTB 3alUmMTbl MHhopMaLMmu U nporpammHoro obecrne-
YeHus, a Takke gpyrne n3aMeHeHusl, BHocuMble HapywwuTenem Vb B HhopMaUMOHHBIA pecypc ¢ Lenbio NCnonb3oBaHus
WX ANS OCYLWECTBMNEHUS AaNbHENLLUX HECAHKLMOHWPOBaHHbLIX OEACTBUIA NO OTHOLIEHWIO K 3aLMwaemMoin nHdopmMaumm.

48 nuKBMAaUMsA NocneacTBMI KOMMbIOTEPHOTO UHUMAEeHTA: COBOKYNHOCTL AEACTBUIA, HanpasneH-
HbIX Ha BOCCTAHOBMEHMWE LITATHOTO pexunma hyHKLMOHWPOBaHUS MH(OPMAaLMOHHBIX PECYPCOB MOCNE KOM-
NbHTEPHOrO MHLUMOEHTA U YAaneHWe U3MeHeHWin, BHeCeHHbIX Hapywutenem MB B MHOpMaLMOHHbIR pecypc.

49 ycTaHOBMEeHWe NMPUYUH KOMMbLIOTEPHOro MHUMAeHTa: COBOKYNHOCTL OEACTBUIA, HANpPaBneHHbIX
Ha onpeaeneHne akToOpoB, 0BYCMOBUBLUMX BO3MOXHOCTb BO3HUKHOBEHMUSI KOMMBLIOTEPHOIO WMHUMAEHTA M
(vnn) cnocobcTBOBABLUMX €0 BO3HUKHOBEHUIO.

50 3aKkpbiTMe KOMNbLITEPHOro MHUMAeHTa: COBOKYNHOCTb AEMCTBMIA, HANPaBNEeHHbIX Ha NPOBEPKY
pe3ynbTaToB BbIMONMHEHWS MEPONPUATWIA (3TAN0B) pearMpoBaHns Ha KOMMbIOTEPHBIA MHUWOEHT ANSA NPUHATHS
peLLeHs O ero 3aKpbiTUM UMK 0 HEOBXOOUMOCTW NPOBEAEHNUs AONONHUTENbHbLIX OEACTBMIA MO pearnpoBaHuio.

51 npuHATUE Mep NO NpefOTBPALLEHMUIO NOBTOPHOro BO3HUKHOBEHUSA KOMMNbIOTEPHLIX MHLUOEH-
ToB: Peanuzaumsa mep 3awutsl MHopMaummn, obecneynsaroLLmx NpOTUBOAENCTBUE (CHUKEHWNE BEPOSTHOCTH
BMMOTb A0 HEAONYLLEHWS) MOBTOPHOMY BO3HWMKHOBEHWIO KOMMBIOTEPHbBIX MHUWAEHTOB.

52

BoccTaHoBneHue: MNpouecc 1 cobbliTre, 3aknovarLimecs B nepexone obvekta u3 HepaboTocnocob-
HOro cocTosIHUS B paboTocnocoBHoe CocTosIHME.
[FOCT 27.102—2021, cTtatba 65]

53

BpeMA BOCCTaHOBMNeHus: Bpewms, saTpaunBaemoe HeNOCPeACTBEHHO Ha BbINOMHEHWEe onepauuvi no
BOCCTAHOBINEHWUIO 06bEKTA.
[FOCT 27.102—2021, ctatba 32]

54 uHBeHTapu3auua UHOpMaLUNOHHOro pecypca: [esaTenbHOCTb, HanpaeneHHas Ha cbop UHdop-
Mauu1 06 MHOPMAaLMOHHOM pecypce, BKMoYas UCMoNb3yeMble B HEM TEXHWYECKWe, NporpaMMHble U (Mnu)
nporpamMmHo-annapaTHble cpeacTea (MpPorpaMMHO-TEXHUYECKMEe cpeacTea).

55 pewarowee npaBuno oGHapyXeHus [cMrHaTypa] KOMNbLIOTEpPHOW aTaku (cpeacTBa oGHapyxe-
HUSl KOMMNBIOTEPHbIX aTaK; CUCTeMbl OGHapYKeHUA BTOpXKeHUI): COBOKYMHOCTb XapakTepHbIX NPU3HaKoB
KOMMbHOTEPHOW ataku, Ha OCHOBE KOTOPOW CpeAcTBO 06HapYKeHUst KOMMbIOTEPHBIX aTak (cucTema obHapyxe-
HUA BTOPXKEHWUIA) MPUHMMAET pelleHue 06 oBHapyKeHWW onpeaeneHHon KOMNbIOTEPHON aTaku.

56

6a3a pellalowWwux npaBun (cpeacTtBa obHapyXeHUs KOMNbLIOTEPHLIX aTak; cCUCTeMbl oGHapyxe-
HUA BTOpPXeHUN): basza, cogepxalan pelwawllne npasmna obHapyKeHWs KOMMbKTEPHOW aTtaku (CurHa-
Typhbl), C UCNOMNb30BaHUEM KOTOPOW CPefCTBO OOHapYyXeHNs KOMMbITEPHLIX aTak (cUcTemMa obHapyxeHus
BTOPXEHWUIA) OCYLLECTBNAET PErucTpaLuio NPU3HaKoB pasnMyHbIX KOMMbIOTEPHbLIX aTak.

[ApanTuposaHo u3 [3], paszgen 1, nogpasgen 1.5]

57 npepynpexaeHue KOMMNbLIOTEPHLIX aTak: KOMMNNEKC NPeBEHTUBHBLIX MEPONPUATHIA, HanNpaBNeHHbIX
Ha NoBbILLEHKE 3aLIMLLIEHHOCTU MHOPMALMOHHLIX PECYPCOB OT KOMMBLIOTEPHBIX aTak.

58 UHOUKaTOp BpeAOHOCHOW aKTUBHOCTU: V3BECTHbIE AaHHble, yKa3blBaloWMe Ha (DakT HapyLueHus
6e3onacHOCTU MHGOPMAaLMOHHOMO pecypca, Nbo gaHHble, onuckiBaLWwme cobbiTus VB, KoTopble HecyT yrpo-
3y HapylweHus ero 6e3onacHoCTy.

59 6ronneteHb 6e3zonacHocTu: OduunansHoe 3assneHne ob yrposax GeszonacHoCTM MHGOpMaUmMK,
BO3HMKAKLLMX MPW 9KCMMyaTauuyi NporpaMMHbIX UMK NporpamMmmHo-annapaTHbIX CPeACTB, C PackpbITUEM WH-
chopmaLMKM 0 COOTBETCTBYHOLMX YAIBUMOCTAX U (MNKM) coAepxkallee pekoMeHaaunum Nno ycTpaHeHn OaHHbIX
yrpoa.

6
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60 anVIsyLIVIH (KOMI‘IblOTEprIX aTaK): I'Ipe,qnonaraelvloe COOTHECEeHWE UCNOJb3yEeMbIX TAaKTUK, TeX-
HUK U CpencTB NpoBedeHUA KOMNbHTEPHBIX aTak C HapyLWwnTenamu.

61 oueHKa cTeneHu 3alUIEeHHOCTU OT KOMNbHOTEPHbLIX aTak: HDOLLECC aHarnuida BO3MOXHOCTU nc-
nonb3oBaHWA OGHapy)KEHHbIX yFISBI/IMOCTEPI VIHCbOpMaLlMOHHOI’O pecypca and peann3aun KOMMbHTEPHbIX

aTak.

62 MCTOYHMK AaHHbIX OnNA BbiABNeHUA NPU3HAKOB BO3MOXHOINN0 BO3HUKHOBEHUA KOMNbBHTEPHbLIX
WHUMOEHTOB: I'IporpaMMHoe nnn nporpaMmMmHoO-annapartHoe cpeacTeso, ocywecTenawLlee permcTtpaumo co-
obiTui B 1 MHBIX OaHHbIX MOHWUTOPWUHIA, KOTOPbIE MOTYT NCMONb30BaTeECA ANA BblABIIEHUA NPU3HAKOB BO3-
MOXHOINo BO3HMKHOBEHUA KOMMbHTEPHbLIX MHUWOEHTOB.
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AndaBUTHbINA yKa3aTenb TEPMUHOB

aHanuUTUK
aHanuTuK ueHTpa NocCOMKA

aTaka KOMNbITepHan

aTpubyuus

aTpMbyuuA KOMNbIOTEPHbLIX aTak

6aza pelwarwowmx npaBun

6a3a peluaroWMx NpaBuUIl CUCTEMbI OBHapyXXeHUA BTOPXEHUN

6a3a peluarowWwMx NpaBuUn cpecTBa 06HapPYXeHUA KOMNbIOTEPHbIX aTak
GronneTeHbL 6esonacHoOCTH

BOCCTaHOBIeHue

BpeMsi BOCCTaHOBMNEHUA

BpeMsA pearupoBaHuA

BpeMA pearupoBaHWA Ha KOMNbIOTEPHbIN UHLUUOEHT

BbISIBNEHUe nocnegcTBun KOMNbLHOTEPHOIo MHUMOEeHTa

rocynapcreeHHasa cucrtema OﬁHapy}KeHlﬂﬂ, npegynpexgeHna 1 NMKBUOaunu I'IOCJ'IEACTBI‘Iﬁ KOMNbHTEPHbLIX

aTak Ha MHpopMauMoHHbIe pecypckl Poccuiickor ®epepauum
BaHHbLIE MOHMTOPMWHra

3aKpbITUE KOMMBIOTEPHOIO MHLUMAEHTA

30Ha OTBETCTBEHHOCTH

30Ha OoTBeTCTBEeHHOoCTU cy6bekTa MlocCOMKA
VMHBeHTapu3auusa MH(OPMaLMOHHOTO pecypca

WHAMKATOpP BPeAOHOCHOW aKTUBHOCTHU

WHAMKATOP KOMMpoMmeTaLuumn

MH(PaCTPYKTYpa MHpopMaUMOHHas

MHdpacTpyKTypa uHpopmaumoHHan cy6bekta FlocCOMNKA
VMHLUMAEHT KOMMbLHOTEPHBIA

nHumaeHT Vb

MHUMAEHT MHOPMaLMOHHOW 6e30onacHOCTH

WUCTOYHUK OaHHbIX ONA BbIABNEHWA NPU3HAKOB BO3MOXHOIM0 BO3HUKHOBEHMA KOMNbHOTEPHbIX MHUMOEHTOB

WCTOYHMK KOMNLITEPHOW aTaku

KapTo4Ka KOMMbIOTEPHOIO MHUMOEHTA

NMKBMZAUMUA NOCNeOCTBUA KOMNbHOTEPHOrO UHUMAEHTA
noKanu3auua KOMNbHTEPHOro MHUMAEHTa

MeTogucT

meTogucT ueHTpa NocCOMKA

MOHUTOpUHT B

MOHWTOPUHI MHhopPMaLMOHHON BEe30NacHOCTH

HauMoHanbHbIA KOOPAWHALMOHHBLIW LIEHTP N0 KOMMNbLITEPHbLIM MHUMAOEHTaM

oGuapymeHue KOMNbLKHTEPHbLIX aTakK

OLeHKa cTeneHu 3allMeHHOCTH OT KOMNbHTEPHbIX aTak
nnaH pearnpoBaHuA

nnaH pearnpoBaHuA Ha KOMan'DTeprIﬁ WHUWOEHT

npaBuno oGHapyXeHUsl KOMMbITEPHOW aTaku pelualollee

npaBuno obHapyXeHUA KOMNbLIOTEPHOW aTaku pelualllee cpeacTtea obHapyXeHUA KOMNbITEePHbLIX aTak
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npaBuno o6HapyXeHUs KOMNLITEPHOW aTaky pellalolliee cuMcTeMbl OGHapYXeHNs BTOPXeHUH
npeaynpexaeHue KOMNbKTEPHbIX atak

NPUHATHE MEpP MO NpeaoTBpPAaLLEeHUI0 NOBTOPHOIO BO3HUKHOBEHUSA
KOMNBHTEPHbLIX MHUWOEHTOB

pearvpoBaHWe Ha KOMMbHTEPHLIA UHUMWAOEHT

perncrpauus KOMNEHTEPHOrO MHUMAEHTa

pecypchbl MH(hOpMaLMOHHbIe

pecypchbl MH(hopMaLMoHHbIe BXoAsLLWE B 30HY OTBETCTBEHHOCTU CybbLeKTa
pykoBoautenb

pykoBoauTens ueHTpa FlocCOMKA

CUrHaTypa KOMNbKTEPHOW aTaku

cCUrHatypa KOMNbHTEPHOMW aTaku cpeAcTBa ODHapyXXeHUsl KOMMbIOTEPHBLIX aTak
CUrHatypa KOMMNbHTEPHOW aTakM CUCTEMbl OOHapYKeHUA BTOPXKEHUIA

cunbl rocCOlMKA

CUNbl FOCYAAapCTBEHHOW CUCTEMbl OGHapyXeHus, NnpeaynpexaeHrus U NUKBMAaLMM nocneacTBUMA KOMIMbHO-
TepHbIX aTak Ha MHopMaUuMoHHbIe pecypcbl Poccuiickon ®epepauum

cob6biTue BezonacHoCcTU

cobbiTUe MH(hopMaLMOHHOW Be3onacHoOCTH

crneyuanucT

cneuuanuct ueHTpa N'ocCOMKA

cneyManucT nNo B3auMoOeUCTBUIO C NepCcOoHanoM 1 nonk3oBaTensamu

creuuanucT no B3aMMo4encTBUIO C NepPCcCOHanomM U nonb3oBatenamMmu yeHTpa FlocCOMKA
creuuanucT no pearMpoBaHUI0 Ha KOMMNbLHTEPHbIE MHUWOEHTbI

cneyuanucT No pearMpoBaHMIO Ha KOMNbHTEPHbIe MHUKAEHTbI ueHTpa MNocCONMKA
crneyManucT no oGHapyXeHWI0 KOMNLITEePHbIX aTak U UHLUMOEHTOR

crneyuManucT no oGHapyXeHWI0 KOMNLITEPHbIX aTak U UHLUMOEHTOR

ueHTpa NocCOMNKA

cneyManuct no o6cnyXXMBaHUIO CPeAcTB LieHTpa rocygapcTBeHHOW cCUCcTeMbl O6HapyKeHUsA, Npeaynpexae-
HUA U NUKBUOALMW NOCNEeACTBUMMA KOMNLIOTEPHbLIX aTak Ha MHOpMaLWOHHbIe pecypcbl Poccurickon Pepe-
pauuu

cneuManucT No oueHKe 3aWuLeHHOCTH
crneuManucT No yCTaHOBMEHWUIO MPUYMH KOMNbKTEPHbLIX MHUMAEHTOR
crneuManucT No yCTaHOBMEHWUIO MPUYMH KOMNbKTEPHbLIX MHUMAEHTOR
ueHTpa NocCOMKA

cpeactea MocCOlMKA

cpeAcTBa rocyfapcTBEHHOW CUCTEMblI OOHapyXeHWA, npeaynpexaeHMs M NUKBUAAUUM NOCnencTBUi
KOMNLHTEPHbLIX aTak Ha uH(opmauuoHHble pecypchl Poccuiickon ®@egepauuun

cpeacTBa AnNA NUMKBEMOAaUUA I'IOCJ'IG,CI,CTBHFI KOMNbHOTEPHLIX aTaK TeXHU4YeCK1ue, nporpamMmmMHble, nporpaMmmMHO-
annapaTtHblie U UHble

CcpeancTBa gnsA oﬁuapymeuuﬂ KOMMNbHTEPHbLIX aTaK TeEXHW4YeCKWe, NporpamMmmMHble, NnporpaMmMHoO-annapaTtHbie
U UHbIE

cpeacTea AnA npeaynpexaeHna TexHn4eckue, nporpaMmMHbie, nporpaMMHoO-annapaTHbie U UHble
cpencTtea obmeHa
cpeactTBa o6meHa uHchopmMmaumen TeXHUYECKUe, NporpaMmMHbie, NporpaMMHo-annapaTtHble U UHble

cpeaAcCTBa NOWUCKa MNMPU3HAKOB KOMNbHTEPHbLIX aTaK B CeTAX 3NMeKTPOCBA3W TeXHU4YeCKue, nporpamMmmHble,
nporpaMmMHoO-annapaTHble U UHbIE

cpenctea [MIMKA

55
57

51
42
41
24
24
16
16
55
55
55

2

37
37
15
15

11
11

10
12

12
17
17

20

18

19
22
22
21

21



FOCT P 59709—2022

cybbekTsl [ocCOlMKA

cy6beKTbl rocyAapCTBEHHOW cUCTeEMblI OGHapyXeHuWsi, npeaynpexaeHvs v NUKBUOALMM NOCneacTBUM
KOMIMbLITEPHbIX aTak Ha MHopMaLMoHHbIe pecypcbkl Poccuiickon ®egepauuu

TaKTUKa

TaKTUKa npoBegeHunA KOMI'II:-IOTepHOI;‘"I aTaku
TeXHUKa

TeXHWKa npoBegeHusA I{OMI'II:IOTepHOﬁ aTaku

TUN KOMNbHOTEPHOro MHUMOEeHTa

TN KOMI'II:IOTepHOFI aTaku

ynpaeneHve KOMNbHOTEPHbIM UHUMWOEHTOM
ycTaHOBneHWe NpM4MH KOMNbHTEPHOro MHUMWOeHTa

LEeHTP rocyaapcTBeHHOW cUCTeMbl OGHapyXeHus, npeaynpexaeHua U NMKBMAALMKA NOCNeACTBUIA KOMMbHO-
TepHbIX aTak Ha MHdopMaLMOoHHbIe pecypckl Poccuiickon ®@egepauum

3KCNepT TEXHUYECKUH

akcnepT ueHTpa NocCOMNKA TexHU4eckun

anemMeHTsl A

3neMeHTbl MHhOpMaLWOHHOW MHPACTPYKTYPbI

3aneMeHThbl MHopMaLuoHHOW MHgpacTpyKTypbl cyb6bekta MocCOMKA
3Tan pearMpoBaHus

3Tan pearMpoBaHWs HA KOMMNbIOTEPHbIA MHUMAEHT
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MpunoxeHune A
(cnpaBo4Hoe)

KnaccudukaumoHHble cXeMbl MOHATUIA NpeaMeTHON oGnacTn «O6HapyXkeHue, npegynpexgeHne n
NWKBMAALUA NOCNeACTBUN KOMMNbIOTEPHbIX aTaK U pearMpoBaHUA Ha KOMNbIOTEPHbIe MHUMAOEHTbI»

A.1 CrpykTypa pa3genoB ctaHgapTa nokasaHa Ha pucyHke A.1.

TepMHHLI W ONpeaeneHus

Cpepncrea KomnbloTepHbie atakm u
locCOMKA MNocCOMNKA KOMMNbLIOTEPHBI® MHUWOSHTHI
OBHapymeHWe, NpegynpesieH1e 1
Cnbl WHpopMaUHOHHEIS TNUKBMAALIMA NOCMEACTBUA KOMINEBHTEPHBIX
MocCOMKA pecypchl aTak U pearMpoBaH1e Ha KOMNBIOTEPHLIS
WHLIMAEHTbI
PucyHok A.1

A.2 B3aMMoCBA3b TEPMWHOB, OMpefeneHHbiX B nogpasgene «Cunbl rocydapCTBEHHOW CUCTEMbI OOHapYyKeHus,
npeaynpexaeHusa U NMKBUAaLMM NOCcNeacTBUA KOMMNBITEPHLIX aTak Ha MHhopMaLVoHHbIe pecypckl Poccuiickoin Pepepa-
UnK», NoKasaHa Ha pucyHke A.2.

FocCOMKA Cunbl FocCOMKA
Pogoerie
OTHOLIEHWA
MapTUTMBHBI®

OTHOLLIGHHA

AccouuaTMBHLIe AccoUMaTMBHLIG
OTHOLLEHUSA OTHOLLIBHUA
3oHa
HKL{KA Lientp MNocCOMKA | > rcof-,?:tgrm -t 1  OTBETCTEEHHOCTH
{cyGrekta NocCOMNKA)
PoaoBbie 0THOWESHWA
CneuuanueT no B3aMMOAEACTBUIO C
—  NepcoHanNoM W NoNE30BATENAMM CNeLMANUCT Mo OLSHKe | AHanuTHK (LeHTpa

(LIQHTpa FGGCOI'IKA) | 3ALUMILBHHOCTH FocCOMKA)

TexHwiecKuiA aKcnepT

Cneyvanver no {ueHTpa MocCOMKA)
peammpoBaHUID Ha

KOMNbIOTEPHBIE MHUMASHTD

Cneuuanuet no obHapyxeHuo
F— KOMMNBIOTEPHLIX ATaK W MHUMAESHTOB =

{ypsnpa FocCONIRA) {ueHTpa NocCOMKA) | | Cneunanmer (MeToamet)
{ueHTpa MNocCOMKA)
Cneuunanuvet no
CreuuanueT no oBenyMMBaHUIo — m:ﬁ:amr_lrzsnenum el || Pyxosogurent (ueHTpa
PHBIX MHLMOEHTOB
cpeqcte yentpa FocCOMKA {ueHTpa FocCOMKA) FocCOMNKA)
PucyHok A.2

11
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A.3 B3anmocBsA3b TEPMUHOB, ONpeaeneHHbIX B nogpasaene « CpeacTea rocydapcTBEHHOM cUCTeMbl 0BHapYKeHUs,
npenynpexaeHusa 1 NMKBUAALMY NOCNEACTBUN KOMMLIOTEPHLIX aTak Ha MHOpMaLUMoHHEIE pecypckl Poccuiickoin depepa-

LMK», NoKaszaHa Ha pucyHKe A.3.

FocCOMKA

PoaoBble |0THOLIJGHH5I

Cpepncrea NocCOMKA

inHTMBHHe|OTHOIJJEHHﬂ

TeXHU4ecKWe, NporpaMMHbLIe, NPOrpaMMHO-
annapaTHbIe W MHble CpeacTea AnA
NMKBMAALIMKM NOGMSACTBHA KOMNBIOTEPHBIX
aTak; cpefcTea NUKBMAALMM NoCNeACTRUA

TexHWYecKUe, NPOrpaMMHbLIE,
NporpaMMHo-annaparHeie 1 UHbIe
cpefcTBa NOUCKA NPU3HAKOB
KOMMLITEPHBIX aTak B ceTax
anekTpoceasy; cpaactea MNMKA

TexHW4eckus, NporpaMmHbIe,
nporpaMMHO-annapaTHee W UHble

CPeACTBa ANs NPeaynpexgeHun
KOMMNbIOTEPHBIX aTak; CPeacTBa

TexHU4eckWe, NPOrPAMMHLIE, NPOTPaMMHO-
annapaTHLIe U MHBIe CPeACTBa ANA
oGHapYHKeHUA KOMMBIOTEpPHbIX arak; CpeacTsa

TexHU4acKNS, NporpamMMHbIe,
nporpaMMHG-annaparHbIe 1
MHBIS cpepcTBa obMeHa
WHbopMauMen; cpeacTea

npeaynpekaeHus obHapyKeHUs ofiMeHa
PucyHok A.3
A.4 B3aumocBsa3b TEpPMWMHOB, OnpedeneHHblXx B nogpasgene «VHdopmaunoHHble pecypckl», nokasaHa Ha
pUCyHKe A.4.
BneMeHTb MapTHTUBHbIS
MHOPMALMOHHON OTHOLLEHUA V:;%opzng:uoma:
MHPACTPYKTYDAI {cyGnexra MocCOMKA)
{cybbexra MocCOMKA)
MapTUTUBHEIG | OTHOLEHKS
WMHdopMaLWOHHES
pecypenl (cySnekra
FocCOMKA)
PucyHok A.4

A.5 Baaumoceasb TEPMWHOB, OnpeneneHHbIX B nogpasgene ((KDMI'IbIOTeprie artakM U KOMMNbHOTEPHbIE MHUWOEH-

Thi», MOKa3aHa Ha pucyHke A.5.

MeTouHKK » KomnbroTepHas Ll Twn KOMNbIOTERHOW
KOMMBIOTEPHOM 8TAKN | - AccoumaTuBHBIE araka ACCOLHATHBHEIE aTaKy
OTHOLLEHWUA [ OTHOLEHWRA
AccouuaTUBHbIe
OTHOLICHHA AcCoUMETUBHbIE
L OTHOLWeHWA
KoMnbrTepHEIA
WrgpnerHB WHLUMASHT TakTuka (npoBeaeHuA TexHuka (NpoBedeHUA
KOMMBIOTEPHON ATaKM) KOMMNBIOTEPHO! aTakn)
MapTUTUBHLIR
GrHotieHus ACCOLMATUBHBIE
OTHOLLEHWA
Twvn kOMNbIOTEPHOTO KOMﬁ?J:::ﬁoro
MHUMAEHTA Vi esa
PucyHok A5
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BMHOLEOHELID0E Bnedg

BHHSMOHLO |aHanLNLde] |

BMHOLIECHBLID0H

BWHBIMOHLO | aFHauLnLdel |

BLHBTWTTHM
cJoHdeLHaLNoN
anLaiEs

BIHOTWHHW OIoHdBLOALWOY
HMkMOL GUHBLIECHBLDA

BLHETWIHKA
QUOHdB oMUY
MHELOTeLIDow
HuhETWEML[

BUHBMGOHLO
erHanLde] |

{LHBLMNHM MaHdeLOI9UWON BH)
suHEECOWESd LUBLS

EWHIMOHLO
srHanudel |

oiMHamadeLctedu ou dew emusHKd| |

BO0LHOTVTNHIA XI9HOSLOGLWON

BMHIMIOHLO SHEMLEMNICIOY

SMHOMOHLY
sMHanLMLdR] |

KMHSOHNMHEOE OJoHdoLaol

LHITUIHM YIHdaLOMUNON
eH suHescdwasy

WolHeTHHK
HWIHdeLaUWoN
aWHalnaedu £

9y ¥oHAond
X WLOOHEWLNE
i P_M nuw.____.__h””us. . . woHsoHoads doLedniiHlg
HHELSTaloU SHHBLNEKNE e — doLmintH
I 3 BMHOMIOHLO SiHE0T0d
SMHBIMIOHLD
©ISHEMLBUNDoDY WHELE MOHOSLOILINOY
v EvHeNAdRHGD
{1HeiuHY naHdBLoIHUWON i
eH) suHEaDdweed Wedg gy eMLkgoT)
BMHETIOHL0 BIMECTO
BUHIMOHLO
{LHenHK MiaHdeLoUWoN BH) siHanuudey |
BuHRE0dWesd HeL |
EWHSMOHLO uaedu xumoemed eeeg
oI9Ha1 LeUhoooY
E0LHSTUNHY YI9HAS LOMLIAY \ EIHWAOLMHOW iaHHEL
EMHOEOHNMHE0E OJOHNONS0a BoxeHendu
BAHSLIEKISE KU XMHHED IMHROL BUHBITIOHLO HMMSMOHLO 8000
elHanwde|
HMHBITIOHLO eMHEWLEMIIONDY
ELHEIMIHH . eLR XITHASLOILINE
QUOHHBLMAUNOY  |ee B Gy HudoLuHoW enHaxidengn
EvhedLonisd
|
BMHAMOHL
EWHSMOHLO EMHERIOMLO SRR aLaUTICadY emHawnde]|
srHanwLde) |

[ W Q'Y XexHADMd BH BHEEENOU ‘«I9LHSTUTTHW S19HJS1019UNON BH

auHeaoduiead U yele XIaHdaLoiquNoy uMa1oTaLooU Buneruaiuur n suHamkadulradu ‘suHsaxAdeHgQ» susieedou g XiI9HHsLUBTadUO ‘aoOHMNdSL 9esao0NMeEg Q'Y
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MapTUTUBHLIE |OTHOLLIBHWA

MpegynpexaeHue WHpeHTapraauma OLeHKa cTeneHM Atpubyun
KOMIMBIOTEPHbIX HHd‘JOpMaL{HOHHOI‘O KOMMNBHTEPHbIX
arak pecypca B e arak
i
ACCOUWEaTUBHbIO
OTHOLIEHWA
i
BlonneTeHb
BesonacHoOCTH
PucyHok A.7
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