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MNMpeaucnoBune

1 PABPABOTAH ®enepansHbIM rocyqapcTBEHHBIM KA3eHHBIM yupexaeHuem «BorickoBas yacTb 43753 »
(Bfu 43753), OBLwEecTBOM C OrpaHWyYeHHOW OTBETCTBEHHOCTLH «LleHTp BesonacHocTu nHgpopmauumm» (000
«LUBA»)

2 BHECEH TexHu4yeckum koMWUTETOM MO cTaHgapTusaumm TK 362 «3awwnta uHopmayumn»

3 YTBEPXOEH W BBE[JEH B [IECTBUE MNpukasom denepansHOro areHTcTBa No TEXHUYECKOMY pe-
ryriMpoBaHuio u MeTponorum ot 29 Hosbpa 2022 r. Ne 1376-cT

4 BBELOEH BMNEPBbIE

lMpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 6 cmamee 26 ®edepanbHO20 3aKOHa
om 29 utwoHa 2015 a. Ne 162-®3 «O cmaHOapmu3sayuu 8 Pocculickoli @edepayuu». ViHhopmayus 06 us-
MeHeHUSIX kK Hacmosiwemy cmandapmy nybrukyemcs 8 exe200HOM (10 cocmosiHu Ha 1 SHeaps mekyueao
eo0a) uHghopMmayuoHHOM ykaszamene «HayuoHanbHbie cmaHdapmbi», a oghuyuanbHbil mekcm U3MeHeHul
U ronpaeok — 8 eXemMecsYHOM UHGhOPMayuOHHOM ykazamene «HayuoHanbHble cmaHOapmbi». B cnyvae
nepecMompa (3aMeHbl) UU OmMMeHbl Hacmosweao cmaHdapma coomaeemcemeayruee yeedoMmneHue bydem
onybnukosaHo & bnuxaluwem 8biflyCKe eXeMeCAYHO20 UHOPMayUuOHHO20 ykaszamens «HayuoHanbHbie
cmaHOapmabi». Coomeemcemeyrowjas uHgopmayus, yeedoMIeHUe U MeKCcMbl pasMewarmces makxe 6 UH-
hopmayuoHHOU cucmemMe obuiea0 NMonb308aHuUss — Ha oghuluansHoM calime @edepanbHo20 azeHmemea rno
MexXHUYeCcKoMy peayuposaHuo u Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© Odpopmnenne. ®IBY «NHCTUTYT cTaHgapTuauuun», 2022

Hactoawmnn CTaHOdapT HE MOXeT BbITb NONMHOCTLIO UMW YaCTUYHO BOCMNpowun3BeneH, TMpaxmposaH 1 pac-
NMpoCTpaHeH B Ka4yecTBe ocbuu,maanoro n3gaHuns bez pas3peweHna GJe,qepaanoro dareHTcTtBa Nno TeXHN4eCKo-
MY perynmpoBaHu n MeTponorum
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BBepgeHue

C uenbio obecneyeHns 3allKULLEHHOCTU MHOPMAUNOHHBIX pecypcoB Poccuiickoin ®epepaumnm oT Kom-
MbHTEPHBIX aTak W WTATHOTO (PYHKLMOHUPOBAHMSA AaHHBIX PECYPCOB B YCIIOBUAX BO3HUKHOBEHWUSI KOMMbIOTEP-
HbIX MHUWOEHTOB, BbI3BAHHbLIX KOMMLIOTEPHBIMK aTakaMmu, co3gaHa [ocynapcTBeHHan cuctema obHapyKeHus,
npegynpexaeHns U NUKBMOALUN NOCNeaCTBUIA KOMMBIOTEPHLIX aTak HAa MHOPMaLMoHHbIE pecypckl Poccuii-
ckon ®enepauum (TocCOTMKA).

B pamkax dyHkuroHupoBaHms NocCONMKA ycTaHaBnMBaeTcsl e4MHbIA CTPYKTYPUPOBaHHbBIN NOAX04 K Op-
raHn3auum ¥ BeOeHUo AesTeNLHOCTU MO YNPaBleHU KOMMNbTEPHBIMU UHLMAEHTAMMW, B3aUMOCBSA3aHHON C
obuleln AesaTenbHOCTLIO No obecnedyeHnio MHoOPMaLMOHHOW 6e30NacHOCTU B LENnoM, HanpaeneHHbI Ha obe-
cneyeHve 3pPHEKTMBHOIO pearMpoBaHMsA Ha KOMMbOTEPHbIE MHUMOEHTLl. Takol noaxod npegycMaTpvBaeTt
peanusauuio cnegyoLwmnx ctaguil ynpasneHus KOMNbOTEPHBIMU UHLWOEHTaMK:

- OpraHu3auuns OesTenbHOCTU MO YNPaBneHWo KOMMNbTEPHBIMU UHLMOEHTaMM;

- obHapyXeHWe 1 perucTpauust KOMNbITEPHBIX MHLUWOEHTOB;

- pearMpoBaHMe Ha KOMMbHTEPHbIE UHUWOEHTHI;

- aHanW3 pesynbLTaToB AeSTENbHOCTM NO YNPaBIEeHUIO KOMMBITEPHBIMW MHLMAEHTaMM.

MpPUHLMNBI @QUHOTO CTPYKTYPUPOBaHHOMO NOAX0AA K OpraHM3aunm 1 BeOeH o OesiTenbHOCTH No ynpas-
TNEHUI0 KOMMBITEPHEIMUW MHUWOEHTAMKU B pamkax yHKLMoHpoBaHus MocCOMKA onpeneneHsl B criedyroLwmx
cTaHpapTax:

a) TOCT P 59710 (HacTosILMI cTaHAapT) — ONpPefenseT cogepaHue cnegyrLwmnx ctagui ynpasneHus
KOMMBIOTEPHBIMWU UHLUMAEHTAMU:

1) opraHusauus AesTenbHOCTU MO YyNPaBneHW KOMMbIOTEPHBIMW MHLUMOEHTAMM;

2) obHapyKeHue 1 permctpaumsa KOMNbOTEPHbIX MHLWOEHTOB;

3) pearpoBaHue Ha KOMMNbITEPHbIE MHLWOEHTHI;

4) aHanu3 pesynbLTaToB AesTEeNbHOCTM NO YNPABNEHUIO KOMMBIOTEPHBIMU UHLWAEHTAMM;

6) NOCT P 59711 — onpepenseT cogepxaHue 3TanoB OpraHu3auMM OeATENbHOCTU MO YNpaBNeHuo
KOMMBIOTEPHBIMWU MHUMAEHTAMU, 8 UMEHHO:

1) paspaboTka NoNUTMKK YNpaBreHUsi KOMNbITEPHbIMW UHLWAEHTaMM,;

2) paspaboTka nnaHa pearvMpoBaHUsi HA KOMMNbIOTEPHbIE MHUMAEHTHI;

3) onpepenexve nogpazfeneHns, OTBETCTBEHHOMO 3a ynpaBneHue KOMNbTEPHBIMU MHUUOEHTAMMU;

4) opraHu3auuns B3aMMOLEWCTBUS C NoApasaeneHusiMn BHYTPW OPraHn3auum U ¢ BHELUHUMK OpraHu-
3aUnaMu;

5) matepuanbHO-TEXHUYECKOE OCHAaLleHWe NofpasfeneHusi, OTBETCTBEHHOMO 3a yrpaBreHue KoM-
NbOTEPHLIMW UHLWAEHTAMU;

6) opraHusaumsi 06y4eHns N MHPOPMUPOBAHWA B YACTK YNpaBneHns KOMNbIOTEPHBIMU UHLMAEHTA-
MU;

7) npoBegeHve TPEeHUPOBOK MO 0TpaboTke MEeponpUATUIA NnaHa pearupoBaHWs HA KOMMbIOTEPHbIE
NHLUWOEHTbI;

B) MOCT P 59712 — onpepensaeT cogepXaHWe 3TanoB, BLINOMHAEMbIX HA CTagusaX:

1) obHapyxeHWe 1 permcTpaunsi KOMMbITEPHbIX UHLWAEHTOB;

2) pearMpoBaHuWe Ha KOMMbHTEPHbIE MHLWOEHTHI;

3) aHanus pe3ynsTaToB AeATEeNbLHOCTU MO YNPaBneHWd KOMMbITEPHBIMU MHLUOEHTAMMW.
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HAUMWOHANBbBHBIA CTAHOAPT POCCUMNUCKON ®EQOEPALUNMU

3awuTa nHpopmaumum
YNPABNEHWE KOMNbWTEPHLIMA MHUMOEHTAMM
O6LwKMe nonoXxeHUs

Information protection. Computer incident management. General provisions

Oata BeegeHna — 2023—02—01

1 ObnacTb NpUMeHeHUA

HacTtoawwuin ctaHgapT ABNsSieTCs OCHOBOMoONarawwuM Ansi cepun CTaHgapToB MO YNpaBrieHUD KOM-
NbTEPHLIMU MHUMAEHTAMW B pamKax (OyHKLMOHMPOBAHWA roCYy4apCTBEHHOW CMCTEMbI 0BHapyXeHus, npea-
ynpexgeHus 1 nNuKkBngaumMm nocnegcTBMA KOMMbIOTEPHBLIX aTak Ha MHopMauMoHHEBIe pecypckl Poccuiickon
®epnepayuu (TocCOMMKA). B HacToswemM cTaHaapTe onpeferneHo CoAepXaHue ctaauii ynpasneHus KOMMbHo-
TEePHbLIMW MHUMOEHTAMM.

HacTtoswun ctangapt npefHa3sHadveH kak ana cybobektoB NocCOMNKA, caMoCTOATENBHO OCYLLECTBNSAK-
WKX YNpaBneHWe KOMMNbHTEPHLIMUA UHLMOEHTaMU B OTHOLLEHUN COBCTBEHHbIX MHAOPMAaLVNOHHLIX PECYPCOB,
Tak v ansa cybbvektor [ocCOlMKA, B 30HY OTBETCTBEHHOCTU KOTOPbIX BXOAAT MHOPMaLUWOHHbIE PeCYpChl, MPU-
Hagnexatwimne apyrum cybwektam MocCOMKA (nanee — opraHusauum).

2 HopmatuBHbIe CCbINKN

B HacTosLemM cTaHgapTe NCNoNb30BaHbl HOPMATUBHbIE CChINKM Ha CregyoLlmMe cTaHaapThl:

FOCT P 59547 3awurta vHdopmauun. MoHUTOPUHT MHopMauuoHHo BesonacHocTu. OBWwKre nono-
KeHns

FOCT P 59709 3awuTta nHdopmaunn. YnpaeneHne KOMNbOTEPHbIMW MHUWAEHTaMWU. TEPMUHbI U onpe-
aeneHus

FOCT P 59711—2022 3awmTta uHpopmarun. YnpaBneHue KOMMNbTEPHBIMU MHUMAeHTaMu. OpraHnsa-
LS AesATENbHOCTM MO YNPaBNEHUIO KOMMNbIOTEPHLIMWA MHLUMAEHTAMMW

FOCT P 59712 3awuTta uHdopmauun. YnpaBneHue KOMNbIOTEPHLIMKU MHUMAEHTamMu. PykoBoACTBO Mo
pearMpoBaHnio Ha KOMMbITEPHbIE NHLUWOEHTI

MpumeyaHue— py NoNbL30BaHMKM HACTOALLMM CTaHOAAPTOM LienecoobpasHo NPOBEPUTL AENCTBME CCbINOYHbIX
CTaHgapToB B MH(DOPMALMOHHON cucTEME 0BLLEro NoNb3oBaHWa — Ha ouuMansHoM caiTe deaepansHoro areHTcTea no
TEXHUYECKOMY PEryrNMpPOBaHM0 U METPONOMN B CETU MIHTEPHET UMK NO eXerogHoMy MHDOPMaLMOHHOMY yKasaTento «Ha-
LUMOHanbHbIe CTaHAaPTLI», KOTOPLIN ONYBNMKOBaH MO COCTOAHUIO Ha 1 AHBaps TEKYLLEro roga, v rno BbiNycKam exemMecsy-
HOTO MHPOPMAELMOHHOTO yKasaTens «HaunoHansHble CTaHgapThi» 3a TeKyLMiA rof. ECnv 3aMeHeH CChbINOYHbIM CTaHaapr,
Ha KOTOPbI JaHa HeOaTMPOBAHHARA CCbINKa, TO PEKOMEHAYETCH WCMONb30BaTh AEWCTBYHOLLYIO BEPCUIO 3TOT0 cTaHaapTta
C Y4ETOM BCEX BHECEHHbLIX B AaHHYI0 BEPCUI0 M3MeHeHUA. ECni 3aMeHeH CCbINOoMHbIA CTaHAapT, Ha KOTOPLIA AaHa daTu-
POBAHHASA CChINKA, TO PEKOMEHAYETCA UCMONb30BaTh BEPCUI0 3TOMO CTAaHAAPTa C YKa3aHHbLIM BbILE rOA0M YTBEPMKOEHNS
(npuHsaTUA). ECnv nocne yTBepaeHUs HACTOALLErO CTaHA4apTa B CCLINOYHLIM CTAHOAPT, Ha KOTOPLINA AaHa 4aTMPOBaHHAA
CChbIfiKa, BHECEHO M3MeHEHUe, 3aTparvBarLLee NoroKeHne, Ha KOTOPOe AaHa CCbINKa, TO 3TO MOMoXeHne PeKoMeHOyeTcs
NPUMeHATL 6e3 yyeTa 4aHHOMo M3MEHEHWUA. ECnM CCbiNOYHbIA CTaHaapT OTMeHeH 6e3 3aMeHbl, TO MOMNOXKeHUe, B KOTOPOM
[aHa CCbINKa Ha Hero, PeKOMEHAYEeTCA NPUMEHATE B YacTy, HE 3aTParvBaloLen 3Ty CCbImKy.

W3paHue ochmumnanbHoe
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3 TepMuUHbLI U onpepeneHus

B HacTosWweM cTaHOapTe npumeHeHbl TepMuHbl no FTOCT P 59709 n TOCT P 59547.

4 O6wume NonoxeHus

4.1 O6wWwMe NPUHLUNLI YNpaBNeHUA KOMNLHTEPHLIMU UHLMAEHTAMU

[ns 06HapyXeHUsi KOMMbITEPHBLIX MHUWAEHTOB UCMONb3yoT peaynsTaThl NPOBOAMMOrO B OpraHusauum
MOHUTOPUHIa UH(OPMAaUKMOHHOM Ge30onacHOCTM, B paMKax KOTOPOro ocyllecTensercs cbop uHgpopmaumum o
cobbITUAX 6e30MacHOCTU U MHbIX OAaHHLIX MOHWTOPMHIa, HeOBXOAUMBIX AN MOWCKa NPU3HAKOB BO3MOMXHOIO
BO3HMKHOBEHUS KOMMLIOTEPHBLIX MHUWAEHTOB. Takne npusHaky npeactaensiioT cobol COBOKYMHOCTL 3aperu-
CTPUPOBaAHHbLIX COOLITUI 6E830MaCHOCTM U MHLIX AaHHLIX MOHUTOPWHIA, a Takke YCIOBUiA, NPX KOTOPLIX Takas
COBOKYMHOCTb 3aperncTpUpoOBaHHbBIX COBbLITMI Ge30nacHOCTU U UHBLIX OAHHBIX MOHUTOPWHIa MOMXET CBUOe-
TENbCTBOBATL O BO3MOXHOM BO3HWKHOBEHWW KOMMLIOTEPHOTO MHUMAeHTa. [ina cbopa cobbiTuii BesonacHocTH
M MHLIX JaHHbIX MOHUTOPWHIA W MOCNEAYIOLLero novcka npuaHakos BO3MOXHOIO BO3HWKHOBEHWSA KOMMbIOTEP-
HbIX MHUWAEHTOB, Kak NpaBumno, NpUMEHSIT cpeacTea ynpasneHvsa cobbiTuamiu MHpopmalmoHHon Gesonac-
HocTu. Takue cpefcTBa NO3BONAT OCYLWECTBNATL COOp, HOPManu3auuio, arperauuio cobbiTuin Ge3onacHoCTU
M UHBLIX AAHHLIX MOHUTOPWHIA M HA OCHOBAHUKW HAaCTPOEHHLIX NpaBun (danee — npasuna perucTpauum npu-
3HAKOB BO3MOXHOMO BO3HUKHOBEHMWS KOMMBIOTEPHbLIX MHLWMOEHTOR) NPOBOAUTL ABTOMATU3MPOBAHHbIM aHanus
M Koppenauunio cobbiTUin 6e30MacHOCTM W UHbIX AaHHbLIX MOHUTOPUHTA.

MpumevaHusa

1 TMoHATWME «MpU3HaK BO3MOXHOMO BO3HUKHOBEHUS KOMMBIOTEPHBIX MHUWMAEHTOB» NPUMEHSIOT B CBSA3M C TEM, 4YTO
cpeAcTBa ynpaeneHns cobbITnsMu MHOpMaLMoHHOK Be3onacHOCTU (DUKCUPYIOT BO3HWKHOBEHWE CMTYaLuW, KoTopas Mo-
)KET CBUETENLCTBOBATL O BO3HWKHOBEHWM KOMMBIOTEPHOTO MHUWAEHTA, @ HE cam (haKT ero BO3HWKHOBEHUS.

2 C6op nHdbopmauum o cobbliTuax 6e30NacHOCTY U UHBIX AaHHBIX MOHUTOPWUHra, HeobxoaumMbix ansa obHapyxeHus
KOMMNBLIOTEPHBIX MHUWMOEHTOB, OcyLecTensaeTcs B cootBeTcTBumM ¢ TOCT P 59547.

3 HekoTopble AaHHbIE MOHMTOPWHIA WUCMOSMbL3YIOT TONBbKO KaK aHanuTUYeckue OaHHble npu dopMupoBaHuK npa-
BMI PEMMCTPaLMM NPU3HAKOB BO3MOXHOM BO3HWKHOBEHUS KOMMNLIOTEPHBIX MHUMAEHTOR. K TaKMM OaHHBIM MOHWTOPWHra,
HanpuMmep, MOryT OTHOCUTLCS AaHHble 06 nHAMKaTopax KoMmnpomeTauuu. Ha ocHoBe gaHHbIX 06 MHAMKaTopax KOMNpo-
MeTaLuM MOXHO chOpMMPOBaTL HOBOE MPaBWIIO, KOTOpPOe NpedycMaTpyuBaeT aHanvs cobbiTuiA GesonacHoCTH, paHee He
MCMNOMNb30BaBLUMXCA B NpaBUnax perucTpauum Nnpu3HakoB BO3MOXHOMO BO3HUKHOBEHWUS KOMMBIOTEPHBIX MHUMAEHTOB. [py-
rMe OaHHble MOHUTOPWHrE, B MEPBYK OYepenb AaHHble O 3aperMcTpMpoBaHHbIX COBBITUAX Ge30nacHocTy, NCNonb3yT
HenocpeacTBEHHO AN 0BHapy»KeHUA U pervcTpaumn KOMNbIOTEPHBIX MHUWAEHTOB KaK yCroBMS AN NpaBun pernctpauumn
NPU3HAKOB BO3MOXHOMQ BO3HWUKHOBEHWSA KOMMBIOTEPHBIX MHUWOEHTOB.

[na Bcex 3aperMcTpUpoOBaHHbIX NMPU3HAKOB BO3MOXHOMO BO3HUKHOBEHWS KOMMbIOTEPHbBIX WHLUUOEHTOB
HeobXo4MMO NPoBOAUTE MPOBEPKY dhakTa UX BO3HWKHOBEHUSA. Ecnu B xoe NpoBepku noaTBepxaaeTcsa akTt
BO3HWKHOBEHWS KOMMALTEPHOIO MHUMAEHTA, TO AOMKHA OCYLLECTBNATLCA €ro perncTpaums.

Ecnu B xonoe npoBepkn He MOXeT ObiTb 0QHO3HAYHO MOATBEPKAEHO OTCYTCTBME (DaKTa BO3HUKHOBEHMS
KOMMbIOTEPHOIO MHLUWAEHTA, TO B 3TOM Cfy4ae Takke OcyllecTBndaeTcs ero peructpauus. Npu atom B Xode
pearmpoBaHUs Ha KOMMbIOTEPHbIA MHUWAEHT (DakT ero BO3HWKHOBEHUA MOXET ObiTb He MOATBEPXOEH, YTO
MOXET ABMATLCA OCHOBaHWEM NS €ro 3aKpbITUA.

Ecnu B xoOoe npoBepky NOATBEPXKAAETCS OTCYTCTBME (hakTa BO3HUKHOBEHUS KOMMbTEPHOIO UHLMAEH-
Ta, TO B 3TOM cMy4ae OH He peructpupyetcd. [pu 3ToM gomkHa ObiTh YCTAHOBMEHa MPUYUHA perucTpalmm
npu3Haka BO3MOXHOM BO3HUKHOBEHUS KOMMbLIOTEPHOrO WHUWAeHTa. Ecnu npuynHon perncrpaunmm npusHa-
Ka BO3HWUKHOBEHWS KOMMbLIOTEPHOrO MHUMAEHTa SIBNSNAack KOMMNbOTEPHAsA ataka, opraHusauus, asngLwasca
cybwekTom MocCOMKA, gomkHa nogrotToBUTE MHOPMALMID O KOMMbLIOTEPHOW aTtake W YS3BUMOCTU, KOTOPYH
3MOYMBbILUNEHHUK NbITAaNca UCMNonb3oBaTth NPW NPOBEAEHUN 3TON KOMMLIOTEPHOWN ataku 1 nepefaTh ee B opra-
HU3aLUMI0, OCYLLECTBIAIOWYI KOOPAUHALWIO AeATENbHOCTA B YacTK ynpasrneHuss KOMNbITEPHBIMU MHUMOEH-
Tamu B BUOE KapTOYKU KOMMBIOTEPHOW aTakn U KapTOYKKU YA3BUMOCTH.

MpumeyaHune — B pamkax doyHkumoHuporaHua MocCOMKA opraHv3aumneit, ocyLLEeCTBAAKLWEN KOOPAMHALMIO
LEeATENBHOCTM B YaCTU YNpaBneHns KOMMNBTEPHBIMU UHLUMAEHTaMK, SBAAETCH HaunoHanbHbI KOOPAMHALMOHHbLIV LLEHTP
Mo KOMMbLIOTEPHLIM MHUUAEHTaM.

Ha pucyHke 1 npeactaeneH o6lmid nogxoa K OGHAPYXEHWIO U perncTpaLuy KOMMNbIOTEPHbLIX UHUWOEH-
TOB, pearMpoBaHui0 Ha HWUX U MH(OPMUPOBAHUID OpraHM3aLuK, OCYLLECTBMALENA KOOPAMHALMIO AeATerb-
HOCTU B YacTW YNpPaBneHUs KOMMNbTEPHBIMWU UHLUOEHTaMMU.

2
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( Hauarno )

Y

PerucTtpauua ogHoro unm rpynnel cobeitnin 6e3onacHocTy
(npu3HaK BO3MOXHOTO BO3HUKHOBEHMWS KOMMNBLIOTEPHOO MHLIMAEHTA)

MopTBEepaeHue
hakTa npekpaLleHums
WNW HapyLUEHUA KPUTUYECKOrO
npouecca, Unu HapyLueHus
BesonacHocTn nHdopmaumu,
UCNONb3yeMoi Ans Takoro
npouecca?”

Hert

Y
Peructpauua KoMnbOTEPHOTo

*%k

A

Peructpauua

npW3aHaka BO3MOXHOTO
MHHYASHTA BO3HUKHOBEHUS
KOMNbHTEPHOro MHUWOEHTa
Obina BbI3BaHA
v ¥ KOMI‘IbPOTepfOFI
PearnpoBaHue aTaKoi?
HE oML ePRbIM 3anonHeHne KapTouku
HLIMARHT - KOMMbBIOTEPHOTO
B COOTBETCTBUKX
C NONOXEeHWAMK WHLUNEeHTa
cTangapTa
Y

MoarotoBka MHpOpMaLMK
0 KOMIMbIOTEPHOW aTake

Y
MoaroToBka MHopMaLmm
06 ysI3BUMOCTH, KOTOPYIO HapyLUTenb
MNbITancs UCrNonb3oBaTh Npu
NpoBeAeHUN KOMMBIOTEPHOR aTakn
(B cny4ae NonbITKW MCMONb30BaHWS
YA3BUMOCTH)

Y y

WHdopMrpoBaHWe opranvMaaumu, OcyLLecTBNALLEe
KOOPAMHALMIO AEATENBHOCTU B HYACTM yNpaBneHus
KOMMbHOTEPHLIMW MHUMOEHTAMM

= ( Konew ) %

* I'IpOBepKa CbaKTa BO3HWKHOBEHWA KOMMBKITEPHOTO MHUMAOEHTA.

** OteyTeTBMe hakTa BOSHUKHOBEHUS! KOMMbIOTEPHOO UHLMAEHTA He MOXET BbiTb 04HO3HAYHO NOATBEPKAEHO.

PucyHok 1 — OBt noaxof kK 0GHaPYKEHUO U PErMCTPaL v KOMNBIOTEPHBIX MHLMAEHTOB, pearupoBaHUI0 Ha HUX 1
MHOPMMPOBaHWIO OpraHn3aLuy, OCYLLECTENSALWEN KOOPAMHALMIO AeATeNbHOCTH B YacTW YNpaBneH!s KOMMbTEPHLIMA
VHUMOEeHTaMu
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K KOMMbIOTEPHLIM MHUWMOEHTAM OTHOCATCA MHLUWMAEHTbI, XapakTepusylLlnecs Hann4dnem cakta Hapy-
LWeHUsa U (MnK) npekpalleHus yHKLNOHUPOBaHKUS MHCOPMAaLMOHHLIX pecypcoB cybbekToB MocCOMMKA, cetn
3NEKTPOCBA3U, UCMONbL3YEMOW ANA OpraHu3auUny B3auMoLeNCTBUA MHOPMALUOHHBLIX PECYPCOB, U (UNnu) Ha-
pyweHus besonacHocTn, obpabaTbiBaemon B MHbopMmaunoHHoM pecypce cybbekToB MocCOMKA vHdopma-
UMK, Heobxoanmon Ana obecneyeHUs KPUTUYECKMX MPOLIECCOR (ee KOH(PUAEHLMANLHOCTH, LLIeNOCTHOCTHU NN
OOCTYMHOCTU), B TOM YUCIE NPOM3OLLEALLMX B pe3ynsraTte KOMMNbLTEpPHOW ataku. MNpu 3Tom nop npekpatle-
HUEM UMW HapylweHneM YHKLMOHUPOBaHWUA MH(OPMAaLMOHHbBIX PECYPCOB NMOHUMAIKT NpuBedeHue MHAGOop-
MaLMOHHOIO pecypca B COCTOSIHUE, MPU KOTOPOM OH MOMHOCTLI UMK YacTUYHO HEe MOXeT obpabaTkiBaTh UH-
hopmauuio, Heobxoaumy Ans obecnevYeHns KPUTUYECKMX NPOLIECCOB, U (UMW) OCYLLEeCTBNATE yNpaBneHue,
KOHTPOMNb UM MOHUTOPWHT KPUTUHECKUX NPOLIECCOB.

Cyobektbl TocCOlMKA, aenawlimMecs cybbektamu KpuTudeckon MHOPMAaLMOHHON UHPACTPYKTYPbI,
ONpenensaT KpUTUYECKUE NPOLIECCHI B COOTBETCTBUM C 3aKoHOoAaTenscTBOM Poccuiickon ®enepauuun. UHble
cybwekTol FocCOMNKA onpeaensoT KpUTUYECKUE MPOLECChl YCTaHOBMNEHHBIM B OpPraHn3aunmy nopsakom.

Ons addpekTMBHOrO BeAeHUs OeATEeNbHOCTM MO YNpaBneHUo KOMMbIOTEPHBEIMW UHUWAEHTaMW B opra-
HU3aLUKU JOMKHE! ObITh MCMONbL30BaHbI HE TOMBKO CpeAcTBa yNpaBneHus cobbITUAMU MHOPMAaLUOHHON 6e3-
ONacHOCTK, HO U CPeACTBa ynpaBneHns MHUKOeHTaMu1, a Takke cneunanu3vpoBaHHble cpeacTea, npegHasHa-
YeHHble Ans obMeHa MHOpMaLMENn O KOMMLIOTEPHbBIX aTakax, KOMNbITEPHbIX MHUMAEHTaX U YA3BUMOCTAX
(cpeacTtea obmeHa uHopmMaLumei).

CpeqacTea ynpaBneHus nHUuuaeHTamMmmn 4omkHbl obecnednBaTh aBToMaTM3anmio npoLecca pearnpoBanunst
Ha KOMMbIOTEPHbIE MHUWOEHTHI.

CpeacTtea obmeHa wHdopMaumneid creqyeT UCNoNbL30BaTh ANS B3aMMOAENCTBUA C opraHM3aumen, ocy-
LLeCTBNALWEN KoopaMHaUNI0 AeATENbHOCTA B YAacTW YNpaBneHUsl KOMMNbKTEPHbIMU WHUMAEHTaMKW, U C UHbI-
MW BHELLUHUMW OpraHmnsaunsamu.

O6MeH uHopmauven 1 B3auMogeNCTBUE C OpraHn3aLen, OCyLLeCTBNAILEe KOOPAVHALMK AeATeNb-
HOCTW B YacTW ynpaBneHUsa KOMMbIOTEPHLIMW WHUWMAEHTAMUW, U C UHBIMW BHELHWMW OpraHn3aumaMm 3Haqu-
TenbHO NoBbiWaeT 3P PEKTUBHOCTL YNpPaBneHUs KOMMNbIOTEPHBIMU MHUMAEHTaMU1, Tak Kak B HEKOTOPbIX Criy4va-
X KOMMNbKOTEPHbIE UHUMOEHTEI HE MOTYT ObiTh pa3pelleHbl OpraHvM3alneil CamocTOsATENLHO (CODCTBEHHLIMU
CUMNamu) UM MOryT BbIXOAUTL 3a Npefernbl 30Hbl OTBETCTBEHHOCTW OJHOW OpraHu3aumu.

4.2 Lleny BHeapeHUA CTPYKTYPUPOBAHHOrO NoAXoAa K ynpaBneHUIo KOMNbLITEPHbLIMM
MHUWOEHTaMK

Mcnonb3oBaHue CTPYKTYPUPOBAHHOMO NOAX04a K YNPaBeHW0 KOMMNLITEPHBIMIA MHLMAEHTAMK Hanpas-
NEHO Ha OOCTUXKEHWE CreayoLnX Lenei:

a) noBblWeHne 3PPEeKTUBHOCTM pearnpoBaHms Ha KOMMbLITEPHbIE MHUUOEHTLI

MoBbIWeHWD 3 EKTUBHOCTI pearupoBaHusl Ha KOMMbIOTEPHbIE MHUMAEHTLI CNOCOBCTBYIOT NMaHupo-
BaHWe W pacnpegeneHue pecypcos nodpasgeneHnid opraHu3auum, y4acTBYOLWKUX B 0eATENbLHOCTH NO yrnpas-
TNEHWUI0 KOMMbIOTEPHLIMW MHLUMAEHTAMM, a TakkKe BO3MOXHOCTh GCOBMECTHOrO MCMoNb30BaHWs MHGOpMAaLMm
0 3aperucTPUPOBaHHbLIX KOMMLIOTEPHLIX MHUMAEHTax creuuanucTaMy nogpasfgeneHusl, oTBETCTBEHHOro 3a
yrpaeneHue KOMMNbLKTEPHLIMKM MHLWAEHTaMW, CMeuuanicTaMi CMEXHbIX Noapa3feneHuid, y4acTByOWMX B
AeATenbHOCTU MO YNpaBneHnio KOMMLITEPHLIMU MHLUMOEHTaMM, a Takke opraHu3aunei, oCyLLecTBRsaLLen
KOOPAMHALMIO OeATENEHOCTH B YaCTK YNPaBneHWUsa KOMMbTEPHBIMA MHUMOEHTaAMU.

Kpome Toro, ynpaeneHvue KOMMbOTEPHLIMA UHLMAEHTaMU NpeaycMaTpuBaeT onpedeneHue odepenHo-
CTW pearvpoBaHusl Ha KOMMbLITEPHbIE UHLUMAEHTLI C Y4€TOM WX NPUOPUTETOB U YPOBHEN BnusaHuMA. Pearupo-
BaHWE Ha KOMMbHTEPHLIE MHUWAEHTLI C YYETOM WX NMPUOPUTETOB U YPOBHEN BIUSHUA NO3BOMNSET UCKTHOUYUTL
CUTYaLuU, B KOTOPbIX AeMCTBUA N0 pearnpoBaHni NPOBOAAT B pexume «BbicTpas peakumsi», Koraa KoMmnbio-
TepHbIe UHLUKMOEHTEl OTpabaTbiBalOTCA B NOPAOKe WX pernctpauumn, 4To MOXKET NMPUBECTU K HECBOEBPEMEHHO-
MY pearvpoBaHui0 Ha MHUWOEHTLI, OKa3blBalowmue Hanbonbliee HEraTUBHOE BIWSIHWE HAa MHMOPMAaLUOHHbIE
pecypchbl.

MpumeyaHne—Nogxon K onpeaeneHnio YpoBHEeN BNIUAHWA U NPUOPUTETOB KOMIMbIOTEPHBIX MHUWOEHTOB Npw-
BegeH B npunoxeHuax A n 6 TOCT P 59711—2022;

6) CHW)XEHWEe HeraTMBHOIO BO34ENCTBNA Ha npouecckl opraHn3aunn

,D,EFITEJ'II:HOCTI: no ynpaeneHn KOMMbHOTEPHBIMXA UHLUWOEHTAMU B NEPBYK o4epeb HanpaeneHa Ha CHU-
XKeHne ypoBHA NMoTeHUWarnbHbIX HEMATUBHbLIX nocneacTevi oT KOMNbHOTEPHbIX MHUMAEHTOB O51A Npoueccos,
HapyuweHue u (VIJ'WI) npexkpaweHne KOTOPbIX MOXEeT NpuBeCcTn K HeratTMBHbIM CoUManbHbIM, NOJIUTUYECKUM,
JKOHOMWYEeCKKUM, 3KONorn4eCKMM nocneactemAam, nocnencTteuamM B cqbepe obecneyeHusn OGODOHbI CTpaHbl,

4
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BesonacHocTH rocygapctea 1 NnpaBonopAnkKa, q’)VIHaHCOBbiM noTepAaM Unm OonrocpoYHbIM y6bITKaM, BO3HWKa-
HOWUM n3-3a MCI'IOp‘-IEHHOI:’I penyTaunn v noTepu JOBEpUA K opraHmnsauunn;

B) npegoTepaweHne KOMMbKTEPHbBIX MHUWOEHTOB

AHanna gaHHbIX, CBA3AHHbIX C KOMNbHOTEPHBIMW MHUWMOEHTAMMU, l'IpOBO,EI,VIMbII?I B pamMKax OeATenbHOCTH
no ynpaeneH KOMNbHOTEPHBIMA MHUMNOEHTAMW, HanpaelieH Ha BbiABINEeHWe SBKOHOMGDHOCTGFI W TEHOEHUWIA
npousowenumnx paHee KOMNbHOTEPHbLIX UHUMOEHTOB, !/IHCbOpMaLI,VIFl O KOTOPbIX MOXEeT ObITb MCMOMNb30BaHA ana
I'IDVI06|D€'TE.‘HVIF| W HaKoNneHnsd onbiTa, a TakXe npum paapaﬁoTKe DEI{OME}H,D,aLl,Hﬁ no ycCTpaHeH B MHCbOpMaLlM-
OHHbIX pecypcax NMpu4YnH n yCJ'IOBVII?I BO3HMKHOBEHUWA KOMIMBHTEPHBLIX MHUMOEHTOB C Uenblo npegoTepalleHns
MX NOBTOPHOINO BOSHUKHOBEHWA,

l') obecne4yeHne NoBbILWEHNS OCBEJOMITEHHOCTH (MHCbOpMMpOBaHMFl) B obnactu ynpasleHnuAa KOMIMbHO-
TEePHbIMU MHUWOEHTAMWN

,D,E.‘FITEJ'II:HOCTI: no ynpaeneHu KOMMbHOTEPHbIMWA MHUMOEHTaMKW npeaycMmatpuBaeT VIHCbOpMVIpOBaHVIe
cneunanunucToB, y4acTByHLWNX B ynpaBrneHn KOMNbHTEPHbIMW MHUMOEHTaMK, C YyH4EeTOM NONy4YeHHOro onbiTa.

5 Ctagum ynpaBneHusi KOMMbIOTEPHLIMA UHLUUOEHTaAMMU

5.1 KpaTtkoe onucaHue

ONna 0oCTUXKEHUs Lenei, U3NoXKeHHbIX B 4.2, CTPYKTYPWUPOBAHHbIA MOAXOA K OpraHu3auun 1 BedeHWU
AeATenbHOCTU MO YNPAaBNEHUIO KOMMBHOTEPHBIMU UHLUMAEHTAMMW BKINOYAET B cebs YeTbipe cTaauu:

- OpraHusauusa 4eaTernbHOCTU Mo YNPaBeHNo KOMMNLITePHLIMW MHUMOEHTaMM;

- oBHapyxeHWe 1 perucTpauns KOMMNbITEPHbLIX MHUMAOEHTOB;

- pearvpoBaHue Ha KOMMbOTEPHbIE MHUMAEHTLI (BKMOYas UKCaLMD MaTepuanos, CBA3aHHbIX C BO3-
HWKHOBEHWEM KOMMbHTEPHBLIX MHLMOEHTOR WU YCTAHOBNEHME NPUYUH U YCIOBUI BO3HUKHOBEHUS KOMMbLIOTEP-
HbIX MHUWOEHTOB);

- aHanua pesynbLTaToB AesATeNbLHOCTM MO YNPaBNeHWo KOMMNLIOTEPHLIMU MHLUOEHTaMMU.

BblcOKOypOBHEBOE NPEACTABNEHUE 3TUX CTaAWM NOKa3aHo Ha pUcyHKe 2.

OPTAHM3ALINA OEATENBHOCTU MO YMNMPABNEHWIO KOMMbLKOTEPHBIMIN MHLUMOEHTAMW
PaspaboTka NonMTKX ynpasneHns KOMMbIOTEPHBEIMW MHUMAEHTaMM;

paspaboTka nnaHa pearupoBaHus Ha KOMIMBIOTEPHBIE MHLUMAEHTLI;

onpefeneHune noapasaeneHunsi, OTBETCTBEHHONO 3a ynpasieHne KOMNbITEPHBIMU MHUMAEHTaMM;
opraHu3auuns B3aumoaencTBus C NoapasaeneHuamMy BHYTPY OpraHu3aunn ¥ ¢ BHELWHUMMW OpraHnsaumnsamm;
maTepuarnbHO-TEXHMYECKOe OCHaLLeHWe noapasaeneHus, OTBETCTBEHHOTO 3a YNpaBreHne KOMIbITEPHLIMA
WHUWOeHTamu;
opraHusauuns obyyeHus U MHPOPMUPOBaHUSA B YaCTH YNPaBNeHUs KOMMLIOTEPHLIMW MHUMAEHTaMM;
npoBefeHVe TPEHUPOBOK No 0TpaboTke MepoNpUATUIA NNaHa pearMpoBaHns Ha KOMMLIOTEPHbBIE MHLMAEHTbI

A

Y
OBHAPY>XEHUE W PETMCTPALIMA KOMMBIOTEPHbBIX MHLUWMOEHTOB
Peructpauus npusHakoB BO3MOMHOTO BO3HUKHOBEHUA KOMMBIOTEPHBIX MHUWOEHTOB;
NOOTBEPKAEHNE KOMMNBIOTEPHBIX MHUMAEHTOR

Y

PEATMPOBAHWE HA KOMMBKOTEPHBIE MHUWMOEHTHI
OnpeneneHne BOBMNEYEHHbIX B KOMNLIOTEPHBLIN MHLUMAEHT hvKcaLms MaTepuarnos, CBA3aHHbIX
31IEMEHTOR MHIPOPMALWMOHHOM MHIDPACTPYKTYPbI; C BO3HUKHOBEHMEM KOMMNbIOTEPHOM MHUMASHTa
NOKAnNM3aumst KOMMbIOTEPHOTO NHLMAEHTA;

BbISIBNEHWE NOCNEeACTBUIA KOMMBIOTEPHOTO MHUMAEHTA;
NUKBUOALMSA NOCNEACTBUA KOMMBIOTEPHOMO MHLMAEHTA,
3aKPbITUE KOMMBLIOTEPHOTO MHLMAEHTA

YCTaHOBNEHWe NpUYnH U yCJ'IOBVIﬁ
BO3HWKHOBEHUA KOMNBHTEPHOIC UHUMAEeHTa

Y
AHATINS PE3YJNLTATOB OEATENBHOCTW MO YMNPABNEHWKO KOMMNBKOTEPHBIMKW MHLMOEHTAMK
MpuoBpeTeHre 1 HakonneHWe onbiTa No pesynbTatam YNpaeneHUsl KOMNbIOTEPHBIMU MHLMAEHTaMMU;
paspaboTka pekomMeHOaLMWIA Mo YCTPAHEHMIO B MH(POPMAaLMOHHLIX pecypcax NpUYMH U YCrOBMIA BOSHUKHOBEHMWSA
KOMMBHOTEPHBIX MHLMOEHTOB;

oueHKa pe3ynbTatoB U 3hEeKTUBHOCTM pearnpoBaHmnsl Ha KOMMbLIOTEPHbIE MHUMOEHTLI

PucyHok 2 — CTtagun ynpaeneHust KOMNbIOTEPHLIMW UHLMAEHTaMM
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OPTrAHU3ALMA OEATENBHOCTU NO YMNPABNEHWIO KOMMBIOTEPHBIMWA NMHLIMOEHTAMK

PucyHok 3 — OBLmi nopagoK BegeHns OeATeNbHOCTM NO YyNpaBneHuio KOMMIbITEPHBIMU MHUMAEHTaMK
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AHANN3 PE3YINBTATOB AEATENBHOCTW MO YMPABINEHWKO KOMMbHOTEPHBIMIA

MHUWNOEHTAMW

MpuobpeTeHune u HakonneHwe onbiTa/pazpaboTka pekomeHOauui No YCTpaHeHUo
B UH(OPMALIMOHHbLIX pecypcax NPUYMH U YCNOBUIA BOZHUKHOBEHWA KOMMbLIOTEPHbIX
WHUMAEeHTOB/OUEHKA pe3ynbTaToB U 3 heKTUBHOCTM AEATENBHOCTH

no ynpaeBrneHni KOMNbOTEPHBIMKW MHUWOEHTAMWX
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Cepusa cTaHgapToB NO YNpaBreHnio KOMMNbIOTEPHBIMW MHUMAEHTAMW BKIIOHAET:
a) HacCTOSILMIA CTaHOapT — OXBaTbiBAET BCE YETbIpe CTaanu;
6) NOCT P 59711 — oxBaTtbiBaeT CTaAMK0 «OpraHM3auunsa AesTenbHOCTY NO YNPaBNEHWI0 KOMMNbITEPHbI-
MW UHUMOEHTaMU»;
B) NOCT P 59712 — oxBaTbIBaeT cTagumn:
1) oBHapyxeHue 1 perucTpauus KOMNbTEPHBIX MHUWOEHTOB;
2) pearmpoBaHue Ha KOMMbKTEPHbIE MHUMAEHTH;
3) aHanu3 pesynsTaToB AeATENBHOCTM MO YNPABMNEHUIO KOMMBIOTEPHLIMU UHLMAEHTAMMU.
Ha pucyHke 3 nokasaH obLLMid nopanoK BeAeHWA AeATeNbHOCTH Mo YNpaBneHUo KOMMLITEPHBIMIW UHLN-
AeHTaMu ¢ JeTanusauuein cTaguin ux ynpaeneHus.

5.2 OpraHusaunﬂ OeATeNnbHOCTU NO ynpaBneHUWK KOMNbLHOTEPHBIMU MHUMOEHTaMK

3hheKkTMBHOE YNpaeneHWe KOMMbHTEPHLIMU MHUWAEHTAMKU TpebyeT COOTBETCTBYHLErO NNaHMpoBa-
HMS 1 NOATOTOBKW. NS opraHW3auumn 4esTenbHOCTA MO YNpaBneHWo KOMNbITEPHBIMU UHLMAEHTAMWU OpraHi-
3auuMsa OOMKHA BLIMOMHUTL CNeayrLmMe MeponpuaTua:

- pa3paboTaTb NONUTKKY YNPABNEHUS KOMMNbIOTEPHBIMKA UHLMAEHTAMMU,

- paspa6oTaTk nnaH pearMpoBaHusl Ha KOMMbIOTEPHbIE UHLUAEHTHI;

- onpedenuTb NoapasfeneHue, OTBETCTBEHHOE 3a YNpaBneHue KOMNbITEPHLIMU UHLMAEHTaMU;

- OpraHu3oBaTb B3aMMoZeNCcTBMe C nogpasfeneHuaMy BHYTPU OpraHn3anum 1 ¢ BHELWHWMM opraHmaa-
LMAMM;

- peanva3oBaTb MaTepuanbHO-TEXHUYECKOe OCHalleHWe noapasfeneHunsi, OTBETCTBEHHOro 3a yrnpasne-
HWE KOMMbIOTEPHBIMW MHUWOEHTaMU;

- opraHusoBaTb 06y4YeHne 1 MHOPMUPOBaHKWE B YacTU YNpaBeHUsi KOMMNLIOTEPHLIMU MHLUUOEHTaMMU;

- MPOBECTW TPEHUPOBKX MO OTpaboTKe MEeponpuATUIA MraHa pearMpoBaHUA Ha KOMMbHTEPHbIE WMHLK-
OEHTHI.

5.3 OGHapyXeHue ¥ perMcTpaumnsa KOMNbITEPHLIX UHUMAEHTOB

LLEHTEJ'IbHOCTb no 06Hapy>|<eHmo M perncTpaunm KOMNbTEPHbIX MHUWOEHTOB OCHOBbLIBAETCA Ha pe3ynb-
Tartax npoBogMmMoro B opraHm3aum MOHUTOPWUHIA, B paMKaX KOTOPOro OCyLleCTBIIAETCA C60p I/IHC*)ODMaLIMM o}
cobbITHAX 6€30MNacHOCTM W MHbIX AaHHbIX MOHUTOPUHIA M3 pa3nnyHbiX NCTOYHWUKOB.

MpumeyaHwne—B coctae cobupaembix 4aHHBIX MOMUMMO MHOPMAaLMK O 3aperMcTpUpoBaHHLIX cOObITUAX Bea-
ONacHOCTW, Kak MpaBuro, BXOAST WHBEHTAPW3ALMOHHbIE AaHHbIE, [aHHLIE O CETEBOW aKTMBHOCTW, HOBOCTHLIE NEHTHI,
Kacawlmnecs TeKyLen NoMMTUYECKOW, COoLManbHON UMM 3KOHOMWUYECKOW AeATensHOCTM (0BCTaHOBKKM), KOTOpas MOXET
MOBMUATL HA AKTUBHOCTb, CBA3AHHYH C KOMMBIOTEPHBIMU MHUMAEHTaMK, MHOPMaLWA O TEHAEHUNSX, CBA3AHHbLIX C KOM-
MbIOTEPHBIMU MHUMOEHTAMM, O HOBbIX BEKTOPAX aTak 1 TEKYLLMX MHAMKATOpax atak (MHOMKaTopax KOMMNpoMeTauum).

CTa,EI,VIﬂ ynpaeneHna KOMMbHOTEPHBIMUA UHUWMOEHTaAMU ((OSHBDyH{EHVIE 1 perncrTpaunsa KOMMbHTEPHBLIX
MHUWMOEHTOB» COCTOUT U3 ABYX NocrnenoBartelibHblX 3TanoB:
- perncTpauuns nprM3HakoB BO3IMOXHOIO BO3HMKHOBEHUA KOMMNBHOTEPHbLIX MHUWOEHTOB.

MpumevdaHuns

1 Pervctpauvsi Npu3HAKoB BO3MOXHOMO BO3HMKHOBEHWS KOMIMbHTEPHBLIX WMHUWOEHTOB OCYLLECTBMSETCA Kak He-
aBTOMaTU3MpPOBaHHbIM criocobom (cneuuanuctTamn noapasferneHus, OTBETCTBEHHOMO 3a YNpaBneHWe KOMMbITEPHLIMU
WHUWOEHTaMM, NPU CaMOCTOATENbHOM aHanu3se cobbiTuii 6€30NacHOCTM B X0A4E€ MOHUTOPWHIA UMK NPU NOMYyYEHUU COOT-
BETCTBYyIOLLER HopMauun oT paboTHWMKOB OpraHmu3auum), Tak 1 aBTOMaTU3MPOBaHHLIM CnocoboM (C UCNONb30BaHUEM
cpencTea ynpaeneHusi cobeiTamMn MHOpPMaLMOHHON Ge30MacHOCTM) HAa OCHOBE NMpPaBwum PErMCTPaLuUKM NPU3HAKOB BO3-
MOXHOT0 BOZHMKHOBEHUS KOMMBIOTEPHBLIX MHUWOEHTOB.

2 lMpu aBTOMATWU3MPOBAHHOM CMocobe perucTpaumu npuaHaka BO3MOXHOMO BO3HWUKHOBEHMSA KOMMBLIOTEPHBLIX WMH-
UMAEHTOB MHOpMaLMA O AaHHOM 3aperMcTpMpoBaHHOM NMpU3HaKe NepefaeTcs U3 CpeacTBa yrnpasreHus cobbiITuaMn
WHOpMaLMOHHOM 6Ee30NacHOCTM B CPeCTBO YNPaBNEHUA UHUMAEHTAMMW, I Ha OCHOBaHWUW NOCTYMUWBLLEN MHpopmMaLm,
aBTOMaTu4eckn hopMUpyeTCs KapTodka Npu3Haka BO3MOXHOIO BO3HMKHOBEHWS KOMMNLIOTEPHOTO MHLMAEHTA.

['Ile HEeaBTOMaTM3NpPOBaHHOM cnocobe perncTpaumn npru3Haka BO3MOXHOM BO3HWMKHOBEHWA KOMIMbHO-
TEPHbIX MHUMOEHTOB CcneunanucTt nogpasfeneHnda, OTBeTCTBEHHOINO 3a ynpaslieHWe KOMMbHOTEPHBIMU MHLUN-
OeHTaMKy, CaMOCTOATENBHO PErucTpmnpyeT OaHHbIN NpW3HakK B cpencTee ynpaeleHnAa MHUMOEHTaMu (3anoan=|—
€T KapTO4Ky Npu3Haka BO3IMOXHOIo BO3SHUKHOBEHWA KOMMbHTEPHOIO MHLI,M,D,EHTB);

- noaTeepXxaeHWwe KOMNbTEPHbIX MHUWOEHTOB.
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M pumMevYyaHune — Ha atane «nogTeepXxgeHe KOMMbOTEPHbLIX MHUWMAEHTOB» NPpOBOAMNTCA OLEeHKa MHCbOpMaLWIM,
CBA3aHHOW ¢ cobbITMaAMK Be3onacHOCTW, HA8 OCHOBaHMMK KOTOPbIX Bbin 3aperncTpyupoBaH NpU3Hak BO3MOXHOIO BO3HUK-
HOBEHWUA KOMNBHTEPHBIX MHUWMAOEHTOB, OA onpeneneHnAa Xxapaktepa BnvMAaHWUA Ha MHCbOpMaLI,VIDHHbIE pecypcCbl C UenNb
MPUHATUA pelleHnAa 0 perncTpaui KOMNbHOTEPHOIO MHUWMAOEHTA. an HE.‘OﬁXO,ElIfIMOCTVI OCyLleCTBNAETCA CGOD 1 BHeECeHKe
,ELOI'IDJ'IHVITEHbHOﬁ Mchopmau,uu. B cny4yae noaTBepXxaeHnA KOMNbOTEPHOINo MHUKMOEHTA OCYLLIEeCTBIASTCA €ro perncrtpa-
UWMA 1M Co30aHne KapTOvdKM KOMNbHOTEPHOINO MHUMOEHTA.

B pamkax dyHkunoHupoBaHus FocCOMNKA dopmar u cogepxaHue KapTo4ek KOMMbITEPHbBIX UHLUOEH-
TOB, KOMMbLIOTEPHbIX aTak W YA3BUMOCTEN OnpeaensaeTcs opraHn3aunen, ocyLLecTBNAILLEeN KoopaMHauu ae-
ATENBHOCTY B YacTW YNPaBNeHUs KOMMNbIOTEPHBIMU UHUKOEHTaMM.

5.4 PearMpOBaHue Ha KOMNbHOTEPHbIe MHUMOEHTDbI

Peai’VIDOBaHMe Ha KOMMNbHTEPHbIE MHUMOEHTbI OCYLWEeCTBNAKT cneunannuctbl noapasnerneHnd, oTBeT-
CTBEHHOrO 3a ynpaslieHMe KOMMNbHTEPHbIMW MHUWOEHTAaMW, U cneynanucTbl CMEXHbIX no,u,pas,u,enemﬂ, y4a-
CTBYWOLWMX B AEATENBHOCTU NO yNpaBneHU KOMMNbKTEPHBIMKU UHUWOEHTaAMW, BXOO4ALWKME B COCTae paﬁoqu
rpynn pearmpoBaHnAa Ha KOMMbHOTEPHbIE NHUWOEHTDI.

B xopge pearmpoBaHuA Ha KOMI'lbI'OTE.‘pHI::IPI WHUMOEHT O0IKHbI OblTb BbIMOMHEHbI cnenywuue atanbl:

- onpegeneHwe BoBNeYeHHbIX B KOMFIbI-OTeprIF‘I WHUWOEHT aneMeHTOB MHCIJODMBLWIOHHOIZ V'IHCbpaCprK-

TYpbl.

MpumeyaHue — B KapTouke KOMMNBIOTEPHOIO MHUMAEHTA MOXET OTCYTCTBOBaTb MHOOPMALMS O NMONHOM MHO-
YKECTBE 3MEMEHTOBR MH(OPMALMOHHON MHPACTPYKTYPLI, BOBNEYEHHBIX B KOMMBIOTEPHBIA WUHUMAEHT. Mo3ToMy kpaiiHe
BaXKHO [0 Hayana aTana «JoKanu3auusa KOMMbITEPHOMO MHUMAEHTa» ONpeaenuTb MOMHOE MHOXECTBO SNIEMEHTOB MH-
chopMaLMOHHON MHAPACTPYKTYPbl, BOBNEYEHHBIX B KOMMbLIOTEPHBIR MHUMAEHT M BHECTW 3TY MHGOPMALMIO B KAPTOYKY
KOMMbIOTEPHOIO MHUMAEHTE;

- NOoKann3auna KOMNbTEPHOro MHUMOEHTAa.

Mn punMmed4yaHune — Ha atane «nokanuaauus KOMMNbOTEPHOIo MHUMOEHTa» cneynannucTel nogpasneneHna, oTeeT-
CTBEHHOIo 3a ynpaBrneHne KOMNbTEPHBIMKW MHUMOEHTaMW, OOMKHbI onpefenntb, HaxoauTca N KOMI'II:POTeprII;‘I MHUWN-
OEHT Noa KOHTponem. Ecnn KOMI'IbPOTeprII?i WHUMOEHT HaxoauTcA No4 KOHTpoNneM, TO BbINMONHAKTCA nocneayowme atanbl
pearMpoBaHuA. Ecnn KOMHbI’DTBprIﬁ WMHUMOEHT HE HaxoOuTCA Nog KOHTponem Ui OXXMaaeTcd, YTO OH OKaXXeT Cepbe3Hoe
BO3EWNCTBME Ha KpuTn4eckme npouecchbl (I'IDMBE,EIET K Cepbe3HbIM I'IOCJ'IE,D,CTBMHM) opraHn3auunn, Ll,eJ'IECOOGDESHO Hanpa-
BUTb OﬁpaLIJ,EHIfIﬂ B OpraHm3auunto, oCyLleCTBNAKLYH KoopAuHauuko OeATenbHOCTU B HAacTK ynpaBneHnA KOMNbOTEPHbIMA
MHuMaeHTamu, o6 okaszaHuM COOENCTBUSA B pearnpoBaHUK Ha KOMI'IbIOTeprII:’I WHUMOEHT.

KOMI‘Ib!-OTeprIl?I WMHUMOEHT CHUTaeTCA HaxodAwMMcAa noa KOHTponem, ecnu yaanocCb NpUHATbL Mepbl,
KOTOpPblE NO3BONWIK NpenoTeBpaTtiuTek BOBNe4YeHe B MHUWOEHT HOBbIX 3JTEMEHTOB VIHCpOpMaLI,MOHHOPI Mchpa-
CTPYKTYpPbI U yBENTN4eHue MaclTaba HeraTUBHbIX nocnencTeun;

- BbIIBIEHWE NOCNEeaCTBUN KOMNbHOTEPHOIo MHUMOEHTA.

M pupMmeyYyaHne — Ha atane «BbisBneHne I'IOCJ'IE,EI,CTBMI?I KOMNbTEPHOIO MHUMOEHTa» BbINONMHAKTCA npouenypbl
NoO BbIABNEHWKD NMPM3HAKOB HEMATUBHOTIO BO:B,EIeF'ICTBVIﬂ KOMNbKTEPHOIO MHUMAOEHTA Ha MHCbOpMaLI,VIOHHbIE pPecypcChbl;

- NUKBUOAUMS NOCNeacTBUM KOMNBHOTEPHOIO MHUMAOEHTAa.

MpumeyaHue —HaaTtane «NMMKBNOALMA NOCNEACTBUN KOMMBIOTEPHBIX MHLUWAEHTOB» BLINOMHAKTCA Npoueaypbl
Mo BOCCTAHOBMEHUIO LUTATHOTO (DYHKLUOHMPOBAaHMA MHDOPMAaLMOHHBIX PECYPCOB WU 0BpabaTbiBaeMor UM MHOpMaLInK;

- 3aKpblTUe KOMNbHTEPHOIO MHUMOEHTA.

MpumevaHusa

1 Ha kaxgom w3 aTanoB cTagun «pearupoBaHMe Ha KOMMbITEPHbIE MHUMASHTLI» CneunanuncTbl, OTBETCTBEHHbIE
33 pearvpoBaHWe Ha KOMMbIOTEPHLIE MHUWMAEHTEI (pykoBOOWTENM pabounx rpynn pearpoBaHua Ha KOMMbHOTEPHBLIE WH-
LUMAEHTbI), AOMKHBI OCYLECTBMATE NPOBEPKY Ka4ecTBa M AOCTaTOYHOCTM BbINOMHEHHbLIX AEWCTBUIA NO pearMpoBaHuio Ha
KOMMBIOTEPHBIA MHUMOEHT U NpM HeoBXoQMMOCTW Co3daBaTk 3adaHus Ha A0paboTKy BhIMOMHEHHbIX OEWCTBUA, a Takke
NPUHUMATL PELLEHWE O BO3BpATE Ha NpeablayLUMiA 3Tan pearupoBaHus.

2 CneumanucTbl, OTBETCTBEHHBIE 38 pearMpoBaHue Ha KOMMNbIOTEPHbIE UHUMAEHTEI (PyKOBOAUTENKW pabouux rpynn
pearMpoBaHWs Ha KOMMBIOTEPHBIE MHLMAEHTBI) OCYLLECTBAAIOT Credyowy AeAaTenbHOCTb!

- MpoBefeHWe NpPOoBepkn (haKTOB BO3HWKHOBEHWUA KOMMBKTEPHBLIX MHUMAEHTOB C LeMbio UX NOATBEPXASHWS;

- perucTpaums KOMNbIOTEPHBIX MHLMAEHTOB B CNy4Yae UX NOATBEPKOEHUS,

- KOHTPOINb BbINOMHEHWS 3TanoB PearupoBaH1A Ha KOMMBIOTEPHBIE UHLUMOEHTHI.

an OCYyLLeCTB/IEHUM KOHTPOIA BbIMONHEHWA 3TanoB pearmpoBaHMA Ha KOMIMbHOTEPHbIE MHUWMOEHTHI Cne-
LManncT, OTBETCTBEHHbIN 3a pearmpoBaHue Ha KOM!'IbEOTE.‘DHbIPI WHUWOEHT (pyKOBO,D,MTenb pa6oqe|7| rpynnbl
pearnpoeaHnAa Ha KOMMbKTEPHbIE !/IHL[VI,ELEHT]:I), AOITKeH NpuHUMaTh pelleHue o H906X0,E|VIMOCTM npuene4ye-
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HWsi OpraHM3auunun, OCYLLEeCcTBASKLLEN KOOPAWHALWMIO AEATEeNbHOCTUM B YacTW YNpaBneHUs KOMMNbTEPHbLIMM
UHUMAEHTaMM,

OToeneHbIMM 3Tanamu B paMKax cTagun «pearMpoBaHue Ha KOMMbITEPHbIE MHUWAEHTbI» ABNAKTCH:

- dmKcaumns maTepuarnoB, CBsA3aHHbIX C BO3HUKHOBEHWEM KOMMBHOTEPHOIO MHUNOEHTA;

- YCTaHOBMEHMWE NPUYMH 1 YCNOBWUA BO3HUKHOBEHWA KOMMBLIOTEPHOIO UHLMAEHTA.

[aHHble 3Tanbl MOTyT NPOBOAUTBLCA NMapanmnensHo ¢ OCTanbHbIMKU 3TanaMy pearMpoBaHusl U Jaxe Mo-
chne aTana «3aKpbiTUe KOMMbITEPHOro MHUKMAEHTay». BbiNONHEHWe OaHHbIX 3TanoB He BRMSET Ha 3aKpbiTue
KOMMbHTEPHOIO MHUMOEHTA.

MomMuMO NepeyncrieHHbIX 3TanoB pearpoBaHUsA OpraHn3auns OoMKHa peLlaTh CnefyloLllne KrdeBkbie
3agaum:

- onpepgeneHue NpuHUKUNA OYepeaHOCTU pearMpoBaHusa Ha KOMMbIOTEPHbIE MHLUUOEHTbI.

MpumMmeyaHue— O4yepeaHOCTb pearMpoBaHns Ha KOMMbKTEPHbIE MHUWAEHTHI JOIKHA ONpedensTeCs C YHETOM
YPOBHSA WX BIUAHNS U NMPUOPUTETOB;

- obecneyeHne JOKYMEHTUPOBAHUA BCEX AEMCTBUIM BOBIMEYEHHBIX CTOPOH W, B YaCTHOCTM, CNeLuanvcToB noapas-
[eneHns, OTBETCTBEHHOIO 33 yrpaBlieHne KOMMLIOTEPHLIMM MHUMAEHTAMW, AN NOCNEAYIOWEero aHanuaa u oOLeHKN;

- GesonacHoe XpaHeHWe 3atUKCMPOBAaHHLIX MATEPMAroB, CBA3aHHbIX C BO3HWKHOBEHWEM KOMMBIOTEPHBLIX WMHLM-
OeHTOB (UM POBLIX CBUMOETENLCTB), KOTOPbIE TPeByTCA ANs YCTAHOBMNEHWS NMPUHMH W YCMNOBUA BO3HUKHOBEHUS KOMIbIO-
TEPHBIX UHLWOEHTOB;

- MH(HOPMUPOBaHWE O BO3HUKHOBEHUM KOMMBHOTEPHOTO MHUMAEHTA M 06MEH MHOpMaLUKMel ¢ opraHusaluei, ocy-
LWECTENALLEN KOOPAVHALMIO OEATENBHOCTU B YACTU YNPABMNEHUA KOMIMBIOTEPHBIMU MHLMOEHTAMMU.

Beca CO6paHHaﬂ MHCbOpMaLI,VIFl, OTHOCALWaACH K KOMMbTEPHOMY MHUWMOEHTY, OOMXKHA ObITb oTpaxeHa B

KapTo4yke KOMNbKTEPHOIo MHUMAeHTa u BbITb MAKCMMarnbHO NOMHON. 3TO NO3BONSET KA4YeCTBEHHO npoBoAnNTb
daHanuna pe3ynbraTtoB AeATENIbHOCTU MO ynpaslieHUK KOMNbHTEPHbIMW MHUMOEHTAMMWU.

5.5 AHanus pe3ynbratoB OeATEeNIbHOCTU NO ynpaBfieHWK KOMMNbHOTEPHBIMKM MHUMOEHTaMU

3akntounTenbHasn CTaaua ynpaereHMAa KOMNbOTEPHbIMWU MHUNOEHTAMW «AHanuna pe3ynbratoB OeATeNb-
HOCTKU NO ynpaslieHWH KOMMNbLITEPHbIMW MHUMOEHTaMW» OCYLLeCTBIIAETCA nocrne Toro, Kak KOM!'Ib[‘OTE.‘DHbIPI
MHUWMOEHT Obin 3aKpbIT. ﬂaHHaH CTagua BKNHO4YaeT B cebs cnenywwme atanbl:

- HpMOGDETEHME M HakonneHwe onbiTa no pe3yrnbratam ynpaesneHna KOMNbTEePHbIMW MHLUMOEHTaAMMW.

MpumeyaHune — MNpruobpeTeHre 1 HaKONNeHWe onbITa Mo pesynsTatam AeATENbHOCTW N0 YNpPaBneHWo KOM-
NbIOTEPHBIMU MHUWASHTAMU NpedycMaTpuBaeT WOSHTUMUKALMI0 METoO0B U cnocoboB oBHapyXeHus U pearnpoBaHus
Ha KOMMBIOTEPHbIE MHLMOEHTLI, KOTOPbLIE MOKA3anu CBOK 3(PMEKTUBHOCTL B OTHOLLEHWUM YIKE 3aKPLITBIX KOMMLIOTEPHBIX
WHUWOEHTOB.

WaeHTudmumnpoBaHHas nHgopmaumsa MoXeT GbiTb Ucnonb3oBaHa npu gopaboTke (akTyanusauun) go-
KYMEHTaLWUW B YacTU YNpaBneHusi KOMNbHTEPHBIMWA UHLMAEHTAMMY;

- pa3paboTka peKoMeHOaUuin No ycTpaHeHuo B MHOPMALMOHHBIX pecypcax NpUyYuH U yCnoBWi BO3-
HUKHOBEHUWS KOMMNBIOTEPHbBIX UHLIMAEHTOB.

MpuMeyaHue—Pa3spaboTka pekoMeHOaLMWiA N0 YCTPaHEHUIO B MHOPMAaUWMOHHBIX PECYPCaX MPUYUH U YCITOBUIA
BO3HUKHOBEHUS KOMIMBIOTEPHBLIX MHUMAEHTOB OCYLLECTBAETCS C Lenbio NPeaoTBPalleHnsa MX NOBTOPHOIO BO3HNKHOBEHUS;

- OLEeHKa pe3ynsratoB U 3 PEKTUBHOCTU pearnpoBaHUg Ha KOMMNLIOTEPHLIE UHUWAOEHTHI.

MpumMmeyaHue— OueHka pe3ynsTaTtoB U 3hEeKTUBHOCTU pearMpoBaHUA Ha KOMMbIOTEPHBIE UHLMAEHTLI Nped-
ycMaTpuBaeT NpoBEAEHWE aHanu3a npoueccos, npoueayp, hopMaTtoB OTYETOB U cocTaBa paboyux rpynn npu pearnpo-
BaHWW Ha KOMMBLKOTEPHBIE MHUMAEHTLI M OLEHKU KX atbcpekTuBHOCTU. OpraHn3aumsa JOmkHa Nepuoauyecky NpoBOAUTb
KOMMNNEKCHYK OUEHKY pe3ynbTtaTtoB U SCbCI)EKTVIBHDCTVI pearnpoeaHnAa Ha KOMNbHTEPHBIE MHUWAOEHTDLI.

Ha ocHoBe oueHKK pe3ynsTaToB 1 apPEKTUBHOCTH pearMpoBaHus Ha KOMMNbOTEPHbIE UHUWOEHTLI OCY-
WwecTBnaeTcs (npu HeobxogumocTu) gopaboTka (akTyanu3auusl) JOKYMEHTaUMWM B YacTW YNpPaBleHUsa KOM-
NbOTEPHBIMKU UHUMOEHTAMU;

Ha ctaguv «aHanua pe3ynsratoB AeATeNbHOCTU MO yNpaBneHUo KOMNbLIOTEPHBIMU MHUKOEHTaMWU» op-
raHM3auua TaKkKe OOMMKHa peluaTth cnegylollme KrnioYeBble 3a4aqun:

- WHhbopMupoBaHue 1 0BMeH pesynsTaTtamMmu AesATeNbHOCTH N0 YNPaBNeHWO KOMNbIOTEPHLIMUA MHUWOEH-
TaMy C 3aUHTEepeCOBaHHLIMK OpraHu3aLmamMu (Npy HeobxoauMMocTK);

- onpegerneHve coctaBa MHOPMaUUW O KOMMLIOTEPHbIX WHUMAEHTAX, CBA3AHHLIX C HUMWU BeKTopax
aTaKk U yA3BMMOCTSX, KOTOpas MOXeT bbiTb NepefaHa OpraHu3aunsiM, ¢ KOTOPbIMK OCYLLLECTBNAETCH B3aUMO-
OencTeue, B Lenax npefoTepalleHns BOSHUKHOBEHUS TaKMX Xe KOMMbITEPHbIX UMHUMOEHTOB B UX UHOpMa-
LWOHHOW UH(PpaCTPYKType.
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