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MNMpeaucnoBune

1 PABPABOTAH ®enepansHbIM rocyqapcTBEHHBIM KA3eHHBIM yupexaeHuem «BorickoBas yacTb 43753 »
(Bfu 43753), OBLwEecTBOM C OrpaHWyYeHHOW OTBETCTBEHHOCTLH «LleHTp BesonacHocTu nHgpopmauumm» (000
«LUBA»)

2 BHECEH TexHu4yeckum koMWUTETOM MO cTaHgapTusaumm TK 362 «3awwnta uHopmayumn»

3 YTBEPXOEH W BBE[JEH B [IECTBUE MNpukasom denepansHOro areHTcTBa No TEXHUYECKOMY pe-
ryriMpoBaHuio u MeTponorum ot 29 Hosbpa 2022 r. Ne 1378-cT

4 BBELOEH BMNEPBbIE

lMpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 6 cmamee 26 ®edepanbHO20 3aKOHa
om 29 utwoHa 2015 a. Ne 162-®3 «O cmaHOapmu3sayuu 8 Pocculickoli @edepayuu». ViHhopmayus 06 us-
MeHeHUSIX kK Hacmosiwemy cmandapmy nybrukyemcs 8 exe200HOM (10 cocmosiHu Ha 1 SHeaps mekyueao
eo0a) uHghopMmayuoHHOM ykaszamene «HayuoHanbHbie cmaHdapmbi», a oghuyuanbHbil mekcm U3MeHeHul
U ronpaeok — 8 eXemMecsYHOM UHGhOPMayuOHHOM ykazamene «HayuoHanbHble cmaHOapmbi». B cnyvae
nepecMompa (3aMeHbl) UU OmMMeHbl Hacmosweao cmaHdapma coomaeemcemeayruee yeedoMmneHue bydem
onybnukosaHo & bnuxaluwem 8biflyCKe eXeMeCAYHO20 UHOPMayUuOHHO20 ykaszamens «HayuoHanbHbie
cmaHOapmabi». Coomeemcemeyrowjas uHgopmayus, yeedoMIeHUe U MeKCcMbl pasMewarmces makxe 6 UH-
hopmayuoHHOU cucmemMe obuiea0 NMonb308aHuUss — Ha oghuluansHoM calime @edepanbHo20 azeHmemea rno
MexXHUYeCcKoMy peayuposaHuo u Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© Odpopmnenne. ®IBY «NHCTUTYT cTaHgapTuauuun», 2022

Hactoawmnn CTaHOdapT HE MOXeT BbITb NONMHOCTLIO UMW YaCTUYHO BOCMNpowun3BeneH, TMpaxmposaH 1 pac-
NMpoCTpaHeH B Ka4yecTBe ocbuu,maanoro n3gaHuns bez pas3peweHna GJe,qepaanoro dareHTcTtBa Nno TeXHN4eCKo-
MY perynmpoBaHu n MeTponorum
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BBepeHue

Cepwusa cTaHgapToB «YNpaeneHue KOMMbTEPHBIMA MHLUOEHTAMWY onpefenseT eAuHbIN CTPYKTYpUpO-
BaHHbIA NOAX0A K OpraHu3auuy 1 BeAeHWU OeATEeNbHOCTM MO YNpaBneHuio KOMMNbITEPHBIMK MHUKOEHTaAMK B
pamkax (oyHKLMOHWPOBAHWUS rOCYAapCTBEHHON CUCTEMbI OBHaPYKEHUA, NPeayNpPeXaeH s 1 NMKBUOALMN No-
cneacTBUIA KOMMBIOTEPHBLIX aTak Ha MHopMaLMOHHbIE pecypckl Poccuinickon ®egepaumu (FTocCOMKA).

B cootBetctBum ¢ TOCT P 59710 cTpyKTYpMpOBaHHLIA NMOAXOL K OpraHu3auMv 1 BeAEeHWI OeATelb-
HOCTM MO yNpaBneHW0 KOMMbKTEPHBIMU MHUMAEHTaMUK NpefycMaTpyvBaeT cnegylowme ctaguu ynpasneHus
KOMMbHTEPHBIMU UHLUMAEHTAMMU:

- opraHu3auus JeaTenbHOCTW MO YyNpaBneHWo KOMMNbITePHbIMW MHUWOEHTaMM;

- 0BHapyXeHne 1 perucTpaums KOMNbTEPHbLIX MHUWAEHTOB;

- pearvpoBaHue Ha KOMMNbKTEPHbIE UHUWAEHTHI;

- aHanu3 pesynsTaTtoB AeATeNbHOCTM MO YNpaBneHNo KOMMbITEPHBIMU MHLMOEHTaMMU.

HacTtoAawwun ctaHgapT onpegenseTr cogepXaHue 3TanoB, BbiNOMHAEMbIX Ha cneayowmx cTagusax:

- 0DHapyeHWe U perucTpauns KOMNLOTEPHbLIX UHUWAEHTOB;

- pearvpoBaHue Ha KOMMNbKTEPHbIE MHUWAEHTDI;

- aHanu3 pes3ynsLTartoB AeATeNbHOCTM MO YNpaBneHN0 KOMMLITEPHBIMU MHLMOEHTaMMU.
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HAUMWOHANBbBHBIA CTAHOAPT POCCUMNUCKON ®EQOEPALUNMU

3awura nHdopmaymm
YOPABNEHWE KOMNBKWTEPHBIMWU AHUMWOEHTAMMW
PyKoBOACTBO MO pearMpoBaHUIO0 Ha KOMMNbLIOTEPHbIE MHUMAEHTLI

Information protection. Computer incident management.Guide to responding to computer incident

Oata eeegeHna — 2023—02—01

1 ObnacTb NnpUMeHeHunA

HacTtosawun ctaHaapT onpefensieT coaepkaHue 3TanoB, BLINOMNHAEMbIX Ha CNeayownx CTagusax yrnpag-
NeHNst KOMMNbITEPHBIMW UHLUWOEHTaMU:

- oBHapyXeHne N percTpaums KOMMNbTEPHbLIX MHUWAEHTOB;

- pearvpoBaHWe Ha KOMMNbTEePHbLIE UHUMAEHTHI;

- aHanua pes3yrnbLTaTtoB AeATEeNbHOCTH MO YNPaBNeHUO KOMMbITEPHBIMA UHLMOEHTaMMU.

Hactoswuin ctaHaapT npegHasHayveH Kak ons cybbeKkToB rocyfapCTBEHHOW cucTeMbl OBHapyKeHwus,
npenynpexaeHusa U NUKBMOALWM MOCNEACTBMIA KOMMbLIOTEPHBIX aTtak Ha WHdopMaLMoHHbIe pecypcbl Poc-
cuiickon ®epepauumn (FocCOMKA), caMocTOATENBHO OCYLLECTBAAKLIMX YNpPaBNeHWe KOMMbITEPHbIMUA WH-
LUOEHTaMKU B OTHOLUEHWA COBCTBEHHbIX MH(POPMAaLMOHHBLIX pecypcoB, Tak n ana cybwektoB MocCOMKA, B
30HY OTBETCTBEHHOCTU KOTOPbIX BXOAAT UH(POPMALIMOHHLIE pecypchl, NpUHagnexalue ApyruM cybbektam
MocCOlMKA (nanee — opraHu3auum).

2 HopmMmaTtuBHLIE CCLINKK

B HacTosdLeM cTaHOapTe UCNOMNb30BaHbl HOPMATUBHLIE CChINKM Ha criefyolMe cTaHaapThl:

FOCT P 59547 3awwmta nHdopmaunn. MoHMTOPUHT MHpopMaumnoHHon 6esonacHocTu. O6wmne nono-
KeHus

FOCT P 59709 3awuTa nHdopMauuun. YnpasneHMe KOMNbOTEPHLIMA MHUMAEHTAMWU. TEPMUHBI U onpe-
OeneHus

FOCT P 59710 3awwmTta MHdopMauuKn. YnpaeneHne KOMNbOTEPHbIMU MHUKMAeHTaMn. Oblwme nonoxe-
HUA

FOCT P 59711—2022 3awuTta nHdopmauun. YnpasneHue KOMNbTEPHbIMK MHUMAeHTamMKU. OpraHuaa-
LUus AeATEeNbLHOCTM MO YNPaBMEHUIO KOMMNBIOTEPHLIMUA MHLUMAEHTaMU

MpumeyaHue—lpy NONb30BaHWKM HACTOSALLMM CTAHAAPTOM Lienecoobpa3Ho NPOBEpUTL AEWCTBIME CCbINOYHbIX
CTaHdapToB B MH(HOPMAaLMOHHOW cucTeMe OBLLEro NONL30BaHWA — Ha ocuuKMansHOM caiiTe PegepanbHOro areHTcTea no
TEXHWYECKOMY PETYNUPOBaHMIO M METPONOMN B CETU VIHTEPHET UMK No exerogHoMy MHopMaLUMOHHOMY ykasaTento «Ha-
LMOHanbHbIe CTaH4apTbI», KOTOPLIN ONyGrNUKOBaH MO COCTOAHUIO HAa 1 AHBAps TEKYLLEro roga, v rno Bbinyckam exemecsy-
HOro MHhopMaLUMOoHHOrO yKkasaTens «HauuoHanbHble cTaHgapThbi» 3a TeKyLMiA rof. ECnv 3aMeHeH CChbINoYHbIA cTaHaapT,
Ha KOTOpbI JaHa HefaTUpPOBaHHAasA CChINKa, TO PEKOMEHAYETCA UCNONb30BaTh AEWCTBYHLLYIO BEPCUIO 3TOTO cTaHaapTa
C Y4ETOM BCEX BHECEHHbIX B AaHHYI0 BEPCUI0 M3MeHeHUA. Ecnn 3aMeHeH CCbiNoyHbIi CTaHAapT, Ha KOTOpLI AaHa JaTu-
pOBaHHas CChiNKa, TO PeKOMeHyeTCa UCTMoNb30BaTe BEPCUID 3TOTO CTaHAApTa C YKa3aHHbIM BbILLE rOAOM YTBEPKOEHNS
(npuHaTUA). ECn nocne yTBepAeHUs HACTOALLEro CTaHAapTa B CCINOYHLIM CTAaHAAPT, Ha KOTOPLIN aHa AaTMPOBaHHAas
CCbINKa, BHECEHO U3MEHEHWe, 3aTparvBatLLee NomnoXeHe, Ha KOTOPoe AaHa CCbInka, TO 3TO NOMoXeHWe PEKOMEHOYETCS

W3paHue ochmumnanbHoe
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npuMeHaTL 6e3 yyeTa 4aHHOro M3ameHeHus. ECnn cCbiNoYHbIn CTaHgapT OTMeHeH 6e3 3aMeHbl, TO NONOXEHUe, B KOTOPOM
[aHa CCblfika Ha Hero, peKOMeHOYeTCA NPUMEHSATL B YacTW, HE 3aTparvBatoLLein 3Ty CCbIMKY.

3 TepMuUHbLI M onpepeneHun

B HacTosilem ctaHaapTe npumeHeHbl TepMudbl no FOCT P 59709 n TOCT P 59547.

4 O6wume NnonoxeHus

HacToawwuii cTaHgapT onpegenseT coaepXaHue Tpex cTaguid ynpaeneHns KOMMNbITePHLIMKU UHUWAEH-
Tamu, KOTOpbIEe BKMOYAT B cebsl COOTBETCTBYIOLIME 3TanbI:

a) obHapyXeHue W perucTpaunst KOMNbITEPHbLIX UHLMOEHTOR:

1) perucTpaursa NpU3HaKos BO3MOXKHOIO BO3HUKHOBEHMWSA KOMMbIOTEPHBLIX UHUUOEHTOE;

2) noaTBepXaeHne KOMMbHTEPHBIX MHUMOEHTOB;
6) pearMpoBaHWe Ha KOMMbLHTEPHbLIE UHLMAEHTLI:

1) onpeneneHyWe BOBMEYEHHbLIX B KOMMbIOTEPHLIA UHLWAEHT 3NeMeHTOB MHOPMAaUWOHHON MHpa-
CTPYKTYpHI;

2) NoKanv3auusa KOMMbTEPHOTO HLMOEHTA;

3) BbifIBNEHWe NocneacTBuii KOMMNLIOTEPHOTO MHLMAEHTA;

4) nuKkBMOALMSA NOCNEACTBUIA KOMMBIOTEPHOTO MHUMAEHTA;

5) 3aKkpbiTME KOMMNbHTEPHOIO UHUUAEHTA;

6) duKcauua maTepuanos, CBA3aHHbIX C BOZHUKHOBEHMEM KOMMBIOTEPHOTO MHLUMOEHTA;

7) ycTaHOBMEeHWe MpUYUH U YCIIOBUWA BO3HUKHOBEHMWS KOMMBIOTEPHOTO MHLMOEHTA;
B) aHanu3 pesynsTaToB AeATeNbHOCTU MO YpaBleHUo KOMMbITEPHLIMW MHLMOEHTAMU:

1) npuoBpeTeHne M HakomnneHWe onbiTa Mo pesynbsTatam ynpaBneHWs KOMMNbITEPHBIMU MHUUOEHTa-
MU;

2) paspaboTka peKkoMeHOauWin No yCTPaHEHUo B MH(OPMALIMOHHBIX pecypcax NpUyrH W YCIoBUi
BO3HWUKHOBEHWSI KOMMLIOTEPHbIX UHLIMAEHTOB;

3) oueHKa pesynsTatoB U 3(hHEeKTMBHOCTM pearnpoBaHus Ha KOMMbIOTEPHbIE MHLMAEHTbI.

5 OGHapyXeHWe U perucTpauus KOMNbTEPHbIX MHUMAEHTOB

5.1 O6wmne nonoxeHnn

ﬂ,eﬂTeanOCTb no O6Hap}/)l{9HVHO n pernctpaumn KOMNbOTEPHbLIX MHUMOEHTOB OCHOBLIBAE€TCA Ha pe-
dynbratax npoBogMmoro B opraHmn3auyumn MOHUTOPWHIa HHCbOpMaLIMOHHOﬁ 6830I’IaCHOCTM, B paMKax KOTOpOro
ocyulecTBriaeTCcA 060[3 MHCbOpMaLIVIVI 0 cobbITUAX BE30MACHOCTH U UHbIX O3aHHbIX MOHUTOPUHIA U3 pa3nUyHbIX
NCTOYHUKOB.

MpumeyaHune— Cbop MHPopMauUn 0 coBbITUAX BE30NACHOCTN KU MHBIX JAHHBLIX MOHUTOPWHIA, He0BXoOUMbIX
Ans oBHapy»KeHUs KOMNLIOTEPHLIX MHLMAEHTOB, ocylecTenaeTca B cootBeTcTBumM ¢ TOCT P 59547,

CTaﬂMH «O6Hapy)l(9HM9 N perncTtpauma KOMNbHOTEPHbLIX MHUWOEHTOB» BKIHOYaeT B cebs cnegywuwme
aTanbl:

- perncrtpaund npu3HakoB BO3MOXHOIo BO3HUMKHOBEHUA KOMMBKOTEPHBLIX MHUWOEHTOB,

- noaTeepXxnoeHue KOMNbTEPHbLIX MHUMOEHTOB.

5.2 Perwc:Tpame NMPpU3HaKoOB BO3MOXHOIN0 BO3HMKHOBEHWA KOMMNBbHOTEPHbLIX UHUUWOEHTOB

Pervuctpauusi NpuM3HakoB BO3MOXHOMO BO3HMKHOBEHWUSI KOMMbBKTEPHbIX WHUWMOEHTOB MOXET OCYLLEeCT-
BMATLCS Kak aBTOMATU3UMPOBaHHBIM cnocobom (C MCNonb30BaHMEM CPeAcTBa yrnpasneHus coBbITUAMK WUH-
¢hopmaLMoHHO Ge3onacHOCTW) HAa OCHOBE NPaBWM pPervcTpaLuM NPU3HAKOB BO3MOXHOIO BO3HWKHOBEHWS
KOMMNbIOTEPHbIX WHUMAEHTOB, TaK N HEaBTOMAaTWM3MPOBAaHHbIM cnocobom (cneunanucTaMmu nNoApasgeneHus,
OTBETCTBEHHOTIO 33 YNpaBreHne KOMMbITEPHbIMW MHLUUOEHTAMM, MPU CAMOCTOATENBHOM aHanuse cobbITUiA
Be30MacHOCTM B X048 MOHUTOPWHIA UK NPU NONyYeHUU COOTBETCTBYHOLLEN MHopMaumy oT paboTHUKOB Op-
raHuzaumm).

2
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| pupmMmedYyaHne — [NoHATKe «NPW3HaK BO3MOXHOI0 BO3HMKHOBEHWA KOMIMbHOTEPHbIX WHUWMOEHTOB» MPUMEHSA-
K0T B CBA3W C TEM, YTO CpencTea ynpasneHUuA coBbITUaAMK VIHCbOpMaLI,MOHHOﬁ B6esonacHocTn CbVIKCI/IpyI'DT BO3HWKHOBE-
HWE CUTyauun, KOTopaAd MOXET CBMOETENbCTBOBATE O BO3HWMKHOBEHWMWA KOMMBHTEPHONO MHUMOEHTA, @ HE CaM q:)aKT ero
BO3HWKHOBEHWA.

5.2.1 PerucTpaums NpU3HAKOB BO3MOXKHOTO BO3HMKHOBEHUS KOMMNbIOTEPHbLIX UHLMOEHTOB aBTo-
MaTU3MpPOBaHHbLIM cnoco6om

Pernctpaumsi NpM3HaKoB BO3MOXHOTO BO3HUKHOBEHUS KOMMbIOTEPHbLIX MHUWAEHTOB aBTOMAaTU3MpPOBaH-
HbIM cnocoboM OCYLLEeCTBNSAETCS C MCMONb30BaHNeM CpeacTBa yrnpaBneHusl coBbITUSMU MHGOPMaLMOHHOW
6e30MacHOCTM Ha OCHOBE NPaBWUN PerMcTpaumn NPU3HaKoB BO3MOXKHOTO BO3HWKHOBEHWS KOMMBHOTEPHBIX WH-
LUWMOEHTOB.

MpaBuna pervcTpauun NPU3HaKoB BO3MOXHOTO BO3HWKHOBEHWA KOMMLHOTEPHbLIX MHUMAEHTOB AOMMKHBGI
No3BonATb peanu3oBaTh OAWH WU COBOKYMHOCTb CREdyLIMX METOLOE aHanuaa, HanpasneHHbIX Ha BbisiB-
neHwWe NPUYMHHO-CNEeACTBEHHOW CBA3M MeXay cobbITUSMM 6e30NacHOCTU U MHBIMW OaHHBIMU MOHUTOPWHTA:

- CArHaTypHble MEeTOfbl, OCHOBAHHbLIE HA COMOCTABMNEHUM KOHKPETHLIX NMPU3HAKOB U YCINOBUI B3auUMO-
cBfizel cobbITUI 6e30NaCHOCTU U MHBIX JaHHLIX MOHUTOPWHTA;

- BeccurHaTypHble MeTobl, OCHOBAHHbIE Ha BbISIBNEHUW CTATUCTUYECKOW U UHOW 3aBUCUMOCTU MEXIY
cOoBbITUSMU 6E30MacHOCTU U UHBIMU AAHHBIMU MOHUTOPMHrA U ()OPMUPOBaHUM Npodhunen yHKLMOHUpOBa-
HMS MHPOPMAaLMOHHbLIX PECYPCOB.

MpumeyaHwe— lNpoduns GYHKUMOHUPOBaHUA DOPMUPYETCA MO pesynsTaTtam NoBedeHYECKOro aHanunaa, Ko-
TOpLIi cogepXuT Habop aTpUBYTOB K MX 3HAYEHWA. Takue JaHHbIE XapakTepusyloT paboTy KOHKPETHOro NpUMOXKEHWUN B
cpene OyHKUMOHUPOBAHUSA B ONPEAENEHHbIA NPOMEXYTOK BPEMEHM.

CVIFHaTyprIe MEeTOAbl aHaln3a BKIMK4YawT npasnna pernctpauum nprM3HakoB BO3IMOXHOINO BO3HUKHOBE-
HWUA KOMMNBKOTEPHBIX UHUMOEHTOB, CO30aHne U Hac:TpoFle KOTOPbIX OCYLLECTBINAET cneyunannct noapasaerne-
HUA, OTBETCTBEHHOTIO 3a ynpaelieHMe KOMMNbTEPHbIMWU NHUWOEHTaMN.

EECCHFHaTyprIe MeTOObl aHanu3a peanun3yrTcH paSpaﬁOT‘-IMKOM cpencTtea ynpaBleHuA CcoBbITUAMM
I/IHd'.)OpMaLI,VIOHHOIFI BesonacHocTu B nporpaMmmMHOM Kofe cpefCcTBa, allfOPUTMbl KOTOPbLIX HE MOTYT ObITb U3-
MEeHeHbl cneunanncTtomM nogpasfeneHua, OTBETCTBEHHOTO 3a ynpaerneHue KOMMbHTEPHBIMW MHUWOEHTaMW.

MpumevyaHwne —lpaBuna perucTpaunmn NPU3HAKOB BOIMOXHOIO BO3HVKHOBEHWUS KOMMLIOTEPHLIX MHUUOEHTOR
MOTYyT coaepaTb ycroBusa oTbopa cobbITuili 6e30NacHOCTH U MHBIX AaHHLIX MOHWTOPWMHIA B BUAE OTAEMbHbIX NIOTMYECKMX
onepauuni, Hanpumep KoHbHHKUMA («M»), onabioHkuma («AIT»), oTpuuaHue («HE») n nx KomOuHaUWi, KpUutepuu cpa-
GaTbiBaHMs NpaBuna, YYUTLIBAOLME KONMUYECTBEHHbLIE, BPEMEHHLIE 1 MHbIE XapaKTEPUCTUKM cobbiTuin BGe3onacHocTy u
WHBIX JaHHbIX MOHUTOPWHIA, a TakKe pesynbTaTbl UX CPpaBHEHWUA («Donblue», «MeHblUe», «paBHO» W WHbIE). MpaBuna
perucTpaumy NpU3HaKkoB BO3MOXHOMO BO3HWKHOBEHWUS KOMMBLIOTEPHLIX MHLUMAEHTOB TaKKe MOMyT COAEpXaTb OnepaTopbl
BbINOMHEHWUA OENCTBUIA B 32aBUCMMOCTM OT COOTBETCTBUS NEPEMEHHBIX (0GBLEKTOB, NPUHUMAKLLMX HECKOINBKO 3HAYEHMN)
3aaHHOMY YCIOBWIO, LIMKITMYECKME M WHLIE ONEepaTOphl, MO3BOMNALLME NOBLICUTL 3(hHEKTUBHOCTL U TOYHOCTbL OMNMCaHKA
KpuTepuer oTbopa cobbITUiA 6E30MACHOCTM U MHBIX OAHHBIX MOHWTOPWHTA.

PelweHre o HAaNU4MmM Unm oTCyTCTBUM NPU3HAKA BO3MOXHOMO BO3HUKHOBEHUS KOMIMBbHOTEPHOIO MHUMAEHTA NPUHAMA-
€TCA Ha OCHOBE MpaBuWIT PErMcTpauuy Npu3HakoB BO3MOMXHOMO BO3HUKHOBEHWSA KOMMLIOTEPHBLIX MHLWAEHTOB.

Mpu aBTOMaTU3MPOBaAHHOM crnocobe perucTpauuy NpUaHaka BO3MOXHOIO BO3HWKHOBEHUWS KOMMbOTEP-
HbIX MHUMOEHTOB MHOpMaLs 0 AaHHOM 3aperMcTpMpoBaHHOM NpU3Hake nepegaertcsa U3 cpeacTsa ynpaene-
HMSA COBLITUSMM MHGOPMALIMOHHOM Ge30MacHOCTU B CPeACTBO YNpaBneHns UHUMOEHTaMK, Iae Ha OCHOBaHWUM
nocTynuBLUEN MHpOPMAaLMU aBTOMAaTUYECKM (DOPMUPYETCS KapTodka NpuU3HaKa BO3MOXHOTO BO3HUKHOBEHUS
KOMMbLTEPHOTO MHUUAEHTA.

5.2.2 Peructpaumna npu3HaKoB BO3MOXHOM0 BO3HUKHOBEHUA KOMMNbIOTEPHLIX MHLUWOEHTOB HeaB-
TOMaTU3MpPOBaHHbLIM COCOGOM

Pervctpauma npusHakoB BO3MOMXHOMO BO3HWUKHOBEHWS KOMMBIOTEPHbLIX MHLUWAEHTOB HeaBTOMaTU3UpO-
BaHHbLIM cnocoBoM OcyLLecTBnAeTCs crneuraniucTamn noapasfaeneHunsi, OTBETCTBEHHOTO 3a ynpasneHue Kom-
NbIOTEPHLIMWU WUHLMOEHTAMM, NPM CAMOCTOSITENLHOM aHanuae cobbiTMin 6e30nacHOCTU B XO4e MOHUTOPUHTa
WK NpU NONy4YeHUU COOTBETCTRYIOWEN MHopMaLMu oT paboTHUKOB opraHM3auun. HeaBToMaTM3MpoBaHHas
perucrpaumsi NPU3HaAKOB BO3MOXHOMO BO3HMKHOBEHMWS KOMMbLIOTEPHLIX MHUMOEHTOB OCYLLECTBNAETCS B cpef-
CTBe ynpaBlneHusi MHUMAEHTaMM1 NyTeM BHECEHWUS B KAPTOYKY NpU3HaKa BO3MOXHOIO BO3HWKHOBEHWUST KOMMbIO-
TEPHOro UHUMAEHTa HeoBXoaAUMOon MHADOPMALIUN.
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5.3 MNogTBepXxageHWe KOMNbBKTEPHbIX MHUNOEHTOB

HO,B,TBGPK,EI,GHMG KOMNBHTEPHOTO MHUMOEHTA OCYLLECTBNAETCA B X04€ NpoBedeHNA NPOBEPKU 3aperu-
CTPUPOBAHHOIO NpM3Haka BO3MOXHOIo BO3HUMKHOBEHWA KOMMNbHOTEPHOINO MHUKMOEHTA.

Takas npoBepka nNpoBoanTCA cneunanncrtaMmn, OTBETCTBEHHbIMW 3a pearmpoBaHne Ha KOMMbKTEPHbIE
NMHUWOEHTDI (DYKOBO,E[VITEHFIMVI paﬁoqu rpynn pearmpoBaHua Ha KOMMNbTEPHbIE MHLI,M,D,EHTI:I).

MpumevaHusa

1 CneuwanucTbl, OTBETCTBEHHLIE 33 pearMpoBaHWe Ha KOMNbIOTEPHbIE MHUMAEHTE! (PyKOBOAUTENMW pabo4ux rpynn
pearMpoBaHWs Ha KOMMbIOTEPHbIE MHLMOEHTBI) OCYLLECTBAAIT CredyoLyo AeAaTenbHOCTb!

- NpoBedeHWe NPOBepPKN (hakTOB BO3HWKHOBEHWUS KOMMBHOTEPHBLIX MHUMAEHTOB C LEMNbIO UX NOOTBEPKAEHWS;

- perucTpaums KOMNbIOTEPHBIX MHUMAEHTOB B CNy4Yae UX NoATBEPHOEHUS,

- KOHTPOIb BbINOMHEHWS 3TanoB pearupoBaHnNA Ha KOMMbBIOTEPHbBIE MHLUMOEHTI.

Mpw ocyLLEeCTBNEHMA KOHTPONSA BbINOMHEHWS 3TAnoOB PearMpoBaHUs Ha KOMMbIOTEPHBIE MHUMOEHTBI CNELWANWCT,
OTBETCTBEHHLIN 38 pearMpoBaHWe Ha KOMMbIOTEPHBIA MHUMAEHT (pyKoBoAMTENb pabodel rpynnbl pearnpoBaHus Ha KOM-
NblOTEPHbIe MHUMOEHTbI), AOMKEH NPUHUMATL pelleHne 0 HeobXoAMMOCTU NPUBNEYEHUS OPraHU3aLMK, OCYLLECTBMSALLEN
KOOpAMHALMIO OesTeNbHOCTW B YacTU YNPaBNeHUst KOMMLITEPHBIMA MHLUMOEHTaMM.

2 B pamkax cyHkumnoHupoBarus [ocCOlMKA opraHuzaumven, ocywecTBNAILWLEN KOOPAVHALMIO AEATENBHOCTU B Ya-
CTW YNpaBneHusi KOMNbIOTEPHEIMI MHUMAEHTaMK, sBnAeTcA HaunoHansHeIA KOOPAMHALMOHHEIA LEHTP MO KOMMLIOTEPHBLIM
MHUMOEHTaM.

PerMCTpMpyeMblE NPU3HaKn BO3IMOXHOI0 BO3HMKHOBEHWMA KOMIMbKHOTEPHBIX MHUWOEHTOB pacrnpenendarnTCcA
Mexay cneymnanncrtamMmu, OTBETCTBEHHbIMW 3a pearmpoBaHMe Ha KOMMNbTEPHbIE NHUWOEHTbI (pyKOBO,D,MTEJ'IFI-
MW pa60qu rpynn pearmpoBaHnA Ha KOMMNbIOTEPHbIE I/IHLl|./I,|':|£Ei-ITI:~;I)1 B nopsagke oyepenn nvnm c y4qeToMm npen-
BapuTenbHO onpeeneHHbIX TUMoOB KOMMNbHTEPHbLIX MHUWOEHTOB, n/unu reorpaq)MHeCKoro MEeCTOMOJTOXEeHWUA
VIHCbOpMaLI,MOHHbIX pecypcoB, B KOTOPbIX PErMCTPUPYOTCA NPU3HAaKM BO3MOXHOIM BO3HMKHOBEHWA KOMMbHO-
TEPHbIX NHUWOEHTOB.

MpumeyvyaHune — B pamkax yHKkumoHnpoeaHusa MocCOTNKA TWMbl KOMMNbIOTEPHBLIX MHUWMAEHTOB ONpenenser
opraHv3aums, OCyLLEeCTBALLAA KOOPAMHALMIO OeATENLHOCTA B YACTM YNPaBNEeHUS KOMMBIOTEPHBIMW MHUMOEHTaMMU.

I'Ipoaepi{a CbaKTa BO3HUKHOBEHWA KOMNbTEPHOTO MHUWMOEHTa npeaycMaTpuBaeT BbIMOJTHEHWE Cleyko-
LMx npoueayp:

a) aHanns Mchopmaumw, CO}J,ED}KBLLI,GFICH B KapToO4Ke Npu3Haka BO3IMOXHOI0 BO3HWKHOBEHWUA KOMIbH-
TEPHOro MHUKgeHTa.

MpumeyaHue — lNpu aHanuse nHpopmaumK, CogepaLleincs B KapTovKe NpM3Haka BO3MOXKHOIO BO3HUKHOBE-
HWA KOMMBIOTEPHOMO MHLUMAEHTA, NMPOBOASAT OLEHKY MHhopMaLmK, CBA3aHHOW ¢ cobbiTuaMY 6e30nacHOCTH, Ha OCHOBaHUK
KOTOpbIX BblN 3aperucTpMpoBaH NPW3HaK BO3MOXHOMO BO3HWKHOBEHWS KOMMBIOTEPHBIX WHUMAEHTOB, ANA ONpefeneHus
XapakTepa BNUsHWUS Ha MH(OPMaLIMOHHBIE PECYPCHI C UMbl NMPUHATUS PeLleHns O perncTpauny KOMNbKTEPHOTO MHLM-
Aenta. MNpy HeobxogMMOCTH OCYLLECTBAAT cOop U BHeCeHUe AoMNonHUTeNsLHOW MHdopmMaumn. B cnyyae nogreepxaeHus
KOMMBIOTEPHOMO MHUMOEHTA OCYLLECTBMAAIOT €r0 PEFUCTPALMIO U CO30aK0T KApTOYKY KOMMBKOTEPHOTO MHUMAEHTA.

B pamkax dyHkumoHupoBaHua [ocCOlMKA dopmaT 1M cogepxaHue KapToveK KOMMbHTEPHBIX UHUMAEHTOB, KOM-
NbOTEPHBIX aTak U ya3BUMMOCTEN onpefensieTcs opraHM3alumnei, ocyLecTBAsLWEeR KOOPAUHALIMI0 AeATENbHOCTU B YacTH
yrpaBneHnsi KOMNbTEPHBIMU MHUWMOEHTaMM;

6) cbop gononHUTEenLHOW MHopMaLuK, TpebyeMoin AnsA NoATBePKAEHUs (hakTa BO3HVKHOBEHWUSA KOM-
NbKTEPHOTO MHUWAEHTA (MpW HEOBXOAWMOCTH), B XOA4E KOTOPOro MOTYT BbINOMHATLCA:

1) onpoc nonb3oBaTenei MH(POPMaLUOHHBLIX PECYPCOB, BOBNEYEHHbLIX B KOMMLIOTEPHLIA UHLUOEHT;
2) onpoc cneuvanucTos nogpasaeneHunin, OTBETCTBEHHbIX 3a JKCTNyaTauuio MHOPMaLMOHHLIX pe-
CYPCOB, BOBINEYEHHbIX B KOMMNBLIOTEPHBIA UHLMAEHT;
3) nonyyeHne gaHHbIX O (DYHKLUMOHMPOBAaHUM CEPBMCOB, 0GecrnevymBaLWMX peanaaumio Kputuye-
CKMX MPOLECcCOoB OpraHu3aLmm;
4) npoBepka XypHanoe cOBbITWA Ha NpeaMeT Hanuuus CBUOETENbCTE O HeCaHKUMOHUPOBAHHOM
NPOCMOTPE, UBMEHEHUW UINN yAANEeHUN MHADOPMaLMK;
5) WHble OeWUCTBMUS, NO3BONAKLLME MNONYYUTb UHDOPMALIMIO, HEOBXOAMMYHO ANS NPUHATUSA PeLleHus!
0 perncTpaummu KOMMbITEPHOTO MHLMAEHTA.

M pumMmevYyaHune — KapTO‘-IKa NPU3HaKa BO3MOXHOINo BO3HUMKHOBEHWA KOMMNbHTEPHOIO MHUMAEHTa O0IKHa coaep-
XaTb Mchopmau,mm 060 Bcex cobbiTuax 6e30NacHOCTM U UHbIX AaHHbIX MOHUTOPWHIA, KOTOPbIE NOCNYXWINKW OCHOBaHUEM
AnA permcTpauun npm3Haka BO3MOXHOIO BOSHMKHOBEHUA KOMMNbKOTEPHOINO MHUKMOEHTA.
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Ins npoBeneHWa NpoBepkn hakTa BO3HUKHOBEHWNSI KOMMBIOTEPHOTO MHUMAEHTA CMeunanucTy, OTBETCTBEHHOMY 3a
pearvpoBaHMe Ha KOMMbIOTEPHLIA UHUMAEHT (pykoBOoaUTEN paboyei rpynnbl pearnpoBaHs HA KOMMbIOTEPHLIE WHLM-
OeHTbl), TpebyeTca cnegyrowasa MHpopmauns:

- MOATBEPXOaLLasa WY ONpoBeprarLLasn akT npuBeaeHns MHOOPMAaLMOHHOIO pecypca B COCTOSIHWE, MPK KOTO-
POM OH MOMHOCTBI UM YaCTUYHO HE MOXET obpabaTbiBaTh MHOPMaLKD, HE0OXoaUMYH ANsA obecnevyeHna KpUTUYECKUX
MPOLIECCOR, UMK OCYLLECTBNATL YNPaBNeHUe, KOHTPOIb UMM MOHUTOPWHI KPUTUYECKUX MPOLIECCOB;

- MOATBepXaaroLasn UM onpoeeprarowan akt HapyLleHnsa 6e3onacHocTn MHpopmaunn, Heobxogumon ans obe-
CMEYEeHUss KpUTUYECKUX MPOLIECCOB (HapyLUeHMe ee KOH(OUOEHUMANLHOCTH, LENOCTHOCTU W/UMNKU OCTYNHOCTH);

B) NPUHATUE peLleHnd O perncTpaum KOMNbOTEPHOTO MHUWOEHTA, ero npnopurTeTe U YpoBHE BITUAHUA.

MpumevyaHuns

1 Peructpaums KOMMLIOTEPHOTO WHLUMAEHTA OCYLLECTBINSAETCH, ECNU B XOAE MPOBEPKA MOATBEPXKOEH (DaKT BO3-
HWKHOBEHWSA KOMMBIOTEPHOrO MHUMAEHTA. pu perncTpaunM KOMMBIOTEPHOIO WHUMOEHTA crnedyeT co3faBaTb KapTOqKy
KOMMBHTEPHOTO MHUUAEHTA.

Pernctpaumsa KOMMNbIOTEPHOTO MHLWAEHTA HE OCYLLECTBNAETCA, ECNK B XOAE MPOBEPKW YCTAaHOBMNEHO, 4YTO perucTpa-
UWs MpU3HAKa BO3MOXHOIO BO3HWKHOBEHWUSI KOMMBIOTEPHOMO MHUMAEHTA ABNAETCA NOXKHOW.

Ecnu B xoOe npoBepku BObINO YCTAHOBINEHO, YTO MPUYMHON perucTpauuy npuaHaka BO3MOXHOTO BO3HMKHOBEHWSA
KOMMBHTEPHOTO MHLMOEHTA ABMAETCA KOMMLIOTEPHANA ataka, B crnyyasx, ECli KOMMbIOTEPHLINA MHUWOEHT HE PErucTpupy-
€TcA, TO A0oMmKHa (hOPMUPOBAaTLCA KAPTOYKa KOMMLIOTEPHOM aTakvi M KapToYka yAa3BMMOCTH.

2 TpvopuTeThl U YPOBHU BIUAHMSA KOMMBIOTEPHOIO MHUWAEHTA MOTYT ONpPenensaThCA BMECTE C perucTpawumeit npu-
3HaKa BO3MOXHOMO BO3HWKHOBEHMS KOMMBIOTEPHOIO MHLUMAEHTA NpKn cpabaTbiBaHUW NpaBuIia, HO OHW JOMKHbI NOATBEPX-
0aTbCA CNeLManucToM, OTBETCTBEHHBLIM 32 pearupoBaHUeE Ha KOMMLIOTEPHBIA MHUMAEHT (pykoBoguTenem paboyein rpyn-
Mbl pearMpoBaHUA Ha KOMMLIOTEPHbLIE MHUMAEHTLI), U NPY HEODXOOUMOCTU YTOYHATLCA.

Moaxon kK onpefeneHnio YPOBRHEN BIUSHUSA U NPUOPUTETOB KOMIMBIOTEPHBIX MHUWAEHTOB NPUMBEAEH B NPUNOXKEHUSAX
Aun B OCT P 59711—2022.

Mocne noaTeepXxaeHuA CbaKTa BO3HWMKHOBEHWA KOMMNbHTEPHOINo MHUMAEHTa OCYLWeCTBNnAeTCcA HeMen-
NeHHoe yBeJoMIeHune cneumnanncToB, BXOOALWNMX B COCTaB paﬁoqeﬁ rpynnsl, HaszHaJYeHHoW Ang pearnpoBaHnA
Ha SBDETMCTDMDOBEHHHFI KOMI'Ib}OTeprII;'I MHUWOEHT.

MpumMmeyaHue — HasHavyeHne paboumx rpynn Ons pearupoBaHWs Ha KOMMLIOTEPHLIA MHUMOEHT MOXET OCy-
LECTENATLCA ABTOMATUYECKM CPEOCTBOM YNPaBNEHWA MHUMAEHTAMMW AN KaX4Oro TUMa KOMMbIOTEPHOTO MHLUMAEHTA UK
He aBTOMaTU4YeCcKM CNeuuanMcToM, OTBETCTBEHHLIM 3a pearvpoBaHne Ha KOMMbITEPHLIN MHUMAEHT (pyKoBOAWTENEM pa-
Goueil rpynnbl PearMpoBaHUA Ha KOMMBIOTEPHLIE MHUWOEHTBI).

O,D,HOBPEMGHHO C yBegoMIeHuemM cneunanmcTtoB, BXOOALWKWX B COCTaB paﬁoqeﬁ rpynnbl, Ha3Ha4YeHHoMu
ona pearmpoBaHuA Ha SaDEFHCTpMDOBaHHbIﬁ KOMHbIOTeprIPI WHUWOEHT, OOIPKHO OCYLWeCTBNATLCA yBEeOOM-
NeHne opraHn3aunu, OCYLIJ,ECTBJ'IHI-OLI.IEﬁ KOOpOWHaUWK OeATelrlbHOCTU B YacTK yrnpaesneHna KOMNbTEPHbIMA
MHUWOEeHTaMWu, C HanpaBlneHWeM KapTO4KMn KOMMNbOTEPHOIo MHUWOEHTa (B crniy4dae pernctpaunum KOMNbKTEPHO-
ro MHLIM,ELEHTB) NN KapTo4dek KOMI'IbI-OTEpHOl?I dTaKku 1 yA3BMMOCTU, KOTOPbIE MOITIA OblTb MCNOMNBL30BaHbI npwu
npoeegeHnun KOMI'IbIOTepHOIﬁ aTaku (ECJ'IVI B XO4€ NpoOBEpPKM Npu3Haka BO3MOXHOIo0 BO3HMKHOBEHNA KOMMbHO-
TEePHOro MHUngeHTa Bbino YCTaHOBJ1EHO, 4YTO I'IpVI‘-IVIHOIP'I ero permcTpaunin ABNAETCA KOMNbHOTEPHAA aTaka, B
crny4dasax ecrnu KOMI'Ib?OTEprIﬂ WHUWOEHT He peFMCTpMpyETCﬂ).

6 PearnpoBaHue Ha KOMNbHOTEPHbIE UHLUNOEHTbI

6.1 O6LwWune nonoxeHnn

CTtagnsa «pearMpoBaHne Ha KOMMbIOTEPHbLIE MHUWMAEHTLI» COCTOMT M3 CreaylLlunx nocrnenosaTtenbHbIX
3Tanos:

- onpegeneHne BOBMNEYEHHbIX B KOMMbIOTEPHBIA MHLWOEHT ANeMeHTOB MHOPMAaLMOHHOW UHDPaCTPYK-
TypbI;

- rioKanusauusa KOMMbITEPHOro UHUWAOEHTA;

- BbiABNEHWE NOCMeaCTBMI KOMMBIOTEPHOrO NHLUNOEHTA;

- NIMKBMOALUWSA NOCMNEeACTBMIA KOMMBIOTEPHOMO NHLUKMOEHTA;

- 3aKpbITHE KOMMbIOTEPHOTO UHUMOEHTA.

OTaensHbIMK 3TanamMu B pamMmkax cTagumn «pearupoBaH1e Ha KOMMbIOTEPHbIE UHUWOEHTLI» ABMNAKTCA:

- (bUKcaLKUs MaTepuanos, CBA3aHHbIX C BO3HUKHOBEHUEM KOMMbHOTEPHOMO UHLUWAEHTA;

- YCTaHOBMEHWEe NPUYUH 1 YCIIOBUA BO3HWKHOBEHUS KOMMBIOTEPHOTO MHLIMAEHTA.
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MpumeyaHune — [JaHHble aTanbl MOryT NPOBOAMTLCA NapannensHo C OcTallbHbIMK 3Tanamn pearupoBaHusa U
Jae nocne atana «3aKkpbiTUe KOMMNbLITEPHOro MHUMAEHTa». BbiNoNHEeHWe gaHHbLIX 3TAan0oB HE BAIMAET Ha 3aKpbIiTUE KOM-
NMbHOTEPHOINO MHUWMOEHTA.

OnucaHue aTanoe «duKcauna maTepuanor, CBA3aHHbIX C BO3HUKHOBEHUEM KOMMBIOTEPHOTO MHLUMOEH-
Ta» 1 «yCTaHOBIEHWE NPUYMH U YCNOBUA BO3HWKHOBEHUA KOMMbIOTEPHOrO MHUKMAEHTa» NpeacTaBneHo B pas-
poene 7.

6.2 OnpepeneHue BOBMNeYeHHbLIX B KOMALIOTEPHbIN MHUMAEHT 3NeMeHTOB MHOoPMaLMOHHOMN
MH(pPaCcTPYKTYpbI

Ha aTane «onpegeneHne BOBMNEYEHHbIX B KOMMbIOTEPHLIN MHLUUAEHT 3M1eMEHTOB MHOPMALMOHHOW WUH-
hpacTpyKTypbl» CNeuuanMcTaMu, BXOAAWMUMKM B cocTae paboyei rpynnbl pearMpoBaHus Ha KOMMbOTEPHBbIN
WHUWOEHT, AOJIKHbI BbINOMHATLCA OEACTBUS, HanpaBneHHble Ha onpefderneHue BOBMEeYeHHLIX B KOMMbIOTep-
HbI MHUMAEHT 3N1EMEHTOB UHOPMAaLMOHHOW UHPACTPYKTYPhI, Ha KOTOPbIX UMEKTCS NPU3HaKKU 3aperucTpu-
POBaHHOIO KOMMbLIOTEPHOTO MHUMAEHTA, C LieNbio UX AanbHenLwel nokanmaauum.

Ha pucyHke 1 npeacTaBneHa cxeMa opraHW3alMoHHOro Npouecca atana «onpeaeneHne BOBMNeYeHHbIX
B KOMMLIOTEPHBIA MHUMAEHT 3NIEMEeHTOB MHMOPMaLMOHHON MHPACTPYKTYPbI».

PaBouas rpynna [ OnpeneneHne BOBNEYEHHbIX
pearvposaHus Ha B KOMMbIOTEPHbBIA MHLMAEHT
! 3M1EMEHTOB MHOPMAaLMOHHOI

KOMI'II:IOTeprII?I WHUWOEHT
WHOPACTPYKTYPbI

/

Mepenada MHpopmaumm
O BbIMNOMHEHHBIX =
OENCTBUAX

MpoTokonupoBaHue
BbINOMNHEHHbIX AEACTBUA

BoBrneyeHHbIe B KOMNBHOTEPHbIRA
WHUMAEHT 3neMeHTbl MHMOPMaLMOHHOR
WHPacTPYKTypLl onpeaeneHbl

MpoBepka NonHoThI Mepexop Ha sTan
lll 1 0,OCTaTO4HOCTI - «noxkanusaumns
CneumnanucT, OTBETCTBEHHbIIA WHpopMaLm KOMMBIOTEPHOTO MHLUMAEHTa»
3a pearvpoBaHne Ha KOMMNLHTEPHBIIA
WHUMAEHT (pyKoBoauTens pabodei Tpebyemsbiit acpdpexT
rpynnel pearnpoBaHna Ha OTCYTCTBYET CosgaHue 3agaHus
KOMMbIOTEPHBIE MHUMAEHTSI) Ha [opaboTKy BbINOMHEHHBIX
AencTBuriA

PucyHok 1 — Cxema opraHusalnoHHOro npoLecca aTtana «onpeaeneHne BOBNEYEHHbIX B KOMMBIOTEPHbIA MHUMOEHT
3NeMEHTOBR MHGOPMAaLIMOHHOM MHAYPaCTPYKTYPbI»

[nga onpedeneHus BOBMEYEHHbIX B KOMMbIOTEPHbIA MHLUMOEHT 3MNEMEHTOB MH(OPMaLMOHHOW MHGpa-
CTPYKTYpPbl CreayeT U3y4nTb COCTOSAHME 31IEMEHTOB MH(OPMaLMOHHOW MH(PPaCTPYKTYpbI.
N3yueHne cocTosHUA anemMeHToB MH(OPMAaUWMOHHOW MHAPacTPYKTypbl AOMNYCKAaeTCs OCYLIEeCTBNATh C
MCNonb30BaHWeM NPOrpaMMHbIX W/UNU NPOrpaMMHO-TEXHUYECKMX CPEACTB, NPeAHa3HaYeHHbIX!
a) onst nonyyYeHwst 4ocTyna K hannoBow cUcTeMe;
0) monyyeHus AoCTyna K XKypHanam perucrpauuy cobbituii 6esonacHocTu:
1) onepauuoHHon cuctembl (OC);
2) cpepncTB 3awMThl MHbopMauun (aHTMBMPYCHbIE CPeAcTBa, cpeacTBa 0bHapyKeHWs KOMMbloTep-
HbIX aTaK U WHbIE CPeACTBa 3awunThl MHOpMaUnn);
3) npuknagHoro nporpaMmHoro obecnedveHus (MO);
B) CKaHMpoBaHus (hainnoBoi cMCTEMEbI C Lienbio BbisBNeHWsa BpedoHocHoro MO;
r) NpoBedeHWs MHBEHTapU3aLUuu;
0) MpoBeAeHWA aHanuaa ysi3BUMOCTen;
€) oueHKn paboTocnocoBHOCTM U MPON3BOAWTENBHOCTM 3NEMEHTOB WHMOPMAUMOHHOW MHpacTpyK-
TYpbl;
) nonyyYeHus MHAOPMaLMK 13 cnyx0Obl KaTanoros;
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1) Nony4eHus NapaMeTpoB CETEBbIX HACTPOEK U MH(POPMaLMK O CETEBON aKTMBHOCTW 3N1EMEHTOB WH-
dopmMayMoOHHON MHPaCTPYKTYPbI;

K) aHanu3a ceTeBoro Tpadwuka, LMpKyNMpyrLlero Mexay aneMmeHTamm MHOopMaLMOHHON MHGpacTpykK-
Typbl, @ TaKKe OpYrMMn YHKLUMOHUpYOLWUMK B ceTh MIHTepHET pecypcamu, B TOM YUcre 3ahMKCUPOBaAHHOIO
B MOMEHT BO3HUKHOBEHWS KOMMLOTEPHOTO MHUMAEHTA (NPY HAaNMM4YMKn TaKoW BO3MOXHOCTH);

n) oBHapyXeHUs KOMNLIOTEPHLIX aTak.

6.3 Jlokanu3auuAa KOMNLITEPHOro UHUMAEHTA

Ha aTtane «nokanusauus KOMMNbLIOTEPHOTO MHUKMAEHTa» cneunanucTaMm, BXOASALWMMM B cocTas paboyei
rPynnbl pearMpoBaHMsA Ha KOMMbIOTEPHbLIA WHLUMOEHT, OOMKHLI BLINOMHATLCS AEWUCTBUS, HaMpaBleHHble Ha
orpaHu4eHne pyHKLMOHMPOBaHNUS 3NeMeHTOB MHopMaLMOHHOM MHGPACTPYKTYPbI, BOBMEYEHHbLIX B KOMMbIO-
TEPHbLIA UHUMAEHT, C Lenbio NpeaoTBpalleHns ero AansHellwero pacnpocTpaHeHus.

Ha pvcyHke 2 npefctaBneHa cXxeMa opraHM3alnoHHOro npolecca atana «oKanvaauns KOMNbITepHO-
ro MHUMOEHTa».

Cneunanuct, OTBETCTBEHHbIW ®
. " OnpegeneHne
33 pearMpoBaH1e Ha KOMNbLIOTEPHBbI w o nepBoo?-len['Je,qulx -
WHUMAEHT (PyKOBOAWTENL pabodyeit

rpYnnbl pearupoBaHns Ha
KOMMBHTEPHBIE MHUWAEHTBI)

[ _ T _ — 1
Onoselenve I OrpaHuyeHue B3anMOoaeiiCcTBIA DuKcauua MaTepranos, I
O KOMMNbIOTEPHOM UHUMAEHTE | | OrpaHunyeHve poctyna o6beKTa atakv ¢ MHbIMKA CBA3aHHbIX C BOSHUKHOBEHWEM |
| Kk 0BLEKTY aTaku anemeHTamu uHcopmaumonHoi | ® ® | komnbiotepHoro nHUMpeHTa |
| WHPaCTPYKTYpeI (uMdpoBbIX CBUAETENLCTB) |
Monb3osatens MHGOPMaLMOHHOTO g L _}
pecypca, 3a4eiCTBOBAHHOIO ' s == i i == = =
B KOMMbIOTEPHOM MHUMAEHTE ‘
BeinonHeHne onpegenexHbIx
nepeoodEpefHLIX Mep
PaGouas rpynna [ [ 1
pearnpoBaHus | BeinonHexwne mep MpoTokonuposaHue _ | Nepepnaya nHdopmaumn I
Ha KOMMNbIOTEPHBIA UHLMAEHT I no nokanuaavuu BbINOMHEHHbIX 4EeACTBUN 0 BbINONHEHHBIX Mepax I
L - N - —
Cneuwanuct, OTBETCTBEHHbI @
3a pearMpoBaHne Ha w ;
KOMMBKOTEPHbIA MHLMAEHT KomnbroTepHbI MHUNAEHT
(pykoBoguTens paGodei rpynnbl Tokann3osaH
peampaBaing. Ha Mposepka Mepexon Ha 3Tan «BbIABNEHNE
KOMMLIOTEPHLIE MHLMAEHTEI) 3 heKTUBHOCTH NOCNEACTBUI KOMMBIOTEPHOTO
BbIMNOMHEHHbIX Mep WHUMAEHTa»
TpeByembln achekt
OTCYTCTBYET CoaaaHne safaHns Ha
nopaboTky BbINOMHEHHBIX Mep

PVIC'.yHOK 2 — Cxema OpraHn3auMoHHOIo nNpouecca atana «nokann3auma KOMMNbTEPHOIO MHUWOEeHTa»

K npuMmepam BO3MOXHbIX OEeWNCTBUN, KOTOpbl€ MOTYT BbINMOJIHATLECA MPW NOKann3aunn KOMIMbHTEPHbIX

MHUWOEHTOB, MOXHO OTHECTW!:
- NpUMeHeHne 6]'IOKI/IDOBOK (MCI'IOJ'IbSOBaHME MeXceTeBoro 3KpaHa).

MpumeyaHne — BNOKMPOBKM C UCMONBE30BAHMEM MEXCETEBBIX 3KPAHOB MCMOMbL3YOTCS ANA NpefoTepalle-
HWS HECaHKLUMOHWPOBaHHOMO BO34eWCTBMA. Hanpumep, ¢ MCNonb30BaHMEM MEXCEeTEeBOro 3kpaHa MOXHO 3abrnokupo-
BaTb MHOPMaLMCOHHbIE NOTOKK C |IP-agpecoB, ¢ kKOTOpbIX pacnpocTpaHaeTca BpeaoHocHoe 10, wnuoHckoe MO, a Tak-
we |IP-agpecoB NoMTOBLIX PETPAHCNSTOPOB, UCTOYHWKOB (DULIMHIA M cnama. MNoyToBble BNOKMPOBKKM BKMHOYAKOT B cebs
dumneTpauMio BNOXEHWA, CTPOK TEMbl U agpeca oTnpasuteneid. [ina npefoTBpaleHns 4oCcTyna K HepaspeLwleHHbIM UK
BpegoHoCHbIM Beb-caTam unu xoctam (y3nam) MoryT npumeraTecs bnokvposkn URL-agpecoB u QOMEHHBIX UMEH;

- OTKNK4eHune (I/I30]'IF|LI,MFI, MCKJ'I!-OHEHVIE).

MpumevyaHne — OTKAYEHUE 3aPAXKEHHOMO anemMeHTa WHMOPMAaLUMOHHOW MHAPACTPYKTYPLI (Fpynnbl ane-
MEHTOB UN¥ MHCOPMAaLMOHHOTO pecypca B LIEeNoM) OT NOKanbHOW BbIYMCMMTENBHOW CETM MOXET NpeaoTBpaTtuTe 3apa-
XEeHWe ocTanbHOW YacTh MHGOPMAaLMOHHON MHPacTPYKTYpbl. OTKAKYEHWE 3apaKeHHOro anemeHTa MHOpMaLMOHHOK
UHPaCTPYKTYphI (TPynnbl ANEMEHTOB UMM MHA)OPMALIMOHHOMO pecypca B LenoM) oT cetu VIHTepHeT unu nbbix Apyrux
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00LLEeNOCTYMHBLIX CETEl CBA3M MOXET NMPefoTBpaTWTb HECaHKLMOHWUPOBaHHLIM OOCTYN W, COOTBETCTBEHHO, HapyLUeHue
KOHMAEHUMANsHOCTH, LEeNOCTHOCTM U OOCTYNHOCTU MHopmauuu. B HekoTopbix cnyyasix uenecoobpasHo ocyllecT-
BMNATE MOHUTOPWHI BPEAOHOCHOW aKTMBHOCTU, OTPaHWYMB MPU 3TOM BO3MOXHOCTM 3MOYMbILUMEHHMKA aTakoBaTh Apyrue
WH(POPMaLMOHHLIE PECYPCHI;

- BbIKMKOYEHUE.

MpumMmeyaHune—EcnuganbHelwee hyHKUNMOHUPOBaHWE arnieMeHTa MHOopMaLMOHHON MHGpaCcTPYKTYpbI (rpyn-
Mnbl 3ANEMEHTOB MMM MHOPMALIMOHHOIO pecypca B LENnom) NPUBEAET K YHUHTOXEHUIO (NOTEPE) AaHHbIX, MOXET BbITb Npu-
HATO peLueHne O npekpaLeH hyHKLMOHNPOBaHUS 3rneMeHTa MHOPMAaLMOHHOW MHPaCTPYKTYpbI (Fpynnbl ANEeMEHTOB
U1 MHEOPMAaLIMOHHOTO pecypca B Lenom). Crneayer yuuTbiBaTb, YTO BhIKMHYEHME 3neMeHTa MHOpMaLUMoHHON UHGpa-
CTPYKTYPbl MOXET OTpULATENBHO CKa3aTbCa Ha paboTe KOHKPETHLIX MNOMb30BaTeNei, CEPBUCOB W Pa3NUYHBIX KPUTUYECKUX
npoueccoB. [laHHoe peLueHne JOMKHO NMPUHUMATLCA B KOOPOMHALUMM C COOTBETCTBYHOLLMM pyKOBOOAUTENEM W/UNW OTBET-
CTBEHHBLIMW 33 3KCNNyaTauui MHOPMALIMOHHBIX PECYPCOB OpraHu3aLuum;

- U3MEHEeHWHA MapLipyTusalun.

MpumeyaHue— MameHeHUsa MapLLIPyTU3aLMM OCYLLECTBIAKTCA C LEMbI0 yCTPaHEHUS MapLUpyTa, No KOTOPOMY
[eCTBYeT 3MOYMbILUTNEHHWUK, NPENATCTBYS eMy B MONyYeHWM OOCTyna K MHOPMAaLWMOHHLIM pecypcaM, KOTopble MoryT
ABNATLCA 0OBLEKTAMUM aTaku, a Takke BroKMpoBaHUA MEXaHU3MOB Nepedaqun (pacnpocTpaHeHus) BpegoHocHoro MO;

= OTKINH4YeHune 1Uin 6ﬂOKMpOBaHM9 npoLueccos.

1 pumMevYyaHne — B naHHOM cny4vyae OCyLlecTBnAeTcA OTKMN4YeHue Unum 6HOKHpOBaHM9 npoueccoB, KOTOpble
Mornu ObiTe UCNONB30BaHbI 3NOYMbILLNEHHWKOM,

- OTKINKHYEeHWUE YHEeTHbIX 3anncen nonb3oBaTenen.

M pumMmevYyaHune — B naHHoMm cny4yae ocywecTBnAeTCA OTKMIOYeHUe yH4eTHbIX 3anucenr nonb3oBaTenen, KOTOpble
Mornu 6bITe UCNONB30BaHbI 3NOYMbILLUNEHHUKOM.

Mobble nameHeHMsa B MHPOPMAaLIMOHHLIX pecypcax, BKMoYasa OeACTBUS Mo Nokanusauun KoMnbioTep-
HOrO WHUMOEHTA, MOTYT MPUBECTU K MoTepe (YHUYTOXEHWO) WH(OPMAaLMKU, CBA3aHHON C BO3HWKHOBEHUEM
KOMMbHOTEPHOIO MHUKUAEHTa (UMPOBLIX CBMAETENLCTE). CneayeT y6eauTbea, YTo BCA MHpopMaumsa, Heobxo-
AVMas Ons YCTaHOBMEHUS NPUYMH U YCNOBUIA BO3HUKHOBEHUS] KOMMbLIOTEPHbLIX MHLMAEHTOB (LMPOBLIE CBU-
detenbcTBa), cobpaHa B NonHoM o6beme nepef BHECEHWEM KaKMX-NINBO CUCTEMHBIX U3MEHEHWIA.

6.4 BbisiBneHWe NocneacTBUM KOMMbIOTEPHOMO MHUMOEHTA

Ha atane «BbiiBNeHWe NOCNEACTBMI KOMMbIOTEPHOTO UHUMAEHTa» cneuvanncraMmy, BXoAsWwuMKn B co-
cTae paboyeil rpynmnbl pearMpoBaHusl Ha KOMMbTEPHbIA MHLUMAEHT, AOMKHbI BINONHATLCS ASUCTBUS, Hanpas-
NEeHHbIe Ha BbISIBMEHWEe NPU3HAKOB HEraTUBHOMO BO3AEMCTBUA Ha aNeMeHThl MHGOPMAaLUOHHON UHpaCcTpyK-
TYpbl, BOBMEYEHHbIE B KOMMNBHOTEPHLIA UHLUMAEHT.

Mpwy BLISBNEHWW NPU3HAKOB HEFATMBHOIO BO34EMCTBUS Ha aMeMeHTbl MH(OPMaLMOHHOW MHIPACTPYKTY-
pbl, BOBNEYEHHbIE B KOMMbIOTEPHbBIN UHLUWAEHT, CeumnanucTel, BXogsaiwmne B cocTas pabodeil rpynnel pearmpo-
BaHWA Ha KOMMbIOTEPHLIN MHUWAEHT, OIMKHbLI MPOBECTM AeTanbHbIM aHanus UMeLLMXCA AaHHbIX O KOMMbo-
TEPHOM MHUMAOEHTE.

Ha pucyHke 3 npepacTaBneHa cxema OpraHu3alMOHHOro npouecca 3Tana «BblABNEeHUe NocnencTBui
KOMMbITEPHOIO UHLUAEHTAa».

K npumepam npu3Hakos HEraTMBHOIO BO3AEWCTBMA HA 3NeMeHTbl MHGOPMAaLIMOHHOW MHADPaCTPYKTYPHI,
BOBMNEYEeHHbIe B KOMMbKTEPHbLIA MHUWAEHT, KOTOPbIE BLIABMAAKOTCA B XOOe aHanvM3a MMEKLLMXCH OaHHbIX O
KOMMbHTEPHOM MHLUWOEHTE, MOXHO OTHECTM CReayloLlee:

- HeluTaTHasa ceTeBas aKTWBHOCTL 3NeMeHTa MH(OPMAaLMOHHON MHDPACTPYKTYPLI;

- co3gaHHble, MoaMMUMpoBaHHbIe, yaaneHHble dainel, katanory, napaMeTpbl HacTpoiikn OC, cpedcTs
3almnTel MHbopmauuu, npuknagHoro MO;

- OTKIIOHEHMS OT 3TANOHHbLIX (QOMYCTUMBIX) NapamMeTpoB kKoHdurypauuv OC, cpedcTs 3allunThl MHDOP-
mauun, npuknagHoro MO;

- OTKJIOHEHMS OT 3TANOHHOTIO (4ONYCTUMOro) cocTaea npuknagHoro MO, yctaHoeneHHoro B OC;

- OTKJIOHEHMS OT 3TANOHHOTO (ONYCTUMOro) COAEPKaHUSA CUCTEMHBIX M 3allMLLaeMbIX (hannoe;

- BbIMNOMHEHHbIE MNOTEHUNANLHO BPEAOHOCHbIE KOMaH/bl, B TOM YKCMe PacnonoXeHHbIe B OnepaTUBHOM
namsiTu;

- MpU3HaKK, UAEHTUHULUPYIOLLME NCTOMHUK KOMMBLIOTEPHOM aTaku;

- npusHakK cboes, Nepesarpy3ok, OCTaHOBOK U OPYTrMX HapylweHwid B wrtatHoi paboTte OC, cpencTs 3a-
WUTLl MHopMaumK, npuknagHoro MO;
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BelsBneHne npusHakos
HeraTMBHOroO BO3AEWCTBMUA Ha
ANeMeHTbl MHPOPMaLMOHHON

WHPPaCTPYKTYpPbI

OnucaHwe NpU3HaKoB HeraTMBHOMO
BO3AENCTBUA Ha 3NEMEHTHI
WHPOPMALIMOHHO A
WHbPacTRYKTYpbI

e

Mepenada MHopmaumm
O BbINONTHEHHbIX

NCTBUAX

MpoTokonupoBaHue
BbINOSMIHEHHLIX AEACTBUIA

[MocnepcTBNS KOMMNBIOTEPHOTO
WHUMWOEHTA onpeneneHsl

Cneunanuct, OTBETCTBEHHbIA
3a pearMpoBaHue Ha
KOMMNBIOTEPHBIA MHUMAEHT
(pykoBoaunTens paboyei rpynnol
pearupoBaHus Ha
KOMMbIOTEPHBIE UHLUWAEHTBI)

e

[MpoBepka fOCTaTOMHOCTH

Mepexopn Ha aTan
«NUKBUOALNS NOCNEeaCTBUIA

BbINONHEHHbIX OeWCTBUIA

oTCyTCTBYET

Tpebyemblin achchekT

KOMMbIOTEPHOMO UHUMAEHTA»

Co3agaHune 3agaHuns
Ha AopaboTKy BbINONMHEHHbIX

mep

PldcyHOK 3 — Cxema OpraHn3alMOHHOro nNpouecca atana «BblABNeHWne nOCJ'IE,EI,CTBVII?I KOMMNbOTEPHOIO MHUWMOEHTa»

- NPU3HaKn HapyLIJEHMﬁ beHKLI,VIOHMpOBaHVIﬂ ceTeBblX Cl'ly)K6, dHOMarbHOro MUCNoib30BaHWA CUC-

TEMHbIX PeCypCOB;

- Apyraa VIHd.)OpMaLI,VIﬂ, XapakTepHaa ana otaelibHbIX TUMOB KOMMbHTEPHBLIX MHUWOEHTOB M KOMMNbHOTEP-

HbIX aTak.

6.5 Nukenpauua nocneaCTBMI KOMNLKOTEPHOro MHLKAEGHTA

Ha aTane «nukBMgauusi nocneacTBUiA KOMMbIOTEPHOTO MHUMAEHTa» crneuuanucTamMi, BXOASLWMMU B
cocTae pabo4eit rpynnbl pearMpoBaHns Ha KOMMbHTEPHbIM UHUUAEHT, OOMKHbI BhINONHATLCA OEWCTBUA, Ha-
npaeneHHble Ha yCcTpaHeHWe NOCnNeACTBUA HEeraTUMBHOMO BIUSHUA KOMMbLIOTEPHOTO MHUKWAEHTa Ha MHOopMa-
LUMOHHLIA pecypc (N0 BO3MOXHOCTW) WU BOCCTAHOBMNEHWE 3neMeHTa MHMOPMaLWOHHON MHPaCTPYKTYpI
(rpynnbl 3aNeMeHToB UNu MHOPMAaLIMOHHOTO pecypca B LenoM) u/unm obpabatbiBaeMoit B HeM MHDOPMaLMN.

Ha pucyHke 4 npencTaeneHa cxemMa OpraHM3alMOHHOTO Mpolecca aTana «NUKBUOALWS NnocnedcTBUi

KOMNbHTEPHOIo MHUKMOEeHTa».

Paboyas rpynna L

pearnposaHns Ha

Monk3oBatens MHHOPMALMOHHOTO

OnpegeneHve HanpaeneHns
BbINOMNHAEMEIX paboT no nuKkeuaaLnm
NOCNeAcTBNA KOMNLIOTEPHOIO MHUMAEHTA

CornacoBaHwe
cocraea pabor

pecypca, 3a4efcTBOBaHHOM
B KOMNLHOTEPHOM UHUMABHTE

—_—
i o
KOMMbHOTEPHBIW MHHMﬂ,EHTm
@

'

CneuwnanucT, OTBETCTBEHHbIA

OTmeHa Ha anemeHTe MHOPMaLMOHHON
WHCDPaCTPYKTYpPbI, BOBNEYEHHOM B
KOMMBIOTEPHBIA MHUWAEHT, BbIABNEHHbIX
W3MEHEHWIA OT BPEfOHOCHbLIX AeACTBUIA

|
BoccraHosneHue ns | | MNepegava
pesepBHbIx konuii OC, | nHbopmaumm
npuknagHoro MO n r’ O BbIMNOMHEHHBIX
VHopmaunm I nencTeunsx
J

3a pearvpoBaHue Ha
KOMMbIOTEPHbIA MHUWAEHT

(pykoBoauTens paboqeit rpynnbl
pearnposaHus Ha
KOMNEHOTEPHLIE MHHH,quTbI)

Mone3oBarens MH(POPMALMOHHOTO @

pecypca, 3a4efcTBOBaHHOTO w
B KOMNbIOTEPHOM MHLMAEHTE

MNMocnencTensa KOMNbKTEPHOTO
MHUMAEHTa NKBUAWPOBAHbI

MpoBepka 4OCTaTOMHOCTH
BbINOMHEHHBIX EeACTBHIA

Mepexop Ha aTan «3aKpblTHe
KOMMBOTEPHOIO NHUMAEHTa»

Tpebyembin achpdext
oTCYTCTBYET

pMCVHDK 4 — Cxema OpraH1M3aunMoHHOro npouecca atana «nuKkBrMaaunA I'IOCJ'[E,CI.CTBMﬁ

CosaaHwe 3afaHua
Ha gopaboTky
BbINOMHEHHbIX AENCTBUIA

KOMMNbHTEPHOIO MHUUOEHTa»
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K npumepam BO3MOXHbIX OEWCTBUI, KOTOPblE MOTYT ObiTh BbIMOMHEHbI AN NUKBMAALUA NOCNEOCTBUA
KOMMBIOTEPHOIO MHUWAEHTA, NpMBedLlero K HeraTUBHbLIM NOCNeACTBMSIM Ha YPOBHE CETU, MOXHO OTHECTU:

a) BHeceHWe M3MeHeHUI B napameTpel HacTpoek OC, cpeacTe 3alMThl MHGOPMALMM WU NPUKIaLHOro
MO, dyHkUMOHMPYOLLErD B MHOPMAaLIMOHHBIX PECYPCaX, BOBNEYEHHbIX B KOMMNBIOTEPHbLIA MHUWAEHT;

6) OTKMNYeHWe HeUCnonb3yeMbix (QYHKUWA TENEKOMMYHUKAUWMOHHOTO obopynoBaHWs (Hanpumep, OT-
KMOYeHWe YSa3BMMbIX CEPBMUCOB UMM MPOTOKONOB, KOTOPLIE UCMOMb30Banuck AN pacnpocTpaHeHus Bpeno-
HocHoro MO);

B) CMeHa ayTeHTUMWKALUMOHHOA WHOPMAaLMUM CKOMMPOMETUPOBAHHbIX YYETHbLIX 3annucein nonb3oBa-
Tenen:

1) Ha TeNeKoMMYyHUKaLWOHHOM 0bopyaoBaHUY;
2) cpencTBax MEXCETEBOro 3KpaHWPOBAHKS;
3) cpencTBax 3alUMThl OT KOMMbIOTEPHbLIX aTak, HanpaBneHHbIX HA 0TKa3 B 0BCNyXWBaHUN;

r) BHECEHVE U3MEHEHUI B NpaBuna unsTpaLum MeXCceTEBLIX 3KPAHOB;

[0) BHECEHWE N3MEHEHWUI B MapaMeTpbl O4MCTKM Tpaduka B CpeacTBax 3aluThl OT KOMMNbLIOTEPHbLIX aTak,
HanpasneHHbIX Ha OTKa3 B 06CnyX1BaHWK;

€) NoAKn4YeHWe pe3epBHLIX PECYPCOB (KaHamnbl CBS3M, cepBepHOoe obopyaoBaHue, BUpPTyanbHble Ma-
LWKMHEI, 0bOpyaOBaHME U3 COCTaBRA 3aMacHbIX MHCTPYMEHTOB U NPUHAATNEXHOCTER);

X) Murpaums (nepemMeLleHne) BUpTyarnbHbIX MallMH B CTOPOHHUE BMPTYyarnbHble UH(PPacTPYKTYpPbI.

K npumepam BO3MOXHbIX Mep, KOTOpble MOTYT ObITh MPUHATHLI ANSA NMKBUAAUWA NOCNEACTBUA KOMIMbLIO-
TEPHOro UHUMAEHTA, NpUBEALLEro K HEeraTUBHbLIM NOCMNeACTBUAM Ha ypoBHe npuknagHoro MO, MOXHO OTHeCTU:

- BbIMONHEHWe HacTPorKku Be3onacHon KoHUIypauum NpuKnagHoro unu cneyunansHoro MO, BoBne4eH-
HOTFO B KOMMbIOTEPHLIA MHUNOEHT;

- BOCCTaHOBMEHMWE M3 aKTyalnbHbIX pe3epBHbLIX KONUA hannoe, 6a3 AaHHbIX, KOHUIYPaLMOHHLIX daK-
INOB, NOABEPrINXCA MoaMrKaumn NMpu KOMMNbIOTEPHOM MHUWOEHTE;

- BOCCTaHOBMNEeHWe yaaneHHblx hannos, B TOM YMCIEe C UCMOMb30BaHWEM crneuunanbHbIX UHCTPYMEH-
TanbHbLIX CPEAcTB;

- yoaneHue MO, BOBNEYEHHOrO B KOMMNLHTEPHLINA MHLUOEHT, 1 Bcex ero halinoe ¢ nocnenyoLlein ycra-
HOBKOW akTyanbHol Bepcun gaHHoro MO v akTyansHbix 06HOBNeHWIA 6e3onacHoCTMy.

K npumepam BO3MOXHbIX Mep, KOTOpble MOTYT BbITb MPUHATLI ANA NMKBMAAUWKA NOCNEACTBUA KOMIMbIO-
TEPHOrO MHUMAEHTA, NPUBEALLEro K HEraTUBHLIM NOCNeacTBUAM Ha ypoBHe OC, MOXHO OTHECTM:

- yoaneHue BpegoHocHoro [10;

- OTMEeHa U3MEHEeHW, BHECEHHbIX BpeaoHoCcHbIM 10 (HanpuMep, yoaneHvwe co3faHHbIX BPEAOHOCHbBIM
MO chaiinoB, OTMeHa BLIMOMHEHHbIX U3MEHEHWI B KOHdUrypauumn u Hactponkax OC, yoaneHue coagaHHbIX
BpeAoHOCHbIM N0 y4yeTHbIX 3anucei);

- CMeHa ayTeHTUdUKaLMOHHON MHOoPpMaUnK ANA CKOMNPOMETUPOBAHHbLIX YYETHLIX 3anMcen nosb3o-
BaTeneun B OC;

BOCCTaHOBMEHWe CpeacTB 3alMThl MHopMaLumm, hyHKUMoOHUpYoLWwmx B cpege OC;
BoccTtaHoBneHne OC B uenom;
HacTponka Ge3onacHoOn KOHUrypaunn cpencTs 3aWwnTbl MHOpMaUWK, (PYHKLMOHUPYIOLWKUX B cpeae

OC;

HacTponka 6esonacHon koHgurypauumn OC;
nepeyctaHoka OC v npuknagHoro MO ¢ nocneaytowen YyCTaHOBKOW akTyanbHbiX 0OHOBRNeHui Ges-
OMNacHoCTHU.

6.6 3aKpbiTUE KOMNLIOTEPHOro MHUUAEHTA

PelweHnne o 3aKPbITUM KOMMNMBOTEPHOIO MHUKMOEHTa NPUMHMMAaeTCA No pe3yrnbrataM NpoBEepKK cneunanu-
CTOM, OTBETCTBEHHbLIM 3a pearmpoBsaHue Ha KOMI'IbKJTeprIﬁ WHUWOEHT (pyKOBOﬂ,MTG‘J’IBM paﬁoqelﬁ rpynnel pe-
armpoBaHusa Ha KOMﬂb!OTeprIIZ VIHU,VI,EI,EHT), B Xo4e KOTOpOI?'I onpefgensaeTcAa NnonHoTa BbINONMHEHHBLIX 1 3anpo-
TOKOJTMPOBAHHbIX OenCTBUI NO pearmpoBaHUKO Ha KOMI'IblOTeprII;i WHUKMOEHT, BbINONMHEHHbIX Ha KaXOo0M aTtane
pearnpoeaHnA Ha KOMI'IblOTeprII:‘I WMHUWMOEHT.

KapTO‘-IKVI KOMMNBHTEPHbLIX MHUMOEHTOB NOCNe 3aKpbiTUA COOTBETCTBYHOLUKMX KOMMbHOTEPHbLIX MHUWOEHTOB
HEe OOJDKHbI yOanATbCA, TaK Kak OHU MOTyT ObITb MCNONB30BaHbI B JanbHenwem Kak TUNoBble WwabnoHbl aeu-
CTBWIA NO pearnpoBaHMO Ha aHalrlorM4Hble KOMNbHOTEPHbBIE MHUWOEHTbLI U NPWU NpOBeAeHMW aHalnn3a AedATellb-
HOCTK MO UX YNpaBneHWH.
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| pupmMmevYyaHune — KapTO‘-IKIII 3aKpPbITbIX KOMMBHOTEPHbLIX MHUMAEHTOB MOTYT UCMONb30BATbCA B Ka4eCTBe TUNOBbIX
WwabnoHoB OENCTBUIA NO pearnpoBaHVO Ha aHanorM4yHble KOMNbLHTEPHbLIE MHUMOEHTBI B OpraHi3auum ¢ uenso CprMMpO-
BaHuA Ha3sbl 3HaAHWIA, ,EIOCTyI'IHOF‘I cneunannucTam, BxogsdlmMm B COCTaB paﬁoqnx rpynn pearmpoBaHusA Ha KOMMbHOTEPHbIE
MHUMOEHTBI NpK pa60Te C HOBbIMW KOMMNbOTEPHLIMW MHUMOEHTAMM.

7 ®Pukcauun mMaTepuanoB, CBA3aHHbIX C BOSHUKHOBEHWMEM KOMIMBHTEPHbLIX
MHUWOEHTOB, U YCTAaHOBITEHWEe NMPUYUH U ycnoauﬁ UX BO3HUKHOBEHUA

7.1 ®Pukcaumn MaTepunanoB, CBA3aHHbLIX C BOGHUWKHOBEeHWEM KOMNbHOTEPHbIX MHUWOEHTOB

CocTaB mMatepuanoB, CBA3aHHbLIX C BO3HUMKHOBEHMEM KOMMLIOTEPHbLIX MHUMAEHTOB (LMAPOBLIX CBMAE-
TeNbCTB), Nognexalux ukcaLmMm, 3aBUCUT OT TUMNA KOMMNLKTEPHOrO MHLMOEHTA U ero NocrneacTeui.

B pamkax pearmpoBaHMa Ha KOMMbIOTEPHbIE MHUWAEHTHI MOTYT (DMKCUPOBATLCH creayowme matepua-
nbl, CBA3aHHbIE C BO3HUKHOBEHWEM KOMMbIOTEPHLIX MHLUNAEHTOB (ULMpPOBbIE CBMAETENbCTBA):

- 3MEeKTPOHHbIe 00pasbl LWTATHbLIX MALIWHHBIX HOCUTENel NHhopMaL MM CpeacTB BblYMCITUTENBHOW TeX-
HUKW U/MINA CbEMHbIX MaLUUHHBIX HOCUTeNnen MHopmaLnu;

- copepxumMoe paboyern namaTu (damn) npouecca, agpa OC unu OC B uenom;

- CeTeBOi TpadmK, LMPKYNMPYIOWMA MEXAY BOBNEYEHHBIMU B KOMMBIOTEPHBIA MHUMAEHT 3MeMeHTaMu
MHOPMALIMOHHON NHDPACTPYKTYPbI, a TAKKE MEXOY STUMU 3NIEMEHTAMU U AreMeHTaMmu ApyrMx yHKLNOHN-
pyloLwmnx B ceTu VIHTepHeT pecypcos;

- obpasubl BpeaoHocHoro Mo;

- oTaenbHble hannbl, TakMe Kak XypHarbl perMctpauun cobeitiii 6esonacHocTn, hannsl peectpa OC,
CUCTEMHBIEe U Nonb3oBaTenbckMe annbi;

- CcOO0BLEHNs1 ANEKTPOHHOM NOYThI;

- CHWMKMW COCTOSIHMS BUPTYarnbHbIX MaLUVH.

7.2 YcTtaHoBneHue NMPUYMH K ycnOBMﬁ BO3HUKHOBEHWA KOMNbHOTEPHbLIX MHUNOEHTOB

[earenbHOCTb NO YCTAHOBNEHUIO MPUYKMH M YCIIOBUA BO3HMKHOBEHUA KOMMbKTEPHBIX UHUWOEHTOB Ha-
npaeneHa Ha onpegeneHve akTopoB, 06YCNOBUBLIMX BO3MOXHOCTb BO3HUKHOBEHWUS KOMMbKTEPHOIO UHLK-
AeHTa u/unu cnocobCcTBOBABLUMX €ro BO3HUKHOBEHMIO.

CyLLecTBYIOT pa3nuyHbie BUbl aHanm3a 3aUKCUPOBAHHEIX MaTepuarnos, CBA3aHHbIX C BO3HWKHOBEHU-
€M KOMMBITEPHBLIX UHUMAEHTOR (UMM POBLIX CBUAETENLCTB), KOTOPLIE MOTYT ObiTh BLINOMNHEHL! ANS YCTAHOB-
NeHNs NPUYMH 1 YCNOBUIA UX BO3HWKHOBEHMA. K Takum Buoam oTHocATCA:

- aHanu3 AeWCcTBMA Nonb3oBaTenen.

MpumevyaHwne — AHanua OerWCTBUIA NoMNb3oBaTeENen SBNSETCHA NPOLECCOM U3YYEHUS CBEOEHWUI, 3a00KYMEHTU-
POBaHHbIX B X04e 0npoca Nnuua, B3auMoAeNCTBYIOLLErO C 3aNIEMEHTOM MHOPMALIMOHHOW MHPACTPYKTYPLI, BOBMEYEHHBIM
B KOMMBLIOTEPHBIA MHUWAEHT B MOMEHT €r0 BO3HUKHOBEHUS.

K cBegeHusaM, nognexallimm U3y4yeHuo B Xo4e aHanvaa AelcTBUi Nonb3oBaTenei, OTHOCATCA:

- OeNCTBUSA NOMb30BaTeNei, KOTOPLIE BbINOMHANMCE 40 U BO BPEMS PEFUCTPALMM KOMMBIOTEPHOTO MHUMAEHTa (Ha-
npumep, nocelleHve Beb-caiTa, OTKPbITUE COOBLLUEHUS ANEKTPOHHOW MOYTLI, OTKPLITUE 3MEKTPOHHOIrO AOKYMEHTa, noa-
KrnoYeHre HocuTens uHdopmauum 1 apyrue);

- cBefeHus 06 UrHopupoBaHuUK Nonb3oBaTenem NosBnswLwmxca coobwernuin OC, cpeacTs 3awuTel MHopMaL M 1
npuknagHoro MO (Hanpumep, 0 HeoBXoAMMOCTU BbINONHWUTL 06HOoBNEHWe OC, ee nepesarpysaky, O BbIABMIEHHOM MOTEHLK-
anbHO BpefoHOCHOM hanne);

- aHanu3 OC aneMeHTa UHPOPMALMOHHON MHDPACTPYKTYPLI.

MpumevyaHune — AHanuz OC anemeHTa MHOPMaLMOHHOW MHMPACTPYKTYpPbl ABMAETCA NPOLECCOoM N3y4eHus
cobbiTnin 6ezonacHocTn OC, cpencTB 3awnTbl MHopMauun 1 npuknagHoro MO, KoTopble perMcTpupoBanncs 4o U BO
BPEMS BO3HWKHOBEHWS KOMMBIOTEPHOMO MHUMOEHTA.

K cBegeHusaM, noanexawum uidydyeHuo B xoge aHanuza OC anemeHTa WH(OPMaUVOHHOW WMHPACTPYKTYPbI,
OTHOCATCA:

- XypHansl (NpoTokonbl) peructpauun cobeituin 6ezonacHocT OC, cpeacTB 3awuThl MHbopMaLWK U NPUKNagHoro
Mno;

WMHOpMaLMa O 3anyLeHHBIX NPOrpaMMHbIX NpoLeccax;
WHopmMaLua 06 yCTaHOBNEHHbBIX CETEBbLIX CECCUAX U OTKPLITLIX CETEBbIX NOpTaXx;
peectp OC (npu Hanuuum);
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- nHopmaumsa ob atpubyTtax o6beKTOB (halnnoBOW CUCTEMBI;

- COCTaB y4eTHbIX 3anuncel Nonb3oBaTenei 1 ux npas;

- aHanu3 3awuLEeHHOCTH.

MpumeyaHune — AHanMa 3aLMLLEHHOCTU ABMAETCA NMPOLECCOM M3y4eHWA MHopMaLuM 06 akTyanbHbIX ya3-
BumocTax OC, cpeacTe 3awuTsl MHopMaumm 1 npuknagHoro MO, yHKUMOHMPYOLWEro B MHOPMAaLMOHHLIX pecypcax,
BOBMEYEHHbBIX B KOMMBIOTEPHBIA UHLUOEHT.

K cBegeHusAM, nognexaluymM n3y4eHuio B XO4e aHanuaa 3alMLLIEeHHOCT, OTHOCATCA:

- CYLUeCTBYHOLLME pe3ynsTaThl MPOBEAEHWA MEPOMPUATUIA NO aHaNM3y 3aLMLLEHHOCTM MHCDOPMaLMOHHBIX PECYPCOB;

- ceTeBas koHgurypauma OC, npuknagHoro MO;

- rpynnoBble nonuTuky 6esonacHoctu OC;

- byHKUMOHaNbHbIE NapaMeTpel HacTpoek npuknagHoro MO, cnyx6 OC;

- COCTaB YCTaHOBIEHHbIX (HeYCTaHOBMNEHHbIX) akTyanbHblX obHoBNeHW 6esonacHocTn OC, cpeAcTB 3amUThl UH-
chopmaumm v npuknagHoro MNo;

- COCTaB NpPOrpaMMHOro 1 annapaTHoro obecnedyeHns aNeEMeHTOR MHOPMAaLMOHHON MHDPACTPYKTYpLI, BOBMNEYEH-
HbIX B KOMMLHOTEPHBIA UHUWAEHT;

- adHanm3 ceTeBoro TpachKa.

MpumeyaHune — AHanua ceTeBoro Tpadvka SBMAETCH NPOLECCOM M3YYeHMs CETEBOro Tpaduka u uHgopma-
LMK O NMOTOKaX CETEBOro Tpaduka B OTHOLUEHWW 3NIEMEHTOB MH(POPMAaLMOHHOW MHMPACTPYKTYPbl, BOBMEYEHHbBIX B KOM-
NbHTEPHLIA MHUMAEHT 00, BO BPEMSA W NOCINE BO3HUKHOBEHUA KOMMBIOTEPHOIO MHUWMOEHTA.

K cBegeHusAM, nognexalinM n3y4yeHuio B Xo[4e aHanuaa ceTeBoro Tpaduka, oTHOCATCS:

- Konusi ceTeBoro Tpadwuka u/mnu ero dparMeHThl, 3apMKCpoOBaHHbIE CPEACTBaMKW 3anucy (aHanuaa) CeTeBoro
Tpadwmka, u3 (B) cermeHTa (CErMeHT) NnoKanbHOW BblYMCUTENLHOW CETH, B KOTOPOM PacroroXeH 3neMeHT MHopMaLnoH-
HOW MHPACTPYKTYPLI, BOBNEYEHHbLIA B KOMMbIOTEPHBIA MHLWOEHT;

- Konusi ceTeBoro Tpaduka u/vnu ero parmMeHThl, 3aMKCMPOBAaHHbLIE CPEACTBOM 0OHApPYKEHUSA KOMMBLIOTEPHBLIX
aTak (CMcTeMOW OBHapYKEHUA BTOPXKEHWUIA) UMK MHBIMKW CpedcTBaMK BbISBNEHWS yrpo3 6e3onacHoCT MHopMaLunK,;

- cTatucTUYecKkas M uHas MHGOpMaUms O NOTOKax CEeTEBOro Tpaduka Mexay anemMeHTOM MH(OPMAaLMOHHOW WH-
hpacTpyKTypbl, BOBMEYEHHBIM B KOMMLIOTEPHBIA WHUMAEHT Y BEPOATHBIM MCTOYHUKOM KOMIMLIOTEPHOW ataku, a Takke
MeXaY 3NeMeHTOM MHOPMAaLUUOHHOKW MHDPACTPYKTYPbI, BOBMEYEHHBIM B KOMMNBITEPHBI MHUMAEHT, U OPYTMMWU CETEBbI-
MW YCTPOMCTBaMMW NOKarbHOW BbIYMCNMTENBHOW CETH;

- cTatucTuyeckas U MHaa MHgopmaLMa O NOToKax CeTeBoro Tpaduka, 3athMKCMPOBaHHAsA TENEKOMMYHMKALMOH-
HbIM 060opyaoBaHUEM UNK CNELMan3upoBaHHEIMU CPEOCTBAMU.

MoTtokom ceteBoro Tpacmka cymuTaeTcs Habop CETEBLIX KaapoB, NMPOXOAALIMX B OLHOM HAaMpaBneHuW K ogHOMY
CETEBOMY YCTPOMCTBY B paMKax OHOr0 CETEBOIO CEaHCa;

- aHann3 NporpamMmmMHbIX U VIHCbOpMaLlMOHHbIX 0DOBLEKTOB.

MpumeyaHue — AHanua NporpaMMHbIX M MHOPMALMOHHEIX OGBLEKTOB ABNAETCH NPOLECCOM UAeHTUdhUKaLMK
BpPEeOOHOCHOrO MPOrpaMMHOro kofa B oGbekTax ¢ainoBoi CUCTEMBI, B ONEPATMBHOM NaMSATH CPEACTB BbIMUCTIUTENLHON
TEXHMKM 1 B MHChOPMAaLMOHHBIX 06bekTax (BeB-Ccebinkn, NporpaMMHbIA Kof BEB-CTPaHWLbl, KAPTOYHbLIE TPaH3aKLUK U UHbIE
CTPYKTYPUPOBAHHbLIE KOHCTPYKLUWKM [JaHHbIX), BLIABMNEHUS B HWUX CBA3EW C BPEOOHOCHBIMW pPEcypcaMv UMW pecypcamu,
NpeanonoXUTENbLHO UCMONb3YEMbIMU 3M10YMbILLNEHHUKAMW, a TakKe ONpefeneHns NpuHLMna ux paboTsl.

[nsa aHanu3a nporpamMmmHblX 06BEKTOB AOMYCKAETCA BIMOMHATL CreayoLue Npoueaypbl:

- obpartHas paspaboTka ucnonHaemblx U BUHapHbIX hainoB NyTem Au3accemMOnMpoBaHUs UX MallWMHHOTO Koaa,
[AEeKOMNUNsAUMY (BOCCTAHOBMNEHUS) MPOrpaMMHOro Koda [0 UCXOAHOro (MepBOHAYansHOro), UCMonb3oBaHUs pexuMa oT-
najkv NporpaMMHOro Koaa;

- W3yyeHUWe NoBeAeHWS NPOrpaMMHBLIX OGBLEKTOB M BIUSIHUS UX Ha cpeny YHKLUMOHMPOBaHUS, ainoByto cUcTeMY
B aBTOMATU3VPOBAHHOW 3aMKHYTOW cucTeMe (cpeae) NpeaBapUTenbsHOrO BhINOMHEHWS NPOrpamMm.

Mpy ycTAHOBMNEHWW MPUYUH WM YCMOBUIA BO3HUKHOBEHWUS KOMMBLIOTEPHOTO MHUMAEHTA AOMYCKAETCS MPOBOAUTE He-
CKOMbKO BMAOB aHanusa. YpoBeHb unu rnybrHa NpoBOAUMOro aHanmaa Y4acTo MOXeT 3aBUCETb OT NOCTaBIIeHHOW B opra-
HWM3aUWK 3aaaun.

8 AHanus pe3ynLTaToB AEATENBLHOCTU NO YNpaBrneHU0 KOMNbIOTEPHLIMM
UHUUOEHTaMKU

8.1 OOwWwuKe nonoxeHUs

CTE:UJ,I/IH «aHanui3 pe3ynbratoB OJeATEeNIbHOCTK No ynpaBiieHUH KOMMNbKTEPHBIMW MHUWOEHTaMWU» BKITHO-
yaet B cebs criegyrouime aranbl:
= npwoﬁpeTeHme M HakKoMnlneHne onbiTa Nno pe3ynbrataM ynpaeneHUAa KOMNbOTEPHBIMU MHUWOEHTAMU,
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- paspaboTka pekoMeHAaUuWi Mo yCTpaHeHWo B MHOPMAaLMOHHLIX pecypcax NMpuyYuH 1 yCrnoBWiA BO3-
HUKHOBEHWSA KOMMNBITEPHbIX MHLWAEHTOB;
- OLEHKa pe3ynsTaToB U 3(eKTUBHOCTY pearnpoBaHnus Ha KOMMbIOTEPHbIE UHUWOEHTHI.

8.2 MpuobpeTeHUe U HAKONMNEHUe ONbITa NO pe3ynkLTaTam ynpaBneHUs KOMNbOTEPHLIMU
MHUUAEHTaMKN

Mpouecc npnobpeTeHnss 1 HaKoMNNEeHUs OnbiTa SIBNAETCA Ba)XXHOW COCTaBMAKLWEN BeoeHusa AesATenb-
HOCTW MO YNpaBfeHWo KOMNbHTEPHLIMU MHLKMAeHTaMu. [locne 3aBepLUeHnss BCex 3TanoB pearmpoBaHusa Ha
KOMMNBHTEPHBIA UHUMOEHT BaXHO, YTOObLI opraHu3auuns npuobpena v Hakonwuna oneIT yNpaBneHust KOMMbo-
TEPHLIMU NHUWMOEHTAMMN.

MpuobpeTeHne 1 HaKoNNeHWe OnbITa NO pe3ynsTataM ynpaeneHUs KOMNLITEPHBIMU MHUMAEHTaMU MNOo-
3BONAET:

- noeHTUMLMpoBaTh MeToAbl U CNocobbl 06HAPYKEHUA U PErMCTPaLMM KOMMNbIOTEPHbLIX MHLUMAEHTOB U
pearvMpoBaH1s Ha KOMMNbTEPHBIE MHLUMAEHThI, KOTOPbLIE MOKa3anu CBOK 3{EKTUBHOCTbL B OTHOLUEHUN YXKe
38KPbITbIX KOMMNBTEPHbLIX MHUNOEHTOB;

- nopaboTtaTk (aKkTyanuaupoBaTh) AOKYMEHTALMIO B YACTU YNPaBNeHUsa KOMMNbOTEPHBIMWU UHUUAEHTaMH,
TOM YMCne NONUTUKY YNpaBNeHWs KOMMbITEPHBIMU UHLUMAEHTAMM U NNaH pearnpoBaHUsl HA KOMMbIOTEPHLIE
WMHUWOEHTBI.

Bce nameHeHWa (KOPPEKTUPOBKMW, OOMOMHEHUS), MpeanaraeMble K BHECEHUIO B NNaH pearmpoBaHusa Ha
KOMMbIOTEPHbLIE MHUMAEHTBI, OTHOCALLMECH K 3Tanam «obHapy>KeHWe U perncrpaumns KOMMNbIOTEPHbLIX WHLM-
OEHTOB» W «pearMpoBaHWe Ha KOMMbHTEPHbIE WHUWAEHTbI», OOMKHbI BbiTe Hagnexawmm obpasoM npose-
peHbl M NPOTECTUPOBAHLI, T. €. OOMKHbI ObiTb MPOBEAEHbI TPEHUMPOBKK MO OTpaboTke MeponpuATWIA NnaHa
pearMpoBaHusi Ha KOMMNbIOTEPHbIE MHLUWOEHTLI B COOTBETCTBMM ¢ nonoxeHunamu FTOCT P 59711.

8.3 Pazpa6oTka pekoMeHAaLMUK NO YyCTpaHeHUI0 B MH(OPMALMOHHLIX pecypcax NpUYuH
M YCNOBUIM BOZHUKHOBEHUS KOMMNLIKOTEPHbLIX UHLUWAEHTOB

Mo pesynbTataMm pearMpoBaHUs HA KOMMNbKTEPHbIE MHUWAEHTbI MU YCTAHOBMNEHWUSA NMPUYUH U YCIIOBUIA UX
BO3HWKHOBEHUS cnefyeT pa3pabaTbiBaTe peKoMeHAaUUW No YCTPaHEeHNH0 B MH(DOPMAaLMOHHBIX pecypcax npu-
YWH W YCNOBWUI BOZHUKHOBEHWUS KOMMbIOTEPHbIX MHUMOEHTOB. Taknue peKoMeHaaumMmn MoryT BKYaTh:

- pekoMeHZauuK Mo MPUHATUIO AOMOMHUTEMLHLIX MEpP 3aluTbl MHOPMaLWUW B COOTBETCTBUMU C HOp-
MaTUBHLIMU NMPABOBLIMKM aKTaMu U METOAMYECKUMMW JOKYMEHTaMU YNOMHOMOYEHHbIX ddefepanbHbIX OpraHoB
ucnonHutensHoi enactn (PCB Poccum n ®CTIK Poccuum), B ToM Yucre fopaboTKy (akTyanusauuw) u/unu
pa3paboTKky 4OKYMEHTaLMN, pernamMmeHTUpylowWwe Bonpockl obecneyeHusi 6e30NacHOCTM opraHM3aumy;

- peKkoMeHZaLuy No NOBbILEHWH 3aLMLLEHHOCTM MHOPMALMOHHBIX PECYPCOB OT KOMMbIOTEPHbIX aTak;

- peKkoMeHZauuW No YyCTPaHEHUK TEXHUYECKUX MPUYMH M YCNOBWIA, CNocoBCTBYIOWMNX NPOBEAEHUIO de-
CTPYKTUBHOTO BO3AENCTBMSA HA MHDOPMAaLMOHHbIE PECYPCHI.

8.4 OueHKa pe3ynbTaToB U 3¢hheKTUBHOCTU pearupoBaHus Ha KOMNbLIOTEPHbIE UHUWAEHTHI

[Mocne 3aBeplleHWs BCEX 3TANoOB pearvMpoBaHWs Ha KOMMbIOTEPHbLIA WHUMAEHT cneayeT NpoBoAWUTb
OLEHKY pe3ynbLTaTtoB U aPeKTUBHOCTU NPeanpUHATLIX AEACTBUN.

Takas oueHKa HanpasrneHa Ha To, 4Tobbl ONpegenuTb, HACKOMNbKO 3MMEKTUBHbI TE UMW UHbIE NPOLECCHI
¥ npoLenypbl pearnpoBaHns Ha KOMMNbIOTEPHbIE MHLWAEHTHI.

OueHKy pe3ynsTaToB U 3pEeKTUBHOCTY OEACTBUIA, NPEANPUHATLIX Ha KaXXO0M 3Tane pearnpoBaHus Ha
KOMMbHOTEPHBIA MHUWOEHT, LenecoobpasHo NpoBOAUTL B OTHOLUEHUM KOMMLIOTEPHLIX MHUMOEHTOBR CO cpea-
HUM, BBICOKAM W KPUTUYECKUM YPOBHAMM BITUAHUS U HA OCHOBAHWUM 33[10KYMEHTUPOBAHHLIX PE3yrNLTaToOB pe-
arMpoBaHms.

Takke, nocrne 3aBeplUeHWs BCEX 3TanoB pearMpoBaHMsa Ha KOMMNbHTEPHBIR MHUMOEHT, uenecoobpasHo
npoBoguTh paboyme coBellaHUsA CO crneuvanMcTaMmn BCex NoapasgeneHui, y4acTBYHLWMX B AeATEeNbHOCTH
No ynpaBneHWK KOMMbHTEPHBIMU MHUMOEHTAMU HA CTaausaX «0DHapyXeHWe U perucTpauns KOMNbHTEPHBLIX
WHUMOEHTOBY» M «pearupoBaHvMe Ha KOMMbTEPHbIE MHUMOEHTbI».

Ha pabo4yem coBelwaHun uenecoobpasHo 0bcyanTb cnegyoLe BONpoch:

- OLEHKa JOCTaTOYHOCTM U 3h(PEKTUBHOCTHU NPOLIECCOB U NPOLEAYP pearMpoBaHns Ha KOMMbIOTEPHbIE
WHUWAEHTLI, M3MOXEHHLIX B NNaHe;

- NpeanoXeHus No BKIHYEHUIO B NNaH pearMpoBaHUsa Ha KOMMNbOTEPHbIE MHUWAEHTLI JONOMHUTENbHBIX
NpoLLeCCOB U NpoLeayp, KOTOpkLIE MOMMKY Bbl NOBLICUTE 3PPEKTUBHOCTE AENCTBUIA, BLIMONMHAEMbIX Ha CTAgMAX
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«0BHapyKeHMe 1 perncTpauns KOMMbIOTEPHLIX UHUMAEHTOBY 1 «pearupoBaHue Ha KOMMLKTEPHbIe UHLUMAEH-
Thi»;

- NPEeanoXeHWs No UCNOMb30BAHUIO AOMONMHUTENbHBIX MHCTPYMEHTANbHLIX CPEACTB C Lenbio NoBbilwe-
HMA 3 HEKTUBHOCTN pearpoBaHMsa M YCTAHOBIEHMS MPUYUH U YCIOBUIA BOZHUKHOBEHUS] KOMMbLIOTEPHBIX UH-
LUMOEHTOB;

- oueHKa 3hdeKTUBHOCTU 0BMeHa MHOPMaLMEN O KOMMBIOTEPHBLIX UHLMOEHTaxX Mexay BCeMu CTOpo-
Hamu, NPMHUMAaKLWMUMKA y4acTUe Ha CTaausax «00HapyXeHWe M PerucTpauust KOMMbITEPHbLIX MHUMAEHTOBY U
«pearnpoBaH1e Ha KOMMbIOTEPHbIE UHLMAEHThI».

MpumeyaHue— OueHKa peaynsTaToB U aPHEKTUBHOCTU PearMpoBaHmMsl Ha KOMMbITEPHbIE MHUMOEHTLI MOXET
OCYLLECTBNATLCA HA OCHOBaHUM CrefyoLwuX NnokasaTeneil:

- cpegHee Bpems MNpoBeneHNs NPOBEePKM NMPU3HAKOB BO3MOXKHOIO BO3HUKHOBEHWA KOMMBIOTEPHBIX MHLUOEHTOB;

- CcpegHee BpEeMsA OMNpEe[erneHns BOBMEYEHHLIX B KOMMbIOTEPHLIN MHUWOEHT 3MEeMEHTOB MH(OPMaLMOHHON
MHPaCTPYKTYPSI;

- cpegHee Bpems NoKanuMaauun KOMMbHTEPHLIX MHUMAEHTOB;

- CpegHee Bpems BbISBMNEHWS NMOCNEeACTBUN KOMMBIOTEPHBLIX UHLWMOEHTOB;

- cpegHee Bpems NMUKBMAAUMA NOCNeACTBUN KOMMBIOTEPHBLIX UHLWAEHTOB;

- cpegHee BpeMs pearvpoBaHUsA Ha KOMMbTEPHbIE UHLMAEHTI;

- MPOLEHT KOMMLKTEPHBLIX UHUMAEHTOB, AN KOTOPbLIX GbINM HApPYLUEHbI CPOKM BbIMOMHEHUA 3TarnoB pearvpoBaHus.
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YK 004.622:006.354 OKC 35.020

Kno4yeBble crnoea: KOMﬂbi’OTeprIb—’l WHUWOEHT, ynpaeneHne KOMMbOTEPHBIMUA MHUUWOEHTaMK, permctpaumna
KOMNbHTEPHOINO NHUWOEHTa, pearmpoBaHune Ha KOMI'IthTEDHbIPI WHUWMOEHT
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