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MNMpeaucnoBune

1 PABPABOTAH ®enepancHoin cnyxboi Mo TEXHUYECKOMY WM 3KCNOPTHOMY KoHTpont (PCT3IK Poc-
cun), PegepanbHbiM aBTOHOMHBLIM yuYpexaeHmeM «ocyAapCTBEHHbIA HayYHO-UCCNeaoBaTeNbCKUA UCTbITa-
TENbHbIA UHCTUTYT Npobnem TexHWYeckoW 3awuTbl MHdopMauun PegepanbHOi cnyXbbl N0 TEXHUYECKOMY
1 3KCnopTHOMY KoHTponio» (DAY «THUWK MT3N ®CTIK Poccum») n AkumMoHepHbeIM obuiecTBOM «Anag-
avH PO.» (AO «AnagavH PO.»)

2 BHECEH TexHW4YeCcKMM KOMUTETOM MO cTangapTusaumm TK 362 «3awmta nidopmaymm»

3 YTBEPXIEH W BBEAEH B OEWCTBME MMpukaszom denepanbHOro areHTCTea Mo TEXHUYECKOMY
perynupoBaHuio n metponorum ot 29 maa 2025 r. Ne 503-ct

4 BBEJEH BINEPBbIE

lMpasuna npumeHeHUs Hacmoswe2o cmaHdapma ycmaHoseneHsl € cmamee 26 ®edepansHo20 3aKOHa
om 29 uroHa 2015 2. Ne 162-03 «O cmandapmu3sauyuu 8 Pocculickol ®edepauuu». MHgopmauyus ob us-
MEHEeHUSAX K Hacmosiwemy cmandapmy nybriukyemcs 8 exea200HOM (110 cOCmMOosHUK Ha 1 SH8aps MeKywezo
2o00a) uHopmayUOHHOM ykaszamerne «HauyuoHanbHeie cmaHdapmely, a ohuyuansHbIl Mmekcm uaMeHeHUl
U ronpasok — 8 eXemMecsYHOM UHGOPMayUuOHHOM ykazamene «HayuoHanbHble cmaHOapmbi». B cryvae
nepecMompa (3aMeHbl) UIu OMMeHbl Hacmosweeao cmaHdapma coomeemcemayruwee yeedoMmneHue 6ydem
onybnukosaHo & bruxalwiem 8bifyCcKe eXeMeCcsyHo20 UHMOPMaUUOHHO20 ykaszamens «HauyuoHanbHbie
cmaHOapmabi». Coomeemcemeyrowjas uHgopmayus, yeedoMaeHue U mekcmbl pasMewarmes makxe 8 UH-
ghopmayuoHHoU cucmeme obujeao Nonb3ogaHus — Ha oghuyuanbHoM calime @edepanbHO20 azeHmMemaea o
MeXHUYeCKoMy peaynuposaHuUlo u Memponoauu e cemu MHmepHem (www.rst.gov.ru)

© Odpopmnenne. IBY «NHCTUTYT cTaHgapTuzauuny, 2025

Hactoawmnn CTaHOdapT HE MOXeT BbITb NONMHOCTLIO UMW YaCTUYHO BOCMNpowun3BeneH, TMpaxmposaH 1 pac-
NMpoCTpaHeH B Ka4yecTBe ocbuu,maanoro n3gaHuns bez pas3peweHna GJe,qepaanoro dareHTcTtBa Nno TeXHN4eCKo-
MY perynmpoBaHu n MeTponorum
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BBepgeHue

OpHol 13 rmaBHbIX 3agay 3aLuThl MHopMaLMu Npy ee aBTOMaTWU3NpPOBaHHOW (aBTOMaTUYeCcKon) obpa-
BboTke ABnAeTCH ynpasneHne AOCTynoM. PelleHne 0 npegocTaBneHuy OOCTyna ANnsa UCNob30BaHWa MHGOP-
MaLMOHHbIX U BbIYUCIIUTENBHbBIX PECYPCOB CPEACTB BbIYMCNUTENLHOM TEXHUKN, @ TAKKe PECYPCOB aBTOMaTu3u-
pPOBaHHbLIX (MHOPMAaLMOHHbBIX) CUCTEM OCHOBBIBAETCA HA pe3ynkratax MAeHTUUKaUUmM U ayTeHTUMUKALKUA.

dur3nMyecKoe NMLO NPy UCMNONMb30BaHUM MHOPMALMOHHBIX U BbIYUCIIUTENbHbIX PECYPCOB CPEACTB Bbl-
YUCNUTENBHOW TEXHWKW, Kak NpaBuno, BbIMONHAET onepauun no o6paboTke gaHHbIX Yepes BblYUCTIUTENbHbIE
npouecckl. AHaNoOrMYyHo ocyllecTenaeTca obpaboTka MHChopMaLUKu U NPU UCMONb30BaAHUKM PECYPCOB aBTOMa-
TM3UPOBaHHbIX (MHOPMALMWOHHLIX) CUCTEM APYFMMM («BHEWHWMW») aBTOMaTU3MPOBaHHLIMK (MHOpMaLm-
OHHbLIMW) CUCTEMAMW WNW CPELCTBAMM BbIYUCIIUMTENbHON TEXHWKW. ITO NOpOXAAaeT PUCKA HEOAHO3HAYHOro
COMOCTaBMNEeHUsI KOHKPETHOTO BLIYMCIIMTENLHOMO NMpoLlecca onpefeneHHoMy (OU3n4yeckoMy nuy W/Mnu KoH-
KPETHOMY «BHELUHEMY» PECYPCY CPELCTB BbIYUCIMTENBHON TEXHUKW. YCTaHaBNMBAas ANs nonb3oBartenen npa-
BWUNa ynpasneHus AOCTYNOM K 3aliuiiaemon mHdopmaumm n cepeucam, obecnedmBanlLimm ee obpaboTky,
HEeODXOAMMO YYUTBIBATE HE TONBKO €€ KOH(UAEHUMANbLHOCTb, HO U yKa3aHHble pucku. OCHOBOW ANS UX CHU-
XEHWS ABMAETCH YCTaHOBMEHME TOYHOrO COOTBETCTBMA Kak Mexay (PU3M4eckuM nuuom (pecypcom) v Bbl-
YUCNUTENBHBLIMKU MPOLECCaMM, KOTOPbIMWA OHO NPEACTABMNEHO MPU BLIMONHEHWW ONepaLyWi, Tak U Mexay Bbl-
YUCINUTENBHBIMU NPOLECCAMU U PECYPCAMU CPEACTB BLIYUCIIMTENBHOW TEXHUKM, KOTOPLIE BLIMOMHAKT AaHHbIE
onepaumn. [laHHOe COOTBETCTBME, KaK NpaBWmo, yCTaHaBNUBAETCA NPW perucTpaumm pecypca kak obbekra
unu cybbekTa gocTtyna u pM3nyeckoro nuua kak nons3osatens (cybbekrta goctyna), npoBepsaeTca Npyu onoas-
HaBaHuK cybLekTa goctyna (pecypca unv uanyeckoro nuiua) no npeabaeneHHoMY MOEeHTUUKaTopy AOCTY-
na, NoATBEPXKOAETCA NMPU NPOBEPKE ero NoanvMHHOCTK 1 obecnevyvMBaeT ONpeeneHHy0 YBEPEHHOCTb B TOM,
4710 0OpaboTKa AaHHLIX BEIYMCNUTENBHBIMKW NpoueccaMy AeNCTBUTENBHO MHULMUPOBaHa OU3NYECKUM NULIOM
WIM pecypcom, UMEOLLUMM Ha 3TO Npaeo.

MNpun pa3paboTke HacToALLEro cTaHaapTa y4MThiBanuch HOpMbI, onpegeneHHble FOCT P 58833, a tarke
npaevna ayteHTUuukaumm, pekomeHgosaHHble FTOCT P 59383 ¢ yuetom [1], [2], [3].

[N NoHMMaHWsA MOMOXEHUIA HACTOALLEro ctaHgapTa HeobxoOuMbl 3HAHUA OCHOB MHM(OPMAaLMOHHbLIX
TEXHONOri N metogoB (cnocoboB) 3awmTbl MHOpMaUWUK.
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HAUMWOHANBbBHBIA CTAHOAPT POCCUMNUCKON ®EQOEPALUNMU

3awwmTa nHpopmaummn
MWOEHTU®UKALUWUA W AYTEHTUDUKAL WA
YpoBHU AoBepusa ayTeHTUPUKaLUKU

Information protection. Identification and authentication.
Authentication assurance levels

Oata BBegeHns — 2025—10—01

1 ObBnacTb NnpumeHeHUsA

HacTodAwuii cTaHaapT ycTaHaenveaeT eaguHoo6pasHy opraH1M3aLunio npouecca ayTeHTudmkaumm cyob-
€KTOB M 06LEKTOB 0CTyNa B CpeacTBax 3aluThl MHGOpMaLKUK, B TOM YMcne peannsylwmux kpuntorpaduye-
CKYH0 3alUWTY, CPEACTBaX BblYUCIMTENBHOW TEXHUKW U aBTOMAaTU3UPOBaHHbIX (MHOPMALMOHHBIX) CUCTEMAX,
a Tawke onpeaenseT obuime npasmna ayTeHTuduKaLum, Kotopele obecneyvealoT HeobXoAMMYH YBEPEHHOCTb
B ee pesynbTaTtax.

MonoxeHWsa HACTOSILLEro cTaHAapTa He UCKMYaloT NPUMEHEHWE KpuUnTorpaduieckux M BuomMeTpuye-
CKMX MeTOAOB (anropuTMOB) Npu ayTeHTUMMKaLMKM, HO He ycTaHaBnMBaloT TpeboBaHUa No X peanusaumu.

HacToAwuit cTaHgapT onpegenseT OCHOBHOE CoAepXaHue npouecca ayTeHTUUKaLumM, coctas y4acT-
HWKOB, UX porei U AeCTBWIA NpK ayTeHTUdMKaLUKMK, KOTOPbIe PEKOMEHIYTCS K peanuaauun npu paspaboTke,
BHEAPEHUN M COBEPLUEHCTBOBAHMK MpaBusl, MEXaHW3MOB WM TEXHONOrUiA ynpasneHuss goctynom. CtaHgapT
ycTaHaBnMBaeT YpOBHW [OBepusl ayTeHTUMKaUuM, a Takke BUAbI ayTeHTU(UKALUM U NepevyeHb CpeacTB
ayTeHTUdMKALKUK, HEOBXOAMMbBIX K MPUMEHEHUIO HA KaXOOM U3 YPOBHEW OOBEPUS.

MonoxeHWs HacToALWEro cTaHAapTa MOryT UCMNONbL30BaTLCA NPU YyNpaBneHun JoCTYNoM K MHpopmaum-
OHHbIM pecypcam, BbIYMCIUTENBHEIM pecypcaM CPeacTB BbIYUCNUTENLHOW TEXHWUKKA, pecypcaM aBToMaTuau-
POBaHHbIX (MHPOPMALMOHHbLIX) CUCTEM, CPEACTBaM BbIMUCIUTENBHOW TEXHUKA U aBTOMATU3MPOBAHHLIM (MH-
chOpMaLMOHHBLIM) CUCTEMaM B LIeSIoM.

MonoxeHWs HacTosLero cTaHaapTa NPUMEHSIIOTCS COBMECTHO C JIOKYMEHTaMK No cTaHgapTu3auum, pe-
rMmameHTUPYHLLMMKW BONPOCH! MAEHTUhMKALMN.

2 HopmaTtuBHbIE CCLINKK

B HacTosdLeM cTaHgapTe MCNOMNb30BaHbl HOPMATUBHLIE CChIMKM Ha criegyolMe cTaH4apThl:

FOCT P 50922 3awumta nHdpopmaumm. OCHOBHbIE TEPMUHLI M ONpedeneHuns

FMOCT P 58833—2020 3awuTa uncpopmauumu. oeHtudukaumsa n ayteHTudpukauymnda. Obwme nonoxeHns

FOCT P 59383 MHdopMaunoHHble TexHonorn. Metoabl 1 cpeactea obecnedeHusa besonacHocTtu. Oc-
HOBbLI yNpaBneHusa JOCTYNoOM

FOCT P 70262.1 3awwuta nndopmaumn. MoeHtudmkaumnsa n ayteHTUMKaLma. YpoBHU OOBEPUS OEH-
Tudbmkauunm

FOCT P 70916 Bnokn cnoxHo-yHKLUOHaNbHbLIE. TEPMUHEI U ONPeaeneHus

FOCT P MCO/M3K 27005 MudopmaumoHHana TexHonorusa. Metoabl n cpeactea obecnedyeHns 6esonac-
HOCTW. MeHeaXMeHT pucka MHOpMaLMOHHOW Be30nacHOCTK

M pupmedyaHne — I'Ipm nornb30BaHMKM HAacToAWMM CTaHOapToOM uenecooﬁpasHo NpOBEPUTL ,EteﬁCTBME CCbIIno4y-
HbIX CTaHOAPTOB B MHqDOpMaLI,VIOHHOI‘/‘I cucrteme 06LI.I,BFO nonb3oBaHUA — Ha DdJI/IL[V'IaJ'IbHDM cante (De,qepaanoro areHT-
CTBa No TeEXHUYECKOMY perynmpoBaHUO M MEeTpPOrnormM B CeTu MHTepHeT M No exXerogHoMy VIHCbOpMaLI,VIOHHOMy YKa3a-

W3paHue ochmumnanbHoe
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Ten «HauuoHanbHele cTaHJapTbI», KOTOPLIA OMYBNMKOBaH NO COCTOAHUIO Ha 1 fiHBapA TEKYLLEro roga, W no Bbinyckam
EXXEMECAYHOro MH(OPMaLMOHHOTO yKa3aTensa «HaunoHanbHble cTaHaapTbI» 3a TEKYLLWIA rod. Ecnu 3ameHeH CCbINoYHbIA
CTaHOapT, Ha KOTOpbI AaHa HEAATUPOBAHHAsA CChINKA, TO PEKOMEHAYETCS MCMONMb30BAThH AEWCTBYIOLLYI0 BEPCUIO 3TOMO
cTaHgapTa ¢ y4eTOM BCEeX BHECEHHbIX B JAHHYH BEPCUI0 M3MEHEHWA. ECnK 3aMeHeH CCbINOYHbLIA cTaHOapT, Ha KOTOpbINA
JaHa [JaTMpoBaHHasa cobiflka, TO PeKOMeHOYETCA MCMOMNb30BaTh BEPCUID 3TOMO cTaHAapTa C yKasaHHbLIM Bbille rofoM yT-
BepxaeHus (NpuHATKA). Ecnu nocne yTBep:OeHWs HACTOALLErO CTaHAapTa B CChINOYHLIA CTAHOApT, HAa KOTOPLIA AaHa
[AaTUpPOBaHHas CCbINka, BHECEHO U3MEHEHWE, 3aTparvBaloLLEee MOMNOXEHWE, HA KOTOPOE AaHA CChINKa, TO 3TO NONoXKeHUe
pekoMeHayeTCA NPUMeHATL 6e3 yyeTa 4aHHOro M3MEeHEeHWs. Ecnu CCbINOYHbIA CTanaapT OTMeHeH 6e3 3aMeHbl, TO Nomno-
YEHWe, B KOTOPOM [JaHa CCbifkKa Ha HEero, pEKOMEHOYETCS MPUMEHATL B 4acTW, HE 3aTparvBatoLLeil 3Ty CCbIMKY.

3 TepMuWHbLI U onpeaeneHus

B HacToswem cTaHgapTe npuMeHeHsl TepMuHbl no FTOCT P 50922, TOCT P 70916, a Takke cnegyoolimne
TEPMUWHbI C COOTBETCTBYIOLLMMUW OnpeaeneHusiMmn:
341

ayTeHTU(PMKaLUMOHHAA UHopmauua: MHdopmauus, ncnonesyemas ans ayTeHTupukauum cybnek-
Ta JocTyna unn obbekTa goctyna.
[ApantuposaHo n3 FOCT P 58833—2020, nyHkT 3.3]

3.2 ayteHTudpukatop: AyTeHTMdUKaLMoHHas nHpopmauns M gpyraa nHdopmauusa (oaHHble), Heob-
xoaumast npu ayteHTudmuKaumnmn] U yCTPOMUCTBO ayTeHTUdUKaLUKN (MPY 3anucy ayTeHTUMUKALKUOHHON MHop-
MaLuMX B YCTPOMCTBO ayTeHTUUKALUN), aCCOLMMPOBaAHHLIE ¢ CYDLeKkToM (06BEeKTOM) AOCTyNa, KOTOpLIE Ha-
3Ha4aKTCH MpU perucTpaunmn U UCNonb3ayrTca Npy ayTeHTugukaumm cybbekTa (06bekTa) goctyna.

MpumevaHuns

1 AyTteHTudmkaTop MOXeT npeacTaensaTs coboii: B NpocTerlleM criydyae — 3anoMUHaeMblid CEKpeT (Hanpumep,
naponke); B APYrux criy4asx — COBOKYMHOCTb YCTpOWCTBA ayTeHTUdMKaLumm, KOTOpbIM BriageeT cyObekT gocTyna, 1, Ha-
npUMep, 3anncaHHOro B HEro NEeKTPOHHOIO YAOCTOBEPEHUS.

2 K gpyroi nHchopmMaumm (aaHHeIM), HeobxoavMon Npy ayTeHTUdUKaLMM, MOXKET OTHOCUTLCH, Hanpumep, MHAop-
Mauuma, No3BONsLWAas Nony4YnTe OCTYN K MHopMauun B yCTponcTBe ayTeHTudmkauumn (Hanpumep, PIN-kog nnv 6uo-
MeTpU4ecKMe nepcoHaneHble AaHHbIE), MNK MHhopMaLUKs, ucnonb3ayemasi Npu BOCCTAHOBMNEHWW WMWK NOOTBEPKOEHUN
ayTeHTUMKALNOHHOW MHAOPMaLUK, MM MHOPMaUWs, UCNonb3yemas Ans opraHu3aumn ayTeHTMgrKkaunoHHoro obme-
Ha (HanpuMmep, KpunTorpaduyeckme Kn4dx, YHUKanbeHsIi uaeHTndukatop cybbekta goctyna u . n.).

3 lNpw ayTeHTUdMKaLMM ayTeHTUMKATOPLI MCNONbL3YKTCA BMECTE (B COCTaBe) CO CpeAcTBaMU ayTeHTUuKauum.

4 Kpome ayTeHTMdMKaLMOHHON U OApYror MHdopMaumy (daHHbIX), HeoBXoauMoKW Npu ayTeHTUUKaLKUK, B YCTPOR-
CTBO ayTeHTUUKaLMM MOXET NoMeLwaTecs U MAeHTUdMKaUMoHHas MHhOopMaLUs UNM COBOKYNHOCTbL MAEHTUDMUKALMOH-
HOW, ayTEHTUCHUKALIMOHHOI 1 APYToi MHOPMALMM B BUAE 3MeKTPOHHOTo yaocToeepeHna ).

3.3 ayTeHTU(pMKaLUMOHHbIN o6mMeH: lNocnenoBaTeNbHOCTL OQHOWM MMM HECKOIbKUMX nepenad coobuye-
HUIA, cogepXalnx ayTeHTUMUKALWOHHYI0 U (MNK) Opyrylo MHOPMaLMI0, HeobXOOAUMYK Npu ayTeHTUduKa-
LMK, KOTOPbIE BLINOMHAKTCSA B paMKax NpoToKona ayTeHTudukauuu.

3.4 ayTeHTUUMKAUMOHHBIN CeKpeT (cekpeT): AyTeHTUdUKATOP, KOTOPbIA HEOBXOOMMO XpaHWTb B
TanHe.

MpuMmevaHuns

1 He Bce ayTeHTMMKATOPbLI MOTYT CYMTATbCS ayTEHTU(UKALMOHHBIMK CEKPETaMM, TaK Kak HEeKOTOpble M3 HMX
HEmNb3A CoXpaHWTb B TaiHe. Hanpumep, GuomeTpuyeckne nepcoHanbHble AaHHbIE, XapakTepuayllme Buonorndeckue
0coBEHHOCTU YENOBEKA, KOTOPLIE HEBO3MOXHO COXPaHWUTL B TallHe (OTNeYaTok nanbLla, reOMeTpUYECKAE XapaKkTepUCTUKN
nuiua v T. n.). BuomeTpuyeckne nepcoHansHble OaHHbLIE MOTYT UCMONbL30BATLCS NPU ayTEHTUMMKALMMK, HO HE MOTYT CYHU-
TaTbCH ayTEHTUWKALMOHHBIMK ceKpeTamu. [pn 3TOM He UCKNiYaeTcst HeobX0AMMOCTE BLIMONHEHWS MEPONPUSTUIA Mo
uX 3almnTe.

2 HekoTopble CeKpeTbl, HAMPUMEpP KpUMTOrpadiMyeckme KIYK, UCNonb3yrTca NpyU ayTeHTUMKaLMK, HO NPU 3TOM
OHW MOTYT He ABMNATLCA ayTeHTUMKaTopamu.

3 AyTeHTUMKALMOHHLIE CEKPETbI MOTYT ObITb AOMTOCPOYHBIMU W KPaTKOCPOUHBIMKU. K AOMrOCpOYHBIM CeKpeTam
OTHOCATCH Te, KOTOpble AEWCTBYOT NPOAOIDKUTENIbHOE BPEMS W, KAk MpaBuIo, 3Ha4YeHne (CogepkaHue) KOoTopbiX u3me-
HAETCA NpUHyAMTensHo. [prMepoM O0NrocCpoYHOTO Cekpeta ABnseTcs naponb. KpaTkocpouHble CekpeThl ASNCTBYIOT B
TEYEHWE OrPaHNYEHHOTO BPEMEHM MX UCMOMNbL30BaHWSA, HANPUMEp CeaHca B3avMOLENCTBIA Y4aCcTHUKOB ayTeHTUdMKauun,
W, KaK NpaBumo, CO34akTCA aBTOMATUYECKU. [TpUMEpPOM KpaTKOCPOYHOMO CeKpeTa ABMNSAKTCA ceaHcoBble Knoun Kerberos

1) Onpenenexne TepMUHa «3NEKTPOHHOE YAOCTOBEpeHue» npuseaeHo B FTOCT P 58833—2020 (nyHkT 3.62).
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(cm. [4]). KpaTKOCpOYHble CEKPETHLI, KOTOPLIE BLILAKTCA JOBEPEHHOW TPETHEN CTOPOHOW YCMNELIHO ayTEHTUULMPOBAHHO-
My cyObekTy (00BbekTy) focTyna AN MCNoNb30BaHWA, HanpyuMep B YCNOBMAX BPEMEHHOTO OTCYTCTBUA ayTEHTUUKALMOH-
Horo oBbMeHa Mexay HMMU, CHUTAKTCH BTOPUYHBLIMK ayTeHTUdMKaTopamu.

3.5

EYTEHTMCbVIKaLIHH: ﬂePICTBMH no npoBepke NoANMMHHOCTH Cy6b9KTa goctyna n/vnn obbekta goctyna,
a TakXKe no npoBepke NpuHannexHocTn Cy6'b9KTy goctyna n/mnm 06'b9I(Ty A0CTyna npeabABlEHHOro ngeH-

TUMKaTopa gocTyna v ayTeHTUduKaLMoHHOW MHopMaLuun.

MpumevyaHue — AyTeHTUDUKALKWA paccCMaTPUBAETCS NPUMEHMTENBHO K KOHKDETHOMY CYBbeKTy focTyna
WU KOHKPETHOMY OBBLEKTY AOCTYyMA.

[TOCT P 58833—2020, nyHkT 3.4]

MpumeyaHwne — CoBOKYNHOCTE MAEHTUdMKATOpPa AOCTYNa 1 ayTEHTUNKALWOHHOW MHOpMaLMK MOryT npea-
CcTaBnATb CODOIM aNEeKTPOHHOE YOOCTOBEPEHME B BUAE cepTudumkaTta besonacHocTu (LMdpoBoro ceptudmkara) B oopma-
Te, onpeneneHHoMm B [5].

3.6

6uomMeTpuUecKMe NepcoHanbHblie faHHble: CBeEHWs, KOTOpPbIE XapaKTepusyoT U3nonormyeckne
1 Buonornyeckme ocobeHHOCTN YenoBeKa, Ha OCHOBAHWMMU KOTOPbIX MOXHO YCTAHOBWUTb €r0 MUYHOCTb.
[AnanTupoBaHo 13 [6], ctatea 11]

3.7

B3auMMHasa ayTeHTUdukauusa: O6owogHaa ayTeHTUdMKauus, obecnevynsarollan Ans KaxOoro W3
YYaCTHUKOB Mpolecca ayTeHTudukaumm, u cybbekTa goctyna, U obbekTa gocTyna, YBepeHHOCTb B TOM,
YTO APYroi y4acTHWK MpoLecca ayTeHTUdukauum ABnsieTca Tem, 3a Koro cebs BbigaeT.

[FTOCT P 58833—2020, nyHkT 3.10]

3.8

BTOpUYHaA uaeHTUdUKaUUA: [eiCTBUS NO NPOBEPKe CYLLEeCTBOBaHUS (Hanuuus) naeHTudguKaTopa,
npeabsBNeHHOro cybbLeKToOM OCTyna nNpu 4ocTyne, B NepeyHe WaeHTUdUKaTopos 4OCTyNa, KoTopble Bbinu
npucBoeHbl cybbekTam aoctyna v obbekTam AocTyna Npu NePBUYHON MAEHTUMKALUN.

MpumeyaHue — BropuyHaa MAEHTUMUKALUS paccMaTpuBaeTca NPUMEHUTENBHO K KOHKPETHOMY CYGbLekTy
pocryna.

[TOCT P 58833—2020, nyHkT 3.12]

3.9

BbIYUCIIUTENIbHbIE pecypcbl: TexHnyeckne cpegctea OBM, B Tom yncne npoueccop, obbembl one-
paTMBHOW W BHELLHEN NamsaTy, Bpemsl, B TEYEHWe KOTOPOro nporpaMMa 3aHMMaeT 3TWM CpefcTBa B xode
BbIMOITHEHWS.

[FOCT 28195—89, npunoxeHue 1]

3.10

AOBepeHHan TpPpeTbA CTOpPOHA: Y4yacTHMK npoueccos M,EIEHTMCbVIKaLI,MM n ayTEHTMCbI/IKaLI,MVI, npego-
CTaBMNALLMA OAHY UInn fbonee ycnyr B obnacTm 3alnThbl HHCbOpMaLIMVI, KOTOPOMY OOBEPAKT gpyrue y4acTt-
HUWKW npoueccoB M,D,eHTMqJMKaLI,MM n ayTEHTMCbVIKaLI,i/IM KaK NoCTaBLWMKY OAaHHbIX YCITYT.

MpumevaHuns

1 Mpw ngeHTUkaumm n ayteHTMdnKaLm OBEPEHHON TPETLEN CTOPOHE A0BEPAKT M CyObeKkT goctyna, u obb-
eKT gocTyna.

2 B kadecTBe [OOBEpPEHHOW TPeTbel CTOPOHBI MOMYT PacCcMaTpuBaTbCA: OpraHu3auMs (Hampumep, OCyllecT-
BNAwwWas yHKUMKM LeHTpa cepTudmkaumm), agMMHUCTPaATOp aBTOMaTWU3MpOBaHHOW (MHOPMALMOHHOW) CUCTEMBI,
YCTPOWCTBO.

3 [oBepeHHasa TPETbA CTOPOHA AENCTBYET B MOMHOM COOTBETCTBMU C OXUAAHWAMW TOM CTOPOHbI, KOTOpas Mofb-
3yeTca ee ycriyramu: M cyObekTa OocTyna, M obbekTa focTyna Uiy nuboro U3 HUX, NpYM 3TOM BbLINOMHAA TO, YTO OHA
[OIMKHA AenaThb, U He BbINOMHAS TO, YTO OHa He OOMKHa Aenatb.

[AnpantuposaHo uz MOCT P 58833—2020, nyHkT 3.15]
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3.1

poctyn: MNony4eHne o4HOWM CTOPOHON MH(OPMALMOHHOIO B3aUMOLENCTBUS BO3MOXHOCTM MCMOMb30-
BaHWA PecypcoB APYroi CTOPOHbI MH(OPMALMOHHOTO B3aUMOLAENCTBUS.

MpumevaHus

1 B KayecTBe pPecypcoB CTOPOHbI MH(OPMALMOHHOIO B3aWMOAENCTBUSA, KOTOPbIE MOXKET MCMoNb3oBaTk Apyras
CTOpPOHa WH(OPMALMOHHOTO B3aUMOLENCTBUS, PaccMaTpuBalTCA WHMOPMAaLMOHHbLIE Pecypebl, Bbl4MCIWTENbHbIE
pecypcbl CPEACTB BbIYMCIMTENBHON TEXHUKW U PECYPCHI aBTOMATU3MPOBAHHbLIX (MHDOPMALMOHHBIX) CUCTEM, A TakKe
CPEACTBA BbIMMCMUTENBHOM TEXHWKW M aBTOMATU3UPOBaHHbIE (MHCOPMAaLMOHHBIE) CUCTEMBI B LIENOM.

2 [ocTyn K MHhopmaLum — BO3MOXHOCTb MOMyYeHUs MHOpMaLM U ee CNOoSb30BaHKs.

[FOCT P 58833—2020, nyHkT 3.17]

3.12

3aKpbITbIW KN4 HEU3BMeKaeMbld (HEM3BMEKaeMbl KMou): 3akpbiThil KN4, KOTOPLIA MpU ero
dhopMMpPOBaHUN M XPaHEHUW HEBO3MOXHO M3BMEeYb M3 YCTPOWCTBA ayTeHTU(UKaLMK, B KOTOPOM OH Obin
co3faH.

MpumevyaHne — HeuaBnekaemMocCTb 3aKPLITOrO KMNio4ya 3aKMKYAETCA B OTCYTCTBMM BO3MOMXHOCTU €r0 n3-
BMEYEHWA U3 YCTPOWCTBA ayTEHTU(MKALWK, B KOTOPOM OH Bbin co3adaH, WTaTHLIMU CpeacTBamu, NpenocTarnsaembimMm
OaHHbIM YCTPOWCTBOM ayTeHTuduKkaumn. HensenekaemMocTb 3aKpbITOTO Krova B YCTPOWCTBAX ayTeHTUMKaLMK, Kak
npaeuno, obecne4ymBaeTca NPUMEHAEMBIMA CXEMOTEXHUYECKUMU PELUEHWAMW W rapaHTUPYETCA MPOWU3BOOUTENAMMN
YCTPOWCTB.

[ApanTupoBaHo n3 FOCT P 58833—2020, nyHkT 3.19]

3.13

uaeHTudukaTop gocrtyna [cybbekTa (06bekTa) goctynal, [maeHTudukarTop]: NpusHak cybbekTa
JocTyna unu o6bekTa 4ocTyna B BUAE CTPOKW 3HAKOB (CMMBOMOB), KOTOPbIA NCMONb3yeTcs Npu naeHtudu-
KauMW 1 OQHO3HAYHO onpegenseT (yka3biBaeT) COOTHECEHHYIO C HUM MOeHTU(MKaLMOHHYI0 MH(opmaumio.
[FOCT P 58833—2020, nyHkT 3.20]

3.14

naeHTU(UKaLMOoHHaA nHdopmaumsa: COBOKYMHOCTL 3HAYEHUI WOEHTUMKALMOHHLIX aTpubyToB, KO-
TOpasi CBA3aHa C KOHKPETHLIM Cy6beKTOM O0CTYNa UMW KOHKPETHLIM 06beKTOM AOCTyNa.

MpumevaHune — WpeHtudukauymoHHaa nHdopmaumus Kak COBOKYNMHOCTb 3HAYEHU MOEHTUUKaLMOHHbIX
aTpubyToB, MOXET BbIThb, HAMPUMEp, 3aperucTpMpoBaHa B Y4ETHOM 3anucK cybbekTa (o6bekTa) 4ocTyna, Kotopas mc-
Nnonb3yeTcs aBToOMaTU3MpoBaHHOW (MHpOPMaLMOHHOM) CUCTEMONA.

[FOCT P 70262.1—2022, nyHkT 3.12]

3.15

maeHTudukauua: [efcTBUS MO NPUCBOEHUID CyDbeKTaM u obbekTam JocTyna uaeHTUduKkaTopoB
1 (MNK) NO CPaABHEHUIO NPESLABMNSAEMOro UAeHTUMKaTopa ¢ NnepeYyHeM NPUCBOEHHBIX MAEHTU(UKATOPOB.
[[7], ctaTea 3.3.9]

3.16

MHopMaLUnOoHHbIe pecypcbl: OThenbHble AOKYMEHTbl M OTAENbHLIE MACCUMBbI JOKYMEHTOB, OOKY-
MEHTbl M MAacCWBbl AJOKYMEHTOB B MH(OPMAaLMOHHBLIX cucTeMax (bubnuoTtekax, apxmeax, oHgax, baHkax
OaHHbIX, APYTMX MH(POPMAaLIMOHHBLIX CUCTEMAX).

[FOCT P 43.0.2—2006, ctatbsa 11]

3.17

kniou (key): MiamMeHsiemMblid napaMeTp B BUAeE NocnenoBaTenbHOCTU CUMBOMOB, onpedensiowmin Kpun-
Torpaduyeckoe npeobpasoBaHue.
[FOCT P 34.12—2015, nyHkT 2.1.8]
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3.18 komnpomeTauusa ayteHTucdmkaTopa: HapylweHvne koHMaeHUManbHOCTHU ayTeHTUKuKaTopa.

MpumevyaHne — KoHMaeHUManbLHOCTb ayTeHTUMUKaTOpa MOXET BbITh HapyLleHa, Hanpumep, packpbliTem
ayTeHTUOUKALWOHHOW MHOPMaUWNK, COCTABNAIOLLIEN CEKPET, yTEPEN UMM XULLEHWEM YCTPOWCTBA ayTeHTuduKaumum, co-
Jepxallero ayTeHTUUKaUMoHHYH MHDopMaLMio.

3.19

MeTop ayTeHTUdMKauum: Peanusyemoe npu ayTeHTUdMKaUuMn npegonpeaeneHHoe codetanme dak-
TOPOB ayTeHTUKMKaL MK, opraHmsauny obmeHa n o6paboTku ayTeHTUMKALMOHHOR MHhopMauuK, a Takke
COOTBETCTBYIOLLUX AAHHOMY COYETaHMI NMPOTOKONOB ayTeHTUMKaLmm.

[Anpantuposano n3 MOCT P 58833—2020, nyHkT 3.27]

3.20 mopgynb 6e3onacHocTu (annapaTHbIM mogynb Ge3onacHocTH): CnoXHO-(PYHKLNMOHANbHbIR
6nOK (MMM COBOKYMHOCTb CNOMXHO-DYHKUNOHAMNbHbLIX 6MOKOB) MUKPOCXEMbI, MMM @BTOHOMHAs MUKPOCXema B
Llenom, MNu aBTOHOMHbIA NPOrpaMMHO-TEXHWYECKMIA (annapaTHbIA) KoMMneke, kotopble obecneynsatoT 3a-
LWMTY pasMeLLeHHbIX U DYHKLMOHWUPYIOLLWX B HUX NMPUMOXKEHWA U AaHHbIX OT MOrMYECKMX M/UMNN U3NYECKNX
artak.

MpumevyaHwus

1 Mpwu ayTeHTUMKaUMKM Mogynb 6e30NacHOCTM MCNOMb3YETCA ANA reHepauun (Co3naHus), XpaHeHus u ynpaene-
HMSA KpUNTOrpadUYeCcKUMI KINoYamu, a Takke Ans BbIMONHEHWS KpUnTorpadmMyeckux npeobpa3oBaHuii u paccMaTpuBaeT-
Csl KaK YCTPOWCTBO ayTeHTUmKaLMK.

2 AnnapaTHblii Mogynb 6e30MacHOCTM MOXET BCTpauBaTbCA B CPeOCTBA BbIMUCIMTENBLHOW TEXHWMKA (BCTpavBae-
MbliA MOAyrb BE30MacHOCTK), KOTOPbLIE MCMONbL3YHT CEPBUCHI, NPeaocTaBnsaemMble Mogynem Be3onacHoCTH, NMb0o NoaKM-
YaTbCH K CPEeACTBaM BbIMUCTUTENBHOM TEXHWKM C MPUMEHEHWEM COMMAacOBaHHbIX MHTepdencoB (NogknYaemMblid Moaynb
©6e3onacHocTK).

3.21

MHoropakTopHana ayTeHTUDMUKaLma: AyTeHTUdUKaUMS, MpyY BbINONTHEHNA KOTOPOW UCTOMbL3YETCH He
MeHee [BYX pasnuyHbix (bakTopoB ayTeHTUUKaLUK.
[TOCT P 58833—2020, nyHkT 3.29]

3.22

00 beKT AocTtyna: O,D,Ha N3 CTOPOH MHCbOpMaLIVIOHHOTO B3aMMOLENCTBKS, KOTOpasA npeoctaenAaeT go-
CTYn WUinun K KOTOpOI;I 3anpalimeaeTcs uivnm npenoctaenaeTcs (MO)KET ObITb I'Ipe,EI,OCTaBJ'IEH) AOCTyn BHeL-
HWUM MO OTHOLWEHWK K CTOPOHE MH(bOpMaLI,VIOHHOFO B3aUMOLENCTBUSA CpeCTBOM YyNnpaeneHUA oOoCTYNoM.

MpumevaHus

1 MNpuMepoM WMCNonNbL30BaHUS BHELHEro CPEACTBA ynpaBrneHua JOCTYNoM ABMNSETCs AMCMETYep AocTyna cpegpl
PYHKLUMOHUPOBAHKS, KOTOPbLIA ABNAETCA NOCPedHNKOM MpW Bcex 0bpalleHusx cybbeKToB AOoCcTyna k obbekTam goctyna.

2 B kayecTBe 006BEKTOB OOCTYNa MOryT pacCMaTpvBaThCsi, Hanpumep, MHOPMAaLWMOHHBIE U BbIYUCIUTENBHBIE
pecypcbl CPEACTB BbIMMCMMTENBHOW TEXHUKW, PECYPChbl aBTOMaTU3MPOBaHHbIX (MH(OPMAaLMOHHEIX) CUCTEM, CPEACTBA
BbIYMCINTENBHOW TEXHUKN U aBTOMAaTM3WPOBaHHbIe (MH(POPMaLIMOHHBIE) CUCTEMBI B LIENOM.

[AgantuposaHo uz MOCT P 58833—2020, nyHkT 3.33]

3.23

OOHOCTOPOHHASA ayTeHTUdUKauma: AyTeHTudurkaumsa, obecnedynsarLlas TOMbLKO ANA OOHOMO U3
YYaCTHMKOB MpoLecca ayTeHTUuKaLmm (obbekta 4OCTyna) yBEPEHHOCTb B TOM, YTO APYrOiA YHaCTHWUK Npo-
Lecca ayTeHTUUKaL MK (cybbekT focTyna) sensetcs TeM, 3a koro cebs BblgaeT NpeabsaBneHHbIM UOeHTH-
cukaTopom gocTyna.

[AnpantuposaHo uz MOCT P 58833—2020, nyHkT 3.36]

3.24

oaHodaKkTopHaa ayTeHTUdUKauma: AyTeHTudUKaumug, NpU BbIMNOMHEHWU KOTOPOWM WMCNOMNb3yercs
OOWH pakTop ayTeHTUdMKaL K.
[FTOCT P 58833—2020, nyHkT 3.37]
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3.25

onepaTtop aBTOMaTM3uMpoBaHHOW (MHOpMaUUMOHHOW) cucTeMbl (onepatop): ®usanyeckoe NULO
UInn KpUAMYECcKoe NULO (OpraHn3aumsi), OCYLLEeCTBAKLLEEe AEATENBHOCTL NO 3KCNMyaTaunun aBToMaTuan-
pOBaHHON (MHOPMALMOHHOW) CUCTEMEI, B TOM Yucne no obpaboTke cogepxallencsa B HEll MHpopMauuu.
[AgpanTupoBaHo n3 FOCT P 58833—2020, nyHKT 3.38]

3.26

nepBUYHas naeHTUUKaUua: JeicTBMA No DOPMUPOBAHUIO U perMcTpalmMn MHopMauum o cybbekTe
aocTtyna unu obbekTe OOCTyNa, a Takke OeCTBMA Mo NPUCBOEHUID WOEeHTUdUKaTopa AocTyna cybGbekTy

AoCTyna nnn 06b9KTy AO0CTyna un ero permctpauun B nepeyHe nNpUCBOEHHbIX I/I,El,eHTVICbMKaTOpOB gocTtyna.

MpumMmeyvyaHue — [NepBUYHasa UMOEHTUMUKALMA pacCMaTPUBAETCA NMPUMEHUTENBHO K KOHKPETHOMY CYBOLEKTY
OOCTyna WM KOHKPeTHOMY 0BLEKTY AocTyna.

[TOCT P 58833—2020, nyHkT 3.41]

3.27

noanuMHHOCTbL: CBONCTBO, onpeaensowee, YTo dakTUYecKnin cybbekT unv o6bekT coBnagaeT ¢ 3a-

SIBNEHHbIM.
[TOCT P MCO/M3K 27000—2021, nyHKT 3.6]

3.28

NMPOTOKON ayTBHTMCIDVIKaLIMM: HDOTOKOJ'I, MO3BONAKLMA y4acCTHUKam rnpouecca ayTeHTVI(bMKaLI,VIM
OCYLLeCTBNATb BYTEHTVId)MKaLI,VI}O.

MpumevyaHus

1 lNpoTokon peanu3yeT anroputMm (npasuna) ayTeHTudmkaunoHHoro obMeHa, B paMkax KoToporo cybbekT go-
cTyna v 06beKkT JocTyna nocnegoBaTenbHO BhIMOMHAKT onpeaeneHHsle AedcTBus U obMeHuBanTcs coobLieHnsMu,
coaepxalnmm ayTeHTUMKALMOHHY W/WUMK ApYrylo MHhopMaumio, UCNoNb3yeMyto Npy ayTeHTudukaumm.

2 B kpunTtorpadunyeckmx NpoToKkonax ayTeHTumkaLmMm sawmuTa MHopmMaLnm, UCNonb3yeMoi Npu ayTeHTudguka-
LMK, peanusyeTcs ¢ NpUMEHeHeM KpunTorpaduyecknx anropuTmMoB.

[AgpanTuposano 13 FOCT P 58833 —2020, nyHkT 3.47]

3.29

npocrtasa ayTeHTUMKauma: AyTeHTUdUKaumsa ¢ NpUMeHeHneM mMetoda oAHOMAaKTOPHOW OOHOCTO-
POHHEN ayTeHTUdUKaLUU U COOTBETCTBYIOLLNX AaHHOMY METOAY NPOTOKOMNOB ayTeHTU(UKaLK.
[FOCT P 58833 —2020, nyHkT 3.46]

3.30

npouecc: COBOKYNHOCTb B3aMMOCBA3aHHbIX 1 (MNK) B3aUMOOENCTBYIOLLMX BUOOB AEeATENbHOCTH, UC-
NOMb3YILWKWX BXOAbI ANA NONy4YeHUs HaMe4YeHHoro pesynsraTa.
[TOCT P NCO 9000—2015, nyHkT 3.4.1]

3.31

pecypcbl aBToMaTU3MpoBaHHOW (MHopMauMoHHON) cucTemsl (pecypcbl): CpeacTea, MCNONb3y-
tolwMecs (NpuBrnekaemMble) B aBTOMaTU3NMPOBAHHOW (MHPOPMaLUKMOHHOW) cucTemMe ons obpaboTku nHdop-
MaLuuMK (HanpuMep, UHPOPMAaLNOHHLIE, MPOrPpaMMHbIE, TEXHUYECKME, MUMHTBUCTUYECKUE).

[AnanTtupoBaHo u3 [8], nyHKT A.20]

3.32

cpena thyHKUMoHUpoBaHuA: Cpeaa ¢ npenonpeaeneHHbIMU (YCTaHOBMNEHHBIMW) TPAHUYHBIMUW YCIO-
BUSIMU, B KOTOPOM CYLLECTBYHOT (PYHKLUMOHMPYIOT) M B3aMMOZEUCTBYIOT CyGbeKkTbl 1 06beKThl AocTyna.

MpumMmedaHuns

1 Obnactb OeWcTBMA NpaBur ynpaeneHUs OOCTYNOM pacCMaTpUBaETCA Kak npenonpeneneHHoe (YCTaHOBIEH-
HOe) rpaHM4HOoEe ycrnoBue cpeapl. [Mpy aToMm obnacTb OEWCTBMA NpaBun yNpaBneHWa OOCTYNOM MOXET ObiTb peanvso-
BaHa, HanpuMep, B rpaHuLax: 0gHOIo UIM HECKOMBKMX BIYMCTIMTENBHBIX MPOLECCOR; OOQHOIO UMM HECKOMNBKUX CPELACTB
BbIYMCIIUTENBHON TEXHWKW; OOHOM UM HECKOMbKUX aBTOMAaTU3MPOBaHHbLIX (MHPOPMAaLMOHHBIX) CUCTEM.

6
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2 paHWYHble YCNoBMs cpefbl (YHKLUMOHMPOBAHUA MOTYT OMNPenensTbLCaA, Hanpumep, HOPMaTMBHBIMW M MpaBo-
BbIMW JOKYMEHTaMu, obnagaTtenem MHopMaLMn Uy onepaTopom.

[AnantuposaHo uz MOCT P 58833—2020, nyHkT 3.53]

3.33

caHKUMOHUpoOBaHWe gocTyna (aBTopusauusa): NpegoctaBnexve cybbekTy oocTyna Nnpae gocTyna, a
Takke npegocTaBneHve AocTyna B COOTBETCTBUM C YCTAHOBIEHHbIMW NpaBunaMu yrnpasneHust 4OCTYNOM.
[Anpantuposano n3 MOCT P 58833—2020, nyHkT 3.50]

3.34 cpepcTBO ayTeHTUPUKaALMK: YCTPOWUCTBO ayTeHTUdUKaLMK, nporpaMmmMa UM mx COBOKYMHOCTb
nnbo npegMeT (npucnocobrieHne), KOTopble BMECTe C ayTeHTU(MUKALUMOHHOW NHOPMAaLMEeRn UCNONb3yTCA
npu ayTeHTUduKaumu.

MpumedaHuns

1 HeobBxogumMocTb MCNONL30BaHUS MpY ayTeHTUMKALMWM BCEX WMW OTAENbHbIX COCTABHBIX YacTed cpeacTea
ayTeHTUdMKaLMM OnpefenseTcs ero KOHCTPYKTUBHBIMKU OCOBEHHOCTAMW W/MNK BUOOM ayTeHTudukauum. B HekoTopbix
cry4asix, Korga oTcyTCTByeT HeobXoaMMOCTb MCMOMb30BaHWA OTAEMbHBIX COCTaBHbBIX YacTel cpefcTBa ayTeHTMdukaumm
(ycTpoicTB, NporpaMm, NPeAMETOB U T. N.), HANPUMEP NPW NPOCTOW ayTeHTUdMKaLMW MO 3aNOMUHAEMOMY CEKPETY, CPea-
CTBO ayTeHTuuKaumm MOXeT npeacTaBnsaTe coboi ayteHTudmkatop. B gpyrux cnyyasx cpegctBom ayTeHTudukaumm
peanuayetca nonb30BaTeNbCKUA MHTepMEc, KOTOpPbIA UCNONb3YETCA ANA nonyyvyeHusa (Bolbopa) ayTeHTUUKALNMOHHOM
uHdopmaumn (HanpuMmep, ogHopasoBoro naponsa) nubo Ana gocTyna M BbINOMHEHWS onepauyi ¢ ayTeHTU(UKALWOHHON
nHhopMaume 1 ApyruMy AaHHbIMW, COAEP)alMMWUCH B YCTPOCTBE ayTeHTudukaumMm [Hanpumep, ¢ SNeKTPOHHbLIM Ya0-
cToBepeHuem B Buae ceptudmkata BesonacHocTU (UMdppoBoro ceptudpmkata)], a Takke On8 OCYLLECTBNEHUs W (Unu)
ynpaBneHus NpoLeccom ayTeHTudukaumm u, npy HeobxoguMocTi, naoeHTUUKaLmm.

2 C uenbio NpegoTBpalleHVss HECAHKLMOHWPOBAHHOMO WMCMONb30BaHWA HEKOTOPLIE CPefcTBa ayTeHTudurKkauum
(vnn ycTpoiicTea ayTeHTUUKaLMM M3 UX COCTaBa) MOrYT MPUMEHATLCA MO HA3HAYEeHWI0 TONbKO MOCMe WX akTuBauuu
(nepeeoga u3 HepaboTocnocobHoro coctoaHua B pabotocnocobHoe) nocpeacTsom BBoda Heobxogumon ons Hadana
bYHKUMOHMPOBaHNA MHopMaumu, Hanpumep BMOMETPUYECKMX NEPCOHAaNBHLIX AaHHbIX Bnagensua. Mpu atom cuntaet-
€A, YTO aKTUBALMS OCYLLECTBNAETCS C MOMOLLLIO BTOPOro hakTopa ayTeHTUdUKaLum.

3 lMpu HeobxogMMOCTU BblAENEHUS OCOGEHHOCTEN CPEACTB ayTeHTUUKaLMKM, UCNone3yeMbIX NpU COOTBETCTBY-
OLWMX BUAAX ayTeHTUdUKaumm, TEpMUH «CPEeACTBO ayTeHTUMKALMM» MOXET MCNONb30BaThCA C OGLLENPUHSATEIMKN YTOY-
HeHusMW. Hanpumep, cpedcTBo, UCMONL3yeMoe ANs CTPOron ayTeHTudmkaummn (MHorodakTopHas, B3auMmHas, ¢ npumMe-
HEHWEM KpunTOrpachuyecknux NPOTOKONOB) MOXET ONPEaensaAThCH Kak «MHOrodhakTopHoe KpunTtorpadmyeckoe cpencTso
ayteHTudukauumy. Mpn 3TOM 4NA BelAENEHNA OTAENBHBIX CBOMCTB CPeACTB ayTeHTUdMKaLUUKU B TEPMUH MOMYT BKIIOYaTb-
CSl AOMNOMHUTENLHBLIE YTOMHEHWSA, HAMPUMEpP «TEXHWYECKOe» (COBOKYMHOCTL 3MEKTPOHHBLIX M MEXaHWYECKUX YacTen) unm
«nporpamMMHoe» (nporpaMmMa) CPeACcTBO ayTeHTUMUKaLWMKU, UK, HanpuMep, CPEACTBO ayTeHTMMKaLMn «C HeU3BNekae-
MbIM KITHOYOM» (HEWM3BNEKaeMOCTh 3aKPLITOrO Knoya).

4 K TexHM4eckMm cpeacTBaMm ayTeHTUMKaUMK OTHOCHATCH Kak CpeAcTBa ayTeHTUdUKauWK, HernocpedCTBEHHO
npegcTasnaolme coboi TeEXxHUYeckue yCTPOWUCTBA ayTEHTMdMKALMM UNU NpeamMeThl (npucnocobnenns), Tak U cpeacTea,
VMEIOLLME B CBOEM COCTaBE TEXHWYECKUE YCTPOWCTBA ayTeHTUMKaLMN.

3.35

cTporas ayTeHTUdUKauma: AyTeHTMdMKauMa ¢ NpUMeHeHneM MeToa MHOroakTopHOW B3aMMHOMN
ayTeHTUMUKaLKUA U UCMOMNMb30BaHUEM TOMLKO KPMNTOrpaMUeCKMX NMPOTOKOMOB ayTeHTUMKaLUN.
[Anpantuposano 3 MOCT P 58833—2020, nyHKT 3.54]

3.36

Cyﬁ'I:EKT AocTtyna: O,El,Ha N3 CTOPOH VIHCbOpMaLI,VIOHHOFO B3anMOOENCTBUA, KOTOpada nHuyunpyet nony-
YeHue K nony4yaet AOCTYyn.

MpumevyaHune — CybbekTaMmu JOCTYNa MOryT ABMATLCA Kak huanyeckue nuua (nornb3oeaTtenu), Tak u pecyp-
Cbl CTOPOHBI MH(POPMALIMOHHOTO B3aNMOAEWNCTBUSA, A TAKKE BbIYUCMIUTENBHLIE NMPOLECCHI, MHULMUPYIOLLME NOMyYeHne
W nony4atoLlme OOCTYN OT X UMEHMN.

[TOCT P 58833—2020, nyHkT 3.55]
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3.37

YBePEeHHOCTb: YBexaeHHOCTb B TOM, 4TO OLeHuBaeMbli 06bekT ByaeT hyHKLMOHMPOBaTL B COOTBET-
CTBMM C 3aJaHHbIM UMK YCTAHOBNEHHbIM MOPSAAKOM (TO €CTb KOPPEKTHO, HagexHo, adeKTUBHO, B COOT-
BETCTBMM C NONUTUKOWN BesonacHocTn).

[FOCT P 54581—2011, nyHkT 2.18]

Mpumevanne — OcHoBaHuem Ans 06OCHOBAHHOW yBEPEHHOCTWU SABMAIOTCA BOCMPOU3BOOMMbIE PE3YNbTaThbl
ornpefeneHHbIX 4elCTBUIA, KOTOPble He0BXOAMMO BLINOMHWUTE MPU OLEHKE.
3.38

YPOBeHbL OOoBepuUA: OLI,EHOHHOG 3HavYeHue no wkKane, I'IpMMeHHEMOFI npu nony4eHnn socnpon3eogun-
MbIX pe3ynbraTtoB onpeneneHHbIX OEeNCTBUN, KOTOpble HEOSXO,EI,VIMO BbINOITHUTE ONA obecnevyeHus yBEpEeH-
HOCTW B TOM, YTO OLleHUBaEMbIN 0bBbekT COOTBETCTBYET YCTAHOBITEHHbBIM TPEGOBEHMQM.

MpumevyaHus
1 YpoBeHb OOBEPUS HE N3MEPSAETCH KONMYECTBEHHBIMM MoKasaTensamu.
2 YpoBeHb foBepus 0ObI4HO ONpedenseTcs YCUnuamu, 3aTpadeHHbIMU Ha BbINOMHeHWe onpedeneHHbIX 4eUCTBUA.

[AnpanTupoBaHo n3 NOCT P 54581—2011, nyHkT 2.10]

MpumeyaHue — OueHo4HanA LWKana UMeeT criegyroLmniA nopsaok (oT MeHsLuero kK 6onbliemy, cnesa Hanpago):
HW3KWiA YpOBEHb A0BEpUsi, CPedHWUIA YpOBEHb AOBEPUS, BbICOKUIA YPOBEHb J0BEpPUS.

3.39

ycuneHHasa ayTeHTudpukaumsa: AyTeHTUMKaLns ¢ NPUMEHEHWEM MeToha MHOrogakTOPHOM OOHO-
CTOPOHHEW UMM MHOTOAKTOPHOM B3aMMHON ayTeHTUUKALIMN U COOTBETCTBYHLLUX JaHHOMY METoRy npo-
TOKOMNOB ayTeHTUhbMKaLUKU, B TOM YKnche Kpuntorpaduyeckmx.

[AgpanTupoBaHo n3 FOCT P 58833—2020, nyHKT 3.59]

3.40

YCTPOMCTBO ayTeHTUUKaLUK: TexHuYeckoe (hramyeckoe) unm BUpTyansHoe YyCTPONCTBO MNK npeg-
MEeT, NpefHasHauYeHHoe AN co3haHusa (reHepauun), XxpaHeHusa 1 npefocTaBneHus nHopmMalmm, kotopas
ncrnonbayeTcs Npu UgeHTUUKaLmMmM n/unm ayTeHTudukauum Bnagensua yecTponcTea.

[AganTupoBaHo u3 FOCT P 58833—2020, nyHkT 3.60]

MpuMmevaHus

1 YcTpoiicTBo ayTEHTUMKALMM MOXKET UMETh KaK BCE yKasaHHble hyHKLMKW, Tak 1 0bnafate orpaHUYeHHBIM UX Ha-
Bopom, a Takke MOXEeT BbINMOMHATE U Apyrie hyHKUMK, HanpumMep ynpaensaTe 4OCTYNOM K MHpopMaLuK, cogepxallencs
B YCTPOWCTBE.

2 TexHW4eckoe YCTPOWCTBO ayTEHTUMKaLMW BKMNOYAET U3MYECKYID (peanbHyl) TEXHWMYECKYH (annapaTHyio)
nnatdopmy (Kak npaeuno, Ha 6ase MUKPOCXEMbI) U BCTPOEHHbIE CUCTEMHbIE 1 MPUKNagHble NPorpammbl, OYHKLUNOHUPY-
OLWKe Ha gaHHoW nnatdopme. PyHKUMOHaNbHOE Ha3Ha4YeHWe TEXHWYECKOro YCTPOWCTBa ayTeHTuduKkaLmMm peanmayercs
BCTPOEHHLIMW NPUKNAAHEIMY NPOrpaMMami.

3 BuptyaneHoe yCcTpoWcTBO ayTeHTUdMKaL MM npeacTaBnseT cobom KaxyLLeecs peanbHOo CyLLECTBY LM TEXHUYe-
CKOe YCTPOWCTBO, MOCKOMBLKY BCe ero (hyHKLMKU PeannayoTcs KakuMu-nubo apyruMm YCTpolcTBaMu M (Mnn) nporpammanmi.

4 TexHuM4eckue yCTpoWCTBa ayTeHTUdMKALMM HE UCNONL3YIOT NPU hYHKUMOHNPOBAHWUM BEIYUCTIIUTENBHBLIE PECYPCHI
CPeACTB BblYMCIUTENBHON TEXHWKMA M CHUTaKOTCA (PYHKLMOHAMNBHO OTAENEHHbIMU OT CPEACTB BblYUCIUTENBHON TEXHUKK
He3aBWCUMO OT UX KOHCTPYKLMK.

3.41

ctpakTop: Bug (dopma) cylwlecTteoBaHUA UHOPMALMM, UCNONL3YEMON ANA WOAEHTUMUKALUMA 1N ayTeH-
TUdUKaLmnK.

MpumeyaHue — [onyckaeTca yTOYHATL TePMUH cOOBPAa3HO ero KOHKPETHOMY Ucnonb3oBaHuK. Hanpumep,
NPUMEHUTENBHO K ayTEeHTUMMKALMK, A0MNYCKAETCSA UCMOoNbL30BaTh TEPMUH «aKTop ayTeHTUdMKaLUny.

[FOCT P 58833—2020, nyHkT 3.61]
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4 O0wwme NonoxeHus

4.1 B cooteeTtcTBumu ¢ FTOCT P 58833 npouecc ayTeHTUdMKaLMKW Npy JOCTyMe cybbekTa JocTyna K 00b-
eKTy [0CTyNa AOMXeH BKNoyaTh B cebs aeiicTensa no nposepke noanuHHocTy cybbekTa (o6bekta')) noctyna,
a TaKke npuHagnexHocT cyobekTy (06bekTy) gocTyna npeabABAEeHHOro Npy NpoBepke naeHTudmKaTopa m
ayTeHTUPUKaALMOHHOW MHhopMaLnn.

Mpumevanwne —Ipugoctyne cybbekTa gocTyna Kk 00LEKTY AOCTyNa ayTeHTUUKaLUS creaqyeT 3a NpoLeccom
BTOPUYHOW MOEHTUMKALMW NPU KaXOoM 3anpoce cybbekTa Ha JOCTYN M OCYLLEeCTBIAETCH B CMy4yae MOMOXUTENLHOIO
pesynetata BTopu4Hon nageHtudumkaymm no NOCT P 70262.1.

Mpu ayTeHTUdMKaALMKN JOKA3aTeNnbLCTBO NOAMNMHHOCTU cybbekTa (06bekTa) gocTyna OOMKHO OCHOBbI-
BaTbCH Ha NMPOBEPKE COOTBETCTBUS ayTEeHTUUKALMOHHOW MHopMaLun, NpeabsaBneHHoN cybbekToM (00b-
€KTOM) JOCTyna, U ayTeHTU(UKALWMOHHOM MHbopMaLMM, KOTOpas accoLMMpoBaHa C NpeabsiBreHHbIM WOEH-
TucurkaTopomM gocTtyna y obbekTa (cybbekTta) goctyna.

[lokazaTenbCTBO NpUHAANEXHOCTU cyOBbeKTY (00beKTy) uoeHTUgUKaTopa U ayTeHTUUKALNOHHON UH-
dopmaumm OOMKHO OCHOBLIBATLCH Ha MPOBEpKe akTyanbHOCTW ayTeHTUdUKaunoHHON nHdopmaumm 1 npo-
BEpKe CBSA3M MOeHTUUKATopa N ayTEHTUPUKALNOHHON MHpopMaLun ¢ cybbekToMm (0bbekToMm) gocTyna.

4.2 Uenbto ayTeHTUbMKaLmm aensetca dopMrMpoBaHe HeobxogMMol YBEPEHHOCTU B TOM, YTO CYObEeKT
(0bbekT) gocTyna AeACTBMTENBHO ABMAETCH TEM 3aperncTpupoBaHHbIM cybbekToM (06bekToM) gocTyna, 3a
KoToporo cebs BblAaeT NpedbsBNeHHbIM NOeHTUMKATOPOM AocTyna.

4.3 B npouecce ayTeHTUdUKaALUM NPUMEHAOTCH crnefyrowme dakTtopsl: hakTop 3HaHus, daktop Bna-
neHus, BuomeTtpudeckuin chaktop. MNpu goctyne k 06bekTy gocTtyna ana ayteHTudrkayum cybbekta goctyna
HeobxooMMO ucnonb3oBaTbh oAuH akTop (Mpy oAHOMAaKTOPHOW ayTeHTUUKaLUM) UMK OOHOBPEMEHHO He
MeHee ABYX paznuuHbIX PakTopoB (NMpY MHOrOhakTOPHON ayTeHTUUKALUN).

Mpumevanne — O6was xapakTepyucTuka pakTopoB, MCNOMb3YEMbIX NPY ayTEHTUUKALUK, 1 NpaBKna Ux uc-
none3oBaHus onpegenstotcsa FTOCT P 58833.

4.4 AyTeHTUMKALMA OCYLLECTBNAETCH B paMKax ayTeHTUdUKaLMOHHOro obMeHa Mexay y4acTHUKaMM
npouecca ayTeHTUUKauum — cy6bLeKTom JocTyna, 4OBEePeHHON TpeTbein CTOPOHOW (NpW UCMONbL30BaHUK ee
ycnyr) 1 06beKTOM AOCTYNa — € YY4ETOM WX CREyoLWUX PYHKLUOHANBHBIX ponen:

- foKasbiBawLWwas ctopoHa. OCHOBHOW 3afaYel 4OKa3bliBaloLWwel CTOPOHLI SIBMAETCS A0Ka3aTenbCTBO ee
NOANMHHOCTK, B TOM YuCie noATBepxaeHWe Toro, YTo oHa obnagaeT (koHTponupyeT) U cnocobHa pacnops-
XaTbCsA ayTEHTUUKATOPOM;

- AoBepswLwWwasa ctopoHa. OCHOBHOW 3afjaveil 4OBEpSIOLLEeid CTOPOHbI ABNSAETCA NPOBEpKa NOANWHHOCTU
[l0Ka3biBaloLLe CTOPOHSLI, a TaKke NpoBepKa, Npu HeobXoaMMOCTH, YTBEPXAEHMS (QoKasaTensLCcTea) AoKasbl-
BaLLel CTOPOHbLI, YTO OHa obnapaeT (KOHTponupyeT) U cnocobHa pacnopsKaTbes ayTeHTUUKATOPOM,

- NnpoBepsAowas ctopoHa. OCHOBHOW 3afaveil NpoBepALLEN CTOPOHbI SIBMAETCS NPOBEpKa NPUHAANEX-
HOCTW [oKasbiBalolleil CTopoHe uaeHTUdMKaTopa A0CTyna U ayTeHTUdMKaTopa, KoTopble 3adMKCUpPOBaHbLI
3a Hell perucTpUpyHLLE CTOPOHON, a TakKe NpenocTaBneHne AOBEpALErd CTOPOHE NOATBEPXAeHUsa (MK
ONpoBEPXKeHWs) Mo pe3ynsTaTamM NpoBEpPKU.

MpumeyaHue — PervcTpupylolLas CTOpoHaZ) He MPYHYMAET HEMNOCPEOCTBEHHOMO YYaCTUA B ayTeHTUdMKa-
LMK, HO NpW NEPBUYHOKW MaeHTUDMKaLM1 hopMUpyeT U NpucBanBaeT cybbekTy (06beKTy) 4OCTyNa U PErMCTPUPYET ayTeH-
TUMKALMOHHYH MHCDOPMAaLIMKD, KOTOPas UCMONb3YETCA Npu ayTEHTUUKALWMOHHOM ODMEHE.

4.5 [Ins opraHusauun ayTeHTUMKaLMOHHOrO 0BMeHa UCNonb3yoTcs NoaTBepxaatoLas MHpopMaLlms,
KOTOpas UMeeTcs y AoKa3sbIBaOLWEeN 1 NPOBepPsILLEA CTOPOH, M NpoBepoYHast MHGOpMaLKS, kKoTopas NMeeT-
cAl y noBsepsLLeit 1 nposepstolen ctopor?) (cM. pucyHok 1). Ha ocHoBe noaTeepkaaroLLeit i NPOBEpPOYHOil
MHOPMALIMKM B COOTBETCTBMM C UCMOMNb3YeMbIM NPOTOKONOM ayTeHTudukaumm dopMmpyeTcsi (CM. PUCYHOK 2)
nepenasaemMasi MHQOPMaLUS, KOTOPOW B BMAE co0BLEeHNA 0BMEHUBAKOTCSA CTOPOHLI B MpoLecce ayTeHTUdu-
Kauum (cMm. pucyHkm 1, 2).

1) Mposepka nofnMHHOCTM 06bEKTA AOCTYNA U BCE COOTBETCTBYIOLLME AAHHOM NPOBEPKE ASHCTBISA OCYLIECTBRAITCS
npv B3auMHOW ayTeHTudurkaumm cybbekta n obbekrta goctyna.

2) HazHaueHune 1 (hyHKLMW PETUCTPUPYIOLLEN CTOPOHLI onpeneneHsl B FOCT P 58833 u FTOCT P 70262.1.

3) Mopagok 1 npaBuna OPMUPOBAHWA, pacnpeneneHs Mexay CTOPOHaMW, a Taloke AOCTaBKM W MOMyyYeHWs
CTOpoHaMW MOATBEpPXOALleid U NpoBepoqHOW WHOopMauuW, Heobxogumol npy ayTeHTUMUKAUUWM, HEe SABMSATCH
npeaMEeToM pacCMOTPEHUSA HACTOSLLEro cTaHaapTa.
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MpumevaHuns

1 MNoaTteepxaatolias MHOpPMaLMA UCNONb3yeTcs ANA NOATBEPXKOAEHUA NOANMHHOCTW A0KasbiBalLen CTOPOHBI.
Kak npaBuno, B Ka4eCTBe NOATEBEPKAAOLWEN MHDOPMaLUK Npy ayTeHTUdKUKaLMOHHOM oBMeHe ncnone3yeTcsa ayTeHTudm-
KauuoHHas uHdopmauusa. Mpumepamu nogTBEPKAAOLWEN MHOPMALMIA ABNAIOTCH: NAporb; CEKPETHLIN KoY, UCMOMb3Y-
EMbIV Npu ayTeHTUMKALMKN C NPUMEHEHUEM CUMMETPUYHBIX KPUNTOrPatUHECKMX anropuTMOB; 3aKPbIThIA KIOY, UCMOMb-
3yeMbli Npy ayTeHTUh1KaLMK ¢ NPUMEHEHEM ACUMMETPUYHBIX KpUnTorpadyeckux anropuTMoB.

2 [NpoeepoyHas nHdopMauns NpuMeHaeTca Npyu BepudrKaLum NPUHATON NOATBEPKAAKLLEN HdOpMaLMM NpoBe-
pstoLLen cTOpoHoW. Kak npaBuno, B Ka4ecTBe NpoBEPOYHOM MHhopMaLMK Npu ayTEHTU(UKALWMOHHOM 0BMeHe UCnonb3ay-
eTcs ayTeHTuduKkaumoHHas nHdopmauus. MNpumepaMn NpoBepPOYHON MHPOPMaLMA ABNAOTCA: Naporb; CEKPETHBIW KoM,
MCMonb3yeMbli Npr ayTeHTUMKaLMK C MPUMEHEHNEM CUMMETPUYHBIX KpUNTOrpadoM4ecknX anropuTMOB; OTKPbITbIM KITHoM,
MCMoMb3yeMbli NpY ayTeHTUNKaLMY ¢ NPUMEHEHWEM aCUMMETPUYHBIX KpUNTorpadhu4ecknx anroputmoB. MNpu ayTeHTu-
cdhuKaLumm goBepsaLwel cTopoHor (Hanpumep, 0BbeKToM AocTyna) AoKasbiBakLWen CTOpoHbl (Hanpumep, cybbekta go-
cTyna) B YCNOBUAX OTCYTCTBUA BO3MOXHOCTU ayTeHTudmkaumoHHoro obMmeHa ¢ NpoBepsioLLe CTOPOHON (OOBEPEHHOW
TpeTbern CTOPOHON) NPOBEPOYHANA UHOPMaLIMA MOXET NpeacTaBnaTe cobon, HanpuMep, CNUCOK OTO3BaHHbLIX CEPTUdUKa-
TOB, pacnpocTpaHaeMbli JOBEPEHHOW TPETLEW CTOPOHON Kak NPOBEPAIOLLEN CTOPOHOW.

3 Nepenasaemas nHbopMauma Ana ceaHca ayTeHTUdMKaunm hopMUPYETCH HA OCHOBE, HANPUMEp, YHUKAaNbHOro
naeHTuhukaTopa AoKasbiBaOLWEN CTOPOHbI, YHUKaNbHOro naeHTudukatopa NnpoBepstolLed CTOPOHBI, TNa ayTeHTUdm-
KauuoHHoro obmeHa; Tvna nogreBepxgarollei MHpopmaumn (HanpuMep, Napornb WK 3aKpbIThIA KIOY), 3Ha4YeHWs nog-
TBEpXAatoLen MHpopmauun (HanpuMep, 3Ha4YeHne napons), Tuna nepegasaemoi MHopmaunn 1 T. N. MNepenaBaemas
MHOpMaLMA MOXKET BKIOMaTh cTaTyc ayTeHTUdUKaumMoHHoro obmeHa (ycnex, cbor 1 T. n.), pesynstat npeobpasoBaHus
noaTBepXAaLLen MHopMaLMK1, BeINOMHEHHOTO MO NPaBUNaM, KOTOpbIEe ONPEAENAIOTCH MCNONb3YEMBIM NPOTOKOMNOM ay-
TeHTUMKALMK, UNK pe3ynksTaT COBMECTHOro npeobpa3oBaHuvs noaTBEpKaaloLWwen nHdopMaumn u pyrmx AaHHeIX (Hanpu-
Mep, 3Ha4eHus1 BPEMEeHW, Cry4anHOro Y1cna, yHUKanbHoro MaeHTudmKaTopa npoBepsioLLe CTOPOHLI U T. M.).

JOKA3ILIBAIOWAR CTOPOHA n:f;ﬂg;‘“;m" DobepAoilan cTopoHa

MpoBapoyHas

Mogreepxaatowan
WHdopmaLuA

uHopmauma

F 3
Y

(CyBuekT nocTyna) {O6bexT nocTyna)

Mepepapaeman
uHthopmauma

Mepenapaemas
uHthopMauma

MpoBepotHan

uHbopMaLmn

MpoBspAiowan cTOPoHA

Meameapxaatowwan MpoeepouHan

uHhopMauma uH(popmaLma

{[oBEpeHHAA TPETEA CTOPOHA}

MpumevaHuns

1 Ha pucyHke 1 ponm y4acTHUKOB npouecca ayTeHTUUKaUUKM NpUBeaeHb! ANA ayTeHTUdMKaLmMmn ¢ y4actmem go-
BEPEHHOW TPETbEN CTOPOHLI B peXnMe peansHoro BpemeHu. MNpu BaaMMHoW ayTeHTUdMKauumn cybbekT u 06beKT gocTyna
nooYepenHo BhIMOMHAKT POrb A0Ka3bIBAKLLEN U [OBEPAIOLLENA CTOPOH.

2 Ha pucyHke 1 nepegaya npoBepoYHOW MHGOPMAaLIMK OT OBEPEHHON TPEThEW CTOPOHLI (MPOBEPAOLLENA CTOPOHDI)
0BbekTy gocTyna (QOBepAOLWEN CTOPOHE) OCYLUECTBNAETCA ANsS BbiMNONHEHWA aBTOHOMHOW (NokanbHOW) ayTeHTuduka-
uuu obbeKkToM OocTyna (JoBepAiolle 1 NpoBepsower CTOpoHoW) cybrekTa gocTyna (4oKasbiBalowen CTOPOHbI) UMK
[Ns BLINOMHEHWSA ayTeHTUMKALMK B YCNOBUSX BPEMEHHOIO OTCYTCTBUS B3aVMOLEUCTBUS MEXAY OOBEPEHHOW TPEThLEN
CTOPOHOW K 0BbekTOM focTyna. [1ns aBTOHOMHOWM (fTOKanbHON) ayTEHTUUKALMK B Ka4eCTBE NMPOBEPOYHON MHopMaLni
MOXET MCMONb30BaTLCA AOMTOCPOYHBIN CEKPET, HAanNpMMep Naporb, HasHa4YaeMblli a4MUHUCTPATOPOM aBTOMAaTU3MPOBaH-
HOW (MHGOPMAaLMOHHON) CUCTEMBI (QOBEPEHHOW TPETHEW CTOPOHOI) NONb30BaTEN (CYyOBbEKTY A0CTyNa) Ha KOHKPETHBLIX
ABTOHOMHbLIX CPEACTBaX BbIMUCIUTENBHOWM TeXHWKW. Mpn ayTeHTUMKaLMU B YCNOBUSIX OTCYTCTBMSA BO3MOXKHOCTW ayTEHTU-
cdhukaumoHHoro obMeHa ¢ JOBEPEHHON TPETLEN CTOPOHOW B KA4YECTBE NPOBEPOYHON MHPOPMALIMA MOTYT NCNONb30BaTLCA
BTOPWYHbIE AYTEHTU(MKATOPLI, KOTOPbie NPEeaBapWUTENBLHO MOMy4arTCA OT CETEBOM CryObl ayTeHTUUKaLUM JoOMeHa
(ooBepeHHOW TPETbEW CTOPOHBI), HAaNpMMep ceaHcoBble Krtoun Kerberos, nMbo oTkpbITaa MHdopMaLms, HanpumMmep cnun-
COK OTO3BaHHbIX CepTUdUKaTOB.

PucyHok 1 — B3avmocBsise Mexay ydacTHUKamu npouecca ayTeHTUMKaLUum ¢ yHeToM UxX thyHKLMOHaNEBHBIX ponei
1 nHdopmMaumm, UCNonb3yemon nNpu ayteHTudukaumm

10



FOCT P 70262.2—2025

| |
| |
| |
| |
Mepanasasman | | MNepegapaemasn
nHchopmaums | | UHDOPMALMA
| |
| |
| ]
| I
1 |
| [
| |
| |

MepenasaeMan

wHhopMana

v

I |
| Tun | | Tun |
| ayTeHTUpUKaLMOHHOO | ayTeHTUDNKALMOHHOTD |
| obMaHa U T.N. I | olMeHa M T.N. |
I | | |
: ' ' :
I |
: ' ' :
I |
| Monyuetme | | Mony4eHre |
I | | |
I | | |
I | | |
| YHUKANLHEIA Pesynirar |
| maﬁm;ﬂg::'a:mp JaHHbie Ans hopMUPOBAHWUA NepaaaBasMoi MHOPMALIUK "“IE"D::’?::'“ |
| BbINOMHAOLWSH AOKa3LIBAOLISA |
NpeRepky CTOPOHB!
: ' ' :
I |
| DopMuUpoBaH1e | | Mposepka |
nepegasacMon NoATES| HLLLsiA
| uH(b:Im:unu I oﬁnq::lpatﬁzauuu:a |
| obpaboTka MHdopMAaLIUK, hopMUpaBaHMe |
| MOMTYHEHHOM OT CTOPOH, nepenasasMoi |
| BLIMOMHAKLLEeA NPpoBEpKy WMHbopMaLm |
I |
I |
I |
I |
I |
I |
| OBmeH - ObwmeH |
-
| CTopoHa, BLINOHAKLWLAA NPOBSPKY |
| {noBEPRIOLLAR WANK NPOBEPAIBILARA |
L __ _ Powesipaiouancropona | e

MpumevyaHwe — HapucyHke 2 ykazaHo, 4TO Nony4eHue AaHHbIX ANA QOpMUPOBaHUA Nepefasaemomn uHdop-
MaLuy OCYLLECTBNAETCHA WM [OKa3bIBaloLWEen CTOPOHON, M CTOPOHOW BbIMOMHAKLLEN NPOBEPKY. Ha npakTuke, npu ayTeHTu-
domkauum, nonyyeHWe AaHHbIX BbIMOMHAETCA NMBO OQHOW M3 CTOPOH, MO0 He BBINONHAETCS HX OOHOM.

PucyHok 2 — lMNpumep dhopMUpoBaHUS NepegaBaemoi MHpopmauu Ha OCHOBE MNOATBEPKOAKLLEN, NPOBEPOYHON
1 Apyror MHgopmaumm, HeobxoguMon AN OCyLEeCTBNEeHNA ayTeHTUdMKaUWOHHOro obMeHa

4.6 B obwem cnyyae npouecc ayTeHTMMUKALUK, C Y4ETOM Pe3ynbTaToB NePBUYHOM U BTOPUYHON WOEH-
TUUMKaALMK, JOIDKEH BKNIOYaTh:

a) hopMMpOBaHWE W perucTpaumio ayTeHTudmkaTopa cybbekra (obbekra) goctyna npu NepBUYHOM
naeHTUMKaLUy perucTpupyoLwein CTOpoHoN. MNpu aTom ayTeHTUdUKaTOP MOXET HasHa4aTbCsl PErMcTpupyo-
el CTOPOHON cyDbeKTY (Mnu cybbeKkTy U OOBLEKTY) AOCTYNA UMM CAaMOCTOATENbLHO (POPMUPOBATLCA CyDObekK-
TOM A0CTyna B COOTBETCTBUM C YCTAHOBMNEHHbLIMW MpaBunamu;

6) XxpaHeHne 1 Nogaep:KaHve B akTyarlbHOM COCTOSIHUM (0BHOBNEHWe) ayTeHTUUKaLMOHHON MHopMa-
LUKW PETUCTPUPYIOLLE CTOPOHOW U CyOBEKTOM (0OBEKTOM) OOCTYNA;

B) 3anpoc gocTyna cybbekTom gocTyna Kk 06bekTy 4OCTyna U ero BTOpUMYHasa naeHTUuduKaums;

11
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r) ayTeHTuMkaumio cybbekTa gocTyna (Npy yCnoBWMKU YCNELWHOW BTOPUYHON MAEHTUMMKALKMW) 1, Npu
HeobxoaumocTun, obbekTa gocTyna (CM. pUcyHokK 3), B TOM yMcne:

1) NnpoBepKy AOBEepsioLLEd CTOPOHON MOANMHHOCTU AOKa3bIBaKLLen cTopoHbl. MpoBepka ocyllecT-
BMAETCS NyTeM NpeacTaBrneHns OOKa3blBalOLWeENW CTOPOHOW ayTeHTuduMKkaTopa 1 nocneayloLllero
KOHTPONsi JOBEPSIOLLEA CTOPOHON COOTBETCTBUA NpeabsiBlIEHHOro ayTeHTUdUKaTopa AoKa3sbiBa-
lOLLE CTOPOHLI ayTEHTUUKATOPY, UMEILLEMYCS Y JOBEpPsOLLel CTOpoHbl, Nubo nyTem obmMmeHa
ayTeHTUdMKaToOpamMmn U opyrumMn JaHHbIMU, HE06X0OMMbIMUY AN B3aMMHOW ayTeHTUUKaUWUmM B Co-
OTBETCTBUM C MPOTOKOINOM ayTeHTUdMKALMK, MEXAY AOKa3bIBAKLIEN U OBEPSIOLLENA CTOPOHAMU.
[JononHuTensHo foKas3biBaOLWas CTOPOHA NpY HEOBXOAUMOCTU U (UMW) NO 3anpocy AOBEPAOLLEN
CTOPOHbI JOMKHa NOATBEPAUTDL, YTO OCYLLECTBNAET KOHTPONb Had ayTeHTUdMKaTOpoM U cnocob-
Ha UM pacnopsxaTbCs.

MpumevyaHune — [Ona noaTBepOeHWs TOro, YTO AOKa3biBaAOLAs CTOPOHa OCYLLEeCTBAAET KOHTPOMb, Hanpu-
Mep, Hag 3anoMUHaeMbIM UM MOWCKOBLIM CEKPETOM M CnocobHa UM pacnopsikaTbCs, MOXET UCMOMNb30BaThCA BHEMOMNOC-
HbIW cekpeT (nogpobHo cpefcTBa ayTeHTUbMKauuM paccMoTpeHsl B 5.6), a 4na noaTBepaeHUa TOro, YTo A0KasbiBaLWwan
CTOPOHa OCYLUECTBNAET KOHTPOIMb, HAaNpuMep, Haf YCTPONCTBOM ayTeHTUMKaLuumM, KOTOPOe COAEePXUT ayTeHTudmnkaum-
OHHYI0 MHOpMAaLIMI0, MOXET cnonb3osaThest PINT)-koa. Kak npasuno nposepka Toro, YTo [OKa3bIBaIOLLAA CTOPOHA KOH-
TponupyeT ayTeHTudukaTop U cnocobHa MM pacnopsikaTeCs, BeIMOMHAETCH AN CyObeKToB A0CTyNa, acCoLMMPOBAaHHBIX
C OU3NYECKMMW NULaMK (Monb3oBaTenamu),

2) NpoBepKy MpoBepsiolleil CTOPOHOW MO 3anpocy AOBepsioleid CTOPOHbI MPUHAAMNEXHOCTU O0-
KasbiBalolle CTopoHe NpedbsBNEeHHOro ayTeHTUUKaTopa, BKMHYAas NPOBEPKY akTyanbHOCTH
(OencTBUTENBHOCTU) ayTEHTUMWKALMOHHON UHGOPMaLUMK U NPOBEPKY CBA3WM ayTeHTuduKaTopa
C AokasbiBallleil cTopoHoit. Mo pesynsTataM NpoBepKM MpoBepsiollas CTopoHa npeaocTaBnsaer
nuBo He NpefoCcTaBnNAeT AOBEPALLEN CTOPOHE NOATBEPXKAEHUE aKTyanbHOCTU aeHTUdMKaTopa
W ayTeHTudMKaTopa, a Takke NoATBepXKAeHWe HanuyYusa CBS3UN C AOKa3biBaloLWwer CTOPOHOW B ycTa-
HOBMEHHOM NMPOTOKOIOM ayTeHTU(UKaUUK BUOE;

0) NPUHATUE OOBEPSIOLLE CTOPOHOW pelleHusl 0 peaynsTate ayTeHTUdUKauuy 1 JoBeAeHWe pelleHus!
A0Ka3sblBallei cTopoHe. [JONONHUTENBHO ONS AOKa3blBalLIEd CTOPOHbI — CyBbeKTa AOCTyna — C y4eToM
npeabsBNeHHOro ayTeHTUgMKaTopa AoBepsaoLeld CTOPOHON ONpeaenseTca BO3MOXHOCTb BbIMONHEHWS 3a-
MPOLUEHHbIX AelCTBUIA (onepauuii) Npy nocrnedylleM NpoBeAeH aBTopu3aLni.

MpuMmeyvyaHune — BO3MOXHOCTL BbINOMHEHUA 3aMnpOLUEHHbLIX OEWCTBMIA (onepaumin) Npu MCNONb30BaHUM KOH-
KpeTHoro ayTeHTUdMKaTopa, kak npaBuno, onpefenseTcsa COOTBETCTBMEM YPOBHS AOBEpUsi ayTeHTUdMKauun Oons umc-
nonb3yemoro ayTeHTUdMKaTopa YPOBHIO O0Bepus, HeobxoauMoMy Ons 3anpOoLUeHHbIX OEWCTBUIA (onepaumn) cybbekTa
[OCTyna B OTHOWEHWW o6bekTa gocTyna.

4.7 B obGlem crnyyae npu ayTeHTUGMKaLMM 06 BEKT AOCTYNa BbIMOMNHAET perucTpaunio, XpaHuT 1 nod-
AepXMBaeT B akTyaribHOM COCTOSIHUM ayTeHTU(MUKALMOHHY MHMOPMaLWIo, OCYLLeCTBIAeT NPOBepKy noa-
NMHHOCTU cy6GbekTa AocTyna, NPUHAANEXHOCTU eMy ayTeHTUUKaTopa, a Takke NpoBepsieT cnocoBHOCTb
cyGbekTa gocTyna pacnopsxarbes ayTeHTudukaTopom. Mpu aTom cybbeKkT gocTyna noatesepxaaeT (fokasbl-
BaeT) CBOK MOAMWHHOCTL M BriageHue ayTeHTudukaTopoM. B aTomM cnydyae Bce OeiCTBUSI OCYLLECTBNSIOTCA
HenocpeacTBEHHO CYOLEKTOM U 06bekToM JocTyna. O6bekT gocTyna obbeauHseT gyHKUMOHamNbHbIE ponu
perucTpupyloLLei, NpoBepsaioLLei, JOBepstoLLei CTOPOH (NMpW OAHOCTOPOHHEN ayTeHTUUKaLUM) 1 AONOMHM-
TeNbHO MOXET UMETb pPofib AOKa3blBaloLWed CTOPOHLI (MPY B3auUMHOM ayTeHTUMKauum), a cyGbekT gocTyna
MMeeT (hbyHKLMOHAaNbBHYH Porb A0Ka3biBatoLen CTOPOHBI (NMPU OOHOCTOPOHHEN ayTeHTUgUKALWMK) U AONOMNHM-
TENbHO MOXEeT MMETb PO NPOoBepPsILLE M OBEPAOLEA CTOPOH (MPKY BIaUMHON ayTeHTUgUKaLKUK).

Mpy y4acTun OOBEpEeHHOW TpeTbei CTOPOHLI B Mpouecce ayTeHTUMKALMM OHa OCYLUECTBNAET peru-
cTpauuo cybbekTa (o6bekTa) 4OCTyna, a Takke Mo 3anpocy NpoBepsieT NPUHAANEXHOCTL ayTeHTUMUKATO-
pa cybobekTy (06bekTy) goctyna. B gaHHoOM crnyvae Bce OeMCTBMSI OCYLECTBNAKTCA CyGbLeKkToM gocTyna,
00BLEKTOM JoCTyna WU JOBEepeHHOW TpeTbel CTopoHoW. Npu 9ToM JoBepeHHas TpeTbsi CTOpoHa obbeduHsAeT
(pYHKUMOHAMNbHbIE POMU PEMUCTPUPYIOLLEN U NPOBEPSAIOLWEN CTOPOH, OBGBEKT A0CTyNa — (PYHKUMOHANbHYIO
ponb OOBEpSALWE CTOPOHbLI (MpY OLHOCTOPOHHEN ayTeHTUMUKaLMKM) U OOMOMHUTENBHO MOXET MMETb POrib
[A0Ka3blBaLen CTOpoHbI (MpU B3aMHOWM ayTeHTUdMKauuK), a cybbekT AocTyna — yHKLMOHANBHYIO ponb
[A0KasbIBaLLel CTOPOHLI (Npy 0AHOCTOPOHHEW ayTeHTUUKaALUM) U AONOMHUTENIbHO MOXET UMEeTb Ponb O0-
BepsAOLLEN CTOPOHBI (NPY B3aWMHOW ayTeHTUdMKaLMK).

1) PIN-kog — nepcoHansHbIl MoeHTUGMKaLMOoHHBIN Homep (personal identification number).
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PucyHok 3 — Ob6Lwas cxema B3auMOOeNCTBUA CTOPOH NpK ayTeHTUrKaumm

4.8 HeobxooMMocTb ayTeHTUMMUKALKMW YyCTaHABNMBAETCA Kak AnA cybbekToB JOCTyna, KOTopble ABMS-
l0TCS (DM3NYECKUMM NLaMK, Tak U Onsa cy6bekToB (06bLEeKTOB) AocTyna, koTopble NpeacTaBnsalT coboi UH-
hOpMaLMOHHbIE U BEIYUCIIUTENbHBLIE pecypcbl. AyTeHTU(MMKALNUA 4OMKHA OCYLLECTBNATLCA C Y4eTOM AaHHbIX
ocobeHHoCTeN cyGbeKkToB (06beKTOB) 4OCTYNa, a TaKKe C YYEeTOM BO3MOXHOCTU UCMONb30BaHWUA U MPUMEHU-
MOCTM MOSIOXEHWIA HAaCTOALEero cTaHaapTa Ans KOHKPeTHOW cpedbl (DYHKUMOHUPOBaHWS.

4.9 YyacTHWMKM npolecca ayTeHTUgMKaLMM JOMkHbLI obecneunsaTth 3alnTy MHOpMaLUn, UCNomnb3aye-
Mol Npu ayTeHTudMKaumu. [Npu 5TOM COCTaB W coAepaHue Mep 3aluThl, B TOM Y1Cre Mep 3alWuTsl ¢ Npu-
MEHEHWEeM KpUNTorpatu4ecknx MeTodoB (anropMTMOB), B KOHKPETHOM cpeae (hYHKUMOHMPOBaHUS AOMKHBI
onpefensiTbCa B COOTBETCTBMM C HOPMaTUBHLIMW NMPaBOBLIMU aKkTamMi M AOKYMEHTaMK Mo cTaHgapTU3auun.

5 Buabl n cpeacTBa ayTeHTUUKauum

5.1 AyTeHTudurKaLMs OCYLLECTBNAETCA B NOPALKE WU NO NpaBvnaM, onpegensemMbiM BUAOM ayTeHTUDU-
Kauuu ¢ NpUMeHeHMeM COOTBETCTBYHLLIMX CPeacTB ayTeHTUMKaLUK.

5.2 B cooteetcteumn ¢ FOCT P 58833 npu opraHusauum OOCTyNa OOMKEH WUCMONb30BATLCA OOWH UMK
HEeCKONnbKO BMAOB ayTeHTUdUKaLKUK: NpocTas, YCUNeHHas unn ctporas.

5.3 lMNpocToi ayTeHTUdUKALUEN OOMKHA CYMTATbCA OAHOMAaKTOpHas OOHOCTOPOHHAS ayTeHTUdUuKa-
LUus ¢ opraHusauuen nepefadn ayTeHTUUKaALMOHHON MHopMaUMy Npu ayTeHTUUKALMOHHOM 0DMeHe OT
cybbekTa goctyna k obbekTy goctyna. B npouecce npocton ayTeHTUbMkaLmMm HeobxoanmMo MCnonb3oBaTh
NPOTOKOMbl ayTeHTUdMKAL MM, COOTBETCTBYIOLLME JAaHHOW OpraH13auuu nepefayvv ayTeHTUUKaLMoOHHOW UH-
cdopmauum, B TOM Ymucne kpuntorpadgpudeckume.

5.4 YcuneHHoin ayTeHTUdMKaUMEn OOMKHA cHMTaTbCA MHOrodakropHasi OOHOCTOPOHHARA ayTeHTUdu-
Kauus c opraHvsauuvein nepenadyn ayTeHTUPUKaALMOHHOW UH(POpMaLIMK Npy ayTeHTU(UKALUMOHHOM obMeHe
oT cybbeKkTa gocTyna Kk 06bekTy gocTyna unu MHorodakTopHasi B3avMHasi ayTeHTUMKaumsa ¢ opraHM3asmen
ayTeHTU(MPMKaLMOHHOTO ObMeHa Mexay CyObekToM AocTyna U obbekToMm goctyna. [pu ycuneHHon ayTeHTu-
dukaunmn HeobxooMMO UCMONb30BaTh NPOTOKOSbI ayTEHTU(MKALMW, COOTBETCTBYIOLLME AaHHON OpraHM3aumnn
nepegaqv ayTeHTurkaLMoHHON nHdpopMaLmMy B paMkax ayTeHTUMKALMOHHOTO 0bMeHa, B TOM YMCie Kpun-
Torpadguyeckume.

5.5 Ctporon ayteHTUMKaLMENn OOMMKHA CYMTaTbCs MHOroakTopHasi B3auMMHas ayTeHTUMkaums c
opraHusauvein OBYXCTOPOHHEro, mexay cybbektom goctyna M 06bekTom AOoCTyna, WM MHOTOCTOPOHHETO,
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mexay cybbektom goctyna, obbekToMm gOoCcTyna W TpeTbel JOBEPEHHOW CTOPOHON, ayTeHTUUKaLMOHHOIO
obmeHa. B npouecce cTporoi ayTeHTUMKaLMK OOMKHBI UCMONb30BaTLCA TOMLKO KpUnTorpadguyeckne npo-
TOKONbI ayTEHTUKKALIMM, COOTBETCTBYIOLLME OAaHHON OpraHu3auun nepeaayv ayTeHTUUKaLUMOHHOW MHGOop-
MaLM1 B pamkax ayTeHTUUKaLMoHHOro obmeHa.

5.6 MNpu ayteHTUmkaumMm HeobxoOMMO MCMONb30BaTh CpeacTBa ayTeHTudukauun (ayTeHTuduka-
TOpbI), XapakTepPUCTUKM KOTOPbIX NpuBegeHsl B 5.6.1—5.6.10.

MpumeyvaHue — KoHKpeTHbIE peanvaaumn cpeacTs U YCTPOWCTE ayTeHTMMKUKALMKU, a Takke cnocobbl UX Npu-
MEHEHU B cpefe (YHKLUMOHUPOBAHUA HE ABMSAIOTCA NPeaMETOM PACCMOTPEHUA 4aHHOMO HaLMOHANMBHOTO cTaHaapTa.

5.6.1 3anoMuHaeMbI cekpeT. AyTeHTUMUKATOP, 0DLIYHO Ha3bIBAEMbIN NAPONEM UMW, eCrnK 3TO YUCIO-
BOe 3HauveHne — PIN-kogom, sSiBNAeTCA CEeKPETHbIM 3HaYeHMeM AN 3anoMuHaHuA cybbekToMm goctyna (go-
Ka3blBawLllell cTopoHoi). Ecnu pervctpupyrollas (4oBepsLas Uny NpoBepsoLLas) CTOpOHa 3aHOCUT Bbl-
OpaHHbIA 3aNOMUHAEMbIA CEKPET Ha OCHOBE HEKOTOPLIX €ro napameTpoB B CMWUCOK CKOMMPOMETUPOBAHHbLIX
ayTeHTUdUKaATOpPOB, cybLEeKT JoCTyna (4oKa3blBawLlas CTOPOHA) LOMKeH BhibpaTk ApYro 3anoMuUHaeMbli
cekpeT. Npu ayTeHTUdMKaALUN C NOMOLLbLI0 AJAaHHOTO CPenCcTBa ayTeHTUdUKaLUKM ucnonb3yeTca pakTop 3Ha-
HUA — NoATBepPXKAaeTCs 3HaHWe 3aNoOMUHAeMOoro cekpera.

MpumevaHusa

1 Ycnoeusa ncnonb3oBaHWs 3anoMWHaeMbIX CEKPETOB (Hanpumep, CMOXHOCTE WM ANWTENbHOCTL AeNCTBUSA) MOryT
YCTaHaBNMBaTLCA HOPMATUBHLIMW MPABOBBLIMWU UMM METOOWYECKAMM OOKYMeHTamu, obnagatenem wHdopmauum wunm
onepaTopomM.

2 B CrMMCOK CKOMMPOMETUPOBAHHBIX ayTEHTU(UKATOPOB, KaK NPaBuIo, 3aHOCATCA 3anoOMUHAEMble CEKpPEeThbI, KOTOo-
pble MOMMW CTaTe JOCTYMHBIMKU NULAM, HE ABNAWMMCA WX Bnagenbuamu, U (Mnv) npoueccam, KOTOpbIE MOMYYMIN K HUM
HeCcaHKLMOHUPOBaHHBIA AocTyn. B kayecTBe napamMeTpoB, Ha OCHOBE KOTOPBIX 3aNOMUHAEMbIE CEKPETHI CHNTAKTCS CKOM-
NPOMETUPOBaHHBIMWU, MOXET paccMaTPUBaTLCA, HanpuMep, HapyLLueHWe KOHUAEHLMaNnbHOCTU BCNEACTBINE HACTYyNMNeHus
Takux COBLITUIA Kak XWLeHWe, yTpaTa, pasrnalleHne, packpelTue, pasragbiBaHue v T. M.

5.6.2 lMouckoBblin cekpeT. [NOUCKOBLIN CekpeT npencTtaBnseT cobol PU3UYECKYH UMW 3MEeKTPOHHYH
3anncbk Ha HocuTene, B KOTOPOW XPaHUTCA COBOKYMHOCTb CEKPETOB (ayTeHTMUKATOpPOR), HAaNnpumMep OfHO-
pa3oBLIX Naponei, popMupyeMbix OAnsA cybbekTa AocTyna peructpupytolen ctopoHon. CybbekT goctyna
(DokasblBalLLaa CTOPOHAa) UCNONB3YyeT CPEACTBO ayTeHTUdUKaL MK ANa noncka cekpeta (ayTeHTudukaropa),
HeobxoaMMOro Ans OTBETa Ha 3anpoc JOBEpPAOLEN (Mnu NnpoBepsoLwen) cTtopoHsl. [Mpy ayTeHTuduKauum ¢
NOMOLLbIO AaHHOTO cpeacTBa ayTeHTUdMKaLnm UCnonb3yeTca akTop BnageHna — NoaTeepxgaeTca Bnage-
HUEe HOCUTENEM WM KOHTPOMb Hag HUM (CNocOBHOCTL MM pacnopsiKaTbcs).

MpumevyaHue — NpuMepamu NOUCKOBBLIX CEKPETOR ABNAKTCH LWNGP-BNOKHOT, CKPaTY-KapTa.

5.6.3 BHenonocHbln cekpeT («BTOpoW kaHan»). CpencTBo ayTeHTUdUMKauuu npeacrasnseTr coboi
YCTPOWCTBO, KOTOPOE MMEET YHUKarbHbIA (NS MCNonb3yeMon cpeabl hyHKUMOHWPOBaHWA) agpec U Ang no-
TNy4YEeHWs ceKpeTa MOXKeT B3auMOAenCTBOBaTb C JOBEPAILLEN (MK NPOBEPSIILLER) CTOPOHOW NO OTAENbHOMY
KaHany nepegayv AaHHbIX, HAa3bIBAEMOMY OOMOMHUTENBHbLIM («BTOPbIM») KaHanoMm. CybbekT gocTtyna (Oo-
KasblBawLLlan cTopoHa) obnagaeT yCTpPOMCTBOM, a JoBepsAoLLas (Mnu npoBepstoLLas) ctTopoHa obecneunsaet
hyHKUMOHMpPOBAHWE CEpBUCA, KOTOPLIA MpU ayTeHTUUKALUKW NOAOEPXUBAT 0OMEH Mo 3TOMY «AOMOITHU-
TENbLHOMY» KaHany, (ou3n4ecku OTAENEeHHOMY OT «OCHOBHOrO» KaHana nepefaqu gaHHbix. [pu ayTeHTUdUKa-
LMK C MOMOLL LI AaHHOro CpeacTBa ayTeHTUdMKALKUKU UCMOoNb3yeTca pakTop BNageHus — NoATBepXAaeTcs
BnageHWe yCTPOWCTBOM M KOHTPOMb Had HUM (CMOCOBHOCTL MM pacrnopsiKaTeCs ).

MpumeyaHune — CeKkpeT, NONYYEHHBLIN MO AOMNONMHUTENBHOMY KaHany, NPUMEHSETCA COBMECTHO C APYrMMU
ayTeHTUMKaTopamMmu, Hanpumep ¢ 3anoMrHaeMbliM CEKpeToM. Yalle Bcero Ans nonyyYeHwWs BHEMOMNOCHOTO CekpeTa uc-
nonb3yeTcsa Monb30BaTeNbLCKOe (OKOHEYHOE) YCTPOWCTBO NOABMXHOM paavoTenedoHHON CBsA3n (MOBUNBEHON CBA3K) Nio-
Boro Buaa, Hanpumep cMapTdOH.

5.6.4 OpHodhakTopHbIA reHepaTop 0AHOPAa30BbLIX Naponewn (OTP”—;’eHepaTop). OpHotakTopHbIA re-
HepaTop OQHOPAas30BLIX Naporei opMUpyeT OUHAMWYECKN M3MEHSIHLMEeCs OOQHOpPAa30Bbie Maponu (cekpe-
Tbl) gna ayteHTudumkauuu. Mpepctasnaet coboi TeXHUYecKoe YCTPONCTBO UMW NporpaMmy (NporpamMMHbIiA

1) OTP — ogHopa3oBkIit naponk (one time password).
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reHepaTop)”, OTAENEHHbIE OT CPEACTB BbIYMCIUTENLHOW TEXHWKW, HA KOTOPLIX (C MOMOLLbIO KOTOprX)2) ocy-
LWecTBNAETCA ayTeHTUdUKaLmMa. B kayecTBe UCTOYHMKA AN (hOPMUPOBaAHUA AUHAMUYECKN U3MEHSIOLLIMXCS
0[HOpPAa30BbLIX NAaponein (CeKpPeToB) NCNONb3YETCS BCTPOEHHbLIA CEKPET UM OOHOPA30BbLIN KO, KOTOPLIA MOXET
ObITb chopMMpPOBaH NO TEKYLLEMY BPEMEHW UMK MO COBBLITUIO (HAaNMpUMep, HaXaTui KHOMKWA Ha YCTPOWCTBE)
MIM UCXOOS U3 TEKYLLEro 3Ha4YeHUsl CYeTUMKa Ha YCTPOMCTBE Y A0Ka3blBaLLen CTOPOHbLI U 3HaYeHUs cHeTumKa
y ooBepstoLLeit ctopoHbl. CchopMMpPOBaHHLIN 0QHOPA30BLIA Napornk (CeKpeT) nepefaeTcs cybbekToM AocTyna
(mokasbiBaloLle CTOPOHOW) A0BepsALWen ctopoHe ang npoBepk. OaHoakTopHble reHepaTopbl 04HOPaso-
BbIX Mapornen aHanornmyHbl cpencTeam ayTeHTUdUKALMM C NMOUCKOBBLIM CEKPETOM 3a WUCKIHYEHWEM TOrOo, 4YTO
CeKpeThbl He3aBUCUMO (POPMUPYIOTCH JOoKa3bliBalOLLEN U JOBEPSHLWENn CTOpOHaMN U CPaBHUBAKTCS OOBepsi-
towter ctopoHor. OgHOMaKTOPHLIN reHepaTop O4HOPA30BLIX Naponen He TpebyeT akTMBauUMKM ons OyHKUNO-
HupoBaHus. MNMpu ayTeHTUdUKaALMK C MOMOLLBLI0 JaHHOMo CpefdcTBa ayTeHTUdUKauMKU ncnonbayetcsa dakrop
BMafeHua — NoATBepAaeTcs BMafeHue YCTPONCTBOM (MporpamMmMoi) M KOHTPOMb Had HUM (CMocOBHOCTE UM
pacnopsikaTbcs).

5.6.5 MHorotakTopHbIA reHepaTop 0AHOPa30BbIX Nnaponen. MHoroakTopHbIN reHepaTop 0QHOPa30BbIX
naponen hopMMpyeT OMHAMUYECKN M3MEHSIOLLMECH OLHOPAa30Bble Naponu (CeKpeTbl) AnA ayTeHTUuduKkaLmm
nocrne akTueBaLMM C NMOMOLLbK AOMOMHUTENBLHOrO hakTopa ayTeHTudukauun. MNpeactaBnsaetr cobon TexHu-
YecKkoe YCTPOWCTBO MMM nporpammy (MporpaMmHbIi reHepartop), OTAENEHHbIE OT CPeaCcTB BbIHUCIIMTENbLHON
TEXHWKKM, Ha KOTOPbIX (C MOMOLLbLID KOTOPbIX) OCYLLECTBNAETCH ayTeHTUudukaums, n yHKLUMOHUPYET aHarno-
rMMYHO OgHOMaKTOPHOMY reHepaTopy oAgHOpa30BbIX Naponeil. Bropon dakTop ayTeHTUdUKaLMM MOXET npea-
cTaBnATb cobon MHOpMaLMIo, MONYYeHHYI0 ¢ knaBmaTypbl (maponb, PIN-kog v 1. n.) n/unn uometpuyecko-
ro ckaHepa (bromeTpuuecKkue nepcoHanbHble AaHHbIE) CPEACTB BbIMUCIUTENBHOW TEXHUKA UMM YCTPONCTBA.
Mpu ayTeHTUdUKALKUKU C NOMOLLBK OAHHOIO CpefAcTBa ayTeHTUdMKaunum Ucnonb3yoTes hakTop BnageHna —
noLoTBepXaaeTcs BNafjeHWe YCTPOMCTBOM (MPOrpaMMoi) M KOHTPOMb Hag HUM (cnocoBHOCTE MM pacrnops-
}aTbCA) — COBMECTHO C hakTOpOM 3HaHWA (MOATBEPXKOAETCHA 3HAHME cekpeTa) W/unu ¢ BUOMETPUYECKUM
dhakTopoM (NOATBEPXOAETCHA COOTBETCTBME BUOMETPUYECKUX NEPCOHANBHLIX AaHHBIX).

5.6.6 OgHodakTopHoe Kpuntorpaduyeckoe nNporpaMMHoe cpefcTBo ayTeHTudukauuun. MpegcrasnseT
coboi kpunTorpaguyeckme Krnwouu 1 NporpaMmmy, OCyLLECTBIAKLLYI KpunTorpaduyeckie npeobpasoBaHms,
KOTOpble XpaHATCA Ha HocuUTene U PyHKUMOHUPYIOT B COCTaBe CPEACTB BblYNCMIUTENBHOW TEXHUKM UMW aHa-
NOrUYHbLIX YCTPOWCTB. BbIXoOHbIE JaHHbIE CpeAcTBa ayTeHTUMUKaLUK 3aBUCAT OT UCMONb3yeMOoro Kpuntorpa-
chrueckoro NpoToKomna ayTeHTUUKALUN 1 SIBMSKOTCHA YCTAHOBMNEHHLIM BUAOM COODLLEHWS ayTeHTUNKaLUOH-
Horo obmeHa. Mpu ayTeHTUdMKaLUMM ¢ MOMOLLBI0 AAHHOTO CpeACcTBa ayTeHTUdUKALUKU ncnonb3yeTca akTop
BMafeHua — NoaTBepXOaeTca BnageHwe Kpuntorpadpuyeckumuy Knodamu M KOHTPONb Hag HUMMK (cnocob-
HOCTb UMW PacnopsaXKarbcs).

5.6.7 OgHodhakTopHOEe KpunTorpauyeckoe TEXHUYeCKoe CpencTBo ayTeHTudukaumun. MNpegcrasnser
coboi COBOKYNHOCTb OTAENEHHOMO OT CPEACTB BLIMUCIUTEINBLHOW TEXHUKM TEXHUYECKOrO YCTPOMCTBA ayTEeHTU-
dukaumm ¢ kpuntorpadHeCcKUMMK KNo4aMmn 1 NporpaMmbl B COCTaBe CPEACTB BbIHMCANTENBHOW TEXHUKN, OCY-
LecTBNAKLLEN KpunTorpaguyeckne npeobpasoBaHna U/Mnu peanusyoLLen B3aMMO4eACTBME C YCTPONCTBOM
ayTeHTUMKaLMK. YCTPOMCTBO ayTeHTUMMKALMM OCYLLECTBNSAET XpaHEHUe CaMOCTOATENLHO BbIpaboTaHHbIX
/MM UMNOPTUPOBAHHLIX B HEMO KpUnTorpadnyecknx KnioYen, a Takke BbiNOMHAET KpunTtorpadudeckne npe-
06pa3oBaHuA C MX UCNOMNb30BAaHWEM W NPELOCTABNAET pe3ynsTaThl UMW NPeacTaBnaeT Kpuntorpauyeckue
KMN4KW AN BbINOMHEHUS KpunTorpaduyeckux npeobpasoBaHuii MporpaMMoi CpeacTBa ayTeHTUUKaLmMm ye-
pes3 HenoCpenCcTBEeHHOe (MpAMOoe) coeHeHne YCTPOMCTBA ayTEeHTU(MUKALWM CO CPeaCTBaMU BbIYUCIUTENb-
HOW TexHWKkW. BbixogHble AaHHbIe cpefcTBa ayTeHTMdUKauMu 3aBUCAT OT MCNONb3yemMoro Kpunrtorpaduye-
CKOTo MpOTOKOMNa ayTeHTUUuKauum 1 ABMATCA YCTaHOBNEHHBIM BUAOM COOBLIEHNS ayTEHTU(UKALMOHHOIO
obmeHa. MNMpu ayTeHTUdUKALMMA C NOMOLLBLK OAaHHOTO CPeAcTBa ayTeHTUMKAL MM ncnonb3yeTcs haktop Bna-
OEHUs — MOATBEPXKOAETCA BNajeHWe KpMnTorpauyecknMmn Knioyamm U KOHTPOnb Hag HUMK (cnocoBHOCTb
UMW pacrnopsikaTbCs).

1) MporpaMMHbIA reHepaTop OMHAMWYECKM W3MEHSIOWMXCSA naponeil (nporpamMmHbiii OTP-reHepaTtop) MoxeT
(PYHKUMOHMPOBaTbL Ha PasnUYHbIX CPEACTBax BbLIMMCIUTEMLHOW TEXHWKW, HaMpUMep, Ha MOOWNBLHOM YCTPOWCTBE
(cmapTdhoHe) Mnu Ha NNaHWeTHOM, MOBKIBHOM, MOPTATUBHOM, CTALMOHAPHOM KOMMLIOTEPE.

2) 3,EI,ECb naanee noHMMaeTcA, HanpuMmep, NCnonb3oBaHWeE CpeacTs BbIMUCIUTENBHOM TEXHUKN npu ElyTEHTVICbHKaLIMVI
none3oBartenda Ha YyOaneHHbIX Ccpencrteax BbIYUCIATENBHOW TEXHUKM WNKU B yOaneHHblX aBTOMaTU3MPOBaHHbIX
(MHCprMaLlMOHHbIX) cuncrtemMmax, OO0CTyn K KOTOPbIM OCYLWEeCTBnAeTcA C WCNonb3oBaHMEM TeNeKOMMYHWUKaUuWOHHbIX
TexHonornin. B OaHHOM cny4ae I'IpOFpaMMHbII‘FI reHepaTtop OAHOPAa30BbIX naponeﬁ MOXET BXOOWTE B COCTaB Cpencte
BbIYUCIATENBHOW TEXHUKW, C NOMOLLBIO KOTOPbIX OCYLWEeCTBNAETCA ayTBHTHqDVIKaLIHﬂ none3oBartend Ha yOoalneHHbIX
cpencrteax BbIYWUCNUTENBHON TEXHUKM.
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5.6.8 MHorodakTopHOe KpunTorpaduyeckoe nporpamMHoe cpeacTBo ayTeHTudukaumn. Npegcrasnsaer
coboi kpunTorpadpUueckue Krodu U NporpaMmy, oCyLecTBNSALW Y Kpuntorpaduyeckme npeobpasoraHus,
KOTOpble XpaHATCA Ha HocuTene U OYHKLUMOHUPYIOT B COCTaBe CPEeACTB BblYUCIUTENEHOW TEXHUKM UMK aHa-
NOTNYHbBIX YCTPONCTB. JocTyn K KpunTorpamu4ecknm Krnoyam OCYLLEeCTBMASEeTCA C UCNOoNb30BaHWEM BTOPOro
chakTopa ayTeHTUUKaLuu. BTopoi gakTtop ayTeHTU(UKaLUM MOXET NpeacTaBnaTbs coboi MHgopMaLluio,
Nony4eHHy ¢ KnaBuaTypbl (cekpeT: napons, PIN-kog 1 T. n.) nnu 6MoMeTpuyeckoro ckaHepa (buometpuye-
CKME MepcoHarbHble OaHHbIE) CPEeOCTB BbIYMCIUTENBHON TEXHUKWM, NMBO COBOKYNMHOCTb AAHHOW WHOpMa-
uMK. BbixogHble AaHHble cpedcTBa ayTeHTUMUKaLMKM 3aBUCAT OT UCMOMb3yeMoro Kpuntorpadguyeckoro npo-
ToKona ayTeHTUUKaUUKM 1 ABMAKTCS YCTAHOBNEHHBIM BMAOM COO0OLEHNs ayTeHTUdUKALUOHHOIO obMeHa.
Mpn ayTeHTUMKaAUMKM C NOMOLLBIO OAHHOrMO CpeacTBa ayTeHTUMKaLUM UCNoNb3ylTca (hakTop BnageHus
[noaTeepxpatoTCA KOHTPOML (BNageHWEe) U CNOCOBHOCTL pacnopsXaTbCesa KpUNTorpaguYeckUMmM Kniovamm| co-
BMECTHO C (DAaKTOpPOM 3HaHWA (MOL4TBEPXKOAETCH 3HAHME ceKpeTa) u/unm ¢ BruomMeTpuyeckum akTopoMm (noa-
TBEPXOAETCH COOTBETCTBME BUOMETPUYECKUX NEPCOHANBHBLIX AaHHbIX).

5.6.9 MHorodakTopHoe Kpuntorpaduyeckoe TeXHUYECKOe CpencTBo ayTeHTUuukaumn. MNMpencraenaet
coboi COBOKYMHOCTL OTAENEHHOrO OT CPEACTB BbIMMCIUTENBHON TEXHUKM TEXHUYECKOTO YCTPOWUCTBA ayTEHTU-
dukaumm ¢ KpunTorpau4ecKnmMm Kroyamu u nporpamMmMbl B COCTaBe CPEACTB BbIYMCIIMTENIbHON TEXHUKN, OCY-
LlecTBAAKLLEN KpunTorpadguyeckme npeobpazoBaHns U/Unu peanuayrllen B3anMoencTBUE C YCTPONCTBOM
ayTeHTUdUKauuK. YCTPOWCTBO ayTEHTUUKALUN OCYLLECTBNSET XpaHEHME CAaMOCTOATENLHO BbipaboTaHHbIX
W/UNn UMNOPTUPOBAHHLIX B HEro KpWUnTorpauMyeckux KIYen, a Takke BLIMOMHAET, Npu HeobxoaMmocTw,
KpunTorpadgpuyeckue npeobpazoBaHUs ¢ UX UCNONb30BAHWEM WM NpeacTaBnseT pe3ynsTaThl UMW NPefocTaB-
NAET KpUnTorpaduUYecKkme KN4 AN BbINOMHEHMSA KpunTorpaduyeckux npeobpazoBaHuii NporpaMmoi cpea-
CTBa ayTeHTUM(UKALWMM Yepe3 HenoCpPeAcTBEHHOE (MpAMOoe) COeAMHEeHWEe YCTPOWCTBa ayTeHTUMKaLuM1M co
cpencTBaMU BbIMUCTIUTENLHOW TEXHUKKM. [OCTyn K KpuntorpachuyeckM Krvam u/unu pesynsrataM KpunTo-
rpadpuyeckux npeobpa3oBaHunii OCYLLECTBIAETCS NOCNE aKTUBAL MM YCTPOMCTBA C MOMOLLBK BTOPOro haktopa
ayTeHTUduKkauun. BTopon chaktop ayTeHTUMKaALMM MOXET npeacTaBnsaTe cobol MHOpMaLmMIo, NonyYeH-
HYI0 C KnaBuaTypbl CPEACTB BbIYUCMUTENBHON TEXHUKM UMW YCTPOWCTBa ayTeHTUdMKaLMK (CEKPeT: Naporb,
PIN-kog v T. n.), nubo uHopmMaLno ¢ BUOMETPUYECKOTO CKaHepa CPeACTB BbIYUCMUTENbHOW TEXHUKK UMK
YCTPOWCTBa ayTeHTudMKauum (buomeTpudeckne nepcoHanbHble AaHHbIe), MO0 COBOKYNMHOCTb OAHHOW WMH-
dopmMauuu. BeixogHble AaHHbIE cpeacTBa ayTeHTUMUKALMK 3aBUCAT OT UCMOMb3YEMOro Kpuntorpagu4eckoro
NpoToKoNna ayTeHTUMKaALUKN U ABMNSTCA YCTAHOBNEHHBIM BUAOM COODLEHNS ayTEHTU(UKALMOHHOIO obme-
Ha. [pu ayTeHTuduMKaLnm ¢ NOMOLLbK AaHHOrO CPeacTBa ayTeHTUduKauumn Ncnonbayetca akTop BrnageHuns
[moaoTBEpXOaTCHA KOHTpONb (BNageHue) 1 cnocobHOCTL pacnopsaxXaTbCcsa KpuntorpauyeckuMm Kniovamm| co-
BMECTHO C (DAaKTOPOM 3HaHWA (MOATBEPKOAETCH 3HAHME ceKkpeTa) u/unm ¢ BruomMeTpuyeckum akTopoMm (noa-
TBEPXOAETCH COOTBETCTBME BUOMETPUYECKUX NEPCOHANBHbIX AaHHbIX).

5.6.10 MHorodakTopHoe Kpuntorpaduyeckoe TeXHUYecKoe CpefcTBO ayTeHTUdUKauum ¢ Hen3Bneka-
eMbIMu kniovamu. MNpeactaenaetr coboil COBOKYNMHOCTb OTAEMNEHHOTO OT CPeACTB BbIMUCIUTENLHOW TEeXHU-
KW TeXHWYECKOro ycTpoWCTBa ayTeHTuduKaumm ¢ KpuntorpaduyeckuMn KroyaMmu M nporpaMMbl B cOCTaBe
CPefnCTB BLIYMCINUTENBHOW TEXHUKW, OCYLLLECTBNSAKLLEN KpunTorpaduyeckne npeobpa3oBaHusa U/unv peanu-
3ylouwen B3anMogencTBue ¢ YCTPOWCTBOM ayTeHTUdUKauMu. YCTPOUCTBO ayTeHTUMUKALUMN camMoCToATE b-
HO BblpabaTbiBaeT M XPaHUT 3aKPbITble HEW3BreKaemble Kpuntorpaduveckme Krwyu, a Takke BbIMONHAeT
KpunTorpadgpuyeckue npeobpasoBaHMa ¢ UX UCNOMNbL30BAHMEM W NPELCTaBNAeT pe3ynbTaTsl Yepes Henocpesn-
CTBEHHOE (NMpsAMOe) coeAVHEeHWe YCTPOWCTBA ayTeHTU(UKALMM CO CPEeACTBAMK BbIYMCMMUTENBHON TEXHUKU.
VMcnonb3oBaHue kpunTorpaduyecknx Knwyen u/unu npenctaBneHue pe3ynbTaToB OCYLLECTBMAETCHA nocne
aKTMBaUWK YyCTPOWCTBA C MOMOLLLIO BTOPOro gpaktopa ayteHTuduvkauuu. Btopon daktop ayTeHTudmrkaunum
MOXET NpeacTaBnATe cOO0ON MHOPMALNIO, MOMYYEHHYIO C KNaBUATYpbl CPEACTB BbIYUCIINTENBHON TEXHUKN
UIK YCTPOWCTBA ayTeHTUdUuKauun (cekpet: naponb, PIN-kog v T. n.), nnbo nHgopmaumno ¢ BUoOMeTpruyecKoro
CKaHepa CpeACTB BbIYMCINUTENLHOM TEXHMKW UMK YCTPOWCTBA ayTEHTUMUKALUK (BMOMETpPUYECKME NEPCOHArb-
Hble OaHHble), NMOO COBOKYNMHOCTL OaHHOW MHdopMauuu. BeixogHble OaHHble CpefAcTBa ayTeHTuduKauum
3aBUCAT OT UCMNOMb3YEeMOro Kpuntorpadu4eckoro npoTokona ayTeHTuduKaLmMm 1n SBnsTCs YCTaHOBNEHHbBIM
BUOOM coobLleHnsa ayTeHTudukaumMoHHoro obmeHa. Mpym ayTeHTUdMKaALMK ¢ NOMOLLLID OaHHOrO CpeacTea
ayTeHTUdUKaLUKM ncnonb3ayeTcs hakTop BnageHnsa [MoOaTBEPXKAAKTCA KOHTPONb (BnageHue) u cnocobHoOCTb
pacnopshxaTbcsl KpUntorpaguYeckumMm Knioyamu] COBMECTHO C (hakTOpOM 3HaHUA (NOATBEpPKOAeTCs 3HaHue
cekpeta) u/unm ¢ GuomeTpuyeckum PhakTopom (MoATBEPKAAETCA COOTBETCTBME BMOMETPUYECKMX NEPCOoHarb-
HbIX OAHHBIX).

5.7 CybbekTbl OCTYNa, acCOLUMUPOBAHHbIE C (PU3NYECKMMM NULAMK, B 3aBUCMMOCTU OT BUA ayTEHTU-
hukKaumMm MOryT MCNONb30BaTh NPKU ayTeHTUdUKaLMK1 BCe BbillenepevncrieHHble cpeacTsa ayTeHTudukaumm,
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a CyGBEKTbI 1N 06beKThbI A0CTyna, accounnpoBaHHbie CO cpeacTtBaMm BbIYMCIUTENBHOW TEXHWUKMN, MOryT UC-
nonb3oBaThb Npu ayTE.‘HTMdDMKaLIMM Kpr‘ITOFpanVI‘-IECKMe TeEXHNYEeCKMe cpeactea ayTEHTMdDMKaLIMM.

MpumevyaHuns

1 TexHwuyeckvne cpegcTea ayTeHTUMKALMKM, MMeloLLMe B CBOEM COCTaBe TeXHWYeCKWe YCTPOWCTBa ayTeHTUdu-
KauWu, Hanpumep ycTpoucTBa ayTeHTudukaumm Tunopasmepa (dopm-daktopa) «CmapT-kapta» unu «USB-knou», kak
NpaBWmno, UCNONb3YTCA NpY ayTeHTUdKUKauumM nx Bnagensues — hU3UYEeCcKMX NWULL KaK Nonb3oBaTenel cpeacTs Bbl4MC-
NUTENbHOWM TEXHWKWM UMW MoMb30BaTeNnel aBTOMaTU3NPOBaHHbIX (MHOPMAaLMOHHbIX) CUCTEM.

2 TexHuWyeckue cpefcTea ayTeHTUMKaLMK, UMEIOLLMe B CBOEM COCTaBe TeXHWYeCKMe YCTPOWCTBA ayTeHTUdMKa-
LMK, BCTPOEHHBIE B CPEACTBA BIYMCNUTENBHON TEXHWUKW, HAanpuMep BCTPOEHHLIE annapaTtHele Mogyny 6esonacHocTH, Kak
NPaBWIO, UCMOMNbL3YHTCH NPY ayTEHTUMKALWUW CPEACTB BbIYMCNUTENBHON TEXHUKM B pamMmKax MHOPMaLMOHHOMo B3anMo-
OelcTBMSA € APYTMMK CpeacTBaMU BblMMCINTENbHOW TEXHUKM.

6 YpoBHU noBepusi ayTeHTUUKaLUKU

6.1 YpoBeHb OoBepusi ayTeHTU(MKALKUM onpeaensieT JOCTUTHYTY0 YBEPEHHOCTb B TOM, YTO CyBbekT
(06BbeKT) mocTyna, ycrnewHo npoweawmit MaeHTUMUKaUNI 1 ayTeHTUMUKaLWID, 0eNCTBUTENLHO SBMAeTCS
TEM 33perucTpMpoBaHHbIM cyGbekToM (06beKToM) AOCTyna, 3a KoToporo cebsi BblgaeT NpedbABMNeHHbIM
MOEeHTMMKATOPOM AOCTyna.

MpumevaHne — B cootBetctBum ¢ TOCT P 70262.1 yBepeHHOCTb B TOM, YTO CyObEKT O0CTyna, ycnewHo
npoLeani naeHTUUKaLmI, AeNCTBUTENEHO COOTBETCTBYET 3apErMCTPMPOBaHHON MAEHTUMUKALWMOHHON MHAOpMaLMK,
KOTOopasi OQHO3Ha4YHO COOTHOCWUTCH C MpedbsBreHHbIM WOEeHTMdUKaTopom AocTyna, onpedensieTcs YypoBHeEM [A0Bepusi
noeHTUUKaLnN,

YpoBeHb AoBEpUA ayTeHTUdMKaLun onpegenset HeobxoanMble kK MPUMEHEHWIO BUA ayTEHTUdUKaLUK 1
cpeacTBa ayTeHTUdMKaumMm (MM COBOKYNMHOCTE CPEACTB ayTeHTUduKaumm).

6.2 YcTtaHaBnMBaOTCA TPW YPOBHA 40BepUA ayTeHTMduKauum (Takke cm. Tabnuuy A.1).

6.2.1 Huskunin ypoBeHb AoBepus. Ha gaHHOM ypoBHE OOBEpUS MMEETCH HEKOTopasd YBEPEHHOCTb B TOM,
4YTO CyOBEeKT AOCTyNa, YCNeLwHo Npoweawnii neHTUgUKaLVIo n ayTeHTUdKauuio, 4eNCTBUTENBHO SBNSAETCS
TeM 3aperMcTpupoBaHHbIM CyBbLEKTOM JOcTyna, 3a KOToporo cebs BblgaeT npeabsBneHHbIM naeHTuduka-
Topom goctyna. [pu aTom cybbekT gocTyna AomkeH MMETb U KOHTPONMpOBaTk ayTeHTU(UKATOP, KOTOPbLIM
MCNonb3yeTcsi B CPeACTBax ayTeHTUdMKaUuKM, peanusylolmnx npyuMeHeHne daktopa 3HaHvsa unu dakTopa
BrageHusa npu ayteHTudomkaumm.

Ha Hu3koM ypoBHe goBepusa ayTeHTUdUKaALWW ABASETCA OOCTATO4HbIM MCMOMb30BaHWE MPOCTOM
ayTeHTUdMKauuM ¢ NpuMeHeHvemM ogHoro, nboro u3 cnegywLwWmux cpedcTB ayTeHTUdMKauuy: 3anoMyHae-
MOro cekpeTa, NMOWCKOBOro cekpeta, O4HO(aKTOPHOIO reHepartopa ogHOpa3oBbIX napornen, ogHOMaKToOpPHO-
ro KpunTorpadu4eckoro NPorpaMMHOro cpeacTsa ayTeHTUduKaumMm, ogHoMaKkTopHOro KpUnTorpagmnyeckoro
TEXHW4YEeCKOro cpeAcTBa ayTeHTudukauum.

Mo peweHnio onepaTtopa ans obecnevyeHns B KOHKPETHOW cpede PYHKLUMOHUPOBaHUSA HU3KOTO YPOBHS
AOBEPUA Hapady C yKasaHHbIMW BUAOM ayTeHTUdUKaLMM U NepevyHem CpecTB ayTeHTMdUKaLnN, MOXET 1c-
Monb3oBaTbCA YCWUMEHHAs WK CTporas ayTeHTMdMKauusa ¢ NpUMeHeHUeM ogHoro, noboro us crnefyrLmx
CpeacTB ayTeHTUMKaUMK: MHOrodakTOPHOro reHeparopa O4HOPas3oBbIX Naponew, MHOrogakToOpPHOro Kpwri-
TOorpau4ecKoro NPOrpaMMHOro CpeacTBa ayTeHTUduKaLm, MHOroakTopHOro Kpuntorpadn4eckoro TeXHW-
YeCKOro cpefcTBa ayTeHTUdnKaumm, MHOroakTopHOro KpunTorpaduyecKoro TEXHWYEeCKOoro cpeacTsa ayTeH-
TUUKALMK C HEN3BIIEKAaeMbIM KIHOHOM.

6.2.2 CpegHuin ypoBeHb AoBepusa. Ha gaHHOM ypoBHe [OBepus NOsBNSAETCS yMepeHHasi yBepeHHOCTb
B ToM, uTo cy6bekT goctyna'), ycnewHo npowenwuit uaeHTUdMKaLMIO U ayTEHTMAUKALMIO, AeACTBUTENBHO
ABMAETCA TEM 3aperncTpMpOBaHHbLIM CyDObLEKTOM AOCTYNa, 33 KOTOPOro cebs BbiaaeT npedbABleHHbIM NOeH-
TudpmkaTopom goctyna. [pu aTom cybbekT ocTyna QOMKEeH UMEeTb U KOHTPONMpoBaTh ayTeHTU(UKaTop, Ko-
TOPBIA MCNONb3YeTCH B CPeACTBax ayTeHTUUKaLM1, peanvayowmx NpuMeHeHne He MeHee OBYX PasnunyHbIX
dakTopoB Npu ayTeHTUUKaUnn.

Ha cpepHem ypoBHe foBepus ayTeHTUdUKaALUMM HeoBXoQuMO MCNONbL30BaHWe YCUITEHHON ayTeHTudun-
Kauumn c NpMMEHEHWeM CrMeaylLInX CPeACTB ayTeHTUdUKaLMK: MHOroakTopHOro reHepaTopa ogHOPa30BbIX
naponen Uny 3anoMMHaeMOro cekperta, UCMoNb3yeMOoro COBMECTHO C MOUCKOBLIM CEKPeTOM, UMW BHenomnoc-
HbIM CEKPEeTOM, UM OOQHOQaKTOPHbLIM reHepaTopoOM OAHOPAa30BbIX Naponen.

1) Mpw “cnonb3oBaHNN HA CPEOHEM YDPOBHE [OBEPUS B3aWMHOW ayTeHTUdbmkauum — cyGLekT goctyna u o6bekt
JocTyna.
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MNo pelweHuio onepaTopa Anst obecneyveHnss B KOHKPETHOWN cpefe PyHKLUMOHMPOBaHWSA CPeaHEro ypoB-
HA OOBepusl HapsAdy C yKaszaHHbIMW BWAOM ayTeHTU(MWKaLUMW W MepevyHeM cpeAcTB ayTeHTudukauum (unm
WX COBOKYMHOCTBH) MOXET MCMNOMNb30BaTbCA CTpoOras ayTeHTUUKaLUa ¢ NpUMEHEHUEM OfHOro, nwboro u3
CcneaylLlwmnx cpeacTs: MHOrOMakTOPHOro KpMnTorpauyeckoro NporpaMMHOrO CpeacTBa, MHOroakTopHOro
KpunTorpadpUyeckoro TEXHUYECKOro CpeacTBa ayTeHTUMUKALIUMM, MHOTOaKTOpHOEe KpunTorpadguyeckoe Tex-
HUYECKOE CpeACTBO ayTeHTUMUKALMM C HEU3BNEKAEMbIM KITHOYOM, @ TakKe MOXET UCMOoNb30BaTLCA cTporas
ayTeHTUUKaALUA C NPUMEHEHNEM 3aNOMUHAEMOr0O CeKpeTa COBMECTHO C O4HOM(aKTOPHLIM KpunTorpaduye-
CKMM MPOrpamMMHbLIM CPEeOCTBOM ayTeHTUMKALMK UMM 0JHOMAKTOPHBIM KpUNTOrpachuyeckMM TeXHUYECKUM
CpencTBOM ayTeHTUMKaL K.

6.2.3 Bbicoknin ypoBeHb goBepuda. Ha gaHHOM ypoBHEe O0Bepus OOCTUraeTca 3HaduTenbHas yBepeH-
HOCTb B TOM, YTO M CyDBEKT 4OCTYNa, yCnellHo NpoLleAllnii uaeHTUKKaLMIO U ayTeHTUUKaLuo, U o6bekT
OOCTyna, ycrewHo npolieflunii ayTeHTUuKauu, eACTBUTENBHO ABNSAKTCA TEMKU 3apErMCcTPUPOBaHHLIMU
cybbekTom 1 06beKTOM JOoCTyna, 3a koToporo cebsa BblAaeT Kauablil n3 HUX. [pn 3Tom cybbekT (0bbekT) fno-
CTyna LOMMKEH UMETb WM KOHTPONMPOBaTL ayTEHTUUKATOP, KOTOPLIA UCMONb3yeTCA B TEXHUYECKUX CpeacTBax
ayTeHTUUKALUKW, peanuayLLnX NPUMEHEHWE HEe MeHee OBYX pas3nuyHbIX hakTOpPOoB NMpU ayTeHTUMKaLWK.

Ha BbiCOKOM ypOBHE OOBEPUSA ayTEHTUUKALMKN OOIMKHbI MCMNOMb30BaTbCA TEXHUYECKUE CpPeacTBa
ayTeHTUdUKaALUK (MpU COBMECTHOM MCMOMb30BaHUKM HECKOMbKUX CPEACTB ayTeHTUMMKALUM KaK MUHUMYM
OOHO M3 HUX [JOMKHO ObITb TEXHWYECKUM), peanuaylolie CTPOryw ayTeHTUdMKauui: MHOrodakTtopHoe
KpunTorpacuyeckoe TEXHUYECKOe CPEeAcTBO ayTeHTUduUKauuu, unv ogHodakTopHoe KpunTtorpaduyeckoe
TEXHWYECKOE CPEeACTBO ayTEHTU(UKAUMU COBMECTHO C 3aNOMWHAEMbIM CEKPEeTOM, MNU MHOrodakTOPHLINA
reHepaTop OOQHOPA30BLIX Maponen (TeXHUWYecKoe YCTPOWCTBO MMM MPOrpaMMHbIA reHepaTop) COBMECTHO C
0OHOMaKTOPHbBIM KpUNTorpauyeckumMm TEXHUYECKUM CPeNCTBOM ayTEHTU(MKALMKN, UMM MHOTOaKTOPHBIN re-
HepaTop O4HOPAa30BLIX Naponei (TEXHUYeCcKoe YCTPOWCTBO) COBMECTHO C 04HOM(aKTOPHLIM KpunTorpaduye-
CKMM MPOrpaMmMHbIM CpeACTBOM ayTeHTUdUKaLUKU, NN ogHOaKTOPHLIA reHepaTop OAHOPa30BLIX Naponei
(TexHu4eckoe yCTPONCTBO) COBMECTHO C MHOTOaKTOPHbLIM KpUNTOrpauyecknM nporpaMmMHbIM CPpeaCcTBOM
ayTeHTUdUKaALUK, UN1 oaHO(AKTOPHLIA reHepaTop OOHOPA30BLIX Maponen (TEXHWYecKkoe YCTPOWCTBO) Co-
BMECTHO C 0A4HOMaKTOPHLIM KpUNTOrpadpMYeckumM nporpaMmMHbIM CPeaCcTBOM ayTeHTUUKaumMmM U 3anomMmHa-
eMbIM CEKPEeTOM.

[na nocTuxkeHWa Ha [aHHOM YPOBHe JOBEpUs MakCUMMAaIbHOW YBEPEHHOCTU TEXHUYECKME CpeacTBa ay-
TEHTUUKALINA, OCYLLECTBIALLINE CTPOTYH ayTEeHTU(UKALUIO, OOMKHbI UCMNONL30BaTh KpunTorpaduyeckme
anropuTMbl C HEM3BMNEKAaEMbIMW KIOYaMUW, peanvM30BaHHble B MHOTOMaKkTOPHOM KpunTorparuyeckom TeXHU-
YecKoM CpefcTBe ayTEHTU(UKALIM C HEU3BNEKAEMbBIMU KMoYaMU.

6.3 YpoBeHb foBepus ayTeHTUPMKALMMK, KOTOPLIN HeOBX0AMMO AOCTUrHYTE B KOHKPETHOW cpefe oyHK-
LLMOHNPOBAHWUSA, JOMKEH ycTaHaBnmBaTbes Ha ocHoBe MOCT P 58833 B cooTBeTCTBUM ¢ HOPMaTUBHLIMM Npa-
BOBbLIMUW JOKYMEHTAMU WU/UMK C YYETOM pPe3ynLTaToB aHanu3a pUCKOB MHOPMaLUOHHOKM Be30nacHOCTH, Bbl-
nonHaemMoro B cooteetcteumn ¢ FOCT P MCO/M3K 27005.
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WHdopmaumonHan TexHonorua. Metoabl v cpenctea obecnedeHun BesonacHocTU.
OcHoBbl goBepus ayTeHTudmMkauum cywHoctu (Information technology — Security
techniques — Entity authentication assurance framework)

MHdopMaLmoHHaa TexHonorus. BaauMocesidb oTKpbIThIX cucteM. OcHoBbl HGesonac-
HOCTU AN OTKPbITbIX cucTeM. OcHoBbl ayTeHTUukaumm (Information technology —
Open Systems Interconnection — Security frameworks for open systems: Authentica-
tion framework)

PykoeopacTea no LudpoBbIM UOAEHTUYHOCTAM. AyTEHTUMUKALUS Y MEHEMKMEHT K3~
HeHHoro umkna (Digital Identity Guidelines: Authentication and Lifecycle Management)
CeteBada cnyxba ayteHTudmkaumm Kerberos Bepcun 5 (The Kerberos Network Au-
thentication Service V5)

MHdopMaumoHHas TexHonorks. BaanMocBa3sb OTKPbLITIX cMcTeM. CnpaBodHUK. CTpykK-
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depepanbHbIi 3akoH oT 27 uiona 2006 r. Ne 152-d3 «O nepcoHanbHbIX JaHHbIX»
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MHbopmaLuuoHHble TexHonornv. OCHOBHbIE TEPMUHBI M ONpefeneHus B 0bnactu Tex-
HWYECKOWN 3alLMThbl MHdOpMaLMK
TexHudeckas 3awmnta nHpopmaumn. OCHOBHbIE TEPMUHbLI M ONPEefeneHns
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KnioyeBble cnoBa: 3aluTa MHopMauun, ayTeHTUdWKaumMa, ynpaeneHne AOCTYNOM, ayTeHTUUKALUOHHAs
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