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Mpegucnoene

1 NOOQrOTOBNEH degepansHeiM rocydapcTReHHLIM yYpesaeHren «Penepans sl MCCNeoBaTe k-
CEKA WeHTp cWudropmaTtika v ynpaenedwes POCCUACKOR akagesun Hayks (SML WY PAH) » Obwecteom
C OMDaHW4YEHHON OTBeTCTEEHHOCTEK «MHBOpMaLMOHHO-aHANWMTHYECEWA BRIMHCNWTENLHEIA UWeHTRs (000
HMABLL) wa ocHope cOBCTREHHOND NEDER0OA HA PYCCKMA ALK AHIMOAIEMHON BEDCHM CTAKGAPTA, YHAIAHHOTD
B NyHKETE 4

2 BHECEH TexHW4eCKMM KOMHTETOM No CTaHgapTraaumMn TE 022 «MuthopMayMOoHHEe TEXHONOTHIAR

3 ¥TBEFXOEH M BEEJEH B JEMCTEBWE Mpwkazom DeqepankHoro aredTcTea No TEXHUYECKOMY pe-
MYNAPOBARKIO W METROMOME oT 20 man 2021 r. Ne 417-c1

4 HacToAwMit cTaHAapT MOeHTHYeH MExdyHapoaHomMy cTadgapty MICO/M3K 27033-5:2013 «Mndropma-
UMOHHBIE TEXHOoNOMMH. MeTogel 1 cpegeTea ofecnedeHya BeaonacHocTH. BeaonacHocTs ceTed. Yacts 5. Ode-
chedenre DeIonacHoCTH MEXCETEROMD BIAWMOOEAHCTENA © NOMOWED BUPTYANbHLIX YacTHeX cetel (BHC)»
[ISOIIEC 27033-5:2013 «Information technology — Security techniques — Network security — Part 5: Securing
communications acrogs networks using Virtual Private Networks (VPNs)s, IDT).

WMCOM3IK 27033-5 pazpabotan nogkomuTeTomM MK 27 «Metoasl W cpenctea obecnedeHns Beaonac-
HOCTH MTs CoamecTHoro TexHwdecsoro komuteTa CTK 1 «MudopMaynonHise TexHonoriky MexayHapogHon
OpraHiaanmMy No cTasaaptTraauuy (MCO) u MesoyHapogHod aneskTpoTexXHHYEcKoR KoMucoul (M3K).

Mpu NpYMMEHEHUM HACTOALLETS CTAMGADPTA DEKOMEHAYETCA WCNOMNbAOBATE BMECTD CChiMOYHBX MENTY-
HAPOOHLIX CTAHOAPTOR COOTRETCTEYIOWME MM HALMOHANLMBIE CTAMOAPTE, CREOEHWA O KOTODLIX NPUBEASHE B
O0NONHATENEHOM NpAnoEeH A

OononHUTeNEHBIE CHOCKM B TEKCTE CTAHOAPTA, BhIOENEHHLIE KYDCHBOM, NPWBEOEHE OMA NOHWMAHKA
TEKCTA DpMrMHana

5 BEENEH ENEPBLIE

& HexoTopesie NONoMEHHA MEXIYHAPOAHOID CTAHAAPTA, YHAZAHHOTO B NYHKTE 4, MOMYT ARNATLCA OBbLEkK-
TOM NATEHTHEE Npas. MexayHapoqHan opradraayna no ctasgapTraag e (MCO) n MexgyHapoasas aneskTpo-
TEXHHMSECKAR KOMKUCCHA (MIK) He HECYT OTRETCTEEHHOCTK 33 KOeHTHMMUKALMD NogoBHLIX NATEHTHLIX NpaB

Mpaguna NpUMEHEHUR HaCMOoAWe20 CMakdapma yemanoaness @ cmamee 26 @edepansHo20 3aK0Ha
om 29 wows 2015 2. Ne 162-03 « O cmandapmuzayul @ Pocoulickol @Qedepayuus. Mugropmauun of ua-
MEHEHLAX K HACMOALWenry cmaxdapmy nyanukyemcs @ exeacdHoM (Mo COCMoaKLIID Ha | ANBADA MEKYLLE20
2oda) uMBODMAYUCHHOM ¥Razamene «HayuoHansNse Cmakdapmers, 8 oPuyLansRB0 MEKCTT UIMEHEHLIT
U MONpagoK — 8 BXEMECAYHOM LMDopMayUoHHOM ykazamene «HayuoHanssee cmaddapmels. B cnyyae
ME8pecMOMpPa (IaMeHsr) LU HMMeNsl HACMOAWE20 cmandapma coomeamemeayioues yeedomnesue Gydem
onybnukosano 8 Gnuwalives SeITYCHE EMEBMECAYHOZ0 UHDOpPMaUUoNHO20 ykazamens «Hayuonanssee
cmakdapmeds. Coomeememeyiiias uvbopMayln, yeedoMaeHle U MeKcmbl DasMELLEKNTICR MaKKe 8 LH-
POpMALLGHHOD cUcmaMe obWesn NONLI0EANUA — Ha OULUANEHOM calime DedepansHos0 aseHmMCcmas no
MEXHUYBCKOMY DE2yIUDOSaHUN U Mampono2uy @ cemu Mumepram (www.gost.n

2150, 2013 — Boe npaga coxpalalTeA
@ IEC, 2013 — Bee npaga coxpanaTca
B CtangapTirdops, odopMnesne, 2021

HacToAWME CTAHOAPT HE MOMET BETe NOMNHOCTEK WKW YaCTHYHO BOCNPOMIBENEH, TMPAMUPOBAH W pac
NPOCTRAHEH B KAYECTES OpUUMANEHOD MagaHkA Gea pailpewenva PenepansHomD areHTCTEA NO TEXHHYECKD-
MYy PEMYNMPOBAHHIC M METPONOMN
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Beegexnne

Cepua MCOMIK 27033 cOCTOWT M3 CREOyWME YacTeR nog 0aHMM 0SLWKuM 2aronoskos «MHdopmas-
OHHbIE TexHonomnM. MeToas v cpegeTea obecnedenna BeaonacHocT. Be3aonacHocTs CETERs:

yacTe 1. O6G30p ¥ NOHATHA,

YacTe 2. VHCTPYELMKM No NPOSKTUROBAHW M DEANWIALWMA Ge30nacHbiX CETEH;

YacTe 3. 3TANOHHBE BAPWAHTE PEANW3IALKWA CeTel. YTpodsl, METOOB NPOSKTMPOBEAHWA W BONPOCH
YNPABNEHHS,

yacTe 4. Obecnevenne BE3I0ONACHOND MENMCETEBOND B3AWMOOENCTBMA MEMOY CETRMM C NOMOWSLI WIND-
308 GeI0NacHoOCTH,

yacte 57, OBecneyesne GEI0NACHOCTH MEKCETEROND BIAHMOLEHCTEMA C NOMOLLEID BHPTYaNEHEIX YacT-
Ml caTel (BHC2));

4acTe 6. OBecnevyerme GeaonacHocTy BecnporogHoro gocTyna K IP-cetam.

n pPHMBYEBHHNE — Cr'a..'.l.g.-*m OTMETHTE, HTO MOrYT NOABATRCA W ODYIAE H3CTH B 43CN0 BOAMOMHBLIX TEM, KOTO-
PlIE MOryT BhiTk B HHMX OCCEELEHE, BXOQAT NOKANMNEHBE BENHMCAWTENEHBIE CETA, LWHPDOKONONOCHEE CETH, BEB-X0CTHHE, WH-
TEQHET-MONTA W .’\1E|',JUJ|’J5-'1H!?1|’."JE-‘:‘|HHI:IL"‘ A0CTYN K CTOpOHHEM OpraHazagiam. OcHosHEE Faznens Taxux YACTEN OOMSHE
BENOHATE 4 PUcCKD, «h“:E'L}.‘.‘.hI NPOEETHROBEHEAY W -'-5\'.‘"1[.'-'.‘!\'_'I:I Y¥MPaEMaHARR .

11 Monowexus Hacmomueso cmaddapma GormsHsEl PACCMEMBUEEMBCR © JHemom mpedosanul HALUOHAMHLX HOD-
MEMUEHS NPAEOERIX SKMod U cmandapmos Foccubokol Pedepauun & 0GRacmu 2auumisl UHGOMELLILL
21 Danee no mexcmy UCIONLIVEMeR corpawerus BYC.
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HAUWOHANBHBIA CTAHOAPT POCCHUMHCKOW ®EONEPALMM

WucpopMayMoHHLIe TEXHOMNOMMK
METOOEI W CPEACTEBA OBECNEYEHWA BE3ONACHOCTH
BeionacHoCTL CATEM
YacTte §

OBecneverre Ge3ONACHOCTH MEXCETEROMND BIAMMOOEACTEMA
€ MOMOLWGLI0 BUPTYaNLHEIX YacTHLX ceTed (BYC)

Information technology. Sacurity technigues. Metwork sacurity.
Part 5. Securing communications across networks using Virflual Private Metworks (VPNs)

Data ssegeduA — 2021 —11—30

1 OBnacTe NpUMEHEHWA

HacToAWwWA CTAHGapT COOep*HT PEKOMEHIALUMK No BRBODY, PEANHIAUMH W MOHHTOPWUHIY TEXHMYECKAX
CpEOCTE YNpaRneHua, Heobxogumsix AnA obecnedens ceTescdt GeaonacHoCcTH NOCPENCTEOM BHDTYANLHLIX
4acTHeIX ceTel (BYC), wcnoneayemex ONA YCTAHOREW CETEBLIY COSOMHEHWA M NOOKNKYEHWA YOANSHHLIX
NoNe30BATENEA K CETAM.

2 HopMaTHBHLIE CCbINKK

B HacToswem cTakgapTe WCNoNb30BaHbl HOPMATHEHEIE CChINMKW Ha CNedywillWwe cTadgapTe. [nAa ga-
THPOBAHHbLIX CChiNOK NPUMEHAKT TONBKD YHAIAHHOE MIOIHHE, ANA HEJATUROBAHHBY — NOCNEOHEE WATAHWE
(BENIOYAR BCE MIMBHEHWA K HEMY ).

ISOMEC 27001 :2005, Information technology — Security techniques — Information security management
systems Requireaments (MudopMaynorsse TexHonomnie. Metogsl 1 cpeactea obecnedenns BeaonacHo-
CTH. CHCTEMEl MEHELEMEHTE WHgOpMaLKMOHHOR BesonachocTi. TpefopaHma)

ISOMEC 27002:2005, Information technology — Security techniques — Code of practice for information
security controls (Mudopmaysoskee TexHonorun. Metoasl v cpeacTea obecnededus BeaonacHocT. Crog
HOPM W NDABKN NpHMeseHuA uep obecnedends uHbopmauuorHod GeaonacHocT)

ISOMIEC 27005:2011, Information technology — Security techniques — Information security risk
management {MudopMayrorsse TexHonory. Metogel 1 cpeacTea obecnedexna BeaonacHocTH. ¥npaene-
HWE DHCKaMKY MHopMaLroHHOR DE30NacHoCTH)

ISOMIEC 27033-1:2009, Information technology — Security techniques — Metwork security — Part 1
Overview and concepts (Madopmadmorsse TexHonorud. Metoae ¥ cpeactea obecnedyesina GeaonacHocTH.
BezonacHocTe cetel. YacTe 1. OG20p 1M NOHATKHA)

3 TepMHUHBI K onpegeneHuA

B HACTOAWEM CTaHOApTe NpHMEHeHsl TepMuHe no MCO/M3K 7498 (ece vacth), MCOMIK 27000,
WMCOM3IK 27001, MCO/M3K 27002, NCO/M3K 27005 n MCO/M3K 270331

Hapanme odruvansHoe
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4 CoKpalweHun

B HacToAwes cTakaapTe MCNoNb30BaHe cokpawerua no MCOMAK 27033-1, a Takwe cneqywmwe co-
KpALWEHWA:

AH — aaronoeok ayTesTudHEagMK (authentication header);

ESP — GeaonacHo MHEaNCYNHpPOBaHHAaA Nonesdan Harpyaxa (encapsulating security payload)

IKE — cxema obmeHa kniodamu yepes MatepueT (internet key exchange);

IPzec — wabop npoTokonos AnA obecneseHnA 331UMTH aHHBX, NEPEIaRaEMBIX N0 MEMCETEBOMY NpPO-
Toxkony IP (Internet Protocol Security);

ISAKMP — npoTokon accouMaumi BeaonacHoCTH M YNPaBNeHHA KNoYas B MuTepHeTe (internet security
association and key management protocol);

L2F — nepeagpecauns Ha 2-m ypoBHe (npotokon) {layer two forwarding);

LDP — npoTokon pacnpeneneHns metok (label distribution protocol);

MPPE — npotoron wWidposaHya JaHHbIX, MCNoNB3YEMBIR Noaepx coeguHeruid PPP (microsoft point-
to-point encryption);

MPLS — MHOronpoTokonsHan KOMMYTaUMa no metkam (Multi-protocol Label Switching);

NAS — caTeeoe xpaHMnue fadHsx (network area storage);

OS] — paavmOoaeRcTEME OTKPHTRE CHCTeM (open systems interconnection);

PPP — npotokon geyxTodedHorn coequHeHmHa (point-to-point protocol),

PPTP — TyHMHEnNbHERA NDOTOKON TUNA «To4Ka-Toqka» (point-to-point tunneling protocol);

S5L — npotokon GeacnacHbix COBaMHEHHA (Secure sockets laver),

VPLS — cepBMC BUDTYANEHOR YACTHOR NOKANEHOR BeIMHCNIMTENBEHON ceTH (virtual private LAN service),

VPWS — cepedc NpoBoOHOR YacTHOR ceTi (virtual private wire service),

WAN — mobansHas BEYHCIMTENEHAA CeTh (wide area network).

5 CTpykTypa AoKYMeHTa

HacToAwmMA cTaAHOapT COOepMMT CREnywmWwe pajaenk:

- 0B30D BUPTYANBHE YacTHeX ceTel (BYC) (paagen 6);

= OnMcaHue yrpoa BesonacHocTH MHgopMayMK, cesaadHslx ¢ BYC (paagen 7),

- onucadne Tpebosanwit BeaonacHocTH, CNPEAENAEMELX HA OCHORE AHAMNK3A YIpod Ge30nacHOCTH MH-
hopmaymin, ceasadHelx ¢ BYC (pasgen 8);

onKcaHue Mep obecnedeHda MHgopmaymontol GesonackocT (MB), oTHOCAWMXCA K CTAHOADTHEIM

CETEBLIM CLEHAPKAM W OBNACTAM CONPAMEHMA CETER 1 TEXHONOTHA, MCNoNsayIowKs BYC (paagen 9);

= ONUCaHKEe METOOOBE NPoBKTMRORaHMA BYC (paznen 10).

6 OGzop
6.1 Beegexne

BYC nony4nnu cTpEMUTENSHOE DAIBMTHE KAK CPEACTED MEXMCETEROMND B3AMMOZEACTBUA M cnocol nog-
KMIOYEHWA YOANSHHLIX NONLI0BATENEN K CETAM.

CylecTeyeT MHOMECTED onpegeneqdii BHC, B caMoM NpocToM BAPWAHTE OHH OGECNeYMBaT Mexa-
HKIM ONA coanaHna GE30nacHorn KaHana WNy KaHanos Nepenadqy QaqHbX Yepesd CyLecTRYKW Y CeTh NMEo
YEpE3 COBOMHEHHE THNA #TOMKA—TOYKAR. 3TH KAHANLI NPESOCTARMAKTCA WCKMIMUTENLHE OrpaHHYEHHOMY
KpYTy NONBICRATENEN M MOMYT GbiTe QUHAMWYECKW YCTAHORMEHE W YOaneHsl No Mepe HeobxoaMMocTH. Xo-
CTUHIOBAA CETh DLIBAET KaK YACTHON, TaK K oBWenocTyTHOM.

Ha pucyure 1 npeacraenes npumep BYC ¢ 3aimiugHHLIM KAHANOM OaHHBX, COBHHAKLLIMM KOHBYHOMD
NONbICBATENA CO WM0A0M B 0BWenocTyNHoH CeTH, ¥ 3ALMILEHHEIM KAHANOM DaHHbIX, COBOMHAIOWWM 083
Lnioaa B oblWenocTynHONR CETH
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Pucynor 1 — Mpamep BYC

YoanewHsA gocTyn ¢ noMowesn BYC peanvayetca nopepx 00BYHOND COBOMHEHKA «TOMKA—TOoqKax. B
NepeyH C4epeib YCTAHABRNWBARTCA CTAMOARTHOR ABYNTOUSHHOS COBOHHEHHE MEXTY NOKANMbHBM NONLIOBA-
TENEM ¥ YOANEHHBMK yanamu. HekoTopeie BYC npegocTasnAaKiTes kak yNpaBnAEMBIR CEDRMC, B DAMKAX KO-
Toporo B oBwenocTynHol HdpacTpyKTYpe NPeOoCTARNAKRTCA 3AWWILEHHEIA W HAOEsHLIA Ka3HAN Nepeaaqdn
OaHHLIX, 3 TAKKE CPEACTEE YNPABNEHHA M AAPECALMM, IKBABANEHTHEIE TEM, Y4TO 0BECNEYMBAINTCR B YACTHOR
ceTw. MoaTomy ONA YoUNeHKs 331 uTel BYC soweT noTpefoBaTecA NPHHATE BO BHAMAHHE OONONHHTENEHEE
mepkl obecnederdna MB, KaKk yrazado B HACTOAWEM CTAHAADTE.

OanHeie W Kog, NepegasaeMee yepea BHC, QomseHbl NpegHaHaYateCcA TONbED Oprasuaauyn, MCnonkssy-
el BYC, ¥ XpadvTeCA OTOENLHO OT JaHHBX M KOGa Opyrdx nonsaosatensd Gazoeol ceti. JaHHsie U kog,
NpUHALNEKALWE OPYTHM NONEIOBATENAM, HE JOMHHE NEPENABATLCA N0 OOHOMY i ToMy #e kadany BUC. Mpu
CUEHEE 0BBEMa OONCNHUTENLHBIX Mep oBecneseHnA MB, KoTopela MoTyT NOTPeGoBATRCR, CNEOYET YYHThIBATE
YPOBEHE OOBEDHA K KOHUOSHUWANEHOCTA M OPYTHE acnekTs GeaonacHocTH OprasMsaumin, Bnagewwed BYC
MMM NPEooCTABMNAKNLLER ee.

6.2 Tune BYC

Kak ObiNe CEAIAH0 BRILLE, CYLBCTBYET MHOMECTEO CNocofoR onucaHKa Tunoe BYC.

B apxuTexTypy BYC BxogaT:

- OBYXTOMEYHOE COEBQWHEHHE [HANDUMED, KNUEHTCKOE YCTPORCTRO, NONYYAI0WEee YOANSHHEIR OCTYN K
CETW OpradkIaLMe YEpes Wno3 calTa WnM WNK3 canTa, NogEmcHaoWWACA K OpyroMy Wnoay caiTa), nubo

= COBQMHEHHE THNA «ToYKa—OoBNaxkos (HanpUMep, PEanUI0BAHHOE C NOMOLWED Texkonoruy MPLS).

C Toukn apenua Bazosol mogeny OS] cyluecTayeT TpK OCHOBHBIX THna BHC:

- BYC meroporc YpoBHA NpegnarasT CMOQEnWpoBaHHBIR ODBEKT NOKanbHOA BEHUCMWTENBEHON CETH
(MBC'), ucnoneaya nogsnioyedna BYC, npoxogAlyMe NoBepx XOCTHMHMOBOA CETIA (HanpuMep, CeTk nocTas-
WMEA), ANA CEA3W CAWTOR ODTaHM3aAUMK MNK Ans oOecnedeHna yaaneHHoro COROMHEHWA © OpTaHM3aLMen.
Tunu4Hse NPEONOMEHWA NOCTABLWMEDR B 3ToR ofnactk BrNK4a0T B celffA CcepBUC NPOROAHOR YAcTHON CETKH
(VPWS), koTopan ofecnedyBasT MOOenHpyesmoe NpoaoaHoe COBQUHEHWE, WK CEDBHC BUPTYANBEHON YacTHOR
NOKANBHOA BeYHCNMTENEHOR ceTy (VPLS), koTopas obecnedreaseT Bonee NONHBA MOOENUPYEMEBIA CEDRUC
nBc;

- BYC TpeTwers ypoBHA NPeanarakT MOodenvpyeMiblid ofbekT rmoGansHol BeMKMCIWTENLHOW CETH
(WAM), BHOBE C NoMOoWLE BHYC, paboTamux NoBepx CETER0A MK PACTPYETYDLL 3TH NpegnoMeHra obecne-
YHBAT CAATEI C MODENUDYEMbIM NOQEMOYEHKEM B KOHTEKCTE MOOENK MHOMOYRoBHER0R OS]-cati. OCHOBHBIM
NPEUMYLLECTEOM B OAHHOM CRYY3E AENAETCA BOIMOMHOCTE MCTONBIDEAHWA YACTHRIX cxem |P-aapecauvn B

1t Jarees no mMercmy UcnomeIyemcs cokpawenue NI8C.
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0SWEenoCTYNHOA MHPACTDYKTYPE, YTO HESONYCTHMO B pamkax 08wmnore obwenoctynHor IP-nogkmoYeHya.
YacTHele agpeca MOMHO MCNOoNB30BATE NOBEPX ODIWeNOCTYNHBIX CATEN C NOMOLLEK NPOToRona npeoipasosa-
HHA CeTeBnIX agpecos (NAT). OOHaKD aTO MOMET 3aTRYOHWTE COANAHUE 1 MCNONLICEAHKE COenUHEHWE BHC
Ha ocHoBe |Psec. Tem He MeHEe CYLLECTEYIOT BAPWAHTEl PELUEHHA 3TOH npobness;

- ana obecnedexus De3ONACHOCTH TpaHIakuKA B oBWeNoCTYNHEIX CETAX MononeayioTcA BYC Gonee
BRICONOrD ypoBHA. Hak npasdno, Takme cetd ofecneuueaT GeaonacHbil Kadan Mesny CcOoBguHALIMMUCA
MDHMOMEHWAMIA, TEM CAMBIM FAPAHTUDYA KOHUASHUMANBHOCTE M UENOCTHOCTE MKHPOpMALIMK BO BpEME TRaH-
aakumi. MogoGHEA THN CETER TakKe WaeecTed kak BYUC 4eTeRepToro ypoBHMR, NOCKONbRY coenuHedHe BYC
0EBYHO YCTAHABNMBARTCA NO NPOTOKONY YyNpaENEHWA nepegayei (TCP), ARnAwlweMycs NpoToOKONom YeTBEp-
TOMD YPOBMA.

7 ¥rpo3wl BezonacHocTH MHthopMayuK

B ofoapumon Gyoyuiem OpraHy3anmam cnedyeT oeMoaTe ece Gonee MaolpeHHbix aTax Ha CBOM CUCTe-
Mil. MoNBITEY HECAHKUWOHMPOBAMHOMD BOCTYNA MOryT OkiTe ANOHAMEDEHHBIMKM M NPUBOOHTE, CREOW NPoYEero,
K ATaKe THNA €0TKa3 B oOCnyHWBaHHKs, HENPABOMEDHOMY WCTIONBI0BAHWIE PECYDCOR MNK GOCTYNY K LEHHOH
HHDOPMALHH.

OBbidHD YRk GE30NacHOCTH MHPODMALMK B OTHOWEeHKWH BHC npuiumacT opMy BTOpHEHWA WNW
ATaKM THNA «oTKa3 B obcnyxMeansuy (DoS).

3NOYMBILLINEHHEE BTODMEHHA MOTYT GbiTh CBAZAHE C TEM, YTO NOCTOPOHHEE NULO WK 3N0YMBILITEH-
HHE NONYYAET KOHTPONL HAL KOMNOHEHTOM CETH — KOMNBIOTEDOM UMW OPYTHM CETERLIM YCTPORCTROM (B TOM
YHENE MOGHNEHBIM YCTRORCTEOM).

Bropwesus MOoryT OCYLUECTENATLCA M3 NOG0R TOMKM, MMEDLLER NogknoYerue K (Bawei) ceti. B kade-
CTEE MCTOYHWEOR TAKMX aTaK MOTyT BRICTYNaTe gpyrkwe BUC, MutepHeT unik Baiosan ceTk CaMoro NOCTABLLYWKA
yenyr B ocHoBe 3auuTel oT nogobHsx aTak NERHT BOIMOMHOCTE MUNETPALMK HEXENATENLHOTO TpadMKa M3
HEMENATENLHBLIX MCTOMHMKOE B TOMKEX BX0AA B CeTh. OOMH M3 THNWYHLIX NPMMEDDE BTORMEHHA — HECAHKL M-
OHHPOBAHHLIA GOCTYN K 3ALWILIEHHOMY TYHHEMIO CO CTOPOHE! HEABTOPUIoBaHHOMD obbeKTa.

CNoMHOCTE MOMET BOIHWKATE B HEKOTODLIX HELEHTPaNK30BaHHLIX Modwgukayuax BHC, nockoneky Bce
Yane! COeOMHRIOTCA Mexway coboi Bea koHTpons Tpadmea.

Ewge ogsumM THNOM yrpoa BeaonacHocTi vichopMaygnid ona BHYC aanawTca yrposa DoS-atasd. VoTodsi-
kom DoS-arak v eTopweHwi OeiBanT apyrie BAC, MuTepHet unv Ba3oBan ceTs NOCTaBLWKKS yonyr OCcHOBHOE
paINKYME MENDY ITHMH DBYMA TUNAMK STAK 3AKNICY4AETCA B TOM, 4TO ONA NpoBenerna DoS-artak anoymbi-
NeHHWEY HeoBXoaMM QOCTYN K OOHOMY M3 CETERLIX YCTPOWCTE WK KOHTROME HAD HAM.

DoS-ataky Ha YCTPOWCTEA NOCTABLWMKOE YCNyr TAKKE MOMYT NPMBECTH K OTKAsy B 0BCNyMHBAHMN HEKOD-
TORbIX KoMNoHeHToR BHC. B HeXoTopRx cNyqanx ByOeT cnomko orpaguTe CeTk oT DoS-atak, oqHako rnasHsii
METOO 3AWWTE OT HAX 3aKNIOYAETCA B FPaMOTHOM NPOEKTUPOBaHKK BHC.

Bonpocel ofecnederya BezonacHocTi BUC oxpaThiBaOT:

BhIQAneHWe aapecHoro NPOCTRPAHCTER M DAI0enNeHe MapWpyTHIAUWM MEXOY DasnuYHeiMu BYC no-
CPEOCTROM CETA C KOMMYTALMWEN No METKAM

- pfecnedyeHuE HeJOCTYNHOCTH BHYTPEHHER CTPYKTYPsl AQPa CETM C KOMMYTauWeR no MetEam gna
BHELWHHX CETEHR (HANPWMED, ANA OPaHH4YEHWA OOCTYNA K MHQOPMaLMY CO0 CTOPOHS NOTEHLMANBHOMS 3noy-
MBILLNEHHHEA);

- pBecnEYeHnE YCTOWYHBOCTH K ATAKaM TUNAa «0THas B oBcnysHBan1ns;

oBeCneYeHnE YCTOWIHBOCTH K 3TakaM HECaHKLWOHMPOBAHHOD 0OCTYNA;

- DEECMEYEHHE 3AWMTE OT NOAGENE METOK (OOHAKD, HECMOTEA HA BOAMOMHOCTE BHEADEHWA NOMHBIX
METOK B CETh C KOMMYTALKEA N0 METKAM WIBHE OOMALLHEN CETH, 33 CYET Pa3deneHMa a0pecos NoaensHsIN
NAKeT MOKeT HAHECTH Bpen ToNBKo ToR BYC, B koTopo# oM Bein coagaw).

8 TpeBoeaHuA K oBecneveHuo Ge30NacHOCTH

B.1 OBaop

OcHoBHOR Uenko BUC ABNRETCA 3alKTa OT HECAHKUHOHMpOBaHHOre qocTyna. B cuny atoro BYC moryT
MCNONBA0BATECA OQNA QOCTHHEHWA GONee WHPOKKMK LENeld CeTEBOR GeaonacHoCTH!

- ANS 3AWHTEH WHEOPMALWA B CETAX, B CUCTEMAX, NOTKMMHEHHBIX K CETAM W MCNONLIYEMBIX ITUMKA CH-
CTEMAMM CRPRUCAX;

4
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- ONA 3aWnTe NOAGEDHWBAKKLLEN CETEBON MHDPACTRYRTYDS,

- ONA 3aWUTE CUCTEM YNPARNEHWA CEThE0.

ONA OoCTHHEHHMA HANOMeHHBIX Bewe Lyenei BUC cneqyeT peanniceats Takus obpazom, 4Tobel obe-
CTEYHTE

- KOWPWABHUWANBHOCTE BaHHLIX NPY NEPEaaAYe MEXY KOHEUHBIMK To4xamd BUC,

= LenocTHOCTE MHOopMaLMK NPy Nepegaqe Meky KOHEYHBIMK ToYxamg BUC,

- AYTEHTHYHOCTE NONLIOBATENER W AOMUHMCTpaTopoa BYC,

= ABRTOPHIALMIO NONLIOBATENEA W agMAHKCTpaTopos BYC,

- OOCTYMHOCTE KOME4YHBX Todek BYC W ceTeroi WHpacTpykType

370, B CEOK OHEPE0E, NOOPAIYMERART HECDXOAMMOCTE TAKDW PEANUIALWY BAI0BLIX TYHHENEH, KCTNIONL-
ayembix ANA coagadua BHC, koTopaa obecnednT JoCTHHEHWE Uenel B chepe Ge3onacHocTH. JTH LENK npea-
CTABNEHB Ha DHCYHIE 2.

™, K A LTI, 2l ——
Koueaian T eE “.‘ LT HOO s, SOCTIATHE DTS TYHHON
TyHHOA ! ! :
PEYTOHTIHY HOCTE. o AYTOHTIMHOCT.
MIJ TOPHSELIMA. D B TYHHM Hlmm-

Aoctm
] N
7 %

Pucynor 2 — Obwme Tpabosanwa Bezonacsocti BYC, conotTasnaqHee ¢ DA30ELIM TYyHHENEM

Kamaoe wa atux Tpebopadni oboyxnaetca bonee nogpobHo ganee.
B paapene 9 Takse paccMaTpMBAIOTCA THNEl Mep ofecneveHTyA MB, cnonkayeMex ANA peanvagaum
IalMEHHEE BHC.

8.2 KonduaeHUHaNHOCTL

MNepenasagMbie YEDEI TYHHENE KOHPUASHUWANBHEE DAHHBIE W KOO HE GON#HE OBTh CHOMOPOMETH-
poBaHel. [pH MCNONBI0BAHKM TYHHEMBHBIX TEXHOMOMMA NEPELABAEMbIE NAHHEE M KOO MOrYT GbiTh CHPBITE
OT Opyruvx nonb3oeatensd cetTd. OaMako 370 He 0JHadvaeT, JTo TpadmK oCTaeTcA KoHpUOeHUMANsHEM. B
YACTHOCTH, NEPEAARAEMBIE YEDES TYHHENH DaHHLIE W KOO HE 3AWMLLEHE] OT AHANKIATOROB W NePEXBATYMKOR
OaHHLIX, OCYLLECTRNAIOWWY aHanua Tpadwka. MosToMy coXpaHeHdre KonpUABHUMANBHOCTH JaHHEE W KoO0a
NpW NEPE0A4YE YEped TyHHENW B DELLAIOWEH CTENEHA JABMCHT OT BEPOATHOCTH NPOBEOEHHA TAKOMD AHANKAA.
MogofHas BEQOATHOCTE CIYMKAT NOKA3aTenem cTenedd aosepua K BasoB0Ol CceTw, nogaepsseanwen BUC,
CTENeHL OOBEDWA BADLMEYETCA B 3ABWCHMOCTH OT BNafenkua TPAMIMTHON ceTu. EcnM TpadawTHas cetk He
HaxXOOWTCA B OoBEpeHHoM gomede (Gonee nogpobvan MHDOpPMALMA O A0BEDEHHLIX OOMEHAX NPHBEOEHA B
HMCOMIK 2T033-1) wnd ecnd NepefasasMbie QaHHBE M K04 CHMTAIOTCA KOHEHIeHUWaANEHLIMH, TO ANS Jank-
HEALLEA 331IATE KOMDWABHLWANBHEIX JaHHBX MOTYT NOTPEGoBRATECR AONCNHWTENLHLIE CPEACTES YNpaBne-
HWMA. B TakMx cny4asx CNoNsIYEMBIE TYHHENBHEE MEXAHWIME! BOMMHE NOLAEDHWEATE WKW poRaHKe, NHE0o
CTNPARNASMEIE INEMEHTE BONMHE BeTe 33k poBaHsl B AETOHOMHOM DEXUME NEpes nepegaqel Yepea
BYC. He cnegyeT Tamke npesebperats HEIoNacHOCTEID KOHEYHBIX TOYEK TYHHENA (cMm. 8.7).

8.3 UenocTHOCTL

LenocTHoCTE NepefaBasiMbix YEPEes TYHHENE OaHHbIX M K0Oa He 0oMmeHa BeiTe HapyweHa. MexaHuani,
MCNONE3YEMBE ONA COANaHkA TyHHena B BUYC, ponsuel Noooep#Maats NPOBEPKY UENOCTHOCTH OaHHbIX W
KOOa B NPOUeces Nepanaqi ¢ NOMOLLEK TAKKE METOOO0B, KaK Kook NPOBepKM COOBLIEHWA, KOO ayTeH THEDMKa-
UK COOBLEHHE W MEXaHWMIMB 33LLWTEl OT BOCNPOMABEOSHMA. ECNK Takan 3alKTa HeoOCTYMHA MPW MCNoNb-
IOBAHWK TYHHENA MNKW 8Ch NepeaBaeMels GaHHLIe (KOg) ARNAKTCA 0COGEHHD CEKDETHBIMK, TO B KOHEYHLIX
CHCTEMAaX CNEQYeT peanMaoBaTeh COEOCTEA YNPABNEHHA JAWMTON LENOCTHOCTH M obecnednTs nogoGHyw aa-
LMTY CHBOAHLIM 0DQa30M, B KaXO0A TOHKE KaKana.
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B.4 AYTEHTHYHOCTE

CnenyeT ofecneynTs ayTEHTHYHOCTE MREODMAaLMK, NepenaBaeMol Mew Ty yYacTHUKamMn BYC yepes
nyBnuussle |P-ceti. Peannaayuio TYHHENA | NpoUecckl ero yHELHOHWPOBAHKMA HE0CXoqUMO NOAGEpHHMBATE
CPEOCTBAMMK KOHTPOMNA ayTeHTUhMKaLWM. 3T CDROCTEA A0MEHL FTADAHTMPOBATE, YTO KANKGAA KOHEYHARA To4Ka
TYHHENA BIAWMOOEACTEYET C KOHEYHON TOMKON ARTOPMIDBAHKOMD NAPTHEDE (BOAMOKHO, CUCTEMON YAAMNEHHD-
ro ACCTYNA), 3 TAKKE TO, Y4T0 NONYYEHHBIE AaHHEE NOCTYNANT W3 HAONEXALWEND AETOPUICRAHHOID KCTOHHWUEE.

B.5 ABTOopM3IaymAa

CoapaHue TYHHENA W NPOUECe 80 hyHELMOHMPOBAHUA HeoBxoaMMo NoASEpKUBATE CRPEACTEAMH YIDaR-
NEHWA ABTOPHIAUKMENR, a TAKMe CAMCKaMKM KOKTpona gocTyna (ACL). 3TH cpeacTea QOomuHe rapaHTHRORaTE,
YTO KaWaA KOHEYHAA TOUKS TYHHENA BE33MMOOERCTBYET C KOHESHON TOMKON ARTOPMA0RAHKOMD NApTHEpA {BO3-
MOMHD, CHCTEMOR YOANEHHOTD AOCTYNA), 3 TAKKE TO, YTO NONYHEHHEE JaHHEIE NOCTYNAKT W3 HAANEHALETO
ABTOPMICEAHHOND MCTOYHMKA.

B.6 JocTynHOCTEL

LocTynHOCTE TYHHENEH, 8 CNegosatensHo, 1 BYC 3asqcuT oT 0CTYNHOCTH NOANE PEWBAIOLLEN CETEROM
WHDPACTRYETYPE M CUCTEM B KOMEYHBIX Toukax. JgHaKko No Mepe BOIMONMMOCTH CNenyeT BKMOYaTh MEpDS
obecnederya VB 0nA NpOTHEOOEACTEMA aTakam THMNa «0TKA3 B 0BCNysMBAHWKL, KOTODLIE XapakTepHe Ona
TYHHENMEHBIX MEXAHAIMOB.

B cnyvae KoHEpeTHBIX COrNaweHui of yporHe 0BCNy#MBAHMA B KA4YECTBE ANLTEPHATUER CNEOYET pac-
CMOTRETE BONDOC O COANAHMM Pa3H00SDAIHBIX M YCTORYMBEIX TYHHENEH,

B.7T BeaonacHOCTE KOHEYHLIX TOYEK TYHHENA

Kpome Toro, cnegyeT yYuTeIBaTe Tpebosaxra Ge3onacHocTd ONA KoHeYHsx Todex BUC . Kak npasuno,
KAMOAA KOHEYHARA Touka BYC gonsma rapadTHpoBaTE HANKYKWE TOMBKD KOHTROMWMPYEMOTo CeTEBOND Tpaduxa
MEROY XOCTHHIOBOH ceThio W BYC. O6emuo 3TO NOADaIYMEEIET OTEMNYEHWE MAPLWPYTHUIALKM, 3 TAIKE WC-
NONLICBAHKE MO MEHBLIEA MEDE TEXHOMOMMA NAKETHON DHUNETPALKK UMK MEXCETERCH 3aWuTsl. Bonee nog-
pobHan uedbopmauwa npueegeqa g 10.4.2 1 10.4.3.

9 Meph! obecnevyeHMA HHhopMaLMOHHOW BE30NACHOCTH

9.1 AcnekTel Be30NacHOCTH

KOTA TYHHENW CKPRITE OT OBbi4MMBIX CETERLIX NONB3I0BATENEH, OHW HE ABMAKTCA HEBWOWMMBIMKA, 3 CrHe-
OOBATENEHO, HE ABNAKTCA JEWWMILEHHEIMA N0 cBoed npupoge. Npouece Gaioeoro pasfensHWa (Ha BUpTY-
ANBHBE LENA KA NYTA C KOMMYTAUHeR No METKAM) K NPOUECC MHEANCYNALWK, MCNONBIYEMBR ANA COI0aHMA
TYHHENA, HE JAWILEHE OT IN0YMBILUNEHHWEDE, NPAMEHAKWL WY CETEARIE AHANKIATODE M NEPeXEATYMKA GNA
aHanWaa Tpaduka. Ecny nepeganaesisia Yepes TYHHENs GaHHLIE HE JalMUeHs WAGPoBaHHEM, ANoyskbILL-
MEHHWE CMOMET NONYYKTE J0CTYN K Tpaduky. Jake npl yorosuy NEMMEHEHHA WK poBaHMA SyOeT HABECTHOD
0 CYLUECTROBAHWKH TYHHEMA W 80 KOHEYHEBIX TOHEK.

Kpose Toro, KOMEYHER TOYKK TYHHENA HE BCETAA MOWHO 33LWWTHTE OT HECAHEUHOHWPOBAMHOID NOTHYE-
cKOro | (KN} duarndecsoro goctyna. Moarosmy onAa GeacnacHol peanuiauun BYC HeobxoauMo NpUMEHSTE
mepil obecneYerdna MB TyHKeneH, B 3aBMCHMOCTH OT NONMTHEKY DE3I0NACHOCTI OPradM3aunKg M YPOBKA MpKEs-
NEMoCTH pHckoe. OT NONMTHKKM Be30nNacHoOCTI oprasuiaumny Gy0eT 3aBMCeTh, ABNAKTCA N TAKWE YRIEMMOCTH
MNpHEMITEMEIMA HIMA HET.

n pHMBYEHNE — ,|:|a.-"'k1:" BCNH GaHHLE 3':IIJ.ML1.'I|'_'-UE':'II-.=.. HEMNHMYKHE MOTOEAS SEHHBN MIHEAT WMETh HE MEHBLYH)
BE¥HOCTE, HEM CEMM NEepedgdBasMel2 OaHHEE. EI':",'.Ib BCMM MOEHD ONpaqend e MECTONDNCHEHWE HOHEHHEDN TOYHSK BMIC,
ZHSMHT, MOXHD ONpEOENHTE H MECTONONDEEHWE NONE30EaTENA. 3o coanaet ¥rpoay 4acT HOW #M3HW YENOBeka, 8 B cnyyae
OEATENEHOCTH MPaBl0XpEHNTENEHEX OpraHOB MMM BODDYHEHHEX AN MOXET NOCTaENTE NO0 YPO03yY BRINOMHEHHAE WM
CBOBH MHCCHM.

9.2 BUpTYankHLIe LWenu

Mepel ofecneserra MEB, yeTadaenkeawmwe SaAs0BRE 3AWMILEHHENE KAHANB], MOTYT MCNoNLI0BATE BHP-
TyankHsIg LENH B TPAGUUHOHHBE LIMPOKONONOCHED TEMEKOMMYHHESLUWOHHBEX CUCTEMAX, HANDWMED APEHO0-
BAHHBIE NAHKA HA CCHOBE TEXHONOMWA TMNa Frame Relay vnwn ATM. B aTux TEXHONOrMAY Ga3086Ie CETH AB-

5]
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NAKTCA, NO CYTH, JAWMILEHHBIMWA B TOR Mepe, B KaKoi TeNekoMMYyHHEALKWOHHEIE ONepaToptl NOOOEDMWBAIOT
pasnensHue Meskdy apeHIVeMBIMA NUHWAMKA CBAIM ONA YacTHeX aBGOHEHTOR W NpegocTaBneHweM obleno-
CTYNHBIX WHTEPHET-CRpBNCOR. TeXHONOMMA, WCNONLIYEMARA B BUPTYaNkHbIX UENAX, NOOpalyMeBasT onpane-
NEHHYID CTENEHL KOHDMASHUNANBHOCTH, HO He abconoTHy GelonacHocTes Kakana. BHC, nocTpoeHHas Ha
OCHOBE TPAOMUMOHHEE BUDTYaNbHBX LENed, CYMTAETCA NPAKTHSECKH HE NOOABBDHEHHON KOMNDOMETALMN,
NOCKONEKY BANOMEl KNK aTakd obki4HO NPOMCX0OAT B Ga30B0R CETH NOCTABLLMKS.

10 MeToAbl NPOEKTUPOBAHKWA

10.1 OBaop

BYC NpoekTUpYIOTCA Ha OCHOBE CHCTEMHBIX PECYPCOB (DMIMYECKOR CETH, HANPUMED C NOMOLWLEI0 TEXHO-
NorHA WWHpoBaHKUA | (MNK) TYHHENWPOBAHWA KAHANOR BUPTYANBHOR CETH YEPE PEANEHYID CETh.

BYC MoMHO pEANMI0EATE NONHOCTEID B YaCTHOR CETH NOO KOHTPONEM Opradkiagun-eEnagensua, 8 obwe-
DOCTYMHEX CETAX MK ¢ HCNONLIOBAHKEM KOMOHHALWK 3T ceTel. CylecTRYeT BNONHE PEANBHAR BOIMOM-
HOCTE peanuaauun BHC Ha oCcHOBE CYLWBCTEYIOWMX YACTHEX MMobansHsX BeYUCIMTENEHBIX ceTel (WAN).
OOHaKo NOBCEMECTHOR HAMWYWE GTHOCWTENLHD HEZOpOTono QocTyna k MuTepweTy coenano aty nyBnuuHyio
CETREYH CPEAY IKOHOMMYECHH JPDEKTHEHEIM CPEOCTROM NOOOEDHENA WKPOoKoNonocHex BHYC w BHC ¢ yaa-
MEHHLIM OOCTYTIOM BO MHOMX CDEpaX NpAKTHYECKOND NPHMEHEHWA.

Kpome Toro, ana peanvaauny BYC mMomHo MCNoONs30BaTE 3AWMILEHHEE KAHANL, COINAHHLIE C NOMO-
Wk TYHHENEHR, NPOXOAALMY YEped ceTH nocTaswwkoe MutepHer-yonyr. B atom chydae obWwenocTynHsii
MuTepHeT dakTHyeckd AaNAeTCA Ba30a0i TRaHCNOPTHOR CUCTEMOR. 3TO NOSPAIYMERAET HANWYKE OrPOMHDR
HEOMNDEOENEHHOCTH B OTHOLWEHHH KoHDugeHusansiocTd BYC. Tysuens npegeraenset coboi kawan nepe-
OaYM OaHHbIX MEHIY CETEBLIMA YCTROWCTEAMK, KOTODLIA YCTAHABNWBABTCA NOBEDX CYLUBCTBYWLER CETERBOR
MHDPACTPYKTYRbL. TyHHENE oDecneYrBaeT NPoIpaqYHocTh HOPMANBHOH padoThl CETH W, B BONbWKMHCTEE BADH-
AHTOE NPAKTHYECKOrD NPUMEHEHHR, MOMET WCNONbLIOBATECA AHANOTHYHD OOBIMHEIM CETEBRIM COBOMHEHAAM
Ero mMoMHO © NergocThio BHANMATE WK OTKMI0HAaTs NO MEpe HeobxXogumocT Bed kamx-Nbo WaMeHeHnin 8
fGazoeol uandeckol ceTeRol wHdpacTpykType. Bnarogapa atomy BYC, coagaHHas © NoMOLWLE TYHHENSH,
ABRNAETCA Gonee rMbKol, Yem CeTk Ha OCHOBE MIMYECKHX COBOMHEHIA.

TyHHENM MOMYT GbiTh COOAHEL C NOMOLEID CNEOYKWMWY TEXHONOTMA:

= BARTYANbHLIX LEMERA

- KOMMYTALMA NO METKAM;

= MHEaNCYNALMA NPOTOKONOR

TyHHENHY, CO3NARAEMBIE KAK BUDPTYANbHBIE UENW, Kak NPABWND, YCTAHABRNHWBAKTCA B OGbHHbIX
WAN-CHCTEMAY B KA4YECTES BROENSHHEX MAHKA © NOMOWEK TEXHONOTMA NaKeTHOR KOMMYTALMK [HANDUMED,
Frame Relay wnu ATM). [JadHse TexHonormd 05ecnesMeaioT pasgensHie NoToOKOB OaHHLIX MEXOY TYHHENA-
M.

KomMmyTauwa no meTkam npenctaenaeT cofol ewe ogu cnocob cosgadua TysHened. Boem naketam
OaAHHLIX, NPOXOAALLMM B OOHOM TYHHENE, NPHCEAWBAETCA O0HA MWOSHTUMUMUMPYIOWAA MeTKa. JTo rapaHTHpy-
£T, 4TO NAKETHI ¢ OTIHYANLWHWMACA OT HEE METEAMI ByayT NCKMIDYEHEl M3 YRAIAHHOND CETEBOMD MYTH.

HecmoTpA Ha To 4Te 3TW METOOs TYHHENWPOBAHWA FApaHTURYIOT NPABMNBHOE PAI0ENEHME DaHMbIX,
NPOXoOALNY MEXTY TYHHENAMM 1 DA308EIMK CETAMMW, OHW HE OTBE4aI0T obwms TpeboaanmaM K obDecnederio
KoHbUoeHUMansHocTH. B uenax obecnederna kowpuieHuMansHocTH HeoXoaMMo HCNoNkE3I0BATE TEXHOMO-
MK WAPOBAHKA ONA NOOOSDHKA JOMKHOMD YRoBHA DEI0nacHocTi

TyHHend BHC MoryT BeiTe CO3ganbl HA paindyuelx ypoaHAx mogenk OS5 BupTyaneHwe uenu obpa-
IYIOT TYHHENK Ha 2-M yposHe. MeTogsl KOMMYTALMW N METKAM NO3BCNAKT CO3NARATE TYHHENW Ha 2-M MK
3-m ypoeHAx. MeTon HEancynALMK NPOTOKONA NPUTOOEH ANA MCNONLICBEAHKA HA BCEX YDOBHAX, Kpoe fhuaM-
Yeckoro (BoNbWHMHCTREO PEANMIALKA PACNONOKEHE Ha 3-M ypoBHE W Beiwe). WndporaHne ofecnedneact go-
NOMNHATENEHBIR YPOREHE BE30NACHOCTH TYHHENEHA, CO0ABAEMBIX HA OCHOBE TEXHONCTAWN BUPTYANBHEX LENEN,
KOMMYTALMM N0 METESM W MHEANCYNBLUMK NPOTOKONA.

0na coaganus TYHHENER TAKKE NPUMEHAETCA METOO MHKANCYNALMM NPOTOKONOE, NPY koTopomM Gnok gam-
HbiX OOHOTO NPOTOKONA YNAKCBLIBARTCA M NEPEHOCHMTCA B Opyroi npotokon. Hanpusep, ynakoeka |P-naketa
OCYLWECTENASTCA NOCPedcTEOM TYHHENEHOND pexkuma npoTokona IPsec ESP. BeTarnAeTeA JoNONHWTENsHEIR
|P-3aronoceo, nocne 4ero nakeT nepegaerca no IP-ceTk
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10.2 HopmaTHEHBIE W 3AKOHOOATENEHLIE ACNEKTE

B cTpamax, roe ByoyT Mononk3oBateca BYC, cnenyet paccMoTpeTs NIOEe HOPMATHEHEIE M 33K0HO0a-
TeNsHLIE TpeSopaHuA B chepe BRAONACHOCTH, KACAIDWMECH CETERLIX NOOKMNMKYEHR M HCNoNsaosaHea BHC,
KaK 3T0 ONPEOeneHn COOTRBETCTRYIOWMMKM PEryMMDYIOLMMA KNKH 3aK0H00ATENEHBIMK ORTaHaMM (BKNKYaA Ha-
LMOHANEHLIE NPABMTENLCTBEHHLIE YUDEKTEHWA ).

OHM OXBATRIBAKT HOPMATHEHBLIE W (MNH) 3AKOHOOATENBHLIE AKTE, KACAKILWECR:

- KOHDMOEHUMANBHOCTH 33LLM TRl aHHBIX,

- NPHMEHEHHA TEXHONOIMA WHDpoOBaHWA;

YNPABNEHWA ONEDALKOHHEIMIA DHCKaMA/DYHOBOACTRA.

10.3 AcnexTl ynpaenedus BYC

Mayuyaa sonpoc o paasepTeidanun BYC, sce nuuya, 0BAIAHHOCTH KOTOPLIX TAK HNW WHaYe CEA3aNE C BHC,
OOM4HE YETED NPEOCTABNATE cebe DuaHec-TpeboRaHKA U NPEMMYLLECTEA HCNonNsaocRanus BYC. Kposme Toro,
3TH NLA, PABHO KaK W OCTankHBIE NonkaosaTen BYC, gonwHe: BeiTe 0CBROOMNEHL! © PUCKaX GBI0NACHOCTH
W cohepax KOHTPONA TAKMX COBOUHEHMA. Buavec-TpeboBaHMA ¥ NPEMMYLLECTRA, CHOPEE BCETD, NOBMMAICT Ha
MHOTHE DELIEHHA W OEACTEWA, NPESNPYHHMAEMEIE B NPOLBCCE AHANMIA BOIMOMHOCTH MCToNk3osanmua BHC,
ONpeQeneHa NOTEHLWANBHEX Chep KONTPONA, 8 3aTeM, B KOHEBYHOM CHETE, NPW BuiGope, NPOEXTHPOBAHKM,
pEAnHaayn- W nogaepxke mep ofecnedseHns VB, Takkuu obpaios, 3Te DHaHec-TpeboBRaHKA W NPEMMYLLECTEa
HEOEX0OMMO YYUTLIEATE Ha NPOTAMENHWH BCEID Npoyecea oThopa.

10.4 ApxXHTekTYpHLIe acnekTsl BYC

10.4.1 OBaop

Mpw Bebope BHC Hy#HO YHUTRIBATE CNEgysclMe apXUTEETYPHBIE AcTerTh
GE30NacHOCTE KOMEYHOR TOWKK;

GE30NacHOCTE 3ABEPLUEHHA COROMHEHKA

33UIMTA OT BPEOOHOCHRIX NPOTPaMM;

ayTeHTUdMKaLMa;

CHCTEMA OGHADYREHHE KW NPESOTERALEHMA BTODMEHMI;
LUK 3kl BE30NaACHOCTIA (MEMCETEBLIE IKPAHLI )
NpoOEKTHROBAHWE CETH,

ADYTHE NOOKMICHEHKR,

pajgenkHoE TYHHENHMPOBAHKE,

BEOEHHE #YDHANOE ay0KTa U MOHUTOPWHE CETH;
YIDABRNEHWE TEXHHYECKMMM YAIBHMOCTAMMK,
WikubpoBaHMe MaplpyTos obWenoCTYNHOR CETH.

Kamgeii K3 3THX ACNEKTOR KPATED MANOHMEH HHHE.

10.4.2 Be3aonacHoCTE KOHEYHOW TOYKK

yHryua BYC zakmodaetca B obecnedenui BEacnacHoro KaHana casad B onpefenssHoi ceTeson cpe-
noge. MNoka ycTasoeneda BYC, HEBOIMOMMO KOHTPONWPOBATE COOeDKAMOe NOToKA JaHHsiX. Ecnik ogHa ka ko-
HEYHBIX TOUEK BANOMAHA, TO MOXET BbiTh CKOMNDOMETWRORAH BECE ceaHc cBAzM no BYC. BesonacHocTs Ko-
HEYHBIX TOHMEK NPHMEBHAETCA HE TONBKO K CAMUM YCTROUCTEAM, HO M K YCTAHORMEHHEIM HE HAX NPUNOHEHUEM,
a TAKKE K NPOUeSYRHEM/QWUINYECKMM ACNEKTaM, CBRIAHHEIM C X WCNONLIDBAHMEM.

Ona Toro 4Tobsl obecneduTe Gecnepeboinyie pabtoTy cHCTEMEl DEIONACHOCTI KOHEYHLIX TOYEK, Chegy-
2T CEECTH K MUHUMYMY EONWYECTED arpervpyiowMy KOHedHLIX TOSEK.

HekoTopesle YCTRORCTER KOHEYHLIX NONL3I0BATENEH (HanpuMep, MobuneHoe/palodee BEYHCIMTENEHOE
0G0pYOOBAKUE), MCNONLIYEMBIE ANA YOANEHHOrD ACCTYNA, MOTYT NEXATE BHE 30HE OEACTEMA CPEOCTE
ynpagnesus BYC. B patHbie MOMEHTH BPEMEHW 3TH YCTPORCTBa MOMYT NOOKNEOHATBECA K PainMYHbimM
CETAM, HANPWMED ANS NONY4eHHA O0CTyna K MIHTepHETY W 4acTHod CETH ODraHM3auMW. 3TH CETH HecyT
OOMOMHATENEHEE PUCKH, NO3TOMY CNEOYeT PAcCMOTRETE BOMPOC O NDHMEHSHWM COOTEETCTRYIOWWY CPeqcTe
ynpaenexus. Maydaa sonpoc o Ge20NacHocT TAKWX KOHEYHED YCTPOWCTE, CNEAYET NPUHAMATE BO BHAMAHWE
Mepe ofecnededya MB, npegycmotperdsie MCO/M3K 27002, Bknioyan Te M3 HUX, YTO CRAIAHLI

- ¢ BeI0nacHoCTR ochopyooaaHun;

- 3AUMTON OT BPEACHOCHOMD W MOBMNEHOrD Koaa;

- MHDODMHPCBAHKEM, NOBLILLIEHWEM OCESSOMINEHHOCTH W 0BYYEHMEM NEPCOHANA, MCNONBIAYIOWEND 3TH
VCTDOHCTRA, BONPOCAM HWHIDOPMALMOHHOH BE30NacHOCTH;
= YNDARMEHWEM TEXHWYECKMMH YAIBNMOCTAMHA YCTPOWCTE 1M CEBAIAHHON C HHMMM TexHaonoruen BYHC.
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CnegyeT NpMHATE BO BHUMAHWE OpYTHE CRESCTER YNDARNEHWA, HanpuMep DUNsTp NAKeToR MNW Nepoo-
HaNbHBLIR MEKCETERON JKDAH.

10.4.3 BeaonacHoOCTL 3ABEPWEHAA COaqUHEHWA

OoHMe M3 KN4eBsx QakTopoR, BNMAKWKME Ha BeaonacHocTe BYC, aanreTca cnocol aapeplueHua co-
EOWHEHWA B KAMO0H KOHEYHON Touxe. EcniK 3apeplueHe CoequHEHHA NPOWCXOOUT HENOCDEOCTREHHD B AODE
KOMEYHOR TOMEW [HANpUMED, B Ge3cnacHod 3oue ceTi), To BE30NacHocTE HANPAMYIO 3ABKMCKT oT BEI0NacHoCTK
YOANEHHOTS NapTHepa. Eciv TouKa jaBepilueHus COBOWHEHWA HAXOOWTCA B HEIAWMLLEHHON 30HE, BNONHE
BEPOATHO, 4TO IMOYMBILLIMEHHAE CMOHKET C NEMKOCTHI0 OCYLLBCTRHTE NOQMEHY COROHUHEHWS.

CraHfapTHEIA MeToO JaBepueHa coaqHerna BHC — yoTanoBKa BeI0ENEHHLIX KOHEYHLIX Todek BYC
B NepUMeTpoROR CETH. 3TO GAET BOIMONHOCTE JansHedweRd obpabotkK uudopmausu va BYC (Hanpumep,
ECMH NPUHATD PELIEHWE O NPeJOCTABNEHHM JOCTYNA K NPHNCHEHHAMICUCTEMAM B 3a3uiMwanHoi 3oue). MNMo-
TEHUHAANEHD JABEWUEHHE COBOUHEHHR B NDOMENRYTONHON 30He oDecnedMBaeT HageHsIH KoHTpoNs BHC 1 ee
NoNb30BATENEH.

Mpumedadue — MpormesyTodHas 3oHa GyneT onwcaHa B KEHECTES NEPUMETPOBOR CETA KM JeMUNUTEpUI0-
BAHHOR 3046l B8 MCOMM3K 270334,

B noBom cnyyae sosedHan Todka BYHC nepen paspelseHWer OoCTyna AoMEHA ayTeHTUgHUMpoRaTs
oberT (HanpUMep, NoNLIOBATENA WNM YCTRORCTRO). JTO OCYWECTRNASTCA B ACNONHEHWE K ayTeHTHpMKa-
UMK, BENONHASMOR MENDY KOHEYHLIMY TOUKaMWM ONA YCTAHORKM coedusedwA BYC. Hanpumep, ona nonk-
I0EATENEH 3T0 00LIMHO NPEANCRArasT BEOS MMEHW NONMLIOBATENA M NaponA. Tamwe MoOMEeT NoTpedoBaTeeA
MCNONBICRAHKE ACNCAHWTENLHOND METOOA AYTEHTHHDWEALWK (TaK HAILIBAEMON CTROMoH ayTeHThgrEaLMm ),
HANPUMED TOKEHA, KADThI WINW CHCTEME BHOMETDHM.

10.4.4 3awMTa OT BPEOOHOCHLIX NPOrpaMmM

Ecnu mHdopMalnoHHBE CHCTEMEl HE COOBD#AT BPEOOHOCHOMD NPOrPaMMHOre 0BeCNeYeHHA, TO eguH-
CTREHMLIM cnocobos BHEADEHWA TAKOTo KOOa ARNAKTCA JAHHBIE, BEINOMHAEMLIE NONYYaTeneM (HanpuMep,
¥og). Muorve nporpaMmel DONYCKAIOT BO3MOMHOCTE HE3AMETHOMD BCTPAMBAHKMA K043 (CHPWMNTA) B OaHHBE.
KoHeqHsie Toukd BYC npegnaraicT vagemHse CpeOCTEA YNPABNEHKA, NOIBCNRIOWWE DEaANUI0BATE JAWMTY OT
BREAOHOCHOMD NPOrPAMMHOND 0BECNeYeHWA K KOHTPONWPOBATE NEPENAYY TAKOIo Koga

DononHMTensHan MHopMaLWa O 3aWMTe oT BREgOHOCHOND KOAA, BEMKYAA BUPYCh], YEpBEEH W TRORHOE
npueenesa B MCOMIK 27002

MNMpumaeavaHuwe — Cr"—_'l.'.'.!.-":'ﬂ NPeyCMOTRETE MONOEEHWE O ROGEX NPDWHEGEHAA, ytobkl obecneswts Geaonac-
HOCTE HOHEMHEX TOHYEX, OCODEHHD B Tex CIyHEAX, HOrga MOseT ObITh 3a08ACTECEAHE 0C0B0 KOHEWOBHUWANLHER MH-
dopmadmA. B yenax awume CHOMNPOMETHPOBEHHOM KEDHESNHOM NOMLI0BETENA KOO0 NPHHYEOEHAR, BOIMOIEHD, Q0MeH
ObECHEYMBATE AOCTYN. OnHaKo ang McNoNb3DBAHNE MOXET Noene4s 38 cobol reobxoguMocTe BEAEHWA OONOMHWTENEHbIX
3ANKUCEn B HypHane W oTCNecMBaHMA, a TaoHe ONoe8aWEHMA COOTEETCTEYHHUHME DY EDBOOM TENEl o CHTYaL MR

10.4.5 AyTeHTrHdKkauma

AYTEHTWDMKALUMWA ABRNABTCA OOHHM W3 KNDYeBRx 3Tance coigavud BYC. Mpy HeobxogumocT Kaxaan
CTOPOHE OOMNMHA NPOATA ayTEHTHHDWKALMID ¥ NPEANoNaraemMoro NapTHepa ceccHM (T. &, HeoBXogumMa BIaumM-
Haa ayTeHTUdWKauMa). Takas ayTeHTHHKAUMA MOXET OblTe BRINONHEHA HECKONBEMMK cnocobamm

- MCMONLI0BAHWE NPESEAPWUTENLHLIX KMNICYeR. 3To yaofHo, NOCKONBKY NOCMHE YCTAHOBKM COBOWHEHWA
KOHTpONE Gonswe we noTpebyetca. OoHaKo, @cnv TAKWE KMmodKM GyOyT CHOMNPOMETUPOBAHLI, OHK MOTYT CTATE
NPeaMeTor INoynoTpebnexui (HanpUMep, B CNy4ase aTakd MeTomoM NocpeqHrEa);

- MCMONbLA0BAMWE CEPTHEUKETOR. 3TO NOBLIUAST MTMOKOCTE W MACWTAGHMPYEMOCTE DaIBepTHEBaHWA,
occobeHyo Npy Mcnonkaceawdi PRI gna Gonee npocToro ynpaBiesda KMoHaME, MX OTILIBA M NEPEBRIMYCKA.
DononHuTenssan mHdopMagus of ayTeHTUHMEALMKH U MCNONB30BAHKWK ANA HEE CEPEWCOR HA OCHOBE TEXHO-
norvi wudposanka npueeaesa 8 VICOMSK 11770-1 1 MCOMIK 27002

10.4.6 Cucrema obHapyXeHHA W NpegoTEPAWeHHA BTopKeHA (COMNB)

CnegyeT paccMoTPeTh HEobXoOuMOCTE MCNONBEIOBAHMA CUCTEMBl COHADYHEHWA W NPEOOTRDALLEHMA
TopseHMia (COMB). COMNB moxer OBITh BHEQpEHa Ha obeux KoHedHsIx Todkax BYC ona obHapyseHua Boa-
MOMHBIX BTORMEHWA. MomHo HCnone3osaTte NGB0 NOAXOAAWMKA MEXSHNIM ONA COINAHKWA ONOBELIEHMWIE CH-
cTesbl obHapymedna eTopwendia (COB), nx dhvkcaumk B MypHANE W YNPaBNEHMA WMWY KAK YACTe0 ayquTop-
cxoro cnega. Cneayet oTMEeTHTE, YTO Ja%e HEKOTOPBIE NepCOHANLHLIE MEXCETEELIE IHDAHE MOTYT WIPaThk
pOns NPOCTOR CUCTEME! NPEOCTRpALLEHWA BTopHeHUi (CIB), sanpewwaniyel CeTEBOR JOCTYN K HEARTOPWIO=
BAHHBIM MEANDHREHAAM.

OononHuTeneHan uedgopmauwa o COB npueegeda B MCOMIK 27030
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10.4.7 Winkoakl Ge3onacHocTH

CnenyeT BHHMATENEHD PACCMOTPETE BONPOC O BeBOpE NoOXoOALLEro Wmo3a GeaonackocTi (BKNCYan
MEXCETERON 3KpaH) ANS NOAOepHEH PAIBEpTEBaHWA BHC.

Muchopmauma o wniodax BeaonacHoCTH (BENKYaR MEXCETERLIEe IKpaHsl) cogepsuTcs B MCO/M3K
270334

10.4.8 MpoekTHpOBAHKE CETH

MpW NPOEKTHROBAHWKA CETH B 0DEKE KoHeYHbIX Todkax BHC neofxoaumo ofecnednTs BeaonacHoe aa-
BEPLIEHWE COROWMHEHHA, O KOTOPOM rOBOPHNOCE Beiwe. B vacTHocT, coeguueHwe BUYC cnenyer 3apepliaThs
nuBo HAa BHELIHEM MENCETEROM IKpaHe (HanpyUMep, B NepUMeTpoRoA ceTk), nubo B Nnpegenax cobCcTEEHHON
OEMUNMTAPMIOBAHHONR 30HBIL

10.4.9 Opyrve BOIMOKHOCTH NOOQKMKYEHHA

CneayeT paccMoTpeTs JONOMHATENEHEE BOIMOEHOCTH NOQKNIOYEHKA KoHedHod Toukk BYC. Ecnik Ha
OOHOR K3 KOMEYHBX To4Yek BYC wMmeeTcr Opyroe NOgKMHeHHE, BOIMONHO, NOCPEACTEOM &0 BANOMA MOMYT
BuiTe arakosaHbl KaK NoKansHbe, Tak ¥ — sepea BYC — ynaneubieé CUCTEMBl. 3TY BOIMOMHOCTE ATakM
MOEHD MAHHMWIADOBATE MYTEM NPARMAEHOMD NPOSKTHPOBAHKA CETH M MCNONE30EAHUA MENCETERLIX IKPAMOE.
Oamaxc Havbonee pEKTHEHBIM CPEOCTROM YNPARNEHKWA ABNAETCA WCKITIHEHHE HEHYHHBIX NOOKMIOYEHAN.
3T0 oCOBEHHO BANHD NP HANKWYHK MOSEMOB Ha YOANEHHEDOOMAWHWY CUCTEMAaX

Ocofoe BHUMaHWE CNEOYET YIENATE NOOKNICYEHKI CETEN BHYTPW OPradu3aniy ¥ CTOPOHHIK KOMIaHWEA,
NpESOCTABNANLWMY, B YACTHOCTK, YCIYMA TEXHHYECKOH NOOGEDHKM M YCTpaKeHWA Henonanok. B cornawenmax
C NOCTABWMKAMMW yenyr HeoGxoaumMo NpegycMoTPeTE MEpsl cbecnedesun MB cpeael, B KOTOpO# oM paboTaeT.
Takue cpeacTBa ACM¥HL OBecneYyMTs UIKYEcKOe W NOMMYEcKoE DAIfenesle cpeisl OT APYIWX Onepau«i
NOCTABLYMKA YCIYT W KNHEHTCHDA Cpeasl.

10.4.10 PaagensHoe TYHHENUPOBaAHKE

Mo BoaMomHoCTH cneayeT waberaTs pajgensHore TYHHENMpoBaHKAa. Mod pasgensHeM TYHHENWDOBaH K-
B8 NOHWMAETCA CNOCOBHOCTE OOHOMD CoBQUHEHMA (obbMHD Yepes MuTepHeT) nogaepsuaars BYC w gpyroe
cogauHeHre (Hanpumep, BYC vnn uHoe). B 370l CHTYaUMKH BOIHWKAET DUCK TOMO, Y4TO NPOMIoROET Banom
YyOANeHHoW CETW NOCPEACTBOM aTaK, BbiNCMHASME YEPE3 ADYIOA TYHHENL, N0 AHANOTMM C NEDCOHANEHEIM
KOMABIOTEPOM C OBYMA CETEBLIMM KADTAMM, OCYLUECTRMAKMLMMK MADLWPYTHIALWMIG MEXTY OByMA CeTAmMM. B
GONBLWKMHCTEE CNYYaeB PA3NenbHOrs TYHHENMPOBAHWA MOMHO MIDERATE, 8CNM 32 CETEBOE NOOKNOYeHKE Gy-
OYT OTREYATE CHCTEME BHC,

10.4.11 Begenue RXypHANOBE ayanTa W MOHHUTOPDHHE CETH

Kak v gpyrie Texdonomud BesonacHocT, Belbpandoe BYC-pewerve qonwHo ofecnadyupaTe BeOEHHe
HYDHANCR AYAWTa ANS aHANWaa Boex GEACTBAN Ha KOMEYHoM yoTpodcTRe. Kax ¥ gpyrie mypHans ayawTa,
FEHERHPYEMBIE CETEHY, OHKM A0MKHSE GHTE NPOBEPEML! HA HAMWYKE NPMIHAKoR UHUyKuIeHToR ME.

CnenyeT no3aGoTUTECA © ToM, YTOGE! MypHANL 2yAUTa cami No cefe Geing 3alMILEHE OT AN0YNoTRe-
Gneduil ¥ NOBpeMOEHWA, HACKONBNG 3TC COOTBETCTEYET OUEHABAEMOMY pucky. B crnysasx, korga mypHans
ayouta GygyT MCNoNb30BATECA B cyaebHbix padbupaTenscTBay, WX LENOCTHOCTE AoNMHA DkTe A0KaZaHa NDW
OTCYTCTEMM DAIYMHLIX COMHEHWRA.

10.4.12 ¥YnpaepneHue BONPOCAMH TEXHHYECKOH YAIBMMOCTH

CeTeRble CpEObl, KAK W ODYTHE CNOMHBIE CHCTEME, HE 3ALMWEHE oT cHoer. TeXHUHECHHE YAIBUMOCTH
NDHUCYTCTRYIOT M CO30AKTCH B CTAHAAPTHEIX KOMNOKEHTAX, MCTICNBIYEMBX B CETAX TWNa BYC. Mcnoneaosanue
ITHX TEXHWHECKMX YAIBUMOCTEH MOMET MMETh CEPLEIHEE NOCNeacTBWA anA GeaonacHocT BYC, yTo yawe
BCETD CXAILIBABTCA HA OOCTYNHOCTH M KOHDHMOEHUMANLHOCTH. Takum ofpasom, yNpasneHdks TEXHUYecKHME
VASBEMMOCTAMI DOMKHD OCYLUECTRNATLCA HA BCEX yoTpodicTeax BUC.

10.4.13 Wnppopanre MapwpyTos oblWefocTYNHOW CETH

MapwpyTHaauKa Yepes HeHagemHyIo CeTe TPETHEW CTOPOHLL MO CTATHYECKOMY TYHHENK genaer BYC
YAIBMMBIMK K CETEROMY aHanuay. Kak ynoMiHanccs B 9.1, name ecny WCNONsIyeTcA WHGPOBAHWE JaHHEIX,
BCE PABHO MOMHO 0OHADYHWTE CYLWECTBOBAHWE TYHHENA M 810 KOHBYHLIX TOHEK

B apxurexTypax BHC, rne TpefyeTcA MACKMPOBKA KOHEYHLIX TOMEK, HeobxoquMMel CpencTea ynpasne-
HMA ONA MACKMPOBKM MCXOAHBIX W KOHEYHBIX TOMEK NoNsaosatenai BYC. Peanuaauma aTvx cpedcTa ynpas-
NEHWA — HIHAYANkHO HENPOCTAA 3afada, Nnockonsxy cnepatop BYC We HoMTponWMpyeT HeHagemHyl CEThb
TRETREA CTOPOHB. CyLWEeCTEYIOT TEXHONOMMK, KOTOphe ofecneduBanT Mackuposry |IP-agpeca WocTodHMEa M
NONY4aTENA B CETH TPETBEA CTOPOHL, HANPUMED BADTYaNbHLIE NPOKCH M MHOMOCNOAHER MapWDYTHaIaTop.
Mpexwge vem BHEOPATE TAKKWE WHCTRYMEHTE, HEODGXOOWMOD OOCYaAHTE W COMACOBATE KPUWYECKHE ACNEKThI WX
WCNOMNBLI0EAMMA C NPOBANASpAMK CETEH TRETLEN CTOPOHEL.

10
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10.5 Texnnyeckme acnekTsl BYC

10.5.1 BeogHana nHgopmalma

BeaonacHan peanwaaywa BYC TpebyeT cUCTEMATHYECKOND PACCMOTREHHWA INEMEHTOR, ONPEOENEHHbIX
B UenaAx. B 4yacTHocTi, cnegyet NpoadanyavposaTs CNeqyoWHe acnekTkl

- BRIBOp NPOTOKGNA NEPENAYH OaHHKIX,

- annapaTHoe i NporpaMmHoe obecnedeHue;

= ynpasnexse yeTpoRcTaamn BYC,

= MOHWTORMHI BeaonacHocTH BUC.

Kamawiid 13 3TUX ACTIEKTOR MANOMEH HIDKE .

10.5.2 ¥npagnesue yerpodcTeamu BUYC

CnegyeT obecneddeats Hagnexawee ynpagneHye yoTpodcTeamy BYC. Ynpaeneuwwe yCTpoRCTRAMK
BYC — aro obwpi TEpMKUH ONA NPOUECCoa, HEODXOAXUMEIX OGNA HACTPORKH W MOHMTOPUHra yoTpoicTe BHC.
Kax v gna nioBoro Opyroro CeTeROrs YoTPoRCTBa, HAcTporKa yoeTpolcTea BHC coCTOMT M3 3afadwA erno na-
pAMETPOR B COOTBETCTEMM C KOHdMIypauuel ceTi K Tpebyemsin ypoOBHEM OOCTYNA K NOPTY/MDWICHEHHIO,
YCTAHOBKK cepTubukaTon (Hanpumep, gna BYC Gonee BeICOKOMD YPOBHA), 3 TAICKE HENPEPBIBHOM MOHWTO-
pUHFa ceTi yoTpoikcTEa BUC. PasaepTeigasue BHC © MCNONEIoBaAHMEM NEPEHOCHLIX HOCHUTENER, TAKUX KaK
KOMMNAKT-0UCKY, UCKETRI W T. 4., CNegyeT B 0BA3aTensHom NOPAAKE KOHTRONMEORATE [HANPUMED, HEODXOAMMO
COANABATE MYPHAN (MYPHANL) OTNRABKK W NONYHEHUSA, BEOOMTE OrPAHHYEHKA HA NOBTODHOE WCTNONE3ICBAHME
HOCHTENEH, HANPHUMED KOHTRONWPOBATE OATY/BPEMA UCTEYEHHA WX CPOKA OEACTEUA WMW NHUMATHPOBATL Yic-
NO ONEpauMi, BENOMHAEMBIX © HAMK).

10.5.3 MonuTopuHr BeaonacHoctn BYC

BYC, ocofeHHo NpK MCNONB30BAHMK B K34ECTBE KaHanoe yoaneHHore GOCTYNA K KopNopaTHaHL ca-
TAM, MOMYT NOPoMOaTs cneyudrYeckue npobnemel B chepe ceTerol BeIoNacHOCTH, BCAM ORrAHMAALMA HE
BYOeT DonwHeM 0BpaIoM KoHTPONWPOoaATE WX paboTy 1 YyNpaBnATe ew. CNenyeT YOenaTs BHUMaHWE CaMOMY
TYHHENKD, BrD KOHEYHBIM TOHEAM, 3 TAICHE JaHHBIM W K00y, NPOXOAALMM YEDEe3 TYHHENb, C TeM YTobk MCKRK-
YMTE BOIMOMHOCTE NEMKOrS GOCTYNA B CETh ANS ANOyMBILLNEHHHKOR.

Ona coxpaHesyA 3dupekTUBHOCT Mep obecneysHns CETEBOR GeIoNacHOCTY CNeayeT NpoOBOOMTE CH-
CTEMATUHECKMA MOHWTODWUHT CDEOCTE 3alWThl, Bknoyas BYC, a Tamwe NpegocTasnATh MEHEIMEDaM MKk
AAMWHHCTPATORAM CETEN BOIMOMHOCTE BRIABNATE M (DAKTWUYECKWE WK Npefnonaraemsie HHUKMgeHTsl MEB 1
PEAMMPOEATE HA HUX.

Kpome Toro, AomsHo BeiTe PEANWIOBAHO OOHO MMM HECKONBKD M3 YEAIAHHLIX HHME DELLEHWA:
cUCcTEMa obHapyMe WA BTODMEHWRA,
npegynpexaoedue ob nHuroenTax Mb:

WypHane GezonacHocTy/ayauTa;
pPerynApHLIE NPOBEDHM,
ofyYeHHE NONBIoBEATENSH METOOAM BRIABNEHKA U MHOopMUpoBaHHA of wauynaenTax B

BamHo TaKke 0CO3HABATE AWHAMHYECKWA XaPaKTED KOHLENUWH ceTerol BeaonacwocTu. MNoaTomMy o4eHs
BAMHD, YTODLI CneyMandcTel No ME GenM B KYpCe akTyane e coBLITHRA B aTo#d obnacty, a BYC W nognepsu-
BAIOLME TEXHONCTMW patoTany © HOBERLMMKM MCNDABNEHUAMIA 1 DBHOBNEMUAMK B ofnacTu Ge3onacHocTw,
NPeanaragMeEmMy NoCTABLLMKAMIA

11 PexoMmeHpaumMu no Beibopy NPoOyKTOR

11.1 BuifSop npoTokona nepegadm aHHLIX

HeobxoguMo BsiGpaTe NoIXoaALMA Ge30nacHeR NPOTOKON NEPEnaq JaHHEIX C YHETOM CRNegy e
- NoTpeSHOCTH OeATENEHOCTI DpraHH3aLMHM;

COBMECTHMOCTH {0HMUMANEHEIR CTaHAapT WM coBCTREHHLIA NPONDUETAPHER cTakaapT);
BOCNPUATHE PEIHKA;

WIDECTHRIE YAIBUMOCTH,

HAQEHHOCTE.

11.2 OBopynosanue BYC

CnegyeT pacCMOTPETE BOIMOMHOCTE HCnonNbaoaadks BHC-0Gopynoeanma. B Hebonewwx BYC (Hanpw-
MEP, NPW NOAKNIOYEHWH OOHOM0 NONLICBATENA K LUEHTPANLHONR cucTeMe) fyHKLMOHANEHoCTE BYC MomHo

1
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pPEANYICEATE NPOrpaMMHBIMM COEACTEAMMW — 3TOrD GyAeT BNonHe AocTaTouHo. OOHaKo BO MHOTHY CHTYaLMax
WCAOMBI0BAHWE CReUansHorn BYCobopynosanms MomeT 0aTk OrPOMHBIE NPEUMYLLECTEA, HANPUMED NO3EO0-
NUT YNPOCTUTE YNDABREHHe MK obecneduTs paboTy Ha Bonee sawMweH ol nnatdgopme. Kpose Toro, MomeT
noTpeboBaTeCca oNpedeneHHan nnaTdopma ayTeHTHdMKaUrK (Hanpumep, katanor, PKI nnn RADIUS), koTo-
pas NoABoNWT, HANPUMED, NOAKMKYATECA K UEHTPANEHOMY YANY TONLKD ABTODHI0BAHHEIM NONLI0BATENAM.
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Npunowenwe OA
[cnpasoynoe)

CeegeHHA O COOTEETCTEMH CCLINOYHLIX MEMOYHAPOOHLIY CTAHAAPTOR
HAUWOHANBHEIM CTaHOAPTaM

TaGnwuya OA1

L 104k L DEOIHAUBHAE W R IAHNE CODTARTCTAEYRIWara
MEAYy AHOM CTaHgapTa O HAWMNOHAMEH CTanaapTa
ISOVIEC 27001:2005 1OT MET P MCOIM3IE 27001—2008 «MAdropMalgnoHHER TEXHONOMMA.

Matoosl w  cpegotea  obecnesesws  GedonacHocot.  CucTeMe
MEHEIHMEHTE MHDOPMAUMOHHOR DeaonacHocT. TpebosaHmAs

ISOVIEC 27002:2005 DT MOCT P MCOIM3E 27002—2012 «MHopMalMoHHER TEXHONArHWA.
MeTops W cpagotea ofecnesenvs BesonacHocTv. Ceopg HOpM W
NpAaBMI MEHETHMEHTA MHtopMAaLWoHHOR GeaonacHoCTHE

ISOAEC 270052011 — 5

ISOVIEC 27033-1:2009 IDT MOCT P MCO/MAK 27033-1—2011 aMHdopMalmodHans TexHONarua.
Metooes v cpegorea obecnesaswR  DE3ONAcHOCTH. BEIONBCHOCTE
cerad. HMacte 1. OG3op w roHUBNUMKE

* CoOTRETCTEYHWMA HALWOHANBHLA CTaHAapT otcyToTeyeT. o aro NpUHATHA PEKOMEHOYETCA WCNONLI0BATE
MEPABOM HE PYCCKMA AlkiK JSHHOM MEXIYHAPOGHOM CTRHOSPTE.

MNpumewaHwa — B HacToAwen Talnuue Mononk3osado chenywles yocnosHoe oBoaHasase cTanasd co-
OTBETCTEMA CTAHOARTOR:
- 10T — vmeHTHHHbIR CTEHOART
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