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Mpeancnoewe

Liens i nprHuMne cTadgapTdsagmy B Poccridckoid Pegepaumy yoTadoBneqs PefepansHbib  3aKnHoM
oT 27 nexabpa 2002 r. N2 184-03 o0 TeXHHWYECKOM DEryNUPOBaHIK:, A NPABKNE NPKMEHEHKA HALWOHANBbHEIX
cTaugapTos Poccuiickon Cegepaymn — MOCT P 1.0 — 2004 «CTangaptiaayna 8 Poccuickol Pegepauun. Oc-
HOBHLIE NONEHEHWAD

CreneHMA o CTaHgapTe

1 NOOArOTOBNEH @enepankHbib rocyOapCcTEEHHLM YHpEXdeHH e «focynapCTEEHHLIA HAYYHO-HCCnE-
O08ATENLCHHA MCNBITATENEHSIA MHCTHTYT NPoBNeM TEXHHYeCcKON AWK TE MHbopMauMy PeaepansHoE crymbs no
TEXHWHECKDMY M INCNODTHOMY KOHTROMmO (PIY « THAKE MT 31 @CT3K Poccitky ) M 00WECTEBOM G OTPaHMYEHHOH
OTBETCTBEHHOCTEI aHaydHo-npowseogcTeeHdHas pupma sKpuctanns (000 e M « Kpuctanns ) ka ocxoae cob-
CTEEHHOTD AYTEHTHHHOM NEREBONA CTAHOANTA, YRATAHKOID B MyMKTE 5

2 BHECEH ¥npaenaHies TEXHHYECKorD peryNMpoRatKa W CTAHOARTHIAL MK DenepankeHoro are T cTea no
TEXHWHECKOMY DEryNADOBAHAID W METDONOIHM

3Y¥TREPWIEH W BBENEH B NEMCTBME MNpukasom GemepankHOM areHTeTEA N0 TEXHUSBCKOMY DEryniA-
pOBAHHIO M METPONOTHIA 0T 27 pexabpr 2007 r. Me 514-c1

4 BBENIEH BMNEPELIE

5 HacToAWWA CTAHOADT WOEHTHYEH MEXOyHaApoaHoMY cTakaapTy MCO/M3K TO 13569:2005 e@uHaHco-
B yormyrd. Pekomengauqs no weopsagwonsol Seaonackocte (ISOMNEC TR 13569:2005 «Financial
services — Information security guidelines ).

Mp# NPWMEHEHAN HACTORLLEMD CTAHOAPRTA PRKOMEHIYETCA MCNONBEIOEATE BMBCTO CChIMOUHLIX MEXOYHA-
pPOOHLIX CTAHOARTOR COOTBETCTRYIOLME Ml HALWOHANEHEIE CTAHOARTE Poccuickol Penepalvy, CRENSHKMA O
HOTOPLX NpWES0eHs] B O0NONHATE NEHOM NDANCHEHMA E

Mughopssayls off LIMBHEHLUAX K HACMOAWEMY cmakdapmy nyGnukyenca @ exe2o0ro U20aeaemon udhap-
MAYLOHHOM YKa3aMEens « HAaUUOKaNsHENE CNaHdapmeis, 8 MEKCT USMEHEHUDT U NONDAE0K — & BMEMECAUHD
UAGaEaeMBIX UHDODMELLIOHALIX YRazamenax «HaluoransHee cmandapmesy. B cAyyae nepacMompa (amanis )
LITL CNTIMEHE] HACMORLLEE0 CMandapma coomaamomeioies yesdounenue Gydem onyGnuKkosans 8 ExeMacay-
HO u3dasaemMoM LHDOPMAaLUOHHOM Yradamene s HalyuoransHse cmakdapmes, Coomeamemeayiowan uwgbop-
MALUR, YaedOMIASHLA L MEBRCITIL DAIMELLAHNTICR MAaKHe & UHhopmMaluoHHol cucmesde oduea0 Nons3neams —
Ha oghuLuansHom calime TedepanbHoz0 a2EBHMIMCMES Mo MEXHUYSCHOMY DESYITLUDOEAHLIT U MEMDONOoSLUU & Cemu
M peam

& CranoapTurdope, 2009

HacToAWwMA CTAHOANT HE MOMET BiTh MONHOCTED KM YacTWYHO BOCAPOWIBE0EH, THRAMPOBAH M Pacnpo-

CTPaHEH B KAY8CTRE OhHLMANEHOND kagaHKa Gea paspeweHna PegepansHoro areHTCTEA N TEXHHYECKIMY Dery-
NMDOBAHMI0 1 METDONOMIA
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BeegeHue

PUHAHCOBLIE YCMYTH HAK IKOHOMHYECKAA KATEMOPWMA OTPEKAKDT NPOLECT MCNONEI0AAHWA ABHEKHEX CRE0CTR
HE GCHOBE TORARHO-0EHERHOre 0Spaendus. Oxazane GUHARCOBE YCMYT 33 NPOWEOLes ASCATIANETHE Make-
HWMOCE KAK C TOUKM DEHHA MaCWTAGHOCTH MX OCYLLECTRNEHKA, TAK M B CEAIN C BHEOPSHNEM KOMNBIOTE0HEX |
CETEBLX TEXHONOrAA 8 3Ty cihepy OerTensHOCTH. [p9 3ToM Nogob s ONe paLM3 OCy W ECTENAKTCA K3K BHY TR
rocy0apcTea, Tax M NEW B33MMOOEACTRMK OPraHy3aumi pasHilx CTDaH.

HacToAWME cTaHgapT gaeT NpencTasneH e 0 cCHcTame ohacneyerHa MHBopMaLHoHHoN BE30oNacHoCTH B
NpOUBCCE OKA3AHWA DWHAHCOBLIX YCNYM C YHEToM CNOEHBLUBHCA NDAKTHEKM HA MEXOYHAPDOOHOM YLOBHE, YTO
OCOBEHHD BAMHD ONA OpraHu3auMi, CTPEMALWMXCA PAIBHMEATE CEOID QEATENLHOCTE 38 NpeIenamy Poccuicroi
Tenepalmn.

Vi
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ISO/TR 13569; 2005

5 Hactostit  cTamoapt
MASHTHYEH MEeXIYHAPOI -
HoMy cTanaapty HCO/TO
13569:2005 «(PuHatcopLie
YCIyYTH, PekoMeraaunnm no
nHipopManonHoH Oelo-
nacuoctus (ISO/TR
135692005 «Financial ser-
vices — Information secu-
rity guideliness)



rocT P UCO TO 13569—2007

HAUWOHANEHBIA CTAHOAPT POCCMUCKOW @EOEPALUMWMN

DUHAHCODLIE YCNYTH
PEKOMEHOALMK MO MHDOPMALIMOHHOKW BE3ONACHOCTH

Financial sericas. Information secunty guidelinas

Darta esegedms — 2008—07—01

1 OBnacTe NPUMEHEHMA

HacToswud cTaHaapT yeTaHaBNMBaaT pekoMeHdauKry no paspaboTke nporpammsl cbecnaqders g opma-
UMOKHOR BE30NacHoOCTK ONA oprasuialgni B cepe ouHadcoBkix yonyr. PaapaboTia pedomMeHal i OCHOBbIBa-
NAck Ha PACCMOTPEHAK BHanec-cpaal, NPAKTHYSCKMX MPWEMOE 1M NPOUSOyD BeRTeNsHOCTH (MMHaHCOakIX Ype-
OeHni. HAcToAWMA cTAMAAapT NDegHaIHaYes OnA UCNonbI0BaHWA DHHARCORBIMA YYPEKOEHAAMA DAINWYHOMD
THNA W PA3IMEPA, KOTOPRE JOM4HEl pa3pabaTeBaTs PALYMOHANEHYKD W IKOHOMWHECK OZOCHOBAHHYID NPOrpamMmy
afecnaqe A dopMaLMoHHoR GeannacHoCTH.

2 HopmatHBHbIE CCLINKK

B HacToAWweM CTaHgapTe HCNONbA0BaAHL] CobIMKK Ha CNE0YIOWHE MEXTYHAPOAHLIE CTAHGAPTEL

MCO 9564 (sce vyacTu) Bavkoeckoe geno — MexsegwmenT 1 obecnedyeHne BeI0NACHOCTH NEPCOHANEHEIX
HOEHTHDHEAUMOHHEI HOMEDOB

MCO 10202 (ece 4acTH) BaHKOBCKHE KADTOHKM AMA (DMHARCOBREX CNepau il — ApXMTERTYDE De30nacHoCTH
CHCTEM (DHHAHCOBEIX ONERaLAN, KCNONBIWIOLAK CMADT-KAPTR

MCO 11568 (pce yacTv) BavkoBcKkoe 0eno — MeHegMMEHT KNIoYeR (poaHMYHan Toproansa)

MCOIM3K 11770 (pce yacTi) MudopmayuorHan TexHonorma — MeTtoae 1 cpaactea obecnedeHma Beso-
NACHOCTH — MeHaQmMeHT Kmiowei

MCO 15782 (ece yacTr) MevwepemenT cepTiduxaTon B clepe (PruHaHCOBLIX Yoy

MCO 16609:2004 BanxkoRckoe feno — TpeboBaHua K ayTeHT WP HKaLWK COOGLLEHWRA, KCNONBIYR CHMMET-
P HER METOOR

MCOMAEK 177992005 MadopMaumoHHan TeXHONoMA — NpakTHeeckue NpaBuna yNpagneHHa HHooprmam-
CHHON DeI0nNacHOCTRI

MCOM3IK 18028 (ece vacTu) MrdopmayuoHHan TexHonorna — MeTtoae v cpeacTea obecnedermns Beao-
NACHECTH — BE30NaACHOCTE MHDOPMAaLMOHHOR CaTH

MCOMI3K 18033 (ece YacTH) MudopMayMoHHas TeEXHONOMMA. — MeTodel W cpeacTea obacnedesrra Bean-
NACHOCTH — ANMOPUTMBl WHDpOEaHKA

MCO 211882006 MudpacTpykTypa OTEPLITEX KMo4Yel Ana chepsl huHancoaey yomyT — MNpaktryeckie
NPHEsES M CTPYETY E NOAUMTHERN

3 TepMKHHbI W ONpeaeneHuA

B HacToAWeM CTaHOaPTe NPMMEHEHE CNeOyieL e TEDMUHEL C COOTEETCTEYIOWAMKA ONDE0EnsHnAMH.
3.1 ¥npaBneH1a OoCTYNOM (access control). ©yHELMME, OrpaHnYMBaI0LWLIMWE GOCTYN K MHEOPMaL KK |11
cpeacTeam 05patoTiM HHPOPMALKMK TONBKD AETODUICEAHHEIM MHLAM WK NPHICEEHMAM, BKNoYan uasvieckos

Hapamme cuumaneHoe
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YNpABNeHWe OCTYNIOM, CCHOBAHHGE HA PAIMeLLeHd Duansecknx GapLepon MeRly HEaBTODMI0BAHHEIMA NMLA-
MM A JAWMLLEAEM B WHEODMALMOHHEIMM PECYDCEMIA, W NOTAHECKME CPEOCTEA YTIDABNEHHR AOCTYTIOM, HCNOMNE-
AVIOLLME ODYTHE CNocobsl yNDaRNEHHA.

3.2 nogoryeTHoCTE (accountability): Ceoncreo, obecnedveanwes 0gHOIHAYHOE NPOCNEKHEAHKE OEA-
CTEAA MOBOTo NOrMYeckoro oBsaKTa.

[MCO 7488-2:1889] [1], [MCOMIK 13335-1:2004] [2]

3.3 carnan Tpesoru (alarm): Ykalanve Ha HapyweHre BeaonacHocTH, HeoDYHOE MMM ONacHDe COCTOR-
HWE, KOTOROE MOMET NoTpeSoRaTe HEMEANEHHOMD BHUMAHWA.

3.4 akTuBkl (asset): Boe, 4To MMERT WEHHOCTE ANA OpradMaaumu [2].

3.5 ayaur (audit): Cnysfa, 3agaq4el KOTOPOA ABNASTCA NEFOBEDKE HANKWYWMA ANBKEATHLIX MED KOHTDOMA |
coobLEHHe DYKOBOACTEY COOTREETCTEVIOWEND YPORHA O HECOOTEETCTEMAN.

3.6 mypHan ayauTa (audit journal): 3anvce B XPOHONOTHHECKOM NOPAQKE JBRACTENA CACTEMEI, COOEMME-
L8 AGCTATONHO CBEOSHKWHA ONA TOM, 4ToOH PEKOHCTDYHPOBATE, NPOaHANUIMDoBATE M NPOEEDMTE NOCNEL0BS-
TENEHOCTE CREA W QEHCTEMA, OKPYHA0LWME KaHQ0e CoBbITHE MMM BEAYLLMK K KaOomMy cODBITHMIO NO Xogy onepa-
LM OT 82 HAYANE 00 BblJa4YW OKOHYATENbLHLIX PRIy NETATOR.

[MCO 15782-1.2003)(3]

3.7 ayrenmudpuraupna {authentication): MNpegocTaEneHye rapasTiy 3Ia8BMNEHHON HGEHTUHHOCTH 00 LeKTa.

[MCO/MBK 10181-1:1196] [4], MCOMM3K TO 13335-4:2000] [5]

3.8 ayTeHTHYHOCTL (authenticity): CeolcTeO, rapaHTHRYIOLWEs, 4T0 CYTLENT MK PECYDC MOSHTHYHLI 3aA8-
NEHHBLIBA.

MpumeyaH e — AYyTEHTUSHOCTE NPUMEHABTCA K TARMM CYDLEKTAM, KBk NONL30BATENH, K Npousccan,
CHCTEMAM 1 WHROPMALHA.

3.9 pocTynHocTk (availability): XapakTepucTvea, onpefenfiowan OCTYNHOCTE W MCNeNLIY BMOCTE N0 3an-
pOCY CO CTOPOHE! AETOPMA0BAHHON Noryeckoro obwekTa [1], [2].

3.10 peaepeHoe KonupoBaHue (back-up). Coxpadedne Buanec-MHdopmMauky ona obecnedYesna Henpe-
PEIBHOCTH GHIHEC-NDOLBCCA B CITYYaE YTPATh MHHODMALWMOHHEX PECYDCOR.

3.11 GromeTprHecKne AaHHee (Diometric): Mameprman Bronorniyeckan uny NoBeaeHyeckan xapaKTepu-
CTHES, © BOCTOREDHOCTLES OTNIMYAIOLLAR OHONO YENOBEKaA OT ADYTOND, KCNONBIYERAA ONA YCTAHORNSHWA Nubo
NOATESPHOSHWA NUYHOCTIA YeNoBeKa.

[AMNS] X5.84:2003] [E]

3.12 BuomeTpua (biometrice), ABToMaTHYECKME METOOE, MCNOMNEIYEMER ANA DEACNOIHABAHKA NAYHOCTH
WM NOATEEDHOEHNA JAABNEHHOH NHYHOCTH YEN0BEKA HA OCHOBE MUANONOrMYECKHME UMY NOBE0EHYeCKkHx Xapak-
TEDKCTHE.

3.13 meToq ayTeHTAdgrkaumnH kaprovek (MAK) (card authentication method (CAM)): Meton, penaiowmia
BOIMOMHON YHAKANEHYI0 MaLLHHOYHTASMYI0 WOEHTUMEALMED SAHKOBCKON KADTONKK ANA (PUHARCOBEI ONapaLWA
W NpegoTepall aoWwMA KoNWPOBaHWE KAPT.

3.14 wnaccudpmrayma {classification): Cxema, B cCOOTBETCTRMM C KOTOROH MHGODMaLKA NOGPa3nenseTca
HE EATENODMM C LENRK NPHMEHEHKA COOTRETCTRYIOWMY AAUIMTHLIX MED NPOTHAR ITHX KATETODHIA.

MpumMedanne — CooTeaTcTRYHIWWE SAUMTHEE MEPE NPUMEHAIT 4R CREgyoWME KETEMORMR: BOIMOKHOCTE
MOEHHPHECTED, ROHPMOSHUWANEHOCTE AW KPMTMHBOCTE MHERpMALIA.

3.15 vondmoeHuMansHocTE (confidentialit): CeodcTao MudopMauym BeiTe HEOOCTYNHON ¥ 3AKPETOR AN
HEABRTODMIOBAHHOND MHAWBAOYYME, NOTMYeCcKorD ofbexTa unu npouecca [1], [2], [3].

3.16 nnan AEACTEXA B YpelBLMaMHLIX obcToATenscTBAX (contingency plan). MopAagok gefcTexA,
HOTOPEE NOIB0ONAET OPraHu3aLuy BOCCTAMOBHTE DABoTyY NOCNE NPMPOGHOND MM WHoro BeacTenA.

3.17 mepa ynpaenaHua (controll Mo 3.64, TEPMHH ¢ IALWLMTHEA MEDa»n.

3.18 nonvTHEa HHgropMalMoHHOH BelonacHoCTH opradMIauuK [nonaTuea) {corporate information security
policy) [policy]: ObLWee RoONOMEHHE O HAMEDEHWARX W LENAX paapaboTkk NporpamMmbl GECnede A MHQoDMaLMoH-
HOW GE30NacHocTH OpradIaL i,

319 kpeaUTHEIA pRcK (credit risk): PHCK TOTO, 4TO KOHTPAare T B CUCTeMe ByaeT He CNocoheH NonHoCTRM
BEIMOMHWTE CBOW QMHaHCoBRIE 00AIATENLCTEA B CUCTEME B COOK WNK B NicGoe Bpesma 8 By oyies.

[CPSS KnioyeBpe NpUHLMIE A8 CHCTEMHO 3HAYMMBLX MNaTemHes cuctem] [7]

3.20 KpHTHYHOC T (Criticality ) TpeGosanma K ToMy, YTO0R KOHEDETHAA HHPODPMaLUWA WNKW cpeacTea obpa-
GOTEM MHIODMALIMK BbiNk JOCTYNHE ANA Bagewrd Guaseca.

2
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3.21 kpunrorpadika (cryptography): MaTemaTryecsvil annapaTt, HCNoNLIYeMsid GNA WWhpoaaHHa MK
ayTeHTIdHEEALIK MHEOpMaLIMIA.

3.22 ipvinrorpaduueckan ayredtudukayun (cryptographic authentication): AyTesTrdnkaumMa, ocHoBaK-
HAA Ha LWDPOBOA NOANKCH, KOGE ayTEHTWRHKALMI CO0BLUEHIARA, FeHEDUDYEMENX B COOTBETCTEWM C KpUNTOrpadia-
YECKMM KNEHOM.

3.23 kpunTorpacrueckui kmoy (cryplographic key): 3HaveHne, MCnonsavemos Qna yNpaeneH A Kpun-
TOrpatM-ECKHM NPOLECCOM, TAKKMM E3K WHWDQOBAHWME MK ayTeHTdHkaLUmMa.

MpyMeEYaHAE — IHaHWE COOTBETCTEYHILEND KPHNTOrPatiMHEcKonD KNHE 0887 BOAMOMHOCTE NPEBUMEHO
Aewnhpoeats conblUEHHE WKW NOOTEEPANTE B8r0 LENDCTHOCTE,

3.24 yrHuToMEHWE HHopMaLuu (destruction of information): Moboe yonoBxe, AENA0LLEE MHDODMaLKID
HENDHMIoOHoA ON8 MCToNEI0BAHWA HEIABMCHMD OT NPHYKHLI,

3.25 uwwdhporan nognuck (digital signature): Kpentorpadgu4eckos Npeobpaiosadie, koTopos, Byoyq4n cas-
3aHO C ANEMEHTOM AaHHEX, OBECNeYHBAET YCNYIA No ayTEHTUMUEALMK MCTOUHKKE, UBMOCTHOCTH JAHHBIX W HE-
OTHAAYEMOCTH NOOMWCABLLEH CTOROMEI

[AMS] X9.79] [8]

3.26 packpkiThe MHtopmaumn (disclosure of information ): HecaskWoHHUPOBAHHEIR NPOCKMOTD MITH MOTEH=
UHANLHAA BOIMOMHOCTE HECAHKLWOHMPOBAHHOMD NPOCMOTE MHODMaLMiA.

327 gpoiHo A koHTponk (dual control): Mpousce MCNoNEI0aAHHA 0BYE UMK BONes OTASNLHBIX NOTMHECKAX
O bEKToS (00LIMHD MOgER), A8RCTRY KWWY COBMBCTHO 4NA oDECNEaYSHNA JaLUM TRl BAMHLIK YyHILMIA MN4 WHtop-
MaLMA [3].

NMpumedaHus

1 Oa nomqeckiy 00LekTa HECYT PaEHYID OTEETCTEEMHOCTE 23 0DECNEYEHME HHaMYECKoR aWMTEl MaTepranoa,
IHASACTROEAHHLIX B YAIEMMEIX onepauyAx. Hie 0auH Yenoesr B OTOSMEHOCTA HE MOXET NOMPHMTE JOCTYN K MaTapWanam
(HENpHMER, KpUnTorpadmHeckomy Kmody} N Menone30eaTs M.

2 Mpy pyqros hopMUPDOBAHEAW, NERE0aYS, 3ArPYINE, KPaHEHNW M HIBNSYSHWK KNHSaR 1 capTudiHEATOR OBORHOA
HOHTRONL TREEYET, YTobL KERALIR M3 COTEYOHMKEDE 3HAN TONBKD Ya5Th KMK4HE.

3 Moy MENaNLROBSHWKE OBOEHOM KOHTRONR CREAYeT no2aboTHTeEA O ToM, 4T00L OBECNEYHTE HESEBNCHMOCTE ML

ApyT OT Apyra.

3.28 wwdpporanne (encryption): MNpoyecc npeobpazosavmA KHOOPMAaLIKK K BHOY, KOMOA OHA HE WMEET
CMBICAA HW ANA KOMD, KpoMe ofnagarensid KpunTorpadnHecsons Koya.

MpuMaydad e — HACNoNs3oBaHHe WHEHPOB3HMA JAWMLEET HHEODMEWKMD B NEPHON MEXDY NPOLeCEon
wwthpoganKR W NpoUsctom qewddposaHer (KDTOPEA SENASTCH NPOTHBCNONGEHEM WHhpoEaHMI0 ) OT HECIHELWMOHK-
DPOBEHHIIG PACKDLITHR.

3.29 memceteron akpax (firewall): CoBOKYNHOCTE KOMNOHEHTOR, NOMELLEHHED MENDY J8YMA CETRMH,
KOTOPRE BMEcTE 08NagaT cNegyiowMMKg CEONCTEaMM:

= BECE BXOOALIMA 1 HCXOOALMA CETEEOW TRA WK ACMEEH NPOXOOHTE YEDE3 MEXCETERON IKDaH,

~ NPONYCEAETCA TONBKD CRTEROH TRAMKK, ABTOPWIDBAHHEIA B CODTERTCTEMM C NOKaNBHoR NONUMTHKOH Beao-
MNACHOCTH;

= MEMCETEEOH 3KDAH CaM No Ccebe YCTORYWE K NPOHWEHOBEHHIO.

3.30 npenmrdwirauma (identification): Mpouecc yoTasoaNeHMA 8OMHCTBEHHEIM 0DPEI0M OOHOIHIHHON MOEH-
THYHOCTH ofeexTa [3].

3.31 obpaa (image ). Undposoce npecTaeneHmwe gokymedTa ona obpaboTki Mnn xpadesna B cucTeme obpa-
BOTHA MHDOPRASLMM.

3.32 mHumaenT {incident): MoGoe HENPEOBUOEHHOE MK HEXENATENEHOER CODRITHE, KOTODOE MOMET HapY-
WaTk AeATENEHOCTE MNKW MHPoOpPMaLMoHHYI0 BelonacHocTe [2].

Mpumedad s — K AHUHAEHTANM WHEOPMAUMOHHOR BE30N3cHOCT OTHOCATCA:
- ¥TRATE yenyr, 0DopyooEaHMA KNk yoTROoRCTE;

- CHCTEMHEE ChOM WMNKM Neparpyacs;

- DWHBKY NonbLOBETansA;

- HecoBNOEHWE NOMNUTHE MNW PEEOMEHSAUWA,

- HAPYLWEHME HAWSECHAY 3ALLMTHEIX MED:

- HEEOHTOOMSDYEMLIE M3MEHEHWA CHOTEM),

- cBon mporpaMMHGr 0DECTE4EHA W OTHESE TEXHHHECKMH CPEOCTE;

- HARYLLEHAE NPABKMN OOCTYNA.
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3.33 cpepereola) obpaboten MHopmMaume (information processing facility): Moaa cecTema obpaboTim
MHIODMALMKH, CEPBIC N MHDPACTPYETYRE, MM WX HMIMYeciMe MacTa paimMeLleHing [2].

3.34 wHcpopmaiua (information): Mobsie gadHee, NPEOCTARNEHHEIE B ANEKTROHHOE (DODME, HANWCAHHbIE
Ha GymMare, BLICKAIAHHELE HA COBELWAMMA MNH HAXOOAWKWECH Ha MoB0s JpyromM HOCHTENE, KCNONBIYeMBe -
HAHCOBBIM YYDERISHHEM ONA NDHHATHA DELLEHWA, NEDEMELLEHAA OEHERHLIX COSACTR, YCTAKOBNEHWA CTAROK,
npenocTaaneHun ooy, o0paGoTiv OnepaUWi U T. N, BLMI0YAR KOMNOHEHTE NPOPEaMMHOro 0Sesneye WA CHCTe=
Ml 05paboTN.

3.35 vHpOpMaLMOHHLIE aKTHRLI [information asset). MHhopMauwoHHBIE PECYDCE MNK cpeacTea obpa-
GOTHH MHODMALIMA OPrEHKIALMM.

3.36 nndpopmaynonnan SezonacHocTe (information security): Boe acnesTe, CBAIaHKEE C ONpeaneHs-
BM, BOCTHEEHWEM W NOO0epHaHHeN KOHEUABHUWANEHOCTH, UBNGCTHOCTH, GOCTYNHOCTI, HEOTKAIYeMOCTH, NoaoT-
YETHOCTH, 3y TEHTHYHOCTH M QOCTOREPHOCTH MHLODMALIMKM WNK cpegeTs ee obpabotis [2].

3.37 NHUo, OTRETCTEEHHOS 13 WH opMaUKWoHHYI0 BalonacHocTe (information security officer): Muauo,
OTBEYIIOLLEE 33 BHEOMEHWE 1 NOOGEDHEY NEOrEEMMe oBecnedeHna uHopmMaumMosioi BeaonacHocT.

3.38 nuchopmMmaumonHiie pecypcsl (information resource): Obopyooeasme, MCnonkayemoe ana ogpabor-
KM, NE2panayd MNK XpaHesnA MHDOPMALWK, HESABMCHMO OT TOMD, HAaXOAWTCA OHO BHYTEM OPraHn3aLmMy WK 33 ea
Npeaenami.

Mpumedadwe — K nogoduomy obopyaosasmi OTHOCATEA: TEnehoHel, DascHMANEHES anNapaTel M HOMNLH-
TEpLL.

3.39 yenocTHOCTE (integrity): CRORCTRO COXPAHEHWA NPABUNEHOCTIA W NONHOTE AKTWBOB [2].

3.40 wroy (key): Mo 3.23, TepranH cKpunmorpadsyeckii KoY s,

341 ucnons3oBaHKe anbLIWKMBOrS Yaka (Kiting): Mononsaocsasye ankWWaoTD YeKa ONA Nony4eHns
KPEOMTa UNKW OEHEr

342 npagosor puck (legal risk): PUCK NOTEDE MA=33 HENPEABUOEHHOTD NPAMEHEHNA 3AK0HA KN HOPMa-
THBHOID SKTA WMNK H3-33 HEBO0AMORHOCTH BbINONHEHWA KoHTRaKTa [T].

3.43 rapanTiiHoe nuckMo (letter of assurance ). JokyseHT, ONUCLIBAKLWWA Mepsl oBecneveHns nHdop-
MALWOHHON BE30NACHOCTH, NPRMEHAEMBIE ONA JALATE MHOODMELIAA, XPEHARMOA N0 NOEYYEHAD NONY-HaTENA NHcs-
Ma.

3.44 puck nukanaHocTH (liguidity risk): Puck Toro, 4to v KOHTparesTa 8 cucTeMe ByneT HeaocTaTouHo
CREACTE ANA BeINONHEHWA CROMK MHaHCoBLX 05R3aTENLETE B CUCTEME B NONHOM 08LEME B CPOK, XOTA CyLLE-
CTBYET BOIMOKHOCTE, 4TO OH CMOMKET COSMNATE 3T0 B KSK0A-TO MOMEHT B Byaywes [7].

3.45 vog ayTeHTaduraumne coobwenni (KAC) (message authentication code MAC): Kog, koTopedi npur-
COBOMHAETCA K CODDWEHHIO Mo aBTOpOM, ARNAKWUMACA pe3yneTaTos 0GpaboTel cooblLyeHA NoCOeqcTBoM KDWMn-
TorpadMYeckong Npouecca.

Mpumedadnsa— Eocnd NoNy4arens MOXET COINATL TAKDHA =E ROM, BOAHHERST YESDEHHOOTE B TOM, 4TO
coodlaHe Ha ﬁbl]'ll.'.l MDHHI:I:IHLI.I'IPDE-EHD H 4TO OHO WCXOOWMT OT BNagensus EM!HETCTEI-‘!.I?DLLLEII‘G HFH."IH'I'DTPEH!:IH‘IECJ{DFD
EN#EIHE.

346 mogucprraymua madopmayne (modification of information): OBHapyseHHoe wnk HeobHapyreHHoe
HECAHELWOHMPOBAHHOE MM CNYYAAH0E HIMEHEHHE MHopMaL I,

347 NpUHUKN HeoGXoaWMOre aHaHKA (need 0 know): Koduenuuws Ge3cnacHocTH, OrpaHnYvBaLwan
A0CTYN K MHDopMagME n pecypcan oGpaboris wedopmaumi B obbeme, Heobuoanmmom OnA BenonkeHtA obnRaax-
HOCTER OAEHHOND NMua.

348 cetk {network ). CoROKYNHOCTE CUCTEM CBAZM W CHCTEM oDpaboTr MHpopMaLMK, KOTOPAA MOMET HC-
MNOMNLI0EATECA HECKOMLEMMA NONEI0EATENAMM,

3 .40 HeoTRaayeMocTe (non-repudiation): CnocobHoCcTe YAOCTOBEPATE MMEBLLEE MECTO JSRCTBIE MNK CO-
BiiTHe Tak, YToDE 3TH CODBITHMA UNK JERCTBMA HE MOrMH BTk Noaxe oTBepriyTe [1], [2].

[MCOMSK 138858-1:2004][9]

3.50 onepauroHHsIA prck (operafional risk ) Puck ToOro, 410 ONepgaynoHHse SakTopkl, TAKWE K3K TEXHK-
UECKWE HADYLLEHHA Y HILMOHKDOaAHKA UMW ONEPALMOHHES OLWGKK, BEI30BYT KN YCyTVOAT KPEOMTHEIA PICK MK
PHCK NHEBAGHOCTK [F].

3.51 cGnagarens wedropmanmn (owner of information). PabotHmg unn cnyxba, oTeevamwmwe aa chop w
COXPAMEHHE JAHHON COBOKYNHOCTH MHIDOPMALLMK,

3.52 napons (password): CTpoka CHMBONOB, CNYHALWAA B K342CTRE AYTEHTUGMEATODA NONEICBATENA.
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3.53 yenecooBpaanan Buanec-nparkTrea (prudent business practice ). CoBoKYNHOCT b NPAKTHYECKMX NDH-
EMOB, KOTODEHE Dbl B LIETOM NDHIHAHE KK HEODXOOMMbIE.

3.54 pocropepHocTs (reliability): CeROACTED COOTBETCTEMA NPEOYCMOTPEHHOMY NOBEOEHMID W PE3YMNk-
TaTas [2]:

3.55 ocTarouHsid puck (residual risk): Puck, ocTaowmica nocne ero obpaboTim [2].

3.56 puck (rizk): MoTeHUHansHan oNacHocTh HAHECEHWA YiLepha OpraHHaalyliy B peIynNsTATE PEanWIaLmu
HEHOTOROR YIP03E C HCNONEI0BAHKUEM YRIBMMOCTEN SKTHBA UMK IPYNNL akmueos [2].

Mpumauad e — ONPEgENRETCA HAK COHETEHWE BEPORTHOCTH COOBITHA 1 BIO NOCNBOCTEMA.

3.57 npuHaATHe pucka (risk acceptance): PewesyWe opraivaaumy B3ATE PUCK Ha cefn, CBRIGHHDE C MCKNIn-
YEHAEM B MOMATAKE.

3.58 ananua pucka (risk analysis): CucTemMariyeciMil NpoUecs onpeaeneHna BennuuHE pucxkoa [2].

3.50 oupHKa pucKa (risk assessment): Npoyece, 00bEIHHRIOWMA WOSHTWDHESLWIO DHCKE, AHAMNAS pHcKa
W OUEHUBAHWE prcKa [2].

3.60 oyeHMBaHMe pHcka (risk evaluation): MNMpouscc CPpABHEHWA NPOAHANMIAPORAHKEE YDOBHER DACKE ©
JApaHEER YCTAHOBNEHHEIMA KPHTERHAMK M naeHTMdrKaUM3 oSnacTed, e TpedyeTch obpaboTra prcka.

3.81 naeHTndrkauna pucka (risk identification): Npouecc MOBHTUDWEALKMK DHCEDR, DACCMATDHUBARILWIMIE
GraHEC-LEn, YyTPoakl M YAIBUMOCTH KaK OCHOBY ONA 0ANsHEAWETD aHanHaa.

3,62 meHeMMEHT prcKa (risk management): MonHeR NpoUecs WOeHTUDWEALMY, KOHTPONS, YCTPAHEHHS
WM YMEHBLEHWE NOCNE0CTEWA BEPOATHEIX COGsI THA, KOTOPEIE MOMYT OK33aTE BIMAHKE HA pecypckl MHdiopmMaln-
OHHO-TENMEHOMMYHHEALMOHHEIX TEXHONOriE [2Z].

3.63 obpaboTka pucka (rizk treatment): MNpouect BeIGOPa W PEANMIALWA MED N0 KIMEBHEHIXID DACKDE.

3.64 aawmTHan mepa (safeguard): CrnomuBLLARCA NPasTWEA, NPOUEOYDa WAW Mmexaddas obpabGoTim
pecka [2].

Mprmeyanue— CnegyeT 2aMETuTs, 4TO MOHATAE (3AWWTHER MEPEs MHET CHMTATECA CHHOHUMOM NOHATHR
HMEDPE YNPABNEHARY .

3,65 BeaonacHoCTe {security): KauecTeo N COCTORHME 3ALMLLEHHOCT OT HECAHKLMOHHPOBAHHOMD 00C-
TYNA WA HEEOHT PONUPYEMB X NOTEDE MW BoanedcTBAN.

MpumedaHus

1 ABconTHAR DEAnNSHOCTE ABMRETCA NPAKTHYECKA HEAOCTHHMMON, 3 KAYECTED ONPedanaHHOR croTeMel Daao-
MACHOICTH — OTHOCHTENLHEIM.

2 B pamxax crocTeme 0230MACHOCTH HCOCTORHWE — MOgENL: D820NacHOCTE ABMASTCA TAKMM SCOCTORHWEM:,
HOTOPOS SOMEHD COXPARHATECR NPH PE3NWHHERX ONapag .

3.66 cepeep (server). KoMNeoTen, JeRCTEYIOWMA K3K NOCTARLWMWE HEXOTORIX YCryr, Taknx kax obpaboTka
EOMMYHHEALWHA, oSecnaqdsHe WHTepdeica © cCHCTEMON XpaHeHrA hainos MW NeYaTHoE YCTDOACTRD.

367 perdcTpauMa (Sign-on). 3aseplue ke WOEHTWEMKALAN 1 8y TEHTHDHEILWA NONEIOBaTENA.

3.68 paageanenHoe aHanKe (spiit knowledge): PaaneneHue KprTH4HOA MHOODMELKK Ha MHOXECTBD Yac-
Te# TaK, YTobk Tpefoaanoch HAMNMHYWUE MUHWMANEHOND YMCNa YacTel, Nepel BENoNHEHeM Kakore-nubo gen-
CTEHA.

Mpumedadue — PaznsanadHoe IHEHWE YECTO MCNONLIYETCR QMR GCYUECTENEHNA OB0AHOM KOHTROMA.

3.60 xapToyka XpaHeHA ueHHocTeR (stored value card): YeTpoRcTRED, NOIBONAKLLEE XDAHUTE M OCYLLE-
CTENATE GNEQALMM C ANEKTPOHH IR A8 HEMEMH.

3.70 cucTemMHIR prck (systemic risk). PUCK TOMo, 4To HECNOCOBHOCTE OOHOMD M3 YYACTHUKOR BRINONHKTE
cBoM 0BA3aTENLCTES NWE0 HADYLWEHHA B DYHELMOHMPOBAHWM CaMOA CHCTEMEl MOYT NPHBECTH K HECNOCoBHOCTH
OpYTHX YHECTHUKOE CUCTEMEl UNK Opyrax GHAHCORRE YUDEHOSHWA B OpYIME YacTAX DUHAHCOBOW CHOTEMBE
BEINONHATE CBOWM 0SAIaTeNLCTEA B CpoK [7].

Mpramedad s — Mogobue@d cBoR MOEET BEIZBATE PARCNPOCTPEHEHME NPOGNaMm C NAHBMOHOCTE WnK
EPEAMTAMA M B [E3yNLTATE NOCTASHMTL MO YTROSY CTAGMNLHOCTE CMECTEME WM HUHAHCOSR DhIHKDE.

3.71 yrpoaa (threat): NMoTeHUMANEHAR NPWYUHA WHLKOEHTA, KOTOPBIA MOMET HAHECTH YILEDE CHCTEME NI
opraquaaian [2).

3.72 cpepcTeo naeHTHgMKaUWWK (token): KoHTponvpyeMoe NonsIosarenes yCTRORCTE (HANPHMED HCK,
CMANT-KAPTA, KOMNBIOTEPHER ain), cofepHales MHPopsMaUMe, KDTOREA MOMET MCNONLICAATECA B ANEETPOH-
HOH TORroane 0N8 ayTeHTHgHARALIAA UNH YNDARNEHUA D0CTYIoM.

32540 5
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3.73 noenTrehuEaTop nonkaoceaTenn (user |D): CTpoka cUMBONOR, MCNONBEIYEMAR ANA OOHOAHAYHOH
WOEHTADHMEALMIA KAXG0M0 NONE30EATENA CHCTE M.

3. 74 yRagumocTs (vulnerability): CnabocTe oOHOro MMM HECKONBEWK AKTHREOBR, KOTOREA MOEET BT WCMONL-
A0BAHA OOHOH MM HECKONBKMMK YTRo3amu [2].

4 OBo3HAYEHWA W COKPAaLEeHMsA

KMPC — kosanTeT No NRaTesHbLIM M DACYETHLIM CHCTEMAM;

FTR — npoTokon nepegayu Gannos,

hitp — npoTokon nepegasm IMNEpTEKCTA;

HTTPS — npoTokon 3awyuesHOd Nepeaaq| ranepTexcTa;

|P'— nipoTowon MuTepHeT;

IPSEC — npotoxkon IPSec;

MT — MR opMaLMOHHAR TEXHONOMA;

MK — nepcoHantHeIA KoMOBIOTEp;

PEAP — aavuyeHHBIA DacLUMpASMEIR NDOTOKON ayTeHTIMKaLWKMIA;
PIMN — nepcoHanbHblia OeH THONKELAOHHER HOMED,

SMTP — npocToi NpoToXON ANesTPOHHON NOYTE

S35H — Bug TEpMHHANEHOID 0OCTYNA K cepaepy © DoNbLUER CTEMEHEID 3aUMLEHHOCTW CBaHCA CRAIN,
S8L — npoTokon Se30nacHbX COSqMHEHMA,

WS — peb-ceppeph;

XML — paciunpRembid 83bIK DaIMETEN,

EC — Emponeicsmia Cowa,

5 Monutuka MHopMaUMOHHOW BE30NacHOCTH OpPraHn3aLMm

5.1 HaanaveHne

Boe yipewoeHmA OUHAHCOBEIX YCIYT B IHAYMTANEHON CTENEHW JABWCAT OT MCNoNk3oeaHMA T nedopmaum-
OHHO-EOMMYHAEALWOHHLIX TEXHONSIWA W, CNefoeaTensHo, Hy R 00TCA B 0BacneveHui 3aLET B MHdhop MaLiian |
MEHEIHMENTE DEIONACHOCTH CROMX MHOPMALMOHHLIX aKTHROE. CnegosatensHo obecnedyeHte nHpopMalmon-
HOH BEA0NACHOCTA H MEHELHMERT MHPOPMALMOHHON BEI0NACHOICTH BOMHE CTATE BANHEM EDMNOHEHTOM NNaHa
PYHOROACT B ODTAHMIALN,

Paapabotka nporpammel oDecneyeqMa WHpopMayuoHHON e 30NacHOCTH ARNARTCA wenecoobpaaHoi Bra-
HEC-NOAKTHKGH, NOMOTRI0WER YYpeasaeHHUAM, NPENCCTARNAKL MM DHHAHCORLIE YENYITA, WOEHTWDWUKPDOBATE W
OCYLWECTEMNATE MEHELMMENT pUCKa. HacToRwKE CTAaHOART yCTaHaanuBEaeT oDWWiA, OCHOBAHHEIR Ha NONHTHKE
BeaonacHOCTA NOOX0A K MEHELMMEHTY WHDOPMALMOHHON BEI0NACHOCTA W PEKOMEHOALMK, KOTODEE MOrYT DBTE
aganTuposaHel gnA BMaHec-Lened JaHHoR opraqnaauny. Bruadec-uenam JonHel CNocoBCTBOBATE NOMMTHEKX 1
NpoUEnyDel 0GecnedyeHin 3aMTel aKTreoa MT. OcHOBEaHHBIR Ha NONUTHES DEI0NACHOCTA NOOXOD NPHBMEHAM K
YUDENABHHAM C PAANHYHEY MACWITABOR, TUNOR YNDARMEHWA M ODraHWIALIBOHHBX CTRYKTYD.

B HacToAweEs cTasaapTe NpMBodAToR ofuwe pexoseHIanMn Py KOBOOCTRY YHPEOBHA, NDeS0CTaRNAI0-
LEro fIAHAHCOBLIE YCITYTW N0 PaINWYHEIM SCNSKTAM MEHEIMMEHTA WHPOPMALMOHHOR BEI0NACHOCTH B paapatoT-
KE W NOAOepsEe Nparpamae cbecnedeins MHdopsauHoHHol BeaonacHocTi. Jpyrue WeToUYHHEM, B YAcTHOCTH
MICOMASE 17799, npeaocTaBAoT Banyo nogpobxy nedopmaums oDWero HaIHa4e KA, KOTODanA OKaRET HE0-
LEHHMY 0 NOMOLE B BONPOCAX BHEADEHKA W NOOOSDHEN NPOrpasM sl obecnedend nHdopuMalgnoHHod Geaonac-
HOCTH. HacToAWMA CTAHOapT YCTAHABAWESET HOHKDETHEE NPAB0BLIE W HOPMATHEHEE TpeBoBaHKe, KOTopRIE O0N-
MHBL YYHTRIBATECA DMHAHCOBLIMM YHPEMOSHMAMK NPH CO30AHMK, OCHOBAHHOA Ha NONMTIKKE DEI0NACHOCTH M-
Heg#mEHTa MHdopMaLMoHHoH BeaonacHocTH.

5.2 NpagoBoe M HOPMATHEHOR COOTBETCTEHE

5.2.1 O6WHe NonoweHWA

PacnopAoMTensH b opraHsl B OCHOBHOM 33HHMRIOTCA BONpOCam DesonacHocT, YCTOMYMBOCTH W cobmio-
OeHKA JaK0H0B W NoNoHEHHA. OOHMKM W3 ANeMeHToR Ge30NacHOCTH W YCTORYMBOCTH ABMAGTCA CHCTEMA JaLUMT-
HisiX MED OPrAHHIELWK, KOTOpaA oBecnedHEaeT IWHTY MHDOPMALMK OT HEOOCTYTIHOCTH, HECAHELUMOHUDOBRHHOTD
HIMEHEHWA, PACKDEITHA 1 YHUYITOXMEHKWA. [ToCNeaHMe HALMOHANEHEIS 1M MEXOYHADOOHEIS 33K0HKI, TAKKe Kak Ba-
Fenke Il [10], zakou CapBainc-Okeni (S0X) [11], 3akoM pasa-NTuga-Enung (GLEB) [12] v Epponeicean QupesTHea
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95/46/EC [13], cnpegenyny cpedy NPasoBero U DeryNATHEHOND PHCKa ONA MUPOBLE NOCTABWMWKSE DUHAHCOBEIX
yoryr Monuraka GeaonacHocTi opraduIalvy QOMHHA YHUTHESTE 3TOT DHCK.

CoTpyaHWEM, OTEETCTBEHHLIE 33 ofecnedeHne COOTBETCTEHA TEEGoBaHNAM NONMTHEN BE30NACHOCTW, JOITE-
Hil pabOoTaTk BMECTE C DYKDBOOMTENeM cnymbel obecnevyerma MHgopMaymoHHoR Be3onacHocTh OprannaaumMu,
pyKoBoAMTENEM duHaRCoRoH cnyEbsl OPrasuaalyviy, YyNpaenSoWwUmMKg 0eNam9, NULEMKY, 33HHA3DWAMACA ME-
HEOMMEHTOM DUCEA, W aYOMTOpaMK Hag Tem, 4Tobel TpebosanmA MHbopMaLMoHH0R Be30NacHOCTIA HAUWOHANEHEIX
W MENOYHADOAHSEIX AAKOHOBE W NONOHeHUA BeINK 0oBe0eHEl 00 PASOTHUKOR OPraHM3agud 1 PaTsACHEHS! WM. OT-
BETCTESHHLIE COTPYOHMEM 38 OLEHKY COOTBETCTENA MHIPOPMALIWOHHOR BEI0NacHOCTH GOTEHE CINEIWTs 38 NoABRNE-
HHEM HOBBIX HHDOPMALMOHH BN TEXHOMOMAN WNH METSOOMNOMMA OUEHKA MHDOPMALMOHHOR BE30MACHOCTH, KOTODRE
MAOIYT CTATE OFLEHTOM PEMYNMPOBAHWA, HANDHUMED, 38 COOTRETCTBMEM HOBLI NPOOYETOE HHEDODMALMOHHE TEXHO-
MOrWiA 3apaqes onpeaenaHHE M ENaccam gyHKLMOHANEHBX BOIMOMHOCTEA N0 WHIPOPMALWOHHDR BeaonacHOCTH.

5.2.2 TpebopanHA K (PHHAHCOBLIM YYPEROEHHAM

5,221 OBaop

OnA yspexieHtid fMHaHCOBOND CERTORa CYLWBCTEYIOT ONpeeneHHse Npasoase TPEBoBaHNA M HODME,
OA3RIBAI0LLWME BNMAKKE Ha BeaonacHocTe WT, koTopsie gonwHel cobnonatscA. OcHoeRas npobnema sakmoyasTt-
CR B TOM, 4TO 3TH TPED0BaHHMA B pAIHEX CTRAHAX PAANHYHEL. XoTA EC NpOoncemn NyTe K YCTRaHe HMID Da3nkquid B
NpaB0akx HOPMaX, BCE SLE OCTAKTCA HAUWOHANEHEIE NPAB0ELIE HODME!, TREDYIOWME 0coBOns OTHOLWE HMA.

[anee oNWcHBANTCA HANDONEE BEEHENE JAK0HE C TOYKM 3DEHAA NOCTABWMES DUHAHCOBLIX YOy, OeRcTey-
HILErD B rmobanbHbl X yoNOBHRR. ONWcCaHHe HOPMATHEHBIX TRE00BaHWA NpEACTABNEH0 B BKUOe pasnence: «Opra-
HHIALWMOHHOE YNPARNEHWE », 4«33 MTa QaHHbIX {(HENDUEDCHOBEHHOCTE YACTHOM BMIHK] % W ¢ 3aK0HO0aTENbCTED
DHHAHCOBOND CEKTORAY, XAPAKTEDHOe ANA NOCTABLMKOE GHHAHCOBEIX YCNYT (HANDWMED JAK0HE!, KACAWLWWECH
METANMIALMA KDHMHAHANEHBX GOX0008 ). ONUCaHHE 3as0H00ATENEHOW CPE TR OCHOBAHO Ha TReGoBaAHWAK (DUHaH-
COBOM OTHETHOCTH 1M DEXOMEHOALMAX, YCTanoBNeHHEY 8 [10].

5.2.2 2MNpapopkie TpeSoRaAHKA

5.2.2.2.1 PyxoBOOCTED ODTraHA3aLMK

B nocnegHme rogkl MHOMME HaLWOHANEHEIE W DEMAOHATNEHBIS 33K0H00aTeNks e OpraHsl B 0BHHY M 33K0-
Hil, KACAIOWHMECH PYKOBOOCTAEA OPradsaumy. CPeaM Hidd MIBECTHE CNeayowMe: sawod Capiadxc-Oxcrm (SOX)
B CLUA, aaxos Kontrolle- und Transparenz Gesetz (KonTrai) a MNepmanim u npoesT gupextuesl EC « O pykoeog-
CTRE OPraH|3auns . 3TH TPH 33K0HA WIMEHWITKH CHCTEMY NPABOBLIX PUCKOB, C KOTODLIMM CTANKMBAWNTCH NoCTan-
LMK PUHAHCOBRIX YTITYT.

3awon SOX Tpedyet, uTobsl BCE KOMNaHKK, BEAyWMe CEOBOOHYKD TOproanko Ha doHdoesx Buprax CLULA,
NpefocTABNANA CEWOETENECTEO HANWYWA ¥ HWX A0EKBATHRY CPEOCTE KOHTRONA 4NA UHAHCOBOR OTYETHOCTH.
MomopA Gonee nonpobHs, 3aKoH SOX 0BAIRBAET DYKOBIAWTENA KOMMNAHWA M DYKOBOOWUTENRA &8 (DMHaHCORDH Y-
Gl NPOBCAWTE OLEHEY HheKTHEHOCTH BHYTDEHHEN CUCTEMI KOHTDOMA 0OraHK3aL WA, 3 Ta0He NPUHUMAaTE Ha cela
BCHY OTRETCTREHHOCTE 38 EWETSAHEE DHHAHCORLIE OTYETE OPraHdKuaalME. B 311y 4enax 8 oTHOWeHWE MT weobxn-
AMMO NPOBCIMTE OLUEHKY M KOHTROMD YHILWOHKDOBAHMA KDUTHHECKE SHIHEC-NDMNOMEHIN 1 CEAIAHHLIN C HAMMH
PHCKOE. BECk MUIHEHHBIR LWMKN BAIHEC-NMPUNOHERHA — OT NepROHAYANLHOR paipaboTik 00 ofecnedYeHya Henpe-
DuIBHOCTH BHaHECa — Qon#es NOABEPrATECA OUEBHKE W KOHTPOMD © LUENLK MAPAHTUPOBAHUA HANWYMA A0esBaTHEIX
JAUMTHEIX Mep. XOTA 3TOT 3aK0H ARMNASTCA HALUWIHANEHLIM, 870 NDAMEHAIOT K G0N KOMIAHWKA, YeM SELMK CBO-
BoaHo npogaeTeA B CLLUA.

Hessey il 3akon KonTrai TpebyeT oT oprasvsauyd BHeJpeHKua BHYTPEHHEM NPOUECca MOHMTODIMHE, Cnpe-
OENAMLLEND BHYTDEHHKWE DAIDAGOTEM M DEILEHHA, KOTODLIE MOMYT NPEACTARNATE BbCOKWA YDOREHL DMCKa ANa
ATOH OprasvaaumMy. J1o Tpefopadne NoApalyMeBaET, YTo PYEOBOOCTED OOMHHD BHEODATE BHYTREHHINN CUCTEMY
MEHEOMMEHTA pUCKa B MacluTabe opradnaacvy. JaMHed 3aK0H Take 083k BaeT pyKoBocTe0 coobwate of
HOEHTUDWUUMPOBAHHOM CEPEE3HOM DUCKE B CBOSA CHCTEME OTHATHOCTH (NDEACTABNASMON OB AR B MO0 W E3E-
roamo). B oTHoweHuk HMT B HEM paccMaTpUBaETCA TOT Me ACNeKT, YTo B dakose SOX. OQHaKko, NOCKoNbEY HEMeL-
KAE KOMMAHWA, BEOYIWE CROGOOHYID TODTORMID, MMSIOT OBYXYDOBHEBRH CORET OMpEKTOpoa, TpedyeTer Gones
CTPOras CHCTEMA OTYETHOCTH COBETa AMpeKTopoE HabmodaTtens oMy CoBaTy. HECOOTBETCTEME QaHHOMY 33KDHY
MCKET NDUBOANTE K CHIHEHKIO BAHKORCKOID PEATHHIA OPraMMIaLMi ¥, CIeJ0BaATENLHD, OKA3LIEATE BAMAHNE Ha
NpOUEHTHEIE CTABEA 38 KDEOHTEL

EC paspabareiBasaT NPoOeKT QHPEETHEL], KOTODbIA OKANET BMMAHWE Ha HALWOHANEHOE JAKoHOOATENLCTED EC,
W 3AKNIOYSETCA B TOM, Y4TO OT BCEX KOMIaHWH, Yel asLMK 3aperncTpupoBansl Ha dodgosoi Bupwe, TpebyeTtcs
nyGnukauua oTeeTa ob ynpaenesy s oprasnaaunm. Jaq s 0THeT QormweH codepmaTs NoapobHyio nedopmaumo o
COBETE QUDEKTOROR, &0 DELIEHAAY, BUHAHCOBOM NONOHKEHWA KHANAHWA 1 CoBNInaes K 3aKoRonaTenscTaa EC.
KpomMe 3Toro, OT4eT QoMtes TAKHe BINicHaTs B caba peayneTartk HeIaBMC MMl ayanToa. JuperTvea WMEeeT noxo-
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sue cnegeters oA MT, 4To 1 aakodel SOX m KonTraG. CylwecTeyioT M OpyTHe HaAUWOHAMNBHEE 3aK0HEl, HO HA
O0HH M3 HHX HE ABMABTCA HACTONMEKD CTROMM, 4TO00EI OK33EIBATE BIMARKE Ha guperTway EC.

5.2.2 2 2 3amTa 0aHHBE {HENDUEDCHOBEHHOCTE YaCTHON BMAHK )

Bonpoc 33Kt gaHHsX NpUBNekaseT ace bonswe 1 BonklWwe BHAMAHKA, 4TO 00y CNORNEHD PaanA4HE K
IAKOHAMM DEMMOHANBHONS, (PeOepantHOrD | recy4apcTREHHON YEoeHed. NoRaneHwe 3THXK 3aK0HOE ONPEnENeHs
Tk, 4TD MCNoNs30BaHKe MIHTepHETa COa0aeT OONONHWTENEHEIE PUCKK, KACA0UMech anoynoTpebnesus 8 aTo¢
Cfepe, |1 Maoq, MCNoNE3YIOWWE 3TOT HOCUTENE MHPOPMALIMK, HYHOAI0TCA B COOTRETCTRYIOWENA 3ALUTE.

LnA 331 WTE KHOODMaLMA NOTREBUTENned, XpaHnkMoi B (DHHAHCOBEIX YHDeOeHHAY, MPEOHaAIHAYEH JAK0H
GLE [12]. Ox TpebyeT, 4yTobsl aTH yYpergeHHs NPeaocTannand CEoHM KNUeHTaM YEEAOMIEHHME O rApaHTM He-
MPHECCHOBEHROCTH YacTHOH HUaHW, 00 BRCHAILWEE NPAEKTHYECKHE NPHEME (MPEKTHEY) yYDEXOeHWA B OTHOLWEHNHK
KONMMEKTUBHOM WCNONLI0BAHWA MHQOopMauun. B ceown ouepens NoTpeduTend WMEKT NEEe0 Ha KONNEXTUBEHOS
WCNONEIOBAHWE CBOSA MHpOopMaLMK. 3akoH Taoke TpeByveT, yTobhbl (hHHaHCOBRE YYPEHAEHWA JALLMILEANK MHdop-
Mauo, coBpaHyo of OTABMNEHE NALAK, HO HE OTHOCKTCA K MHopMaLmUY, CoGpanHoid B X008 KOMMEDHECHDNA
WM GA3HEC-RERTENLHOCTH. TenepansHan TOProEana Kosuccua [OTK) onyBnMkoaana KoMMNeks CTaHOapToR, KOTo-
PR QOMHEH NPUMEHATECA ANA obecnadeHMA COOTERTCTRNA 3akoHy GLEB.

CoBMBCTHOR YCHNWE MO AOCTHHEHWI0 HENPUKOCHOBEHHOCTH YACTHOA ¥MIHW ANA BCEX CTPaH-YYaCcTHAL Ha
BRICOROM YPOBRKE NpeacTaenaeT coboi [13]. JaHHan QUpekTHea 3alWEeT MHDOoDMaLMIo O M3 MYecsiy NHUax
B0 BPEMA BCEMD MHIHEHHIND LMKNA, NPOWE ropopa TpedyeT, yrobk modoe ydHpasieaHHe 3anpallvBanco paspewe-
HWE B CMY4a8 WCNONEI0BAHNA MHDopMaUMd o0pasom, OTNHYHER OT 0DUUWANLHOMD (M YTEEMKIEHHOrD ). JMpesTia-
Ba TAKME OrDAHWYMBIET Nepeady NepcoHanbHLIX JaHHLIX TEM CTPAHaM, rae obecneqyqBasTcA X HEaQeKEATHAR
IALMTE. PUINHECHAE MIALE JONKHE J383Th HEOBYCMBICTIEHHOE DaIDelleHWe Ha NoCNenyowyo obpabaTy ceo-
2[ NepcoHansHol uidropMagan. TpeGoBaHKA, YCTAHORNEHHEE B JUPEKTHEE, OTNWHAIOTCA oT npoueayp s CLUA,
rae andeckiy MUY He 3anpallvaaoT O paIpelleaHdi O 3anpelleHy JansHerwei oSpaboTkk nepcoHansHoR
wHopsMaudy. EBponeickan QUperkTHEE BHeQpASTCA B HALWOHANLHOS JaK0H00ATENECTRO BCEX CTPAaM — YNeHoR
EC.

LWpeAnapckii 3aK0H 0 3aLWTe QaHHBX [14] AOSHTHUYEH ISK0HIM OPYTHX SEpONeACKHX CTpaH. JaHHbM aa-
KOM YTIOMMHAETCA A08CkE MO ARy NpUYWHan: Lssduapis e ABNRETCA YacTek EC. C gpyroi cTOpoHs!, LWReHLap-
CHHIA 33K0H JaNPelLaeT nepeaady NepcoHansHsx GaHHBE B PYIWE CTRAHE MPW OTCYTCTEWM A0eHBATHON 3aLLMTEI
W TpefyeT OT NepeiatLLER Opraluaan MHDoDMUpOBATE O B2 NEPEAAYE OPraH, OTERYADLLMA 33 3ALMTY NEpRCo-
HaMEHBX AaHHEX. [pyTHM BRKHBIM JAK0H0M, CEAIAHHBM C DUHAHCORBIMW Y4PEKOEHHAMN, ARNASTCA 32KO0M O
TanHe BKNaO0s KNHMeHToa weeduapckors Baxka {Schweizer Bankkundengeheimnis) [15], obecnedueanouwmi Ge-
AYCIOBEHYIO JALATY MHEDODMALWA O KNAEHTAX, XDEHHMON GaHKaA.

5.2 2 2 3 Neranvaauma KpHMAHANEHEX 40X0008

ModTH BO BOEX CTPAHAX MMEINTCH 3aK0Hsl N0 Bopeba C NeranyaayMel KpUMHHANEMGLIX DOXOR0E, KOTOD be
00BMHD NPEONUCEHBAKT, 4ToDEl BCE NepEBodE JeHeT, NPeBLIWAKWME ONpedenaHHyI0 CyMMYy, NogEepranics
PACCNEAORAHWID C LENED NPOBEDKH WX MCTOMHUKOE W anpecata. Ewe 8 90-x rogax TAKME JaK0HE HE WS
ABHOMD OTHOWEHHA K BE30NACHOCTI, TAK KaK OHW NDWMEHANKCE Ha NpakTHre Bea yuyeTa peweHna npobnem Geao-
NACHOCTH.

ATaku TEPPOPUCTOR, CoRaplUeHHEE B CLUA 11 cenTaGpa 2001 r, ACHD NOKa3ANK BAXHOCTE JAKOHDE, Ha-
NP ARMEHHEX MPOTHR NErANAIALWE KDHEMAHSNBHE J0X0008 M CRAIAHHEX & HAMK MED Z3UWTE. 3TH ATaKH CTHMY-
NUPOBEANK 0CO3HAHKE BAKHOCTH COTPYQHMYECTEA B cihepe Dopebil C N@rankaauMed KpUMHHANEHEIX J0X0008 No
BOEMY MUPY. 3T0 OCOAHAHME OHWBUND MENOYHADOIHOS COTRYIHUHECTED U NPHBEND K IHA4WT BMEHEIM WIMBHEHK-
AM IAKOHOB, HANDARMEHHBIK NDOTHE NErany3IanuE KPUMUHANBHEX JOXO000B W BHOCALLWY CBOH BKNag B cnocob-
HOCTE MWPOBOTD COoBWBcTEa OTCNEMMEATE QEHERHEIE CRBACTEA TEX, KTO QMHAHCHDYET MeMQyHAPOOHEA Teppo-
DA,

C 2001 roga CLA Npogonsa:oT NPoBCGHTE AKTHMBHYKD MEXBEOOMCTEEHHYIO MEXOYHADOOHYIO OBy1aI0wyio
nporpamy No Gopede © Nerankiaguen KpMMAHANEHEIX J0XOA08 C LEN:I0 NOBBLLEHWA MERTYHAPOOMHSLIX YCUNHA
no Gopebe c NeranMsauyrei KpUMKHANEHEN 00XN0008 W PUHAHCOBEIMK NpecTyrnesyami. Mpaeurenscrea CLA
OpYTAY CTEAH, 8 TAKKE MEXOYVHADOOHEIE OPraHWIALIKH TOME YCUNWNK CROK NDOTPEMME, HANDEANEHMEE NDOTHE
NEerankaaumui KpUMUHanNsHeE X qoxonos. Eeponedcxd Cooa paclumpin ceok QupesTray no bopebe ¢ neranuwaa-
LM EH KpWMUMHANEHBE BOX0006 M BOANO®KN 00A3aHHOCTIA NPOTHBOOSRCTEWA NErany3aumi EpHMUHANLHLIX O0X0-
L06 HA «CTOROMER, NPODECCHOMANDE, TAKMK, KAK KPHCTE W BYXTanTepsl, K0TOD6IE A0MHHE NDENATCTROBATE
BOBNEHEHHKD EPHMMHHANEHEX A0X0G0E B dHaHcoase coTesmel rocydapcte. MpogonxanT addekmvano pabotate
PEMMOHANEHEE OpraHM3auMry no Bopebe © NeranuIaured KpMMHAHANEHBX Goxogoe B Eppone, AavK W CTpaHax
Kapuickore Gacceiida M HAaYMHAKNT JeRCTR0BATE JApONIAINMWEcH DETHOHANBHEE Opradnaauuwn no Gopebe o
NETANKIALWER KPAMHHANBHBX OOX000B B CTREHAX FOMHOR AR DIAKK W AQpIKiA.
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Ocuoproe BHHMaHKe B cchepe Gopeii © NEraNMIauMed KpUMUHANGHBX Joxonos 8 2005 r cocpegoToyM-
noce Ha pabore PUHaHCoBOR onepaTMBHOR rpynne (FATF), BoemMypHO NpHadadHoRl MexOyHapDoOHOR opras1aa-
UMK no Bopebe c NerandiauMed KpUMUHANBHEY QOXOO08, KOTODaA NPOAGITEWNE cRxo paboTy Co CTpasamd |
TEDOHTODHMAMK, KOTOPRIE HE BXOOAT B COCTAR MEOyHapoaHoH oprasmsagq«. NMocne 11 ceutabpa 2001 r. FATF
GLICTRO OTREATMPOBANE W COIBANA YPEIELHARHDE NNEHAPHOE 3aCEAaHNE Mo Bonpocy Gopsbis C dMyaHchpoRaHn-
ei TEQDOPMIMA, NPHHABLWEE DELIEHHE DACLUMPMTE CEBOID 3a034Y 33 pamMel Gopbikl © Nerandiauvei KprsuHans-
HulX 00X0008 M COCPEOOTOYMTE CROK IHERTHIO M ONLIT HA MHPOBLIX YoUNWAx no Sopede ¢ UMHaAHCHPOBIHKWEM
Teppoprama. C atoro epemenn FATF npuHANa BoceMe CNEUMANEHEBE DEXDMEHOALKA MO BONPOCY NPOTHEOLER=
CTENA DMHAHCHPOBAHWA TEDEOCHIsAT,

ATaKkW TEPPOPHCTOR MOCTYWANH CHNBHEIM WMOYNLCOM ANA MHOTAX CTPaM K BHECEMHID HIMEHEHWA K1
YCHNEHUED 3aKoHos No Bopebe c neranyaayuei KprMuHansHesx goxogoe. B CLUA sakoH ob 0bbeMHERWK 1 Y=
pennedr CLUA obecnadye HHeM COOTEETCTEY LMY CPEACTR, HeoBxoqHMBIX ANA NPOTUEOOSACTEXA TEDDODHIMY
oT 2001 roga BHec IHAYUTENLHEE WIMEHEHWA B cucTeny Gopeltl ¢ Neranvaagued IPUMMHANLHED Q0X0008.
Ho@sie lWWpoKKe NONHOMOYXR, NPEASCTARNEHHBIE ITHM JAKOHOM, ORANYT CYLLECT BEHHOE BNWAHWE HA BIAWMOOT-
HOWEHAA Mexady PUHaHCOBEIMIA yHpesgeHnama CLUA W 1nx MHOHEMOYANsHEIMA KNAEHTAMIA W KNHEHTaMK H3 Ypoa-
HE YHDEHTEHANA.

MporpaMma MeHeIKMEHTa MHDOPMaLMoHHOR DEI0NacHOCTA MOMET NOMOYE HHARCOREIM YIDEKDEHMAM
[A3pYLLMTE CHEMEl METANA3ALMA KPMMUHANEHBD J0X0008. M, 410 Gonee BamHo, 3TH NDOTPaMME MOTYT MCNONban-
BATECA ANA JEMOHCTRALMA DEeryNADYIOWKM ODrasas W OpraHHIaLMAM TOM, YTO KOHKDETHOE HHAHCOBDE YJ4pEeK-
geHre cobMoOasT JakoHoaaTenscTes M NPefocTIBMNAET QOKYMEHTALMD O NEMHATHW CHCTEMATUYBCKKK M aKTUR-
HulX Mep AnA cofnogeHra 3aKoHo0aTensCcTea.

5.2.2 2.4 3aKoHel, 0THOCAWMWECH K DMHAHCOBEIM DhIHKSM

BONBLUMHMCTED 33K0H0B, PEryIADYIOWWME QMHAHCOBRIA CEKTOD, B OCHOBHOM ONpedenseT O0AZaHHOCTH K-
HAHCOBOrD YYpesaeHna, 4To Bkmodaert 8 ceba obAzaTensCcTRO NO NPEA0CT ABNEHKIO KEANWMUMPOEIHHLIX YCITYT.
HekoTophie opradsl BRACTH MOCYAAPCTES MHTERNETHRYIOT 310 00A3aTeNLCTRG Tak, YTO OHO DACNpOCTPAHRETCA Ha
BCHY NONHOTY MCNoNsayeMelx yomyr MT. Ha koHepeTHele eonpockl BesonacHocT MT yealsisamwT cnegyowme
IAKOMBl DAINWYHEIX MOCYAAPCTE.

Mo apredTuHckony GaHHOBCKOMY JAKOHODATENECTEY, (OMHAHCOBLIE YUPENIEHMA GOIKHE! MMETE B CBOEM
COCTARE PYROROOMTENA Chyebs obacneyara nHhopMmayworHoi GezonackocT (MCO), KoTopLIR NpegoCTARNAET
EXEroOHBLIA OTHET UeHTpansHoMy Danky AprenTuHe. B oTweTe conep#aTtca TpeDoEaHMA K OCYILEeCTRIEHNKD KW
NOOGEEHHEAHHI0 BHYTREHHMX MED 3ALIMTE GMHEHCOBOMD YHPEMOEHNA 4R oDecna9YeHnA HAANeMALMK YCIYT.

Oupektvaa EC 821 21/E3C [16] perynUpyeT OTYETHOCTE (PUHAHCOBRK yYpesaeHi M Ghina HeJaeHo obHoR-
MeHa And ocyLUecTRNEHKHA Bones perynNapHof oTYETHOCTA Ha Beed Tepputopud EC. Oupektusa EC 2000/31/EC
{06 aneKTpoHHOK Toproane | [17] onpegenAeT NPaBoByY: CTRYKTYRY ANeKTROHHON TOproBnK. [aHHan JMpesTHea
OOM#HA BENCYATE B ce0A BONPOCEH HENPHKOCHOBEHHOCTH YAcTHOH #HIHKM KNWEHTOR, parynupaaadye npobnem
CTIAMA, HANOMCOGNCHEHWE, INBKTPOHHEIE KOHTPAKTE W WX 050aBoTry, KOHPUAEHUWaNEHOCTE OER4e Ha MHGODMAaLIN-
ed. JvpeKTvea TaKe onpadenfeT Koders NoBedeHMA BOBAEYEHHEIX OpraHnIaumMi Kax cpeacTeo obmena uHdop-
KAUMEeR 0 Npasax.

3anoH Kreditwesengesetz (KWG) [18] perynypyeT npaKTv-eck BCE BONPOCS!, XAPAKTEpHLIE ANA dMHaxco-
BbIX ydpeXaeHWl B FepMadin. [aHHsid 3aK0H ONpefenaAaT, KaKk A0k GYHKLHOHHPOBaTE GaHKK, KOMY pasape-
LWAATCH BOIMARNATE (IUHAHCOBOE YHPEEOBHNE, HTO AOMKHD COOBMMATRCA B OTHETHOCTH M T.40. Tpw naparpadea
ATOND AK0HA NPEACTABNAIT ocoGbli MHTEpec. B Nepeos paccMaT pueaeTcA npobinesa apToMaTHHECKore JocTyna
HHAMCOBLIX ODraHoB K JaHHsLIM KNeHTos [(§ 24c), Anm koTopslx TpebyioTea JononHUTenNsHLE Mepsl De3onacHo-
cTi. Bo aTopom (§ 25a) onpegenaTer ocodsle o0A3aTensLCTea ANA (PHHAHCOBLIX YHPEXIBHWA, OXBATHIBAWWE
TaKAE BONPOCK], Kak MEHEAMMEHT BHYTPEHHEND PHCKE, MEDE! HEI0NaCHOCTH W BHYTDEHHHA ay0WT, 3 Take ux
COTPYQHHHECTED C HAOM0PHEIMKM Opradami. Hakomey, cyLLecTeyT NPpegnucasma Ha CiyHai HEBEINOMHEHWA KOH-
KPETHBR DUHAHCOBBIM YYDEKTEHHEM WA 80 DYKOBOACTEOM CROMX 00RIAHHCCTEN, YTO MOMET NDWEESCTH K yTRaTe
DYHOBOOCTROM Npaga Befequs BraHeca B DUHaHCOBOM CEKTOpRE.

5.2.2 3 HopMaTHBHBEE TREOOBaHKA

[Ea Hanpasnesiva HOpMaTHEHEY TRPEGOBaHMA K QMHAHCOBEM YUDEHEEHURM ABNAKTCA aKTyansHemu. Mep-
BO0E HAMNPABMNEHWE KACABTCA 0OR3ATENECTE YHPEMASHNWA N0 HHHAHCOBOA OTHAETHOCTH (0Ll4HD HANI0P OCYLLECTR-
NABTCA HALKOHANBHEIMK (OHHAHCOBLIMK OprasamK ). BTopeiM HanpaanesHem SENASTCA O0AIaTENLCTE0 MHaAHCD=
BOW YCTOWSKMBOCTH, KOTOPOE onuceEaeTeA 8 [10]. 3w TpedoraqMa BRMO4aI0T B Ce0A HE0BX0QMMOCTE PacCMOTpE-
HHA hHHAHCOBEIM YUDENOEHAEM ONEPALMOHHEIX DACKOE.

Basenschi KOMWTET No GaHKoBcKoMY HaO30DY NPEANArasT AL DEKOMEHOALWA, KEACAIOLLIMACA HALMOHANEHEIX
CTAHOADTOR, MPHHLMNOE W MyHILAY NPAKTUSECKMY NDWEMOa HAO300a. KOoMWUTET HAOeeTeH, YTO HALMOMATEHbIE
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DHHAKCOBRIE CRradk NPEONPUMYT Ward No BHESPEHMIC 3THE PEEOMEHOALMA NOCPEOCTEOM MEDONPHATHA, Npa-
OYCMOTOEHHEX COTNaLISHHEM, KOTOPLIE MyHLWE BOEM0 COOTEETCTEYIOT Mx HALMOHANLHEIM CHCTEMaM. Hopumatie-
Helg TpeloRaHHA BelabiBanT HeobXoQUMMOCTE NDOBEOEHWA ayauTa MHAHCORLIX yHpemaeHid. Bo nabexaHwe
yiepba, KoTODEIA MOMYT HATHECTI 2y 0MTE O0kMHHEIM BUIHEC-ONEPALWNAN, KOHHDETHSLIE HHUHAHCOBLIE YHDEMOIEHHA
O0MMHE BBECTH CHCTEMS {EHYTPEHHEND 2yIMTA, MEHSIHMEHTS HH(DOPMALMOHHOA BE30NacHOCT M T.0.), Npenoc-
TABNAKLUMAE HOPMATABHEIM Opraqam Bos HeoSX0OuMoe 0NA NPOBEPKA COOTRETCTEMA (DHUHAHCOBOND YHDEROEHHA
BCEmM TPeD0EIHKAR.

Kamooe (MHAHCOBOE Y4pENOEHWe O0MKHO MHTEPNPETHPOEATE SONBPELMOHHEIA DUCK: B NOK3saTenax cob-
CTREHHOR GHSHED-JEATENBHOCTIA W ONPEOENATE DUCKK, KOTODEIM GHO NOOBEDrEeTCA, AHAMHES 0N DaLMOHHED [HC-
KOB JOMHEH BENHYATE B C26A MOWeHHMYECTED W APYIME NPECTYNHEE DEACTEMR, COOW CHCTEMEI, YEN0BE%eCKHi
hakTop, NpEHpoqHbE BEQCTENA M TEPPOPHUCTHYECKWE aKTkl. LIyHami, Beanaslies DonbLUWe SenoBeseCkie KEp TR
W paspyweHHA B A3uu B gexabpe 2004 r, v TeppopHCTHYECKHE aTakK B cexTAGpe 2001 r, HaueneHHEE Ha MHaY-
cTpMI0 dhMHaHcoBRl yenyr B ropoge Hew-Wopre, senamTcA npumepami cofisiTHiR C KDafHe HUIKDH CTeneHs0
BEPOATHOCTH. HO TakHe CoBBITHA MMENT MECTO M ACIEHS NPHMHMMATECH BO BHAMAHKE.

B [10] noguyepkmeaeTca HEoBXOOMMOCTE NPOEEOEHWA YYPEXIEHHNEM CHCTEMATHYECKOTD AHANKM33 PHUCKA.
[na ynpaeneqya HenpefeMaeHHsMKY o0CTOATENLCTRAMK HECDXOOUMO MCNONLA0BATE KAK KAYECTREEHHLIE, TAK K
KOMMYECTREHHEE METOOR, 8 BRBOp CREOCTR KOMTRONA ANA MHOHBLYANBHOA ODraHM3aLIIM0HHOR E0MHALE OONMHEH
OCHOBHBATLCA HA AHANMIS CTOWMMOCTA W ADDETHEHOCTH, KOTOPLIA DACCMaTOMBAET BEPOATHOCTE KOHKDETHOTD
HenpegeHEeHHoro COCTOATENLCTES, 80 BEDOATHOCTH YacTOTY, NPOrHOAMPYEMEIE NOTEDH M BNHAHKE Ha BHaHec-
ONEDALWID B G488 HACTYNNeEHHA CoBBITHA.

Cneayer OTMETUTE PaIniMe mexny bankoBckm Hagsopom ons obecneveHwn dmHaHcoBoro BnarococTos-
HHWA BaHKoE W DaHKOBCKMM KOHTDOMEM, KOTOPEIN PACCMATRMEIET CHCTEME (HMHAHCORBLIY YYPENOEHHHE C TOYKK
APEHHA ONEPALMOHHOM DUCKE, 3TOT KOHTPONE OCHOBAH He Ha TpeboaanMAx, yCTaHoRneHHex B [10], a Ha Knouwe-
BRX NpHHLMNaX BaHga MexayHapogHex pacHeTos [19], HanpapneHHLIE Ha CHCTERMHO IHAYMMBIE NNATEMHRIE ClA-
cTeMel. [NNaTesHsLe CHCTEME! KNACCHMUMPYIOTCA K3k «CUCTEMHO HaYMMEN » AR BNarcnoiy4Ms 1 HOpManksHex
onepaii HHARCORLIX PBIMKOB W 0 MHE COOTBETCTEOBA T BOEM OECATIA KNIOHE Bkl NDHHLANAM. « 3HaHMMbIE
CHCTEMbID QONMHE COOTRBETCTEORATE TONEXO, N0 KPAAHEA MEDE, CEMA KNIOYEBRIM NPHMHUMNaM. [INA gpyTux nna-
TEHBIX CHETEM TPEBOEAHMA COOTBETCTENA KMNIOYEBIM NPMHLMNAM DaINEYRINTCA, HO HHAHCORGLIE YU DENIEH KA
MOCYT WCAONLIOBATE CEOE COOTEETCTEME B BUOE PEENAMHOID aKTa, TaK KaK 3T0 COOTRETCTBME pacCMaTpHBaeTCA
KAK MEDS KAYECTEA.

5.3 Paapaborka

[Mocne onpegensHUR Lene il MKEopMagnoHH0R BE30NacHoCTH OPTaHHIALINN 1 OUEHEN BOAOEHCTRHA NONO#Ee-
HWIA 1 3aHOHCOATENECTES HeotX00MMe paspaboTaTs NNaH J8ACTEHM, COTNACOBAHHLIA C YCTaHoanaHHsIMY Suinec-
uenami. [Nnay QeRCTEMA QOMKeH KCNONEI0BATECA KAK PYKOBOOCTED ANA pa3paboTiM NonMTHEA MHOODMALIMOHHON
GeaonacHocTH OPraduaalWA (aanes — nonutuxa)’

Bawmo, 4rofs oprannaauwa paspaborana NonMTHRY, KOTOPEA NPUHUMAET B DACYET LIENK OPradM3alu ¥ ee
KOHKPETHBIE acnexTr. MonvTHES QoMeHa CormacoBpBaTeCA C DWIHECoM OPraqnaaLIAKn, KYNETYROA, HODMATHEHOH 1
npaeoeoi 0BCTAHOBKOR, B KOTOREIX OEACTEYET NpeanpraTke. PaipaboTra nony Ty HeobxodMea nna obecneye-
HWA LenecoobpasHocTi v AP ekTHEHOCTI NPOoLECCa MEHETRMEHTA PHUCKa Nporpammel obecnadYerua SeaonacHo-
cTd. [AnA paapatoTi ¥ 3 hEKTUEHOND BHESDE HUA MONUTAKK HYHHA NOOOE0HES DYKOBOOCTES BCEN OpraHHIaLmMK,
ANANTHDOBAR NOMWTHEY K GWIHEC-LIENAM OPrAHMIALMM, NONMTHEES Gy 0eT cnocoBCTROBATE Haubanes adderTHRHO-
MY MCNIONLI0BAHMED PECYPCIR M PEANKMaYET NOCNegoBaTeNsHBIN NogxEol K obecnewe g Se3onacHocTH B0 BCEM
CTEETRE PAIHBN MHEODMILAOHHEX CHCTEM.

5.4 Mepapxua OoKyMEHTALMH

5.4.1 06wmn obaop

5.4.1.1 OBwwe nonoseHun

B HacToAleEm cTaHgapTe NPUBOOATCA TPU YPOBHA SOKYMEHTAUMK NPOrPamiel 00eCneqHeHa MHDopMaUMoH-
HON BE30NacHoCTH. 3T TPM YPORHA COCTOAT M3 GOKYMEHTALM NONMTAKA, D0EYMEHTALWA NPEKT MYECHIRX NpUesMon
ofecneseHia Dea0nacHoCTH M OOKYMEHTALWH CNEPaUMOHHLX Npoueqyp obecnevenmn BeaonackocT®'. Mepap-
¥MA JOKYMEHTALMM W IHYEHWE KAMO0rs YPORHA NOKAIaHsL Ha pUcyHEE 1.

" B HacToRLWwEn CTAHOAPTE TEPMKMH #MONWTHKEY ABNRETCA CHHOHVMMOM TEpMUHa oobWaA nommTrea nkedioprani-
OHHOR DE30NACHOGTH Y.

2l HomeHknaTypa » wapapaqs QOKyWMEHTALWN HE AEMAKTCR QUKCHPOBAHHEMK. KOHKPETHRIS OpraHnaannn MoryT
WENoNe30ea™ Bonbwes YWCcno YROoBRHESE MEDAPXMM W PRINWHHYED HOMEHKRATYDY SOHyMEHTALWA.
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Polio-a BRiCLAT PRHDAOACTEE MD OSSO EH 0
Beapnpc-HOCTM, OrchLErRuIEs DI IRHLRL M LN
ety LT

NMormmasa
Mogospea W IrLHMLEN ASTRIRCE LM DUV
IEHLUAIION, SOOI G MGACTHER MR,
HAheh EY AT BT HEH R TTE e T
MRS BAMHOTTH
MpaETYYAC G NPWa Kk
YOO HOTEDEEH M MDEKTH-AORIX MPNShc
HY TELORACEDN YRR, (ESETHH MEgn e
PYSDRCIOTAD MY BHAAPEH A0 HnaSon 7| MuihD
m MpoURTY
PucyHor 1 — [JokyMEHTELHA NpOrpans

B norymeHTax, OTHOCAWMXCA K MHDODMAUMoOHHOR Ge30nNacHoCT, JonMHMHE: BsiTh O0XBaYEHE KAK BLICOKD-
YPOEHEELIE LIgNK OpraqH3aLMi, TAK M KOHKPETHEIE, OTHOCALMACH K DR30NacHOCTH, HACTRORKE YCTPOHCTE, Pean-
YVIOLLMX NoNKUTHEY. JHanasoH 0xXeaTa wenei Mmyqle BCero NpeacTaBnTh MHOMECTBEHHEI MM YEOBHAMK JOKYMEHTS-
UMK, H1Ccno yposHeR QonsHo DeiTe CERE0EHD K MEHKMYMY, M HACTORWWA CTAHGAPT PEKOMEHOYET MCNONEIOBAHME
TDEX YDOBHER: NOKYMEHTALMA O NOMNKTHKE, A0KYMEHTALIWA NPAKTHYECKMX NPHeMoa obecnedeHin Be3onacHoCTH U
OOKY MEHTALWA ONEpEaLWMoHHELX 3NCTMTYATALW0HHEE NpouemyD Be30nacHocT.

Mo mepe BHEEEHUA B KDHHDETHON Opradkusalkug HOBOH NPOTPECCUBHONA TEXHONONM NOTReSyVIoTCA AONOMHW-
TENEHEE GOKYMEHTE. B TO BpEMA Kak GoOKYMEHTALKMA NONWTHEM 05 LHHO NPESCTARNAETCH Ha OQHON CTPaHNLE,
OOKYMEHTALUMA NPOLUEOYD MOKET COCTORTE M3 HECKONBKMX MHOTOCTPAHWYHBIX AOKYMEHTOR, NPEICTABNKIOWNY
OTOenN:HbLE cReguduYeckke YCNoBWA, OpraHrIaLHMoHHE e e0MHMUL W BONPOCE! NONKTHIM B OpradWIalkd. B Hewo-
TOPbLIX CNYYaAX OTORNEHAA, BNONHE CAMOCTOATENBHAR CHCTEMA MOMET TAICHE MMETE COBCTBEHHYIO OOKYMEHTa-
UMIO NpaKTAYECKHMX NPHeMoE. Bog NpaKTUHeciMe NPUamME! W NPoLeOyPEl JoMsHE NEpexoanTs C Bones BeICOKOMD
YDOBHA HA SETanbHBH YPOREHE, NOQABMHHBAA COMMNACoSaHHOCTE C OLEHKAMKY DHUCKa CRrasuIaLm ¢ ofiued nonur-
THEOH.

5.4 1.2 Nonutika mechopsaunoHioid BeaonacHocTH SRrasnaalig

JOKYMEHT NONMATHEKM ABNASTCA HAWMEHBLLMM N0 0B bEMY K3 BCEX QOKYMEHTOB B MEDaPXMH AOKYMEHTOR
nporpammie obecnedeHts MO PRMaLoHHOR GesonacHoCTH. ODBMMO NONKTHES COCTOMT W3 HECKOMBKAX Naparpa-
hoa, oD BACHAKLWMY, YTO PYKOBOOCTED PACCMATPHEAET MHdopMaLso B Mobol dopume Kak UeHHEIR pecypc opra-
HY3ALMW, KOTODF HYHAIETCA B 3auTe. MNonvTHES 0onsHa SaTh WHDOHOA 1o MacwTaby i copyNHpoBaHHGH
k2K MOMHO DONEE NPOCTO M CHATO W NPeZOCTABNATE KOHKPETHYI MHAOpMaLMIo of aKTHBax, HYWOAWHXCA B
JALLMTE, HANEUMED JAHHLIE O KNWEHTAX, COTPYOHWEAX, NADTHEQCEME COMNALBHWA W Npouecek. JyeHs NpOCToH
OOKYMEHT NONETHES BE30NACHOCTA MOMET CONBOMATE CReOYILLEE BAMHCTEEHHOE YTREDWOEHNE: « KoHdu geHLA-
ANLHOCTE, QOCTYIHOCTE W LENOCTHOCTE BOEX MHCOMaLMOHHLEX AKTHREOE OREraHM3ALM 0oMmEH BT obacnaqe s
NoOCpeacTBoM COOTEBETCTEY IOWWK IBLUMTHSEX Meps.

MNonuTiKa GeaonaAcHCCTH — 3T0 ACKYMEHT, BCeoBbemnicLmi No CEBOEMYy MacLUTaly M SENACLWMIACA Hawbo-
MeE BREHONA YacTEI0 NPOrpaMmel MHGopMaUroHHoR GeIONACHOCTH OPraHMaauUmMK, KOTOPAR BNMAET Ha ee paboTy.
DormgeH cyLWecT BO8aTE TONbKD B0WHCTEEHHBIA BEADMAHT OOKYMEHTALMW NOMMTAKM B KOHEDETHLIA MOMEHT, KOTORLIA
Oom#eH GeiTe QOBEAEH 00 CRENEHUR BLEY COTDYOMMKDE OpraHnaaumi. JaHHeN BapyaqT jonmes BeiTe nognvcad
YreHamM NEAENeHA 0DaHWIALMA, HMIOWNUMKA OTHOHUSHWE K MHPOpMaLMoHHOR BE30NacHDCTH, HANDUMED, DyHD-
BOOMTENEM OPrAHHMIALWA M PYKOBOOQWTENEM CMyebsl nHOpMaLWoOHHoR De30NacHDCTH.

JokyMeHT nonuTrke Be3cnacHocTi JomKeH bl Te OTHPRTEM, WWDOKS DacCAPOCT DAHEHHBIM M SOCTYNHbLIM
BCEM JaWHTEDeCcOBaHHEIM CTOPOHAM ORrasuiaymn. B gokymenTe Heobxoguamo Noa4epiHyTE, YT 3aLMTa 1 obec-
nNe4eHke HDOoPMAUMOHHEE 3KTHEOE ABNAKTCA ODAIAHHOCTEID PYKOBOOCTEA M BCEX CNYMALLME M 4T0 ofyueHne
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W ofecnedeHe ocBEdoMNeHHOCTH B obnacty De3onacHocTd Nopy4eHO PYHOBOOCTEY HA CAMOM BLICOEOM
ypoBHE.

Boem 3aqHTEpECOBAHHEIM CTOROHAM O0MEHS BhiTh ACHO, YTO AOKYMEHT NONMTMKK BCTYN3AET B CANY NEW
COMMACOBAHWA M YTBE HIEHWA 870 COOTEETCTEYMALMMA ACMTHHOCTHERMK THLEMA 0DraHnIanmE. JosysedT onwes
COOBHATE JARANSHUE O HAMEDEHWH CRTAHKIA UMK IBRCTECRATE COMACOBAHHD C COOTEETCTEYIOLMMI MECTHEIMA
W MEROYHADOOHEMA NDAB0BEIMK M HODMATHEHEIMK CTRYETYDaMM W OCHOBLIEA T CROK NPOrpamsdy MHODMaLIMOoH-
HOW Be30NacHOCTH Ha TBEPOLIK NEHHUWNAK W NP3KTHYSCKMK NDHEMEN, NDMIHAHHLX B HALUMOHANEHGLIX W MEEOYHA-
pPOOHLIX CTaHGApTaX No DeaonacHocTiA.

[okyeHT NonUTHM Ge3cnackocTi O0MEaEH BbiTh NEAKTUSECKA HEWaIMaHHBIM. Ero mameHeHWe 0omsHD Bsl Tk
OBYCNOBMEHD HIMEHEHWAMN CTRATEMMYECKAY LENEH, BOCNPUHAMAEMOND DHIHEC-DUCKE WK COBBITHAMK, BIKAI0-
LMK HA HOPMATHEHYIO M NPAB0EYID 0BCTAHOEKY, B KOTOROH RYHELMOHWDYET opradMIauma. JonMHoCcTHEE nuua
OpraHUIALKA 1M NEQCOHAN HA YROBHE NPARMEHNA JONNHE NEEANWCHIBATE NPOUSGYDE M NAPAMET Dk KOHTPONA 33
BHECEHWEM MAMEHEHWA.

5.4.1.3MNpeacTaBnTansCcTBO

B pazpaboTke NONHTHKM GOMHHEL NDHHAMATE YHacTHE NPEACTABMTENW DAINWYHBIX BMOOB ASATENEHOCTH.
Mpynna paapaboTry OoMEHa BKN0HETE B Ca0A HNEH0s COBETA QUPEKTOPOR, SAMUHWCTRETHREHLIX MWL, NpEICTaBk-
Tened pHanYeckol ciyxBel, YNeHos KOMHUTETA NO MEHEIHMEHTY DHCKA W aYIRTOPCKOM HoMUTeTa, SopMynvpya
MONKTHKY, IEYNNa paipaboTi JoMKHa NONYYHTE BEHHBIE OT CREUMANWCTOR BCEMD NDEANEUATHA, HANDHAMED Cie-
LUMANMCTOR No dHascan, duaudeckod DEI0nacHecTi M MHDOPMALMWOHHLIM TEXHONOrMAM.

5.4.1.4 Knaccudurkauun wHachopsaaumm

OOHM 13 ACTIEXTOR PEAMNWIALMK NONMTHE ARNASTCA KNaccdrkanma MHDopMaLWMK OrpaHMYeHHON QocTy-
na. Bo MHOMOM CROMME C 4 CORBIHUEHHD CEKDETHEIMM S, & CEKPETHBIMMD 1 £ HECEKDETHEIMW S BOSHHLIMK CHCTEMAMA
hrHaKCoaRe YHpeOeHHA 0GnanainT uedopsau e paanuaHol cTenesu. Pesynerark Knaccudueaumn vedopma-
LUMOHHED AKTHEOR NOKAIBAKT, KOMQa CRegyeT BHEADATE o« XODOLWMES  «MULLMED WK HAWUTYYLLKEs MEDbl Y-
paBneHnA. CyLecTEYET MHOMD THIIOE CHCTEME! KNAcCHiMKELMy. BamHeM MOMEHTOM ONA (OMHaHCOBOTD YyYpeNge-
HWA AEMRAETCA ONPEOENEHHE KNACCHDHEEALMOHHED YDOBHEHA M MCTIOMLA0BIHWE KNACCHEHKALMK MHDODMaULMI npx
BEIHECEHHW DELUaHHRA O NPUHATA PUCKA. HanpumMep, DUk, ABNAKMLKACA NpUesnesivM AnA ofuacTBeHHON MH-
DOPMALMIA, BEDOATHD, BYNET HENDUERMNEMEBIM ONA ¢ COBSDLLISHHD CEKDETHOR: WHpopMaid. MNperMyLLecTaD Knac-
CrMEAL MK MHOpMaLMK 3aKnKYaeToA B obecneyennd NooOenHil DYKOBOACTBA B OTHOLWLESHAM TOMD, KaK Crywa-
LHE AomEHBl COPALWATECA © MHDOpMaUMadn. Ecni NoKyMeRT, (ain Mn9 6a3a nadHeE CONepsaT HHDOpPMaLee,
OTHOCALLYIOCA K DAINMMHHERA MBDADNKHECKMM YPOBHAM, ¢ HUMK CnegyeT ofpallaThcA B COOTRETCTRENK C NPOUEIy-
pakK, YCTAHOBNEHHSLIRK ANA HAWNBRICIIETD KNASCCHBHEA LMOHHOD YDORHA CONeDESLIEACA B HAX MHDODRMALIHNA.

BamH OTMETHTE, Y4T0 KNACCHUDHUEALMOHHEIR YDOBEHE MHOPMALKKA MOMET MEHATECA B TEYEHWME CPOKA g8
LEACTEUA. BHECEHHE HIMEHEHMA JOMKHD EOHTRONMDOBATECA COTMACH NOMWTHKE ORradMIaLjaM.

5.4.2 lokymMeHTLl NPaKkTHEK oBecnevyeHna GeaonacHoCTH

[LokyeHTel NRaKTHI 00ecnBdeHnA BE3I0NACHOCTH (QANes — GOKYMEHTE NPaAKTHEN) GCHORAHL Ha COgapMa-
HAW OOy MEHTALMA NONWTKA. JaHHee QoKyMeHTs onpegendsT obwke cTaHiapTe BeannacHocTH, KOTOpEIM 00M-
WHA CNE0BATE OPradyIalua. oy MeHThl NEAKTHKK OTPAKEINT HAMEDEHWA W LLENK, YCTAHORNEHHEIE DYKOROT-
CTEOM CAMOND BRICOXKOND YPOBHA NPW CO3gaHMKH NPOrpamMMil MHOOPMALMOHHOR DEaonacHoCT, M QOKYMEHTMDYIOT
HEMEDEHAE DESNAIOBATE NOMUTHKY HEZARACHMEIM OT TEXHONONAM cNocobos. OGNacTs A8ACTEMA OOEyRIEHTA NDEK-
THKK 3HAYUTENBHO YHHe D8HRCTEHA QOKYMEHTA NONWTHEY. B OKYMEHT NPAKTHIEM Ben:0qa0T Tpeboranwa obecnaqe-
HMA BEA0NACHOCTH OPradM3ALKK 1 TEXHONOMNH BRINONHEHWA paboT No e obecnedesns. ObbeM QOKyMEHTa Npax-
THEA ABNASTCA NEPEMEHHEIM H 33BMCHT OT 2ro CoOOSpHaAHNA.

Ycno AoKYMEHTOR NPAKTHEN JOMEH0 GbiTh CREOSHD K MAHMMYMY. HUCno HeoSxoqMMelx A0KYVMEHTOR JA8IH-
CHT OT BENHYHHE ORFAHNIALNA W e Bnaec-noTpebHocTel, a Tanke 00 LEMa 1 CIOMHOCTH DeATENEHOCTIA ORraHK-
3ausu. MNpapcean W HOPMATHRHAA CPEOL!, OKAILIBANILME BOIGEACTEAE HA ODFAHWIALIMID, MOTYT TACHE ANWATE Ha
YHCT0 HEOBHOOMMEEE BOKYMEHTOR NPEKTHEA.

[lnicysa@HT NPEKTIHKK He ABNASTCA 0B WeaocTyNMHeM ' TIo COOSMY XAPAKTEPY ITOT JOKYMEHT OBLLEro HaaHa-
YEHWA ABNAETCA TEXHONOMWYECKH HEATRANEHEM. OH ABNAETCA MEHes A0CTPAKTHLIM, YEM QOKYMEHT NOMATAKA |
MOHET OKAILIRAT b MEHBLLEE BIHAHME HA BCIO OPraHd3anKio, NOCKONsKY NPAMEHHM TONBKD K HEXOTODBIM ACTEKTAM
OEATENSHOCTH OpraHHIaUMH. HanpuMep, odess NPOCTOR OOKYMEHT NPEKTHEY MOMET COOeDMATE CNaqyoWwes Npo-
CTOR YTEEDMOEHWME: tAYTEHTUHHUEALWA DOCTYRAE K MHEODMAUNOHHEIM AKTHEAM ORraHHIaLKMI QOMEHa OCyLLECTE-

" Boamompe 0BCTORTEMLETEA, NPW KOTOPOM OOKYMEHT NDEKTHEM O0MMEH DhiTe NPEOCTEENSH peryRUDYLYAN
ORraHam.

12



rMocCT P MCO TO 13569— 2007

MATLCA B COOTBETCTEMM C YDOBHEM KOHDWIEHUMANBHOCTA aKTHBOR: . AYTEHTWDMEAUWA No aayM thakTopam npea-
CTARNAST COBON MHHHMANEHD NPWEMNEMEE YDOBEHE AYTEHTHOMESLAN, O0CTYT K SKTHEAM, KNacCHUMDOBaHHEIM
oNanaTenam HHEOPMaLKH K3k «KOHEDMAeHUMANEHEIE R O0MHEH OCYLLECTENATECA TONEKD NOCDEACTR0M Ay TEHTA-
dhkaALMM No TpEM NapameTpan 't CHcTeME yNpaBNeHns DOCTYNOM Mo AByM diaiTopanm (BHoMETPMN W Naponax)
OOMHHE CNEeJ08aTE CHEOYHOWAM NONOEEHHAM . »

MoNHOMOYMA D0KYMEHTOR NRAKTUKK OCHOBAH B HA NONWTHEE, NO3TOMY A0MHHE CTROM CNES0BATE &, GHK
Gonee NogEepMeHE MasmeHeHuAM. JarHesi hakTop obyocnoaneH Gones YacTHsIMK MIMEHE HMAMKA, BOSHWKIKLLMMK
NP HOEHTAMEALIAN HOBBX PUCKOB M Meg YNpaaneHHA BeaonacHoCT 00, KamOkIi Doy MEHT MPaKTUEN MMEET orpa-
HHHYEHHEA KDY NOMNB30EATENeR, TAK KaK 0 00bI4HD 38T ParvESeT CNPEfenaHHyi0 YAcTh ORraHHIALME MMk OpTaHn-
JAUMOHHON 80WHHLEH HE OHA3LIBAET BNMAHKA Ha oBLWYI0 NDOTPAMMY MEHEIMMEHNTS G230NaACHOCTH OPTaHHIaLMK.

LenecooBpasHo BENOYATL B A0KYMEHT NPaKTHE oB30pHLIA pasgen, 8 K0TOpoM YEAILIBRETCA KPYT NoNs3o-
BaTensd 1 Bnagensad Ka¥nom OoKyMeHTa NpaKTHEY. BnadensLen QoyMesTa NpakTHkd MOseT GbiTs YNpaenson-
LUMA DEnam9, pyRosoamTens MT une pysoBoguTens fpynns TEXHHHECKOMD CONPOBCHAEHNA. CNeayeT Tase Brro-
YaTE B AOKYMEHTALMIO CEEOEHMA O TOM, K2k KNACCHOMUMPYETER MHGODMALMA, CEATIAHMAR C QaHHBIMK NPAKTHKH,
TaK KaK yPoBEH: KNACCHpMEaLMA YEATHIBAET HA YDOBEHE AW TEI, HEODROAMMBIA GNA WHGOPMAL WA

5.4.3 NokyMaHTL! onepayMoRHLIX npoUagyp obacnavyeHdA GelonacHoCTK

HokyMeTs onepauvorHex npouegyp cbecnevesna GeaonacHoCcTi ABNAINTCA NPOWAB0OHEIK QOHOTS MK
Gonee QOKYMEHTOB NPaKTHIM obecneseHua BeaonacHocTi. O6be I3THX J0KyMEHTOR 3ABHCHT OT TEMBI W CROEHO-
CTH NpOUEnyp. 3TH D0KYMEHTR ABMNANTEA CAMBIMK KDATKAMK NG CEOEMY 00y U3 BOEX NOKYMEHTOR B Wepap-
KA A0KYMEHTALAN. JaHHEE QOKYMEH T ONHUCHIBEIOT TeXHONO N0 PEANM3ALMK NoNUTHIA. JokyMEHTEI CNEpaLmMo-
HilX NpOUenyD oSecnadeH|a GeaonacHoCTH OTHOCATER K DEANbHBM BUIHEC-CHCTEMAM, 3 ONPeOenAEMBEIE NOCTaR-
WM KON NOgRoEHOCTH O NPOAYKL MK NOWBCOATCA B QOKYMEHTALHA.

JOKYMEHTOS ONEPALMOHHBE NEOLUEAYD BOMKHO BiTe HEOBXOAMMOE YHCTID M NPK MX paspaboTke cneqyeT
CNEANTE, YTODE OHM GhinK NONHLME, TOHHEMA 1 UENe2co0bpaHsiie W HE NDOTUBODE4MNI Moo OpyTOoMN NpEKTHKe
Wnu nonuTrke. NMpUMepHsle PEKOMEHTALMM, HOTOPENE MOMHO HAATH B MoGOM QOKYMEHTE ONEDALMOHHEIX NEOLE-
AYD, MOTYT COOSDMAaTE CReayiowWe HHCTPYELMK, «MCnonsayATe koMaudy «pwadmins gna obecnedYedHa cooT-
BETCTEWA NAPONEd NONEI0BATENEN KA TEDWMAM, YCTAHOBNEHHEIM B BOKyMEHTALMK «KopnopaTWBHAA NEGETHES ayTesH-
THMKAL A 1 YMIPAENEHKA OCTYNOM:, «JadTe CneoyioLMe KoMassl_ . ».

JoKyMEHTE NPOUSOYP OOMHHS COOTEETCTEOEATE OBLWIEA NONATHLE ORraHKIALMK W NPAKTHSECHHM NpWEMaM,
HA KOTODBIX OCHOBAHB! 3T NPOUEOYDE. JoKyMEHTS! NDOUEAYE HE OGMEHE NPOTUA0DEYMT B OCHOBAHHON HA NOMK-
TWKE NpakTiie. Heobxo Mo NDHHWMATE B DACYET HOPMATHEHBIE CrLAHWYEHWA, COINABAEMBIE 33 NPEOENa MK
OQTaHHIALMIA, CTAHAADTE! M APYTHE O0KYMEHTE NQOUeayP.

JokysaeHT & NpOLUSOYR AGMHKHE BENOYaETE B Ce0A paayneTaTel NpedsldyLLero aHan9aa pucka DelonacHocT«
W NPOBOOMMEE DYEOBOOCTECHM NPCBEROK, BIMTHAYEA WABHTWGMKALMIS NobsiX OCTATOHHBLIX PHCKOB, Pe3yNsTaTkl
NoOCAEgYHLLWE JBRCTEXA (HEaNPUMED NPOBEDKK BHEODEHHEIX MED YNIPARMNEHWA HA COOTESTCTEHE BR30NACHOCTH),
nepeyers QERCTEMA, KOTODEIE HY#HO NPEaNPUHATE ANA MOHKTODMHME W aHaNKaa MHpopMaUMoHKoR Be3onacHocTk
Mo NOECEAHEBHOM MCNONEI0BAHWM, M OTYETE! O CEAZAHHLIX ¢ BEI0NACHOCTLEY MHUWOEHTax.

6 MeHegmmeHT MHpOpPMaUMOHHOW BesonacHocTu. Mporpamma
obecneveHua Ge30NacHOCTH

6.1 OBuwMe NonoHeHWA

[na peandaauMs NonTHEM TpebyIoTCA Nporpamme obecnevenis widopmal Moo DesonackocTik. Pacno-
DAMEHAA PYKOBCOCTEA ORraHHM3aLMK A0MEHSl DACOPOCTRAHATLEA W NaOKEENNATECH QEACTEMAMK DYKOBOOCTES
GOMee HWIKOM YDOBHA M NEPCOHANa Ha Beiclan yposxe. DEacnadeHe wHhopMal ool GeaonackocTid REMAGT-
CR KK KON KTHBHOW, TaxK M MHOMBMOyankHoH 00A2aHHOCTED. PaipaloTa, coXxpaHeHe, yNyqILeHWE ¥ MOHUTO-
PHHT NpOTPaMMEl 0GECNEYeHA MHDOPMaLKMOHHOR BEIONACHOCTH TPeBYIoT y4acTHA GoNBWMHCTEE Cnyxb 1 oToe-
noe oprasuIaguy. HeobxoguMa TecHan HoopOUHALIMA METY YNPARNAKWHSMA JENaMM ¥ NepcoHanos obecneqe-
HHA MHDOPMALMOHHON BE30NacHOCT. [NA NoAOepHM NoOrpaniie obecnevyeHua MHpopMaUMoHHoR BaaonacHoc-
TH BOMHHE MCNONEINBATECA TAKME JACUMNNMHE ODrAHW3ALMIA, KaK ayOQ|T, CTRaxX08aHWe, HOPMATHEHOE COOTRET-
cTere, fvandeckan eaonacHocTs, ofy4eHne, KaapOBaA M NPABCBAA OUCLMNIMHE U 0.

' TonKOBSEHWE TEPMMHA «ayTEHTAIMKELMAD NO TPEM NAPAMETPEM YECTO BEDAMESTER (hRE30R aT0, YT0 Bkl MME-
ETE, T, 4T0 Bkl 3HABTE, M TO, HEM Bl REMRETACED. %10, 4TO Bl MMESTE: MWEKET DEiTe KAPTONKONA MNK Maprapom. oTo, 4To
Bhl 3HBETEY MOMET DbiTh MWH-KOO0M WMNW NEpaneM. & OnA NPEOCTAENEHNA «TOMD, KEM Bkl ABNRETECEY WCNOMNLIYHTCR
OMOMaTMHEckMEa OSHHEE.
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6.2 Coapanue nporpammisi

Haubonee BAMHAR PEKOMEHAALWA HACTOALLEND CTAMAAPTA COCTOMT B ToM, YTo0kE OpraHu3aLMy COINARATM
CRO Nporpanny ofecneqeqmn MidopMauMonHoi GeaonacHocT . 3Ta NporpamMsa J0MEHa MCHOOHTE M2 NONTIA-
KM, YCTAHOBNEHHOH ANA OPrasnaaLHM9 Ha BRCLIEM ypoaHe pyrosoacTea. MNporpamua obecneqexva mupopmalys-
OHHOMA BE30NACHOCTH AOMKHE NPENYCMATDWBATE fa3paboTky M NoAOEDMEY JeTaNkHEIX NPOUECCOB ODeCneueHA
Ge3onacHoCcTy B MAcLTate OpraHnaauHy, COBMECTHMbIX C NONMTKDR.

[nA paapaboTid AeTankeHkx NPoUeayD ¥ NpoUeccos obecnassHA HHODsMaLnoHHoR BE30NacHOCTA MOMET
noTpeboBaTECA KOOROMHALMA PAINMYHEIX BHMIHEC-(OYHELMIE OpraHMaalrH (BKMOYan ayquT, MeHREIHMEHT pHcKa),
COOTRETCTEWE TREGoRaHWAM CTPAXORAHKWA, A TAKKE KDODOHHALWA ABWCTEWA paGOTHHEDR OPraHuaaLM9g, oTEEYaD-
LUMX 33 HOPMATHUEHOE |1 NPABOBOE COCTEATCTBHE , NARTHEDDS W KNHEHTOR.

6.3 OcregoMNeHHOCTE

Mporpamua ymyywesMA CCBBAOMMEHHOCTH 0 GE30NaCHOCTI AOMEHA BRIHHETE B CebA diyHrumo ofyyenns
W YNy HWA OCBE00MITEHHOCTIA 0 Be30NaCHOCTH, APAHTHRYIOW VIO A0CT aTOHHYID OCBEO0MITEHHOCTE 1 BOMTenNk.-
HOCTL BCex paBoTHUEDE B OTHOLWEHWK CRBOMK JEACTRHA 1 ABACTEWHA OKPYHaKWMX WX NDOEA C YY4eToM Nocneg-
CTEHA OnA BezonacHocTy. Mporpammsa ynyHweHUa OCEEA0MNEHHOCTH O B 30NaACHOCTI OOMHa BeTe CTRYKTY DW=
poBaHa 4na NoSAeDHaAHKA OCBEO0MNEHHOCTH paboTHUKOE O CBOME 00AIAHHOCTAX, CRAIAHMEEX C BE3I0NACHOCTRND,
NpegocTaRnATE PECYDCh M NODWPATE MHL, WHTEDECYIDWWMYCA BONpOCcaM1 oBecnedeqnd GeaonacHOCTH C Lankx
pACLLIMPEHAA HX IHAHHA,

6.4 Anannz

OOHo MMM HECKOMNBRD AOMEHOCTHBEX MK OPrAHAIALKK 00MEHE Bl Te HAAHAYEHE OTERTCTREHHBIMM 33 NpO-
rpammy obecnedesa MHQOPMaULMOHHOR Ba3oNacHocTH. ¥CTaHOBNEHHEIE B NPOMPEaMMe NpaKTHUSCKME NPUEeMEl
obecnadeHua MRRepMalMoHHoR B230NacHoOCTH JOMEHE DbiTh OCHOBAHWEM ONA aHANM3a 1 OBHOBNEHMA Nporpam-
Mbl, 8 NPH NOABNEHKWA HOBBIX YIPO3 M YAIBMMOCTEH — 0BeCNeYrBaTe NEEfoCTARNEHHE HEOBX0AMMEIX WHBECTI-
UMA ONA 3aWMTHSX Mep. MNporpasma QomeHa BKoYaTe 8 ceda noapoftsie NRoUeCcck! M NPOLSOYDE, YCTAHABMK-
BAWLLWE OTHETHOCTE M OTBETCTBEHHOCTE 38 ONPEOaNeHWe HAOEHOCTH NDOrpamMss: obecnaYeHtn HHhoDIaLIKMOH-
HOW BEA0NACHOCTA W88 COOTEBETCTEME BCeM TpeboBaHuam, W 0oKnan of 3ToM.

Broe oT4eTel 0f aHanyie v MOMATODMHIE A0MHEHE GbTh BOCTYNHLl DYKDEOOCTEY BOEX YDOBHER, BHMO4AR
HCNONMHATENEROE PYROBOACTED. HeobxXoaMMO HOEHTATHALHDOBATE W A0KYMEHTHDOBATE NPOLUEOYDSEl DACCMOTDEHHA
M0k MCEMIOYEHMA M3 NONATHEN KW OTEKNOHEHWA OT Hee. Takse QonHEL Cy LW ecTE0EATE NPoUeOyDsl CO3naHUA
HEODXOOWMMELX 3aNKCEN PEIYNETATOR ayanTa ¥ 3anMceil 0 CoOTEETCTRMM Tpetopanuan De3cnacHoCTK, a Takwe
MOHWTODHHIE GEIONACHOCTIA HHDODMALWA *ypHAN0oR ayauTa. Ocobfos BHMMaHWE CRETYET YIEMHMTE MISHTMWES-
UM PUCHOB 4nA MHGOoDMaLKK ¥yDHAN0E ayauTa M TpeGosaHram, YCTAHORNEHH M OA CHUMEHA ATUX DWCKOE,
rApaHTHM 20EKBATHOCTI JALUWTE MHEODMALWMOHHEE AKTHEOA.

5.5 MeHegxMeHT HHUNOSHTOR

DBo poex cobbMUAX MHPOPMALMOHHOR Ge3onacHocTy cnegyeT GecTpo cooblwaTth, AOKYMEHTUPORATE MX K
pPAIPELLATE MX B COOTBETCTEHM C NDAKTULSSCKEMA NDHEMAMKA ODTAHHIALMA. ECNM HEMENATENBHENE MNH HEONMWLEH-
Hile coDBEITHA MHPOopPMALMOHHOR Ge30NacHOCTH MMEHT BRICOKHA NOKAZATEN: BELOATHOCTH KOMNDOMETaLMK Dlia-
HEC-ONEPALMIA i COANAHKA YTPO3L ANA MBPOPMALKMOHHOA GRI0NACHOCTH, OHK CTAHOBATCH MHLMABHTAMI MHDOP-
MALHNOHHOH BEIONACHOCTH, NOAMEEALLMMEA KIYSSHAD. KaKk MHUWOBHTEI, TAK M CODRITUA MHPOPMALKOHHROR Ga30-
NACHOCTH AOMHKHE! MCNONLI0BATECA CNEUMANKCTamM B chepe Ge3onacHocTi NpW NOETODHOR OLEHKE MK DACKS |
Bsifope W BHEOPEHHA Mep YNpaBEneHHa Be3onacHocTeI0. CobbTAA H MHUMAEHTEl A0MEHB MCNOMEI0BATHCA N
NOCHegyWEM YIyHWeHWA NPOrpamMMisl 00ecnedaHna MHDOpMaLHMOHHOH DE30NacHOCTH.

6.6 MoHuTopKHr

Heabxoaumo coanars opMankHLRE NPOLEccs ONOBELLEHKA O BTOPMEHWAX, HENDABKNEHOM CDATATLIBAMKK
CHCTEM W ADYTHX MHUMOeHTax DE30NacHOCTI, 8 TaHe O Pe3yNETATAY DACCNEN008aHHA MHUMOEHTOR BeaonacHocTH.
Paaynsratsl GOEYMEHTUDOBAHWA MEHETEMEHTE HHLKMASHTOR OOMHHEl MCMHONB30BATLEA B NPOUSCOR aHANKA
UEnki0o OKaIaHHA BNUAHAA Ha paipaboTry JalMTHE MEp, a TAKKE MHULWAPDBAHKA NEPE0oLEHIA W HIMEHSHKA C
TEHEHHEM BDEMEHH MED YTIDARMNEHKA, MCNONBIYEMEDX ANR 00aCne4YeHHE 331N TE AKTHBOB.

6.7 CooTBETCTRME TPEBOBAHKAM

HezaarcHmbiA aHan1s qonses oDecne4uBEaTs COOTBETCT BHE NPAKT MUECKHX NDHEMOE ODTaHNIALWA YCTAHoB-
NEHHOA NONWTHEES K A08HBATHOCTE W 3PerTMBHOCTE MED YNpaanaqiA. Boe paspeleqHsIe OTCTYNNEHWA OT Nori-
THEW ONA NRORSREHHA WX NEEHOOHYECKHE NEDE0UEHOK QONMHE AOKYMEHTHPOBATEEA W OFPaHWYWBATECA BO BLE-
MEHH.

6.8 MNopnepwka

Boe yCTAHOBNEMHEIS I2UWTHERE CRedcTea, TAKWE, KaK MEXMCETEBEIE IKDAHE M NPOrpamMMHee cpegcTea ob-
HAPYHEHWUE BUDYCOR, BOMHHEl DENYNAPHO O0HOANATECA © LENGLK NOOASpHaHHA MX HPPetTHEHOCTH B OTHOLLIEHHH
HOBEIX BOIHUKSIOWLKK YTPOD.
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6.9 BoccraHoBneHue Nocne NBLIX NpepLIBaHUi AEATENLHOCTH OPrasHuaaLnm

Mporpasmma obecnesesrn HHCOPMaLHOHHOH DE30NAcCHOCTH GOM¥HA CNpegenaTe HRPOPMAaLMOHHLIE aKTI-
Bl, ABMANLLWECA KPUTHYHEMA ONA NPOACIEeHHA BEASHHA JEATEMLHOCTIA (DHINECA ) OpraHM3aLMH B CNy4as ee
{ero) npepeizadma, MNporpammMa GomEHa coagaeaTte NogPobHELE NHCEMEHHEIE NNEHEl BOA0DHORNEHMA J8ATENEHO=
CTH [GHIHECa) NOCNE &8 (ErD) NPepREaHHA. [NA BENOMHEHIKA NPOrpamMas obecnadeHing MHpbopMayMoHrol Beao-
NACHOCTIA HEOGKOMIAMO MCNOMNEI0BATE KBEANMOULMPOBAHHEIR NERCOHAN, NPABORLIG COMMALLEHWA [00MOBOPR ], CHO-
Tenbl PEIEDBUDOBAHHA HHOPMALKK, PECYPCE 0GDatOTHN 1 CNELMANEHLIE NOMELLEHHA, B KOTOPLIX NOAOeDMMEa-
ETCR KPWMTHYECKaR AEATENEHOCTE ORraHKIALMA. MNNads BOCCTAHOANEHHA ABATENLHOCTH (BHAHECA ) OpraHnIaLUM9
NOCNE NPEpLIEAHKA AOMKHE PErYIAPHG TECTUPOBATLCA M OLEHHWBATLCA.

7 Ctpyktypa wHipopmayMoHHoH BezonacHoCTH

T4 MNpuBepHeHHOCTEL LWENAM OpraHuIanyy

BrinonHeHus wenel nporpameel obecnevesa mHdopMankoH#on BeaonacHoCcTH 8 MaclwTabe oprasuiaumm
OOIMTEHD OCHOBRIBATHCA HA NCHUMAHWK KK MOGansHbLE, TAK W BHYTDEHHWE NOTPEBHOCTE MHbopMaLmoHHorn Gaan-
NACHOCTH CPraMnaagul. Dpradniauma QonKHa esoHcTRUMpoBaTE NPUMBEQHMEHHOCTE Nporpasme obecnedenns
HHPOpMAUWOHHOA BEICNACHOCTH NOCPEACTEOM CROEN MTOBHOCTH BRIOENATE PECYPCH ANA MEPONPHATHNR, CRA-
FAHHBIX C MHGOPMaLNOHHOR DE30ONACHOCTEID, M M3YYaTE NOTPEGHOCTY MHGDpMaLMoORHOA BeaonacHoCcTH. Ha ca-
MOM BEICOKOM YDOBHE HE0DXOOUMO OCOIHAHWE IHaEHHA MHdopsMaurosHod Bea0NacHoCTH QNA OPrasuaaUn¢, a
TaKe &8 MacliTaba v ofbema JEATeNEHOCTIA.

Boe paboTHMKK ODTaHM3ALMK J0MEHEl IHATE LENKM wHpOpMalMoHHoR GesonacHocT. Kasmei cnysaomii
WM NOAPAAYKK A0NHEH OCOAHABATE CROK PO W 06A3AHHOCTH, 8 TAKME CBOM BINan B 05acnedeHine MHopiiaLn-
OHHOH BE30nNacHOCTH M 0BNagaTe NoONHOMOYMAMKA GNA DOCTHMEHKE ITHX LENSA.

7.2 CTpyKTYpa opraHA3auMmM

7.21 Ponu u oBA3aHHOCTH

Haavasenwe nporpamme obecneseHia MHOpMALMOHHOA BEI0NAcHICTH 3AKMHAETCA B ODBCneuaHHK KOH-
POEHUMANEHOCTH, UENOCTHOCTA W A0CTWIHOCTH MHRODMSLWOHHEX AKTHBOE NyTEM KOMIEKCHOMD DeLLEHHA Chop-
MUPOEIHHLIX LEnNed W 3agady SeacnackocTi B nporpaMse. CooTRETCTEVIOWES HAJHAYEHHE M pasrpaHHYeHe oba-
3AHHOCTEA AMTEHO BhiTh CEA3AMO0 C ONPROene HHEMA ponami {DyHELMAME JeATensHocTH ). MNpouegypsl obecne-
YEHWA HHEOPMALMOHHON BE30NACHOCTA JoNHHE obecneyHBaTe 3P HekTUBHOE BINONHEHWE M CCYLLECTRINEHIE
BoeN BAMMBLLE 33034,

T.2.2 CopeT gupeKkTopoB

CoBeT QUpeEkTOpos (DUHAHCOBRX YHREXAeHWH JonKeH HMeTe 0BA3aTENLCTEA NePE] OpraHiIaumwel 1 aa
YNEHAMM MO OCYLECTENEHWIO HAO0300A 33 NPAKTHYECKAMKA NPMEMaMA MEHET#MEHTA DHaHec-DeATeNsHOCTA Opra-
HH3ALMK. 3 hesTHEHBIE NPEKTHSSCKHE NDHEME 0DECNEYEHKA MHDOPMALMOHHON BE30NacHOCTIA QONHHEl BXOOHMTE
8 uenecoobpasHyio GHIHEC-NPAKTHEY M GEMOHCTDHDOBATE 3aMHTEDECOBAHHOCTE B (DODMUPOBAHHH OGLLBCTBEHHD-
ro gosepiA. CORET QUDEKTODOR OONMEH NPONAraHgupORATE BAMHOCTE WHEDODMALMOHHOR Ge3cnacHocTi 4 Nog-
OEQHUBATE NpOrpamsy 0fecneqveHina MHIDOpMaUKMOHHOA DE30NackHoCTH.

7.2.3 KomuTeT NOo ayauTy

KoMKUTET No aYAWUTY B GUHAHCOBOM YyUPeXAeHWd NOMMeH OKAaBIBATE CONEACTEME CORETY AWDEKTOPOR B
OCYLUECTEMNEHWA HAOIGRE W CMYHKWT L HE3ZBHCUMbIM COraH0M NPOBSdeHA OO LEKTHEHOND 3HANWAA, OCHOBAHHOTD
HA BHYTREHHKX MEPAX 33T E W DUHAHCOBOH OTYETHOCT. MOHUTORMHT H TECTUROBAHAE BHYTDEHHMY AALMTHBIX
MED, ARNADLWMECA S3CThs NPOrpamMmel obecnadaHya neihopsMalMonHod BeacnacHocTi, BXogAT B obs3anHoCTH
KOMMTETE N0 ayauTy, 08sMH0 OCYLWBCTENABMENE NOCPEICTEOM BHYTREHHETD aYOMTa OPraHMIaLMM 1 BHELLHNK
ayQMTopos.

T7.2.4 KoMuTeT No MeEHELEMBHTY PHCKA

KOMATET N0 MEHEO¥MEHTY DHCKR, NOOHHHAKWWACA COBETY QUPEKTOp08, JOMEEH AHANWIMD0BATE NPorpam-
sy obecnedeHuna DeaoNacHoCTH W NOAGEPHHEAT L (PUHAHCHPOBAHKWE NDOEKTOR oDeCneYeHHA MHDOPMaLMOHHOH
GeannacHOCTH B TOM CIYy4ae, Korda 3TH NPOEKTE CHHKMANT ONepalMoHHER pUck (1, CNeaosaTensHo, GMHAHCOESIA
DHCK) OpraHM3aLMMd. KOMUTET NO MEHETHMEHTY DUCKA NOMEEH OEMOHCTRHEOEATE NPUBEMHMEHHOCTE ODTAHWIALMK
obecnedaxso BeacnacHoCT NYTEM (PHHAHCHPOBAHKMA W NOQOSPHEN NPOEKTOR, CNOCODCTEYIOWNX OCYLYECTRMNE-
HHAKD NMOMHTAEA MHopMauKMorHoi Be3onacHocTd OpradqIaumy. KoMATET No MEHETHMEHTY DHCKA OOMMEH ONpege-
MATE CTEMNEHE BOIASACTRMA Ha NPOTpaMMY 0BECnedeHHA HHOODMALMOHHON Ge30NaCHOCT NOMCHEHWA M 3aK0H0-
OaTenscTa. 3ToT acnekT oM. 5.2.
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7.2.5 Npasosan dyHELAA

Cprarnaaumiy sMoryT NoNaraTeCcA Ha ONsIT CROEr KPHOWYeCcKorD OTOeNa 8 OTHOLUEHWA HEKOTOPLI ACNEKTOR
MEHEOMMEHTA HHPOPMALMOHHON DeI0NACHDCTH. FOpUAMYECKIMY OTAGNY MOKET DRTh BMEHEHD B 0BRAIAHHOCTE
OCYLUECTEMEHHE MOHUTOPUHIE NONPEBoK B JAK0HOQATENLCTEE, NOCTAHOBNEHAAK W Cy0ebHL genax, ioTopsle
MOTYT BNAATE Ha NporpammMy obecneyeHta HhopMaumorHoR Gea0NacHOCTH OpraHMIaL .

OT I0pUOMYECKOrD OTAENA MOMET NOTREB0BATECA NEOBEPKA KOMTDAKTOR, KACAIOWMXCA CNYHALLWY, KMIAEH-
TOB, NPOB2R0eoa YCIMyT, MOOPAA4YHEOR M NOCTABLMEDS C TEM, 4TOOL rapaH THECEaTE A0eKBATHDE DACCMOTREHHE
CAAIAHHER C MHCDOPMALHMOHHOR BE30NacHOCTED KPUOXYeCcKX Npobness. Takke NPOBRDKK MOTYT BXNICHATE B cebs
BONPOCH HENPHROCHOBEHHOCTH YECTHOM MAIHW KWNH TEXHWKK DEICNACHOCTIA Ha pABoYEM MECTE, A TAKKE NPOoLENY-
Pl YBOMBHEHWA K DACCMOTPEHWA Xanoh cny=awms.

MNpu paccoTPEHKUN NPEB0AELX ACNEKTOR MHLWAEHTOR GRIONACHICTA M KX BNUAHKA HA ODTaHKIALIAK MOTYT
NoTpefosaTeCA KOKCYNBTALMM KPHQUYecsoro oThena. Opraqiuaanin soryT 3aTpefoBars SHCNepTHLIE IAKMI04Ye-
HWA NP OLEHKE NOCAB0CTEWA NPOUEOYE YPeryNHpoEaHNA MHUWOeHTos BE30NacHocTH 1 0BaCnaYaHUA 1x CooTRaT-
CTEHA NPAB0EEIM TReEoBaHKuAM CPeds (YHELMOHWPOBAHWA, TaK KaK B COOTEETCTEMW C I0DWOHYECKM CTATYCOM
OpFaHHIALWKA NPABCBLIE HODMBL MOMYT HMETE pa3nv4na. Heofxogumo BORMEEaTE KOHOWYECKHE OTOEN B paspa-
GoTey, NoooepsaHKe U ynyywesse npouedyp obpaboTis NOCNeqoTemi MHUMOEHTOS GR3I0NACHOCTH, TAKMX HaK
COXpaHEHHE CRMOSTEMNBCTE.

T.2.6 JonsHoCTHEIR NKUA

PyHoBOOWTENL OPTaHM3ALIMK WNK YNPABNAKLLWA KAK CAMOE MAaBEHoE J0MHHOCTHOE NALO B OprasnaaLm
HECET BCK NOMHOTY OTBETCTEEHHOCTIA 38 @& YHKLWOHUpOBaHKE. PYKOBOOUTENS ORTaHHIALMM NOMMEEH CAHKLMO-
HHUPOBaTE CO30AHKME NpOrpamMmMe: obecnedeHns MHpopMaukoHHoR Ge30nacHOCTH B COOTRETCTEMM © A8ACTRYIOLLM-
MM HOPMATHEHC-NPAB0BLIMA JOKYMEHTAMA K CTAHOAPTAMMK, CKaIkiBEATE NOO0SQDHEY B 82 OCYLISCTENEHWA, CNe-
OWTh 38 BRNONHEHWEM BARHLIX DEWEHWA, CEAIAHHBLIX C OUEHKOH DUCKA, M Y4ACTEOBATE B NPONAraHae IHaYHMo-
CTH 0BECHEqeHna MHIDOPMaUWMoHHOHR BE30NacHoCcTK.

B TO BpeMA K2K B0 MHOMX OPraHM a0 KuAX MMEIOTCA SOMKHOCTH DYKOBOAMTENA ORraHHaaLM9, (DUHaHCOBROH
CNy#Gh OPTaHHIALMH, TEXHWHECKDND OTAENA W a0MAHKCTDATHEHOW CNyH0kl, MHOMME OpraHKIaLMY CTaNM BEOOHTE
TaKHE JONONHATENEHEE AONKHSCTA PYROBOOWMTENA N0 MHEDODMALHWOHHBIM TEXHONOMHAM W PYEDBOOWMTENA CiyHGh
obecnedeHun wHDOpMALMOHHON DEI0NACHOCTH HA BEDXHEM YDOBHE CTDYKTYPE OPraHH3aLMK. XOTA pYROBODHMTENE
TEXHWHECKDND OTAENA, PyKOBOENTENE N0 MHEODMALMOHHEIM TEXHOMOMMAM W CMyxbs oSecnayeHne nHbopuMatya-
OHHON BE30NACHOCTH BRINCMHAKT MHOM B3ANMOIAMEHAEMEE GYYHELIWA, Kam0oe MHAHCOBOR YUPeWOeHWE DO
HO TEICHE MMETE DYEOBOOWTENA Chywbe 0GecneYeHHA WHDODMaLMoHHOR Ga30NacHoCTH, KOTOPBINA, B KOHEYHOM
CHETE, A0MMEH BhiTs NOAOTYETEH DYHOBOAMTENK TEXHWYECHOrD OTASNA HNK DYKOBOOHTENID N0 WHEO DMALMOMHHIRK
TEXHOMOMMRM.

T.2.7 ¥npasnawoLw We aename

YNpaenAilwe Jenamy B S3cTHOCTA W yNDEANAKD L WE B A OPraH|3an|y 8 Uenom omiHe OCyLBcTENATE
HAOI00 H MOMUTODHUHT OeATENEHOCTH ORraMMaaUmry | e paboTHHKOE, YTO OenaeT WX KToUeBRLMY YHACTHHKIMA
nporpars obacnedeHna HDopMaUMoHHoR BeaonacHocTi. Kammsiid ynpaeEnaiowvi AoMmEaH NoHUMATE M Nooaep-
HMBATE NONATUEY, NPAKTHYECKWE NDHEMEl ¥ NPOLEAYREl OPraHMIaUWK, CNefoBsaTe WM, 3 Take obecnedveaTs
COOTBETCTEYIOWEE NOBSOSHWE CIYMALMX, NOCTABLWKKOR W NOOPAOYMKDE. YNDAANAM0WWe GEnasd QomHsl Coa-
LABATE B GRrAHKIALWK ATMOCHEDY, NOOLDRIOLYID CIYHELWAE, NOCT2BLLWKOER W NOOPAAYHMKOE cooblaTe o npob-
NEMax, CEBRIFHHLIX C MHPOpMaUMOHHOR BEI0NacHOCTRID.

7.2.8 CoTpyoHUKK

TpetopaHua nporpamMme obecneyaHn BEacnacHoCTH QOMsHb! DRTE BEMICHEHE! B KOHTRAKTE O HAAME CITy-
wawux. Beck nepcoxan qonweH BelTs OCBRIOMNEN O NOCNENCTEXAX CROME JBACTEMA M QEACTENA OKDYHIIOLWIKX
B OTHOWEHWH BeaonacHocT. CNysaEwMe JoNsHs He3aMmendTensHo coobwate obo Boex NogoIpMTENEHBIX Co-
BITHAX, CEAIAHHLIX & HHDODRMALMOHHOR Ge30NaCHOCTEI.

T.2.9 CoTpyoHMKH (NepcoMan), HE OTHOCALWWECA K OpraHM3Iaumm

TpeboraHWA NporpamMse obecneweHWA BEIONACHOCTH OOMMHE! GbiTh BKNKOYEHE B COMNALLEHMA C NOAPATHA-
KEMI 1 MOCTABLLMKAMK YCNyT. MOOgPAIHMEN ¥ NOCTABLYKWEN YCITYT A0MEHE GbiTh OCBBA0MIEHS O NPEKTUHECKAX
npremax | npouegypax obecnedesa MripopMayroHod BeaonacHoCT OPraHHIaLMK M 2 NOOPAZOENeHHA 1
OKAILIBATE UM Nogaepexy. Oxr oBa3aHsL CoDN0OaTh NOMNUTHEY WHDOPMALKMOHKON GEI0NACHOCTH OpraHKIALINM.
TaK Ha NO IKOHOMAHBCEHMM MM MHBIM NPHHMHAN ODFaHHIELAA MOrYT NPEON0YECTs NPMBNEYEHME BHELLIHKY pe-
CYPCOBR AN BRINONHEHHA CNpefengHHBN DaHkoBckHx dyHKLKE, MEHEIHMEHT PUCKa He MOMET OuTE NEpenaH
CTOHEOHHMM OPraHUIALMAM W A0MKEH OCTABATECA N0 OTRETCTEEHHOCTEK CRTAHMIALMM.
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T.2.10 JonsHocTH, CBAAHHLIE € BEIONACHOCTLID

7.2.10.1 BeageHue

B HACTOAWEM MyHKTE ONPeaenAioTeA TPW CBA3AHHEE C DE30NacHOCTED JOMEHCGCTH B DAMEAX NPOMDamas
OBECHEYEHNA MHPOPMALMOHHON GRA0NACHOCTM, KOTOPEIE HANANAKTCA DAIHEIMA YDORHAMIA 0BAZAHHOCTEH 1 dryH-
KLMAMK, HEODXOOMMEIMK ONA BRINOMHEHWA NPOTPaMMil o0ecnedyeH A kHgopMaumMosHoA DesonacHocTy. JaHHme
OOMTEHOCTH G HHUMOHANEHO ONDENENEHE, XOTR CNOCODE! ANMHHUCTRATHEHOM YNDEANEHHA NEPCIHANGM O0raHN-
JALMM MOTYT PAANMHATLCA.

B HEKOTODEIX ODraHHIALMAK OTREYAKILLLENA 33 WHDODMALMOHHYI0 BE30NACHOCTE NEPCOHAN MOXET NpEACTAR-
MATE COB0A OTOeNEHYID CTRYETYRHYM S0AHALY, 8 B OEYIWX OPrady3aumnax nepcosany QyHHoHans e CTRYKTYR
{oTaenon, cnywd) MoryT GuiTe NOpyYeHBl 0BAIAHHOCTH, CBAZEHHLIE ¢ obecneYeHen nHbopMauMonHod Gesonac-
HOCTH B GoNoNHeHie K cobCTEeH M. BOaMoMHO TaoKe CoOBMEaLLaHWe OBy oBRIaHHoCcTaR.

Kawyo Gbl CTRYETYDY HE MMEDNE Nporpamia oSecnevyesa HHPoPMALOHHDA Be30nacHoCT, JOMMHOCTHEE
MMUA W YNPEBNAIWWE SOMHHLl OK33LIBATE JAHHOA NPOTPaMME NOLOENHKY DA NOBELLSHKA 88 MeTHEHOCTH.
B Bonswmx opraHmMaaymas MoseT GeiThs NoNeado coagare A0NONHKTEALHEIE JOMHHECTIA GNA 30 0eKTHBHOMND Bil-
MNONHEHWA CNELMANWIMPOBAHHEX fYHELWA, HANPUMep, paipaboTykk apxMTesTyDel BesonacHocTi. B Gonee mMen-
KM OPraHK3aLnMaAY NepcoHany, BEpoATHD, NPHMEETCA BaiNONHATE HECKOMNEKD 0BA3aHHOCTEN OOQHOBPEMEHHD.

7.2.10.2 PyxoRoouTENSE CIY#HGE ODeCcnewe A HHODMaUHoHHONA BE30NacHoCTH

Pynopoamrens crywbs obecneqenitn midoptaumosHoi BesonacHocTH 0TEEHAET 33 NpoeKTHpOBaHIE, BHED-
pEHWUE NPOrpammel checneYeHna MHDopMaLHMoHHOR BeaonacHocT 1 ynpaenakso en. Mo ynpaeneHres pykoso-
AMTenA cnyxbsl obecneveHus MHDopMALHMOHHOR Be30NacHOCTI NEPCOHAN Ha APYIMX YDOBHAX BenonHAeT oba-
AHHOCTA NG OCYLLECTRNEHHID NOMATHEM 1 NDEKT MSE CEAX NDWEMOR NEOrpamiisl 05eCneaYe R UHEDODMaLMOHHGH
Gea0nacHoCTH. PyKoBoguTents cnymbe oBecnedesna HichopmauoHson DEIoNaACHOCTIA MOMET MMETE CNelMans-
HBIA WITAT W CCYLLECTENATE 0MUHWCTPATURHOE YyNIDABNSHKE NeRCOHANOM, OTEEYaKLLMM 33 MHDoDMALMIHHYH
GEAONACHOCTE. TAKKE DYROBOAWTENE CNY KDL 0BECnEYe KA WHDOPMALMOHHON De30NacHOCTH MOWET OCYLLECTRE-
MATE OrPaHMYEHHEIN ONSPaTHIBHEIA KOHTROME 33 NERCOHANOM, BENOMHAKLIKMM 00A3aHHOCTH, CBAIAHHERE C WHdop-
MALWOHH0A DE30NACHOCTR, B QONOMNHEHHE K CEBOKM OCHOBHEM 0BR3aHHOCTAM. HEZ3BWCWMO OT BENWYMHE Opra-
HHUIALMA MNK CTHNA PYEOBOOCTESR, DY HOB0AMTENS Cykbsl obecnedyeHuA widopMaluoHHoi Be30nacHocT REMAET-
CR NHLOM, HECYLLMM BCK OTEETCTREEHHOCTE NERE] COBETOM JUPEXTODOR M YTDABMAKLLIMMM 33 B NOMHEHKE NpO-
rpamme: 0DecneseHHa MHOODMALWOHHON CeI0NACHOCTH.

PyroBoguTEN: CNYHBE 06eCneYeHHA HHODMaLHMOHHOHA BE30NacHOCTH J0MEEH YNDARNATE BRNONHEHHWEM
Nporpamms oSecneYeHna MHEopPMaUMoHKOR Be20nNacHOCTA B COOTEETCTEHK C YCNOBHAMM, ONPEOeneHHEIMA Opra-
HHZAUMENA kaK Heobxogumele ana yenexa 8 Buadece. Pykoaogurens cnywbel ofecnedeqya mHdopmMalnoHHom
Ge30NacHOCTI OTBEYAET 3a:

= NOArOTOBKY MHAHCOBOR CMETE W 0D0CHOBAHWE NPOrpaMiel COECNEYEHHA HHDODMALKOHHDE BaaonacHo-
CTH Nepeq YNPaBNAKLHMH,

- paapaboTy apXMTEKTY DL BBI0NAcHOCTY, KOTOPaA COrMAacyeTcA oo cTpaTerted BuaHeca;

« DYKOBOACTRS NERCOHANCGA DAIHB YROBHER, KOTODEIK BHEADAET ADXUTEKTYDY DEI0NACHOCTH W BRINOMHAET
CBAIAHHEE C oDecnedesnan MHDopMaUMoHHoN De30nacHocT 0GAZaHHOCTH,

= NpOREOEHHE OLEHOK DHCEE, KOTORLIE NOATEEDHAAKT NPABUNEHOCTE APXUTEKTYDEl DEI0NACHOCTH, W pac-
KPBITUE HEQOCTATHOR, TREBYIOWWMY OCODOrD BHUMAHKA,

= NPHOAHWE OrMACKE NONATHEA, NDAKTHYECKIY NDHEMOE 1K Npouaayp obecneyeHina Se3onacHocT M ynpasa-
NeHre NPorpadgsl NOBLILEHWA OCEBSR0MNEHHOCTIA O DE30NACHOCTH]

« OCBEOOMMAEHHOCTE O TEKYLLIKY YTDO3IEX W YAISHMOCTH, 3 TAICKE HOBERX METOOAX W CREOCTEAN ODeCneeHIAR
HH{IOPAALNOHHO RN Ge30NacHDCTH 4NA NPOTHECOSACTEMA ATIM YTROIAM M YRIBHMOCTAM;

- piEgcnedeHe CooTBETCTEYIOWEND BOBNEYEHHA OPraH|3auMy B JeaTeNsHCCTE N0 3AWKTE KEPUTHYBCHoH
HHPPaCTPYETYDE B CTRaKAX, [OE OpradkiaaUWa Be0eT cBol BuaHac.

7.2.10.3 OreeTcTEeHHEIR 38 MHopMaUHoHHYD BB30NAcHOCTE

OTepeTcTEEHHEIA 33 MHEOPMAUWMOHHYID BE30NacHoCTE — 310 Moboe NKY0 B ORraxlK3Ianki, OTEEYaKWee 23
paspaboTky, BHEOPEHWE W NOAOSDHKY NpOrpasMMsl cbecnede i wHopMaLMoHHON Gea0nacHocTH Nog PYKoBog-
CTEOM DYKOBOOMTENA Cy#Hel obecnaweHitg nHdopMalMoMHOR GeaonackHocTa. NWya, OTEETCTEEHHEE 38 MHdop-
MAUMOHHYH DE30NACHOCTE, MONYT BXCANTE B WTAT PYKOBOOHTENA Cybsl odecnedeqra nHdopmalMoHHoR Beao-
NACHOCTIA MMM DT BHEWTATHEMA COTPY IHHEAMW, HAX0OACE B 30MAHKCTPATHEHOM NOOHUHEHA B JDYTOM CTRYE-
TYPHOM NOAPAZAEMEHMK Opradaauw. OTEETCTEEHHLIA 33 MHGOpMaLMOHHYID BE30NACHOCTE, MMER ODLWHMDH e
AHAHMA W ONBIT, MOKET BhiTh HAZIHAYEH HA OCODYH GOMKHOCTE, HANPHMED HA BOMKHOCTE paspaboTYKkka apKHuTeK-
Typel BeaonacHoCTH, CoOTpYOHMEN, OTEBETCTEEHHENE 33 MHDOPMALMWOHHYI0 BE30NacHOCTE, MOMYT obNagarts cneyna-
MMIMEORAHHBIMA IHAYZHUEMA B 0ONACTH TAKWK METCQOE M CpeOcTh ofecnedeHna nHDopMaluoHnor DesonacHoc-
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T, KK OUEHEA DUCKA, OCEEA0sMNEHHOCTE OF YIPO3ax U T. 0., W ARNATLCA BAXHEM NOTEHLKWANOS ANA OPraqHHaaLMm.
Ooyrie OTEETCTEEHHEIE 33 MHDODMALMOHHYID BE30NaCHOCTE NFMUA A0NMHEl KOHCYNETHROS8STE M BABATH DEX0MEH-
JALMM OQraHH3aLHOHHEIM 80MHULEaM No Npoineman KHbopMauHoHHoi BeaonackocTi. [esTensHoCTE OTBETCT BEH-
Hiix 38 WHODMALMOHHYIO BE30NacHOCT: ByneT Hanbones chhekTHRHOH, BT OHW 20T BUIHEC-LEMH, 3 TAKKE
BHYTPEHHWE NPOLECTH ORrasdIaLU M9,

OTEeTCTREHHEIE 33 MHDOPMAUMoOHHYI0 DE30NACHOCTE OM#HbI

- IHATE APXKMTEKTYDY, NPAKTUSECKWE NDHEMEl M NPOUEAY Ll BE30NacHOCTI,

- pa3pabaTeiBaTh NOKAMEHEE NPEKTHYSCKNE NDWUEMLI, J0B0OWTE 00 COTEYOHHKOE OPraHK3aLMA M 00HO0aNATE
WX NPK HEoDXOAMMOCTH,

« NPOBOOMTE OLEHKK DIUCKA,

- CCYIUECTRAATE MOHMTOPWHT W ayAdT NPaKTHYackuy Npresos obacnedyeHus BeiaonacHocTH;

« COOEACTEORATE BOCCTAHOBNEHHID CHCTeMEl MT nocne atak;

- NABaTE DEXOMEHIALIAM MO YTYHLIEHAK NPAKTHYECKWY NPUaMoB | NpoUetyp;

= BbITe B KYDCE DAABMTHA Y03 MH{EDPMaLMoHH0HR Be30nacHoCTIA, TEXHOMONAA, 3 TAHE METOO0E M CRedcTE
ofecnaseHsa HHDoPMaLXMOHHOR BeannacHocTi;

= CNoCoBCTEORATE OCEE0MNEHHOCTH PYKOBOACTEA M COTRYIHMEDR Cy#ikl GE30NaCHOCTIA B MHQODMALIMOH-
HOW BE30NACHOCT .

7.2.10 4 OnepaTtopk cbecnzyeHHA DE30oNacHoCTH

Onepatopel obecnevesus DEIONACHOCTH BRINCNHAKDT NogpobHsle ASACTEMA ANA AOCTHXKEH KA Uenel npo-
rpammsl oecnedeHna MHpopMayroHHoR BesonacHocTH. Cnepatopel obecnedeHMA Ge3onacHOCTH MOTYT COCTO-
ATk B LWUTATE PYROBOGUTENA Ciy#isl ofecnedeHya MHhopMaLroHHod BR3cNacHoCTA MNKH A0MAHHCTRATHEHD OTHO-
CHTECA K ADYTHM NOARA3NENEHEAM ODrEHKIALLMN M JONHHE GelTs XOPOLWD OCBEA0MNEH L 00 aNNADaTHLIX M NRO-
rpAsMHLIX CREACTEAX W NpoUeayDax Ge30NacHOCTH, HeoDXoAWMEE ONA CEOWY NOODAI0EnNeHHA.

Ma-3a pasHoobpaIHA TEXHOMOMAK, KOTODEIE MOMYT KCNONBICBATHCA B APXMTEKTYDE BEI0NacHoCTH, OT onepa-
Topoe obecnedeHua BeaonacHocTi TpebyeTcA BRNONHeHHe MHOMMX Npouenyp. HekoTopeie cneywduyeckwe oba-
3AHHOCTH, BOAMArasMele Ha oNeparopos Ge30NacHOCTH, BEMIOYAINT B caba!

= YCTAHOBKY W COXPaEHEHWE CRAIAHHLIX C BE30NacHOCTLEY HACTRORK HA CETEROM 0BCDYAOBaHIM,

< YCTAHOERY OOHOBNEHHLIX BEDCHA 33WKTH B ONERaLBOHHBIE CHCTEME,

- CONDAHEHUE W MOOEDHHIALAID TOHHEX EaAnoe yNPaaneH A QOCTYIOM,

= CHOp MHDOPMALMK, OTHOCALLEACA K MHDOPMALKMOHHOA BE30NacHOCTH, W MHPOpMAaLMKM 08 ayauTe, a Takde
MOHKTORHHT CUCTEMHOR M CETEROA DEATENEHOCTI C LENEID 00HapyMeHUA CRA3aHHEX ¢ Be30nacHoCTeIo Npobnesm.

Wupokoe pazHeobpaive BuNoNHASMEX 380584 ONPEOeNAeT IHAYMMOCTE CNepaTopos obecnedeHHa Geao-
NACHOCTH B YCNEWHOM QYHKLWDHUPOBRHMA NPOMpamMMsl ofecneqeqmna MuopMaumoHHDE GeaonacHocTu.

OnepaTopkl obecnedyenua De30NacHOCTH OTRSYAINT 34,

- AHAHKE CROEH DOMNW B BRINCNHEHWA NPOTLAMME! M ADXUTEKTY PR obecneyeHa GaaonacHocTi;

= BHEOPEHHE W NOASEMHEAHWE NPAKTUYECKMX NPWEMOR M NpoUenyD Be3IonacHoCTH,

= MOHHTOPHHE NpoUegyp GeaonacHocTi W cooBlLeH e of WX COCTORHMA KCXOOA M3 OBCTAHOBHM,

- paboTy HaQ WenpaaneHeM choes B ohecnadYe K BeIoNacHOCTH W NPOTHEOOSHCTEXEM ATAKAM,

= BOCCTAHOBNEHHWE COOTBETCTEYIOW MY Npouedyp Be3aonacHocT B0 BE3aWMO0ERCTBHN C BOCCTAHORNE HWEM
Buaxec-NpoLecca nocne cHoR WM aTaku,

- MPE00CTABMBHWE PEKOMEHTALMA N0 YNYHLLEHKI0 NEEKTHHECKHX MDHEMOE U NPOUeLyp.

8 AHanu3 U OUEHKa pucKa

B.1 Npouecc

Opravuaalvy, MenaiilHe NonyYuTs A0CTYN K MehopMalie o COCTOARMK CROMX Aen No BeacnacHocTH,
LOMHHE| BHEOPATE OOHH MW HECKOMNEKD NPOUECCOR 3HANMIA PACKS KaK $aCcTh NpOrpaMMel obecnedesna wHdrop-
MALKUOHHON GE30NACHOCTH. 3TH NDOUECChl GONMHE MCNONBIOBATECA ANA OUEHKKW COCTORHMA BE30NaACHOCTH BOER
OpraHH3aunrK, a Tanke DRI0NACHOCTH KOHKDETHLIX NPOEKTOB, CHCTeM W NpogyKToE. [OCKoNEKY CTHAKW PYKOBOQ-
CTEE, MACWITas | CTRYETYDE ODraHH3aUniA DAaNH4aloTeA, MOMyT NoTReG0Ba TECA HECKONLKD CTPaTEerWA ANa adanTta-
LM aHannaa pUcKa K CPpeae, B KOTOPOHR pUCK MononbayeTca' .

Peayneratom NpoUecca CUBHEN BHCEA OoNHHE GbiTh PEKOMEHOALMKA N0 CHAMEHW PUCKOB Be30NacHoCTM
OpraHnaaunMn A0 NPHEMIEMON0 YpoBHA. [JaHHEe DEKOMEHOALWH JOMHHEl CNOCOGCTROEETE BaiBopy coOTRETCTRY-

' NonorHUTENEHY D MHBAPMALMID MOHHD KaATW B [2], [5], [20], [21].
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HHLLIME 3ALUMTHBE Mep. 3AWHTHEE MEPkl ABNAKTCA PEIYNETATOM OLUEHEW U ONPEAENEHWA BENMYHHEI BOISCHHBIX
NOTEDS, KOTOPBIE MOMYT NDOHICATH B CNYHa8 HCNONBI0EIHHA WIEHTHDHLMpOBaHHEX YAIBMMOCTER CHCTEME O
Ho# 1N Gonee yrpoaasia. K axtveas oprasusaysy, KoTopse ofEYHo NOOBEpranTeH OUEHKE PIMCKA, OTHOCHT!
annapaTtypy # 0Bopydo8aHWe, NPHKNAOHGLIE NPOTRamsibl, Dadk GaHHEX OpTaHM3ALWMA, CUCTEMB! CEAIM W KOMNBI0-
TEPHBE ONefaLHOHHBIE CHCTEMbI.

Mpusepsl METOOA NPOBEOSHAA OLEHOK DHCKS W TUNWUHOMS NPOUBCCA OUEHHK BUCKa NPUBESEHL! B NPWNOHE-
Hil C. JononHATE MBS MOGENK OLEHKW DUCKa NpegcTaaneHs & [2], [5], [20], [21]. JononHuTens s MOQEnd B
KAYECTEE NPMMEDa TAKKE NPHESTEHE! B NPUNOMEHMK T W HE NPeanonaraiT Wy HCNoNLIoBaHHA ooraHHaauMed
HENOCPBOCTBEHHD B KEYECTES TEXHONOMYBCEE KADT BHEODEHHA.

8.2 MNpouecc OUBHKW PACKS

DUHAHCOBEIE M ADYIWE OPTAHW3ALMN MCMNETEEIIOT BNIMAHKME PUCKOR, CBA3AHHBIE C WX DHUIHECOM. PrCKH,
OTHOCALMECH K HHDOPMALMOHHBIM AKTHEAM ORTaHKIALMMH, NPHHAMAKT PAINWYHEE HODME W JOMEHE No0Bep-
raTLCA TLWATENEHOM Y 2HAMA3Y. CLEHKA DUCKS HHHEl DM K3YHEHAN YAIBMMOCTEA, YTPO3 M DUCKOE ONA vHgopMa-
UK. Kawnoe GaHE0ackoe NpMNokeHweE SomgHo 05ecneqnssa Te KOHTEEST W 3HaHwe patodnx NpOUeCccoBs, a Takke
NOTEHUMANLHSLIE Y03k 1 30HE YAIBAMOCTH. [laHH0E IHAHKE HMEET IHAYEHWE ONA NPOBEOEHHA OLEHEM DUCKA.
Ouenka prcka NpencTaenaeT cobol TpeXcTYNeHYaTRA NpoYecs:

MNepran cTyNEHE — OUSHKA PUCKOE NOTEHUMANBHEX YIP03 ONA KGO 30HE! YAIBUMOCTH MYTEM 3ancnHa-
HHA TAGNMU B OLEHKA PUCKE (CM. NpUnaxeHse C;

Bropas cTynets — NpHCEOeHAE KOMOHHHPOBAHHOMD Y POEHA DHCKS KO0 30HE YAIBMMOCTI My TEM S2MN0M-
HEHWA TABMML B OLEHKIA PUCKS (CM. Npunosesde C);

TpeTeA cTyneHs — onpegenase NoOEXOALLME NoNKTHE Be30NacHOCTH M 3AWWTHEX MEP, WCNOoNBIYA pE-
AYNETATE BTODGA CTYNEHH W MMEKOLWHECA MEPE] YNPIERNEHWA.

Bonee noapoSHbIA CNHMCOK KATEMOPMA PUCKS M WX NDHMEHEHWE B MPOLUESCCE OLEHEM DUCKA NpEnCcTaENeH: B
NPHNoKeHm C.

8.3 PexomexngaymK no obecneveHno BesonacHocT M NPHHATHE PHCHKA

OUeHKa DHCKS MOMET NPOROQWUTECA:

= ONA OUEHWBAHWA DUCEE HA YDORHE ORTaHM3aLIMH,

= B pamMKax BIaHMOCBAIAHHON COBOKYTIHOCTA CUCTEM,

= ONA OTAENEHOR CHCTEMEl HITH NPANOHEHKIA,

= ONA KOHKPETHELX KMTHYECHA iy HEUMA BHYTEW CHCTE MG .

He crenyeT cMnOaTe, 470 OUEHKE pMCKA Ha yPOBHME OPrad|Ialnd ABNRAETCA TONLKD KoMOHHaLWeER Boax
EPATHYECHKAN DY HELMA OpraHyaasma.

YAIBMMOCTH 1 yIPO3k NOCTORHHO MEHRIOTCA NG MEDE NCABNESHWA HOBLIX TEXHONOTHE 0BHaADYHEHWA YAIBN-
MOCTEN B CHCTeMAX, BRES0EHAA HOBLIX MK MOOSPHUIMDOBAHHENX NPOOYKTOR, ONpefenAst b DOCTOM ¥ Da3BMTI-
as opraduaayun. Moatosmy cTenels JeTankiaury ¥ BelB00bLI OUEHKW PUCKA ONA PA3HLIX CHCTEM MOTYT CHNBHD
DAINWYATECA B DAMEAX ORTAHMIALIMK W ANA CXOOMBIX CHCTEM B DAIHEY ODrAHAIALNAY.

Tem He meHee NNEaA CUBHKa PUCKa AOMEHA JIABepWAaTLCA (DOPMUMPOBaHKEN HABopa peroMEHIALMA No
ofecneEYeHUD HHPOPMALWOHHON Ge30nacHOCT OUSHEHHDN cHcTenMe. B vabope pexosmeHIau Wi pUCKK, CRAIaH-
HBIE C CHCTEMON, DACCMATDHBAKTCR KaK PEanMIcaaHHpE. B 0083aHHOCT: YNEABNAIOWIMY QENAMA BXOOMT NPUHA=
THE ITHX PUCKOE. BO MHOMMX CnydYanx AonyckaeTcs NPMMEHATE GONONHUTENLHEIE MEPE YNDABNEHWA (N3 OHK
MOryT BbiTh NPWMEHEHE! 3 ATENE NPOEKTIPOBAHWA UMK pa3paboTik) ANA CHMEHKA DMCKoa 00 Gonee NpHeMneMo-
ro ypoBHA. [NpHHATHE DUCKOE OMMHO PEMNYNMPOBATECH NPAKTHYECKKMK NpWeMaMd obecneverua BeaonacHocTH
opraHnaaumi. Npi paccMoTReH MM HCKTIOHEHHA M3 NOMMTHE YIPEENAIOWWA Denam Qoned patoTaTs Hag rapasq-
THROBAHWEM COOTBETCTEHA NONMTHKE B By JyLLEM MK NPUHATASM DONTOBDEMEHHOR MCKMIOUHTENBHON CHTYaLKK
KEK OCTATOMHOND PHCEA BMECTE C rpynnoi no obecneye e MHPopMaLBoHHORN Ge30nacHOCTH.

9 Boibop v BHEApeHWe 33AWMTHLIX Mep

9.1 CHusMeHWe pHCKa

TMofaa cucTema 0BNagasT YRIBMMOCTRMM, NOCPeACTBOM KOTODEIX HAPYLWMTENM MOrYT YIPOMaTE Oprasuag-
LMk (PMHARCOBEMK YERITHAMA, NAAEHHEM NPOOYETHEHOCTH WA YTRATON NpecTHka. MIHKMHaaL“a 1 ocnadneq9we
aTHX pUCKOB ABNAETCA 0BWed 0BAIHHOCTED YNPABNAKLWWX JENaMA W NRYNNe: N0 obecnedesmo MHbopmMagmos-
Hoé BeaonacHocTy, paboTAKWHY BMECTE C APYTMMM PYNNAMA B fMHAHCOROM Y4pEXEeHAY. CyLLIBCTRYET MHOMD
ACMEKTOB MEHELKMEHTA PHCKE, 1 HawDoNee IHAYHMEE Y 0BCYMOANKCE, HANDUMED, NPHEEDHEHHOCTE BRICIUE-
o pPYROBOGCTES K 0GecneYeHinie MHDoPMAaUMOHHOR BE30NACHOCT M, OTRETCTRESHHOCTL DYHOBSOUTENA cybs obec-
NeYeHA HHDOPMELMOHHOH Ba3onNackHocTy, OTEEYAKWETD 38 BHEJDEHHE W YNDEBNEHWE NPOrPaMMoR obecnaye-
HWA DEI0NACHOCTH, M B LUENOM 33 NporpasKy obecneverna BelonacHocTi.
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3HAYMMEBIE NDOUBCCH M TEXHONOMK, 08 LYHO HCNONLIYEMBIE UMY YIUThIEAEMBIE ANA oCnatnesa pucka,
npvaenexs B 9.2—0.7. [adHse NpoUeccsl M TEXHONOMMA MOMYT KCNONEICRATECA BO BpEMA Npoyecca palpaboT-
KA, NOCNE OLUESHEW CNHLLIKOM BEICOKOND PUCHK MK HOeHTUdHMEALMY HOBOR YRIBUMOCTI. ¥NpapnsowmMe Jenanu
LOMHHEl NOMHWTE O NPEMMYLLECTEAX 0YMEHTHDOEAHKA BCTDAWBAEMON CHCTEME BEIONACHOCTH BMECTO NOMk-
TOK NPOWIB0NEHOTD HCNPARMSHAA MMEKHUWXCA HADYLLEHWA GE30NaCHOCTH CHOTEME.

Mcnonsaoeade QaHHsx TEXHONOMA MOMET 03eCNEYHTE HENOCPEOCTEEHHOE YNDABNEHWE DUCKAMIA, KOTO=
poe opraHraalwnA Bepat Ha cela. OpraHnaauns AoMEHa OLEHTE, KK 3annNaHUpOBaHHEE M CYLLBCT BYIOLLIWE MEDEI
YNPABNSHWA CHAHAIOT DUCKH, MOSHTHGUUWDOBAHHLIE NPW AHANWIES DWCKE, ONPELENKTE JONCIHATENEHLIE MeDI
JALLMTEI, EOTOPLIE MMBIOTCA HAKM MONYT BblTk paspaboTadk, CNPoOesTHROBATE APKMTEXTYDY HHopMaLMoHHoR Beao-
NACHOCTH W ONDEENWTE OMPAHMYEHAA DEANMEHBIX THNOE. 3aTes HE0DX0AMMO BhiGDET: ANEKEATHEE W 0B0CHIBM-
HiIE BMEDE! YNDAENEHAR OMNA CHIHEHWA OLSHaHHbIX DACHDE 00 NDWEMNEMOrD YPOBHA OCTAaToMHOM prcka. Oonon-
HATENRHEE NoOPOGHOCTH, KacaLWWecs BsIGopa Mep ynpaeneswa, oM. & [2], [3], [20], [21].

9.2 HopeuTrdMEAUMA W AHANKE orpaHAYeHrA

Ha ewiGop Mep ynpasnesya MOoryT OHA3aTE BIIMAHWE MHOMAE OTDaHMHEHNA. ITH OrPaHHHEHHA CNaayaT npu-
HWMATE B PACYET NPWY COCTARNEHWK DEKOMEHTALMA W BO BpEMA BHEODEHWA. OrpasreHina W coobpakeH1n npues-
OeHbl B TabnMye 1.

Tabnuya 1 — XopasTepucTHkN OIpaHMHeHUA W coobpaxarmi

Orpaneanun Mpnseuanna

BpamaHHee fepe: yrpaeneduA JomsHel GeiTe BHEOPEHE! 33 NERHOD BPEMEHI, NPHSMNEMER
ANA PYROEOOCTED, B TEYEHHME CPOKA Ccnysbs CHCTamMel v A0NMHE 0CTasaTecA aties-
THEHEIMY, HECKOINLXD PYKOBOOCTED CHATAET HEODNOSMMEM

DrHAHCOBLIE BHeapeaHrs MER yNPSENEHWA HE SOMsHD GhiTs JOPOME, YoM BEHHOCTE AETHE0e,
HOTOPLIE OHW NPEOHAIHSHEHE JAWMWETE

TexHnHackne Mepe: ynpasnaHnA gonsHel Bhime TEXHUYECKN OCYLYBCTEMMLIMN H COBMBECTHMBI-
M © CHMCTEMON

Counanori<eckns Mepe! yNpAENEHKUAE MOryT BbiTe CNEUWhMYECKAMA ONA CTPAaHLI, OTPACAW, OPraHM-
JEYMH WA OE%e OTOENA OpraHnaaunn Ana 00ecneYeH A QOCTYNHOCTH ONA napoa-
HAana

CHAZAHHEE C ORDYHAKLWER BeibpaHubie MEPE YNPEBNSHHMA OoMHHel BeiTe NpRCnocobneHs § TeppuTopumr,
cpenon EMHMETHHECKAM M NPUPOgHEM YONOBMAM M PECTHONHEHND HACENEHHOM MyHKTE

HopmaTueHse MMepe ynpaeneqMA gonsHel COOTEETCTEOBATE HOPMETHEHEIM NPAEOBEEM Tpebo-
ESHWAM, HANDAMEP, 33WMTE MEPCOHANBHEX GAHHLIE #NK HE cnedsdiwaHes ongs MT
HOPMAR H3 YIONOEHOND KOOEXCE, NPREBHMNEM M3 MHCTPYELMA N nosapdHod Besonac-
HOGTH, TPYOOBOMD KOOEscE M T. 0.

5.3 Norvyeckid KOHTPONL QOCTYNE

9.3.1 O6wre nonoxeHua

Norvdeckitid KOHTPONGL GOCTYNA OTHOCHTCA K TEXHWHECKMM METOOAM W MEDAM YyNDABNSHWE, MCTIOMLIYEMbIM
B CHCTEMAX M NDWNOHMEHWAX ANA OTPEHHYEHMA JOCTYNA K MHDO0pMan Mk B COOTBETCTEXM C NPAKTHYECHAMM NPHEMa-
Mk DPradisauvi. B ocHOBHOM NONB30BATENAM GOMHEH NPENOCTAANATECA MAHWMANEHLIR 0CTYN, HEOBXoOUMBIA
ANA BRIMONHEHHA WX paG04Mx iyHELIMA, HO YACTO OrpaHUYEHHOCTE CHCTEMb], EOHCTDYETMAHBIE MK O0YIME Orpa-
HWYEHHA MOTYT NDWBOAMTE K TOMY, 4TO NONBISEAT MW MBSKT J0N0NHATENbHEIR SoCTyn. TemM HE MEHEE NONLI0oBA-
Tenio Heobxonuma perdcTpauymna A0CTYNA K CHCTEME, TO 8CTs MMKCALMA TOMD, KOMY NPEOOCTABMNAETCA Npaso
ACCTYNA, KaKWE COTPYOHMKA MMEDT QCCTYN, KOMOA OH ocylecTeENANCcA. Hauwbonee BaxHoR dyHELIMEA ABNASTCA
HEOOXOOWMOCTE CODMOOeHINa ONPEOeneHHEL OfpaHuYeHid JocTyna. Mepsl yNpaeneHHa gna oCywecTENeHHA
M EKTUBHOMS KOHTPOMA QOCTYNA NDUBEIEHE! HIHKE.

5.3.2 MogHTHMEaUMA NONLIOBATENA

Y MHOTAX NONLI0BATENSA A0MEHA BT NPHYMHA OGNS NONYYEHWA A0CTYRE K MHEOpMaUMs 1 iopMalmon-
Hisitd CHCTEMaM DHHANCOBOMD YHpewAeHWA. TakiMH NONLI0OEATENAMA ABMATCA CMYKALLIWE, KNUEHTE, CHCTEM-
HEIE A0MAHHCTPATODL! M yNpaenAowwe. B GonbwnHETES cNy4aes HEoBX0OWMO C HEKOTOPOW CTENEHEID OnNpans-
NEHHOCTH 3HATE, KAK3A KATErOPHA NONs30BATENEN NETAETCA NONYYHTE JOCTYN K ONPEOENSHHOMY NDHUIOHEHMED.
CrgHb $acTo HE0GXOOWME 3HATE HE TONBKD KATEMOPWED, HO TAHE NWUHCCTE TOMD, KTO NBITAETCA NONYyYWTE BOCTY.
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TraomuroHHD K3 OaA MHEODMALWOHHARA CUCTEa MMEET CoBCTEeHHLIR NPOUECE MOSHTWDWMEALWH NoNs30Ba-
TenA. Ma-33 GeiCTROND PACLUMPEHRUA CHCTEM NOABKNACE HEOBXOOUMOCTE B MPOLUECCE KASHTWDKKALMH, COLLEM ong
BCEX W YO0BNETRODADLMM MHOMHE CHCTesMe. Momet Taoke noTpeBoBaTsCa 4NA YCmyT No MOeHTWEWEILAMK NpK-
AMEYEHHE BHELLIHMY DECYRCoB. MPUBENEHHEIE HIEE [EROMEHTA LA OOMMHLl NDUMEHATLCA HEIABWMCHMO OT TOMD,
KTO NPEQOoCTARMAET YCTyTA N0 MOeHTADAKaLMA.

[na obecneyeHna GonsWeH YESDEHHOCTIA B TOMASCTEE NAYHOCTA NMONB3I0BATENA OPrasu3aUMa OomsHa
CO30ABATE W OCYLECTANATE NONATHIY, TREGYIOWYI0 NOOTBE PHOEHKA NHHHOCTY NONLI0BATENA NEpe] Bhl0a4el
HOeHTWDMKATOPE NoNk3oEaTENA. Lienecoobpaiian BraHec-NpaKTika TReSYET MHTEMPHDOBAHWA TPEDOBAHMA « IHaK
CEOETD KNWeHTa» W 43HAA CEOMX CITYHAWWXKY B MEQONDHATAA N0 BeigaqYe nieHTHdMEaTopa NonsaoeaTend. bonee
TOrO, OPradtIaLmWa QOrHE BeINONHATE NPOLETYPE BLl0a4M HOSHTHEMKATODE W HOHTDONMPOBATE MX ANA FAPaHTHH
TOrD, YT KA BIA HOSHTHDUKETOD HOBOTD NOMNBIOBATENA ARMAMNCA YHAKAMN BB M MOMET Dbl Te OTCTEMEH B0 WAEH-
THPHUMDOBAHHOMD COTRYAHWK W COTPYOHWMKD, BeAa8LEers MABHTWDWKATOR.

5.3.3 CaHKUMOHMpOBAHME

CaHELMOHWDOaaHWE ABNASTCA O8RCTEREM NO NDENCCTABNEHWID NONEI0BATENIN BOIMOMHECTH BLNCNHEHR
KOHEPETHEX O8RCTEWA B CHCTEME HA OCHOBRE AYTEHTWDHMEALMK erc NEYHOCTA. OprasdIalua NoMsHa onpeqeniTe
nNpasa QoCTyNa Ka0oro NoNs3IosaTend. bes cneyransHONR CaHKLMH HM OOHCMY NONL30BATENM HE pPapellasTca
OCCTY K KAROR-NMO0 HHDODRMALHIA KN NDHTIOEEHAKD.

CylyecTYET HECKOMLED NDHHLMN0E COXPaHEHWA JANYCed CReacTE KOHTPRONA 0CTYNA, OCHOBAMMHEX HA pO-
A (QOMHHCCTAR ). OOHMM 13 TEAGWUAMOHHLIX NPMHLMN0E AENAETCA NOAOSEEKS LEHTPANKIOEAHHOND CNWCEa NpK-
BHNENA ONA KaXGoro NoNEICAaTENA. ANMWHWCTPaTopE Be30onacHoCTW MHDOPMAUMOHHEIX clcTen, obbiupo pabo-
TANLME MO OBCHENBIM KOHTROMEM, STCNEMUBAINT W COXPANAIT TAKWE 3ANUCH. MporpamMmHise COeacTEA IAULWTE
OaHHBX 0NHHE| CONOCTABMATE MOeH TMEWKATOR NONEICBATENA C IANWCAMIA M D33PeLLATE NONL30BATENAM A0CTYN
K MHDODMALIAM WNK NPUNCHEHWAM B COOTBETCTEWMK G 33MACAMM.

Jpyrol NpAHuWMn NPEaHaIHaYeEd ONA pacnpefenasioro coXpaHeHna 3anMcei © NUCTUHIOM YNDaBNaHKa
AOCTYNIOM NG KAMO0A CHOTEME WNKY OTAeNEHEIM JOCTYNOM ANA DE3INHYHEX BUO0E NRMNOEEHWA (HANDAMER K TOH=
KA » KMMEHT, sTONCTRIAD KNHEHT, C8TE, MHOM3BEHHOS NPUNoKeHWE, Bed-CopEatki M T. 4.).

§.3.4 AyrenTHMKaALMA NONLIOBATENEN

9.3.4.1 MexaHqambl ayTeHTHHKaLMIA

AyTEHTHOHMKELMA NONLI0BATENEA OTHOCHTCH K NPOUECCY (HANPAMER, NPOLUSOYRPHOMY, HINHECHOMY UM
BRIMGNHARMOMY C NOMOLLEK ANNaQaTHLXNPONEAMMHEE COBACTR ), OCREOCTROM KOTOROMD MASHTHMKATOD NoNk3o-
BaTEnA NpoSepRETCA CHCTEMOA. [oNs3oaaTany MoryT NPHHAONEXATE K ORraHM3ALMA MW BHELIHMA 0Draluaaln-
AM, W HECNOCOGHOCTE Ay TEHTWDWULMPOBATE NMHHOCTE NONL30BATENA CHHAET BOIMOMHOCTE OAHHOR OprasdIaumu9
ofecneayquTe NOA0TYETHOCTE OEACTEMA OTORNEHOND NMUE M MOKET DOMYCTHTE HECAHKLWOHHPOBAHHEIA JOCTYN K
OAHHEIM W KOMNTBIOTEDHLIM DECYDCab.

CylecTeyeT HECKONEKD THNOR MEXAHHIMOB ayTeHTudrEauma. Mx JeAcTere OCHOBLIBAETCA Ha OQHOR MK
HECHONLEWK CNEAYIOWWE X3paKTepnMcT MKax:

= WTO=TO, YTO MONEI0EATENES IHAET (HANDHMED NaPonA),

= HEYTO, WIBECTHOS NONLI0AATEN (HAaNPUMED CMapT-KapTa);

= KAKWE-NHOD DHAMYSCKWE XADAKTEDMCTHEA NONBIOBATENA (HANPHMED OTNEYATEA NANBLER WK ApyTwe Buo-
METEWYECEWE JaHHbE). KoMBWHALMA pasHoobaiHs X MeXaHWIMOB Sy TeHTHdHKALIKMY MOKeT ofecneqynTes Bonee
BRICOKWA YPOBEHE Ay TEHTHIHEALIA.

5.3.4.2 Uwhposee cepTHdMKaTs

Unthponsie cepTAPHMEATE MOMYT MCNONEIOBATECR ANA NOANWMCEHAR MW IWHGROBaHWA MHDOpMaUHH 4 obec-
NE4YeHMA ayTeHTHHKALMK NONEICRATENR, K003 NPOFPAaMME! MMM YCTROACTEE. Llndpoasie nognucH, OCHOBaHHLIE
HE CEPTHEIMETAN, MOTYT HCNONEIOBATLCA ONA SYTEHTHOMMEALMA MCTOYHUKE MHCODMa LMK, IBNOCTHOCTH OaHHEY
YEYT 0 oDeCcNeyeHiti CB0RCTRA HEOTHAZYEMOCTH. OCHOBANHBIE Ma CapTHDKKAaTAX YCIYIA N0 ISLATS OaHHbIX
#oryT BbiTe NPEOOCTARNEHE C NOMOLWEN WudposadrA. Mepsl yNpEENeHMA W CHHTaKCKHE, HEOGXOOWMEIR Ang
ynpaenedia cepTHdrraramy X 509 g cihepe dmMancoeex yoryr, onpegeness & [3]. Nogpobian nedopMauwa ob
ynpaanesti MHbopMauped o NoNKTHEE Bea0NacHoCTH CEPTHMKATOR B OpraqiaaLiin M HeohXogUMBIX ANemMeHTax
oOpaYNIMPORDE NPAKTHEN, CEAIAHHONA C cepTudrkaramu, npegocTaeneda s WMCO 21188 [22].

9,34 3 MNaponu

B HacToAWwes Bpesa Hawbones pacnpocToaHEHHEIM METoOoM 3y TEHTHHMEaLMM ARNAITCA Napony. MNaponks
npeacTasnAeT cobol CTPOKY CHMBOMNOE, COCTARMNEHHYIO M3 MOGoR KomBuHaLMK ByEB, UMD M CNBUMANEHEIX CHK-
BONCE KNABWATYPEL. 3HAHKE NADONA, ACCOUKWPYIOWENOCA C NONEIOEATENEM, ABMASTCA NOATRERHASHWER CaHK-
UHOHHPOBAHWA HCNONBE30BAHMA BOIMOMHOCTEN, CEAIAHHLIX C 3THM NONLI0BATENEM (HANDUMED AOCTYN K ONpege-
MEHHEIM NPOTrPAMMEM, BOAMORHOCTARM K hainam CCTEME ).
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Maponia soryT GeiTh JHHAMAHECEMMA (HANPUMED, TEHEDADYEMEIE K HIMEHASMBIE ABTOMATHYECHA U, YACTO,
NpOrPatsHERE COEOCTEAMA) MWEC CTATHYECKHMI (HANPDUMED, DEOKO W3MEHABKMBIE MO YCMOTDEHMUKG NOMNbIOBATE-
nA). Pekomergadmu o OopMrpOBaHIKI0 M KOHTROMKD 33 HCNONEI0BEIHHEM NAPCNEA MOMHO HARTI B0 MHOMX NyD-
NHKaLKEX 1 B ceTH. Hanpusep «PekomerdanMn no ynpaanexyse napenamin Muwwctepctea obopossl CLUAR oT 12
anpena 1985 r (CSC-STD-002Z-85) [23] npeaocTaRNAKT TEXHHUHECKYIO TDAKTOBKY MEHEDALMM, KOHTDOMS K MCNO M-
I0BAHMA Naponed B oprasuaague. ObBcysneswe Ha cadre hitp/fcomputing. fnal.gowsecurity/UserGuides
password.htm [24] npenoctasnAeT Gonee ofllyio TPAKTORKY TeMel 06 WCNONBEIOBAHWK NADONEH W BENICYART B
ceba QUCKYCCHMI0 O COCTARE W ONWHE, MIMEHEHKW, XPAHEHKA NAD0NEA W WX COBMECTHOM WCNONEI0BAHNH.

0.3 4 4 BromaeTpeA

BUOMETDWA ABRNABTCA METOOOM WOEHTHDHKALIMK NKOER N0 HeKoTODBIM (DHIKYECKMM XADAKTERUCTHRAM, KO=
TOPEIE MOTYT BbiTh HIMEPEHE! W C BEICOKOA CTENEMEI0 BRLOATHOCTH ARNANTCA YHAKANEHEIMA 4R Yenoeaka. OTne-
YaTKK NANLUYEes ABNAKTCA HAWGONeE W3BECTHEIMM BUOMETDHYECKIMEA JaHHEIMK. CyLBcTEYIOT 3NSKT POHHEIE YCT-
pPOACTER, CNOCoBMBIE CHMTRIEATE OTNEYATOK NANELE W COABHWBATE 870 C OTNEYaATHOM, YHE XDaHALMMCH B CHCTE-
me. [1pyTie MranSeckne XapanTeprcT MM, KOTOPEIE MOTYT BeTh MCNONLI0BAHL! B GHOMETRUHECHDH CUCTEME WIEH-
THRHRALMK, BEMIOYRI0T B ceba y30p CETYATEW MMaza, FeoMEeTpuK NanoHE, YeDThl NALLE K ronoc.

Cnocobel OCYLWECTENEHMA MEHEIEMEHTE BMoMETRHYECKoR nHDopMaumK B cihepe DHHAHCOBRX YCITYT B
KAYECTEE 43CTH NPOrpasMmisl MEHETHMEHT WHDOPMALMOHHOR BE30NacHOCTW opradnaalyMn npeacTaeneds g MCO
19092 [25]. HAacTORLLME CTAHOADT YCTAHARNMHMBAET LIEMNM KOMTPONA, MEDSI yNPaaNaHHA W NoapobHse TpeBosaHMA K
AYPHANY PETMCTPaUMK CoDEITHA YNpasneHua DHOMETDHYECKOR WHEODMAUMERA ¥ DEIYNILTATOR KOHTPONA.

9.4 MypHan ayowura

HypHan ayouTa npegctasnAeT cobol MypHan, coafaBaemsId CHCTEMON JanucK OCyLeCcTENEHHON gea-
TENLHCGCTIA, HCNONbLIYEMbIH OPraqWaayMer KK CpedcTB0 BOCCTAHOBNEHWA COBLITHA M BEASHWA NOQOTYETHOCTH.
Muopmalua, CoNsprallaAca B MypHana ayouTa, Heodxaauma AnA pajpeiuaHrA npobnes N4 CNopos, a Take
ONA NpegocTasneHMA CEBMGeTENECTE 0 COOTBETCTEMM TPEeCOBRaHHAM WHPopMaAUMOHHOR BeaonacHoCTH. HypHan
ayguTa cnocobcTayaT orpasriyeHnio HECAHELIMOHWDOBAHHOW JeATensHoCTH, W oBacneunBasT padHes obHapyme-
HKE NoRoBHoA QEATENLMOCTA. BCE CHETEM B 3ANWMCH BONMHE 05GECNEYHBATE ONpEgENeHHYI0 CTENEHE AETANKIE-
LM #MYPHANA ay0WTa B COOTBETCTEMM C NONMTHKOA opraduaayuwy. bonee Toro, yposeHs A8TANWIALKKA J0MTHEH
Gl Ths KAK MOWHO DOMNEE BEICOKAM W COMMACORLIBATECA C NPAKTHYECKHMK NOTREEHOCTAMK M NONUTUKONR ORraHKaa-
UHH. [0 BOAMOKHOCTH, PEMMCTPALWA B #yDHANE 3y,0MTa A0MeHa obecnedwaans npedynpesgeHns OTBeTCTEEHHD-
ro MALA B PEXWME DEANBHOTD BPEMEHW O BEHLIX CODRITUAX, CEA3AHHLIX © GE30NacHOCTRIO.

CucTeMa ayauTa gonssa coobare o meGoi noa03puTansHoN OEATENMLHOCTH CONSRCTEMA OrPaHMdeHHD W
ofHaDYHEHHI HECAHKLWOHHDOBAHHOA DERTENEHOCTA H CNOCODCTBOREATE X BLICTPOMY PACCNEO0BAHMI. AHAMNI
WHDODMALMH XYDHANS ayAMTa GOMNHKeH NPOBCAWTRCA DEMyNARHG (08LIMHO 8XHeOHERHD) DYHOBOACTECOM, M BCE HC-
KAMUTENEHEE W HEOGEIMHES CHTYAUWW, CERIAHHMEBIE ¢ BEI0NACHOCTEID, A0NMHE! PACCNE008aTECA W O OpMATE-
CA B BAgE OT4YETa.

MudropmMauya XypHana ayquTa JOMHHa XpaHUTECA 8 TEY2HHE NEDHO0A BDEMEHH, COOTRETCTRYIOLEND TRE-
Gopanmam Dradeca. MrdopMayna 4omeHa DeiTe 33WMLLEHS OT CNYYaRHOM WM NPEgHAMEPEHHOND YOANeHUA,
MOOMDMEALAM WK hanBCHOEaELIT.

5.5 KOHTPONE 33 BHECEHWEM WIMEHEHWA

[na 33Tl UeNoCTHOCTIM CReacTa 0GpaboTid vHdopsial i OpradHaaumy HeoBxogumMo BHegpATE NPouedy-
Dl KOMTDOMA 38 BHECEHWEM HAMEHEHWA. OTCYTCTEWE TAKOMD KOHTDOMS MOMET NDUBECTIA K DUHAHCORLIM YEbITEAM
WIH NADEHMED NPOOYKTHEHOCTH M3-33 HeNPABMAEHED TEXHONMTHYECKHX NPOLECCOR HNK HEBRINCNHEHHOMD ofony-
#MBAHUA. [NA HaMEHEHWA ANNADATHLIX CPEACTE, MIEHEHWH COE0CTE NPOrpaMMyCOBIHA, BENHYaA NEIANoHe-
HA | YNDEANEHAE NATEAMA ONA ONeDALWOHHLIX CHCTEM, 8 TAICKE WAMEHEHWA HEABTOMATUAWMDOBAHHEIX NPOLEAYE,
OONHHE CYLLECTE0BATE NPOUE0Y DLl KOHTRONA TaKKx HameHeHrd. [pouemypsl KOHTRONA NOCNE BHECEHKA HIMEHE-
HIH QOMHHE T3S BEM0YaTE 8 Ce0A yNpaaNeH e TaK9 MAMEHEHVAMM B YPEIEEMHARHEIX CHTYaLMAX.

¥NpasnALWKE Genami 0onHHE 0BeCneYHBaTE HAONEHAWWE NPOLECCH KOHTDONA 38 BHECEHNEM WaMaHa-
HWIA B CUCTEMEI, HAXOOAWMWECA Noa WX ynpaanesden. Tpynna ofecnesesua idopMaynoHHol GeaonacHocTi
LoreHa DeiTe FOTORS K OKAIAHHIO NOMOLLIA B YPEETEHWA CEAIAHHBIX C BEI0NACHOCTHD MAMEHSHUAMME 1 WIMEHE-
HWAMMK CHCTEM DE30NacHOCTI, 33 YNPABMNEHKE KOTOPEIMK HENOCPEOCT BEHHO OTBEYAET MPYNNa MHDODMaLHOHHDA
GeaonacHoCTI.

9.6 OceeoMNaHHOCTE 06 HHOPMALUMOHHOR BEIONACHOCTH

YacTe nporpammsl obecnevesna wHbopmMauoHHoR BEI0NACHDCTH A0rHa DsTe NPpOTPaMMa No NOBkILWE=
HWHY OCRESOMMEHHOCTH 0 BEI0NACHOCTH C LENbE O0yYeHrA CryHaLKE OpraHM3anMi Mepan 33Tl LEHHOA
wHdiopMmaymiA. MNporpaMma NpenHaIHa4eHa OKa3sBATE NOIMTHEHOE BNWAHWE HA OTHOLIEHWE COTDYOMHKDS K HH-
dopsauMoHHoi GesonacHocTH. MoBsiwesHHe 0CEESOMMEHHOCTH COTPYOHWEDR O BRI0NACHOCTH OOMMEHO OCYLLLE-
CTENATECA NOCTOAHHO.
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Mporpamma NoBkILLEHWA OCEEO0MNEHHOCTA O Ge30NacHECTIA 0NHHA NEedyCMATRMEATE 03HARCMUTENEH BIA
KVPC ONA HOBLD COTPYOHUKOR W COTDYOHAKOR ORYTOR OPrasMdialgmy. B cnyuas BReaaHHA HOBBIX NPMNONEHKA WK
BHECEHWA IHAYUTEMLHLIX HIMEHEHWA B CYLUBCTRYOLWWE NPUNCHEHWA B AaHHYI0 NporpamMMy weneccobpaado npo-
BOOMTE OBYYEHHE COTRYOHWKOR. [laHHoR NDOrpaMeoi TRKE NOMKHD BbiTh NPEOYCMOTDEHD NOCTOAHHDE HIyYe-
HYe Npodnes DeaonacHOCTH, NOABNADLWKKCA B NPECcce.

[INA paanyuHex Y PoBHEE YNIDABNEHA 1K kKanpoBoR CTEYKTYDE XapakTapHil paiHee npofnamel GeaonacHoc-
TH. MNp# oBpaweHe K kamnosy yposHD HeoGHoQUMO y4MTEBATE WX HOHKPeTHEIE Npodnems. Mpoinems GonHE
GbiTh B TaKoH opMe NPeaCcTARNEHB], YTODR PABOTHHEA BOEX YDOBRHER W C DAINWYHEIMA HABLIKAMA CRMOTTIH WX
NOHATE. ¥NpaanAQLWe BenaMiE oNHHel DeiTe OCEE00MNEHS O BHELIHMY BOZOSNCTEMAX, PUCKAX H NOTEHUWane
NOTefb, A TACKE HOPMATHEHBEE TPEBOEIHWAX K MHPOPMaLMOHHOR Ge30NaCHOCTH M TPeGcaaHAX ayauTa. Yenoewe
N0 OCEEA0MMNEHHOCTIA AOMHHO COTNMOATECA KAK B YCNOBMAX GU3HEC-QeRTEMLHOCTM, TAK M B CE0e OTBETCTREHHO-
CTH YNPaBNAKILEND Jenami.

9.7 Yenopeveckuin daktop

CoTpyaHM NpencTasnmoT coboi 0gMH M3 HaMBoNee BaMHBX AKTMEOR hiMHAHCOROM Y4PEIaHMA. JanHTE-
DECOBAHHOCTE M BIAMMOAEACTRME COTDYOHUKOR OYeHE BANHE ONA YCNEWHOA DEANMIALNA NDOrpaMis 0Becns-
YEHMA MHPOPMAUMOHHOH De3CNacHOCTI. Brnarogapa BoapocLUed CCBeqoMMNEHHOCTI O Be30NaACHOCT M COTRYOHHKK
CTAMYT BONEE BHAMATENBHBL M CHMOTYT 33MEYATE OTENOHEHKA OT BRINONHEHAR HOPKM MHOOpMALKMOHHCA Ge3aonacHo-
CTH B TEXHONOMMYECKIE NPOLBCCEX MNK ONEpaLMoHHLX NPOUEOYDax OpraHnaauMy, KoTOPEIE MOMYT YXKa3LIBaTE Ha
BOAHMKHOBEHKE NpoEnemel He30NacHoCTI.

C apyroi cTOpoHE!, COTRYOHUKA MOMyT COREDWATE HUMEKH, HENDABUNEHD KCNONEI0EATE TEXHONOIMK, CO=
BEPLUATE NPECTYHEIE OBRCTRMA, 4TO COANAeT HeotXOIHMOCTE B NEPEr0BORAaY PYKOROOUTENA ciywbe obecnade-
HHMA HHDOPMALMOHHOR DE30NacHoCTH CO BOEMIM OTOENaMK OpraHru3aurKH NpM paspaboTie NporpaMme cbecneye-
HHA MHDOOMALWMOHKOR BE30NACHOCTH W NOBLILLIEHKXA OCBEOOMNEHHOCTH COTRYAHWEDE. [ipyTue 0TOeNk! MOryT BHO-
CHTE CEBON BKNAA B BUAE NPESCTARNEHAA MHEHWA O COTDYOHMKAX OPraHHIALWA © LEMEL MAHHMM3aLWH BEDOATHO-
CTH OWKEOK M NPEJ0TERALEHHA KDHUMAHANEHOA JEATENEHOCTH.

HexoTopkie A0MEHOCTIA B Opradiiaudyd MoryT BelTe pernaMeH THROBaHE! KaK o JOBSDEHHLIE», TAK K3k 3TH
AOMEHOCTH GAKOT NPAB0 PAIPELLATE MK 3anNpallMeaTs QOCTYN K KoH(HOeHUMANEHoR K3apoBoi Nk rHascopoi
HHopMAaLME. Opyrylo 008eDe HHYD AOMTEHOCTE MOMET IAHMMATE COTRYOHWE, MMEI0LWHA LIMPOKKE NONHOMOYKR
MK BOAMOEHOCTH, CRAIAHHLIE C KOMNBKOTERAMH N akTneamy MT opradnaadmu. CoTpyoHWk, BelGUpaessIA Ha
& QOBSPEHHEEY JOMKHOCTH, JOMMEH OTNHHYaTECA BRICONONR Y2CTHOCTEI M NPOXOOMTE NPoBEpKy Suorpadia. CoT-
DYOHHEH, JaHUMAI0WWE JOBSDEHHEE JOMMHOCTH, O0MHHbEl DBTE OCBEO0MDIEHE! O HE0EX00MMOCTH ONpaHiIeHKA
QGCY#OEHWA © CEMBEA U AHAKOMBIMK EOHdMOeHUMANBHEE NogpobHocTel 0 BHadece. KoukypedTsl No Guadecy
MOMYT NBITATECA NPWOErHYTE K COUMOTEXHMES WNK NOACTREKATENECTRY YENOBEKa K DACKDEITHIO MHOpMaLMK Ha-
CAHHLMOKUDOBAHHEIM MHLEM, 3 TROHE KWCNOMEI0EATE NOMHBIA HHTEDES YeNOBEKA K paDoTe, TEXHWYECKKE AUCKYC-
CHM 1 NECTE, YTo0E NOGYRMTE CNYHALIErD HEYAAHHD PACKDLTE KOHMOWIEHUMANEHYIO HHEODMAELMID.

10 Mepb! 2aWKTLl CUCTEM MH(IOPMALHMOHHBIX TEXHONOMMA

10.1 3aWMTa cCHCTEM MHDOPMALWOHHELIX TEXHONOTHA

CylwecTeyeT MHor cnocofos ofecneseHna 3awmtel cueTes MT. Mepsl 3awmTel cuetem MT soryT axnio-
YaTk B ceBR NONKTHKY ODraHy3aluK. OOHaKD, yUMTRIEARA BONPOCE DACCMATPHUBAEMOrD DAINENa, Mepkl yIpasne-
HHA W 3aWATE crcTam AT DyoyT npegcrasness HACTROAKAMMA CHCTEMEB! W BHELLIHWMIA MEDAMIA NDOTHBOOEACTEIA
(Hanpubeep IWKWChPOBAHWE), KOTOPEE MOMYT WCNONBI0EATECA ONA OBECneEYeHHA ayTeHTUUKALWA, CaHHLWOHKPOBRA-
HHA, KOHDUOEHUMANBHOCTH, IBNOCTHOCTIA, AOCTYNHOCTH W ApYTMX yonyr besonackocTy. Mprisernemee B HACToA-
LEE BPEMA MEDE NPOTHEOOEACTBIA 1 ynpaBnaqua GyoyT Taoke obcysneHes v B Gyoywem.

B oononqeHide K NEpRoHaYansHOMY PAImelLeHdio MED YNPABNEHWA W NPOTHEOOEHCTBMA BHELLHAM BO30ER-
CTEHAM ORraHU3aLMA GOMKHE NPEANDMHATE Wark onA obecneadesya X AoNrocpoYHorD @yHKLMOHUDORAHHS 1
noggeped. MHaue ¢ Te4eHHen BpemeHi, Korta SyoyT HIBECTHEl HOBLIE YAZEMMOCTH, 8 YCTAHOBMEHHBIE NaTHH —
NPOUMHOPHPOBaKE, BEI0NACHOCTE CUCTEME VXYOLWKTCA. JduhekTHBHO GERCTEYIOWAA NporpaMma obecnedeHus
GeanNacHOCTH JOMMHA BENINYATE B CE6A NpoUeccsl M NPOLEaY Dbl Nonnepm, obecnedrBaiowve Handue Heob-
HOOWMEL MED YNPARNEHAR 1M 33T M WX NOCTOARHOE 0GHOBNEHKWE.

10.2 3aWMTHEIE MEpkl ANMNAPATHLIX CHCTEM

3awMTa annapaTtHex cucTes B cpane T aanaeTcA pellanlled Npegnocs Kol Gna NoAgepEaHs LenocT-
HOCTH HHEOPMALWMOHHLIX SKTHEOR. HEKOTOPBIE M3 HAMDONEE BAMMEIY MED YNDARNSHKA 3AWWTOR KPUTHYECHIAX
pEeCcypCOB NPUBEOEHL B NpUMNoMaHrK D, HacToAwmWiA cTaMaapT He COOSpMMT NONBTKA BEMOYMTE B HEMD CMCOoK
acex pecypcos WT, woTopele MOMET WCNoNLI0BaTh GDTaHMIAUWA, 3 CHODES COOEBDHMT KpaTkoe obcymOeHWe
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KNG0T W3 HECKOMSLKAY MABBHEE THIOE DECYPCOR, 8 TANKE HEKOTODLIE MEPE YNDARAMEHWA, KOTODEIE MOMYT MC-
NONL30EaTECA ANA NPeJoTEPAWEHHA YIPoa 3TUM pecypcam (cM. nprnowesse O pazgen D.1). Kaxgoe oboysge-
HWE AGIEEHO NPOMCKOAWT B M0 00HOW CXEME W PACCMATPMEATE KMTIDUYERLIE BONPOCK!, BEMIOYaKHLUME B Ceba nayue-
HWE CRenysilMy Scne ToR:

- NoHEMY Ta MNK MHAA CUCTEMA RENABTCA BEMHON;

= KAKKE 30Hbl BRI0NACHOCT MOMYT BbiTe HAMDONEE BANHEMIA;

- KAKWE MEDE! YNPABNEHWA 0CMEHE GblTh DACCMOTDEHE .

Oaovod na npobnes, KoTOPOR He YOSNABTCA AOMKHOMD BHAMaHHA M KOTODYIO OprasMIanmy mHorga aoobwe
WIHODMPYIOT, ABNARETCA Npobnema NpoUIBcOMTENeH (NOCTABLWKKDR ) aNNapaTHbix cHeTem. O8eMHo NpHHMMaeTCR
Ha BEpY, YTO NPOUIB0ANTENM {NOCTARLLMIA | 0E0DYRORAHHA QEACTEYICT N0 MNOPYHEHMK (MHANCOROND YYpEsNeHHA
W 0OCTATOMHO OCBEQOMMEHEl O LBMAX W NoNUMTHEE GescnacHocT. OOHAKD BCTh BEPOATHOCTE, YTO annapaTHble
CREACTEA, NOCTARNASMBIE NPOHIBOAKTENEM MMM TOPFOBRIM NOCPEOHKKOM, MOTYT BblTh CROHQMMYDMDOBAHEL Ha
NPEAoCTaRNeHHe HECAHKLWCHMPOBaHHOM JOCTYNA K MHD0pMaLWMK WNK CETEELIM CoaauHeHrAM. MporasonsHoa
NpUoGpeTEHUE KU CMy4aRH0E pacnpeqeneHMe annapaTHsX CPSacTe B CETH MOTyT Co0eACTB0EETE JALUMTE OT ATOM
BIXOA NPEIHAMEDEHHON MNW HENPEOHAMEDEHHOW YyTPoaL! Be3onackocTi. [INA npMMEHeH A annapaTHelx CPeacTE,
TPEeGYIOLLKY BRICOKOHE CTEMEHW BEI0NACHOCTH, BOIMONHO CNEOYET DACCMOTDETE MEDE YNDARMEHMA, YEDENMAD-
LiHE AOBEDHE MEHTY OPraHW3auren i NOCTABLLMKOM.

MpoBageHde oLEeHKH anNApaTHbX CPEACTE B CoOTRETCTEHH ¢ FIPS 140-2" [26] cuuTasTc HeoBxonMmei,
8 0CODEHHOCTI B OTHOWEHWK KpHNTOrpadrYeckny yCcTporcTe. [na gpyrux yCTpoiRcTa Np Bsbope M MCNoNsLaoea-
HWW NprBopa cnegyaT NONAaraTLCA Ha OUeHEN NO COOTESTCTEYIOWMM 0BLWENPMHATEIM KIMTEPWAM MW CNEUMania9-
POBIHHBIR NEOATAM 33LWThL.

10.3 BeaonacHOCTE CACTEM NpOrpaMMHOro obecnadeHma

Mockonkey COBREMEHHEE (DMHAHCOBRE YEDEXAEHWA NONAraKTeA Ha ABTOMATHAAUMIO NpW obpaboTke npak-
THYECKA BCEX CROMY DMIHEC-ONepaUMi, B OCHORY NpOrpamiiel oBecneweHia MHOpMALKOHHOR DeE3IonNacHoCTH
LormsHo beme nonoseHo obecneyexke Ge20NACHOCTH COBOKYTIHOCTH NDCMPAMM Ha HOCHTENAX aHHLIX W Npo-
rPARMMHEI A0KYMEHTOE, NPEAHAAHAYEHHEX AMA OTNA0HM, EYHELROHMPOBAHKA M Npeeepid paboTtocnocoGHocTy
ABTOMATHAMPOBAHHLIX CUCTEM [danee — nporpamssce cbecnedenne (MNO)). Obecnedenke G2a0NACHOCTH CUCTEM
MO zaTpyAMeH0 BCNEOCTRIAE 8ro CNOMHOCTIA, MHEOMECTEA 8o BIaHMONeRcTEMA M pasHooGpaitsix cnocobon Aoc-
TYTIa ¥ faaNUHHEIM NDOTDasMMan. MEorWe NporpamMsl, NogobHee MEXCETEELIM JEDaHaM, Bei-CepaapaM 1 cepae-
pam NpUNOEEHHA, NPEIHAIHAYEHE ANA paboTel Ha MHOTHX annapaTtHex nnathopsax. BeaonackosTe clcTam Mo
Ha BLICOKOM YDOBHE PACCMATRMESRTCH B NpUNoMEeHMa A, paagen A 2. Kpome Toro, cywecteyeT Donswoe 4y4cno
patoT, B KOTOPBX NOAROGHD 08CYHOASTCA BONPOC ObecnaYe A Ba3onacHOCTH NPOrPaMi DaanuiHbix THNOS.

10.4 Mepil 3aWHTELI CETER M CETEBLIX CUCTaM

XOTA YACTO CHUTABTCA HAWDONEE KDHTUYHBIM Bhi4HCNMTEMNEHER KOMINEHS ORraHU3aL9M9, BRTHOYSIOWWA B
cefA KOHEYHEE CUCTEMEl M PEANHYHLIE BUR CEPREpOB, BONBLIAR YaCTh TRADHES MEXTY CUCTEMAMK NPOXOOMT
YELED CETE, KOTOPAR HE LWPDYETCA M HE 33UIMINAETCR. IHAYUTENEHARA YACTs MHTEQHETE U CNEUHANHIMDOBAHHBIE
TTHHAN MHOTHX KOMNAHAA WCNONEB3IY0T OQMHAKOELIE OTHDEITEIE NDOTOKONS!, CHCTEMB MADWDYTHIALKM 1 B HEKDTO-
PhiX CYYAAK KCNONBIYIOT O0HM M TE #E CETeENE YCTROACTES W KOMMYTATODE © TPAGHKDN 00YTHX KOMIEHAA.

CeTeaoi Tpad K yAIEHM K BHEWHAM ATaKamM, CEAIAHHLIM C HAMEHEHWEM MAPDLIPYTUIALNK, KOMWPOBAHWEM 1
CETEBLIM «AHANWIATOPOM NAKETORY ! KOTOPEIE NETHD MEMYT NPOHTH NONHOCTER HEOBHARYHEHHEIMM CETEIO M CHE-
TEMAMM, MCNONEIYIOWMMA CBTE W CHCTEMBL XOTH WhpoaaH1e 4acTo PaccMaTpMBAGTCH B KAYECTEE OCHOBHOMD
pELsEHa Npobne sl oGecnedeHa BEIONACHOCTH, LW PORAHWE CETEBOMND YPOBHA MOMET DiiTh CIIMLLKOM 00pOT0-
CTOALLMM © TOHKM IDEHWA JECNNYATALWE, NDONYCKHOR CNocobBHoCT M Co30aHMA 3adepiid WedopMalKuy ana
MHOMAY Opradyaagui. Jase B cnydae nenones3oeadnA npoTokonos SSL, IPSEC W gpyrax npoTokonos Beaonac-
HOCTH CBAZM, OHKM He 00RIATENEHO ABNAKTCA NepakIM ATAN0M ODecneYeHnA 3awMTE ceTeaol GeaonacHocTn. [na
ynpaenequs BeaonackocTsio CETH CNeayeT obpaTiTh BHUMaHKE Ha TDESORAHMA, MANOMEHHLIE B CTAHOARTAR CB-
pr MCOM3K 18028,

MNepasiM 3TAN0KM 3ALWTE YACTO AENAETCA IAKMKDYEHWE COTMALLEHKA MENTY ODTaHHIALKER 1 NDOBAROEDOM
TENEHOMMYHAKALWOHHEIX YCIYT C yHeToM JOBEDHA K ATKM Npoeaigepan. [ToaTomMy MCNoNsI0saH e HABECTHEIX
NpoEARASPOE TENEKOMMYHHKALIMOHMEE YCIMYT C YETHAMHA COMMaLLEHUAMd 00 ypoBHe CepBrca W CcoDMODEHne nono-

' FIPS 140-2 pasevBaaTcn KaK MenOyHapaaHeR cTadaapt MCOMSK 19790 [35].

Zl cAHANMIATOP NAKSTOBY FEMAAETCA APOrPEMMOR, SHARNWAMPYIOWER  WHOOP MELWOHHEE NEKETE B0 BPEMA WX
NepeMBELYEHUA N0 CETH M OCYLUSCTENAKWER NOMCE WHBOPMALME, KOTOPSR MOMET WENONEIDBATEER OMA COBSMUEHWR
BTEHH, HANPWMED. HA COOSRMBHWE COODLWEHWE ANEKTPOHHOA NOMTE, WMEHS K NAPONK NONbI0BEATENSA WM CETEELIE

a0 peca.
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HEHWA KOHTREETa YacTo ARMASTCR NepE0l W HaKBones BaMHol Mepoi 3alwmTe. Cnedyowei Hanbones BasHoH
MEPOR 33LWNTE CBTH ARMNASTCA CHCTEMA MED JALMTE MPaHUY oprasuaaum (cm. 10.5), ncnoneayeman ona obec-
ne4eHrA GeannacHocT, MCHHTODWHIE M YTIDARNESHKA COROUHEHMAMK MENDY BHY TDEHHAMA W BHELLHMMA CETAMMK
OQTEHHIALMH.

10.5 Mepb! 33UMTEl PAHALY OPraHA2aLHMKM 1 88 CBAJAHHOCTH C BHYTPEHHHUMMH M BHEIHHMH CeTAMA

10.5.1 OBwme nonoweHHa

AHANNA CTONHWKOE [1]—[26] NoKaanIBaeT yRenHYe e OTHDRITOCTH KOPNoOPaTHBHEX CETad. To, Y4To KOrOa-To
GbiND NPOYHOA, MECTHON KOHTRONMPYEMOH MDAHULEHA OPradn3anmnK, CTano oTEPRTo AnA eed-ceparcos, ABNOBOTD
COTPYQHWHECTEE, NOLNSMHEA CTOPOHHKMA OPraHWIALIMARKA, 8 TAIHE ANA BIaWMOOSACTENA KNWEHTOR C CUCTEMa-
M DETMCTPAUMM, BpEMEHHED paBoTHHEDS C paboTHMEaMK NO JOMOBOQY, M ANA OOCTYNA COTPYOHMHOB — Hak
YOAMEHHOD K3 OOMA, TAK M WX BHELLHWY COR0WHEHHA C ADYIAMK dMpMany. Boe yEENWIMBAIOLAACA NPOHMLAE-
MOCTE MPaHMLL OPTAHW3ALMK CIHAYAET, YTO OHA W CHCTEME! BAAUMOGERCTENA NPOGOMTHAT ABNATLCA KIMTHYECKA-
M INEMEHTAMA MHEOPMALNOHHONR DE30NaACHOCTI Opraskaay K. MpoHUuaeMocTs MRaHKLEl CpraHH3alnKg Tae
aHa4aeT, YTo Bce BonsLe YeTRORCTE ABNAKITCA MECTaMK BOIMOMHOND NPOHUKHOBEHWA ONA AN0YMbILNSHHHEDR.
Heobxo0Mmo paccMOTPETE BOIMOMHOCTE NDWMEHEHWA ONA JaHHEN YCTRORCTE MENMCETEERIN INDAHOB, CHCTEM
ofHAPYMEHNA BTOMKEHUA W, BOSMOMHHO, 0PYIHX MED JALIWTE (CM. KOHEYHEE CUCTEMB! B NpUnoxexia D, pasnen
D1}

Boe rpaHdlsl MEsDy opraHuaauved u Gonee KpynHoW CPeaoi ¢ CETER0N CTPYKTYDON ARNAKTCA KPHTHYHEI-
M, Nban rpavkla NpedcTasnAeT BOIMONHOCTE YIPo3aM COBEpLLUWMTE aTaKy, HCNONkayA YAIEMMOCTA CHCTEM
OpraHUaaLME. Oprasuaaliig 4omeHs ONpegeniTe COBCTREHHY IO NOMUTHKY, KICAIOLWYIOCA MYTEH NEHMEHEHUA MED
FAWA T rPaHYE. HanpuMep, opradvaaumna MoXeT NoTpeboRaTs HAoNHWPOBAHWA KOPROPaTHEHOA CBTW ANA Co3ga-
HHMA Ge3cnNacHol Cpeabl C BbICOKDN CTENEHLID JAWMTE, HANPUMED, TakoH, NP KOTOPROA BCE NONbIOBATENM K
KOMHEYHBIE CHCTEME! ByayT Grandeckn CEAZaAHE BHYTPW 30aHWA Opradkaaumi. C gpyrol cTopoHsl, opraHnaauums
MACKET OBECNEYITE BLLKTY BCEX CROMK aKTWRO0R B DaaonacHod 0ase aHHEE 33 3aWMTHEIM CEpBepoM Beb-npuno-
HEHWA, NPK NOMOLWA MHOMDYPOBHERE MEMCETEREIX JKDAHOE W NDOTPAMMHBIX CPEOCTE ODHADYHEHKA BTODMEHKA
WIM CTPOrOH ayTEHTEMKALMK NONBA0BATENERE. YTO M3 ITHX COEACTE 350IMTE ABMBETCA NPWEMITEMBIM, 3ABMCHT OT
AXTWBOR OPraHWaaLM9, SUEHKW DUCKA M NPUHATEX NONWTHE

10.5.2 MexceTemkia IKPAHLI

Me®CceTe Brle IKpaHL NPaacTasnAKnT CoGoR PAIBMTVIC TEXHONOMAK CoeCNEYeHNA JAWHTE MPaHULL Ha Ce-
TeBoM ypoBHE. B To BpEMA KaK CyLECTEYIT BAPWUaHTE PEANEHEX BOSMIMHOCTER ¥ cNocobos dyHELMOHWpOBa-
HHYA, BCE MENCETEELIE IKPAHLI PACNCNAMAKTCA MEHOY MIEHMHHbIM MADWDYTWIATODOM UMW KOMMYTATOpOM, CO-
0MHAIOLLIKMA NPEaNPUATHE C APy 00bLEKTAMA HNK MIHTEDHETOM, i BHYTDEHHKMM CETEBLIMK MapLLPYTHIaTO-
pasi OpradnaacyK. Xopows CNpoekT APOEaHHEIA MEXCETEROH JKPAH ABNASTCA HEOOXOOMMEIM INEMEHTOM 05eC-
NEYEHNA 3BWKTE CETH OPraHKIZLMA

MemceTenod apaH oCYLUBCTBNAST MOHMTOPWMHI CETEBOMD TPAMWEa HA OCHOBE A0pECcalMd, NOPTOs, NPOTO-
KONOB W, B HEKOTOPEX CMYYaAX, cOgepHanna naketoe. [InA MMOrHx OprasdIauMil MEXMCETenoH IKpaH OTKPET
TONLKD AR cdeHs HeBonsworo Habopa Wa Bocex JoCTYNHBX A0peCcos, NORTOR W NEOTOKONCE. B kadecTee npvmepa
MEKCETERON JKDAH, JAWMLLAWIKWA KoMNNeks peb-cepaepa, MOXeT papewaTts Tonexo npoToxon HTTP gna nop-
Ta 80 um npotokon HTTPS ana nopra 443 (Taose wasecTHeR kak SSL). Opyrue obs4use nopTel gnA FTR cepan-
coB, SMTP (anexTpoHHoi NOYTE ) MOTYT BbiTe TAHOHE OTEPBITE! MMM JAKPETEH B COOTEETCTEMM C NOTReOHOCTAMM 1
NONATHEAMM OPTEHAIALMA.

MHOMME OOraHu3aLKMKM NPHMEH AT B3 YPOBHA MERCETERLIX IKDAHOR ANA COINAHWA TAK HA3LIBAEMON « Q8-
MUNKUTADHIALUWOHHORS 30HE. Baf-cepBepsl ¥ OpyrHe HANDERNEHHEE BOBHE CEDBEDE] M CEDBMCE! DAIMELLANT
MENOY YDOBHAMA MEXCETEELIX JILPAHOBE W NepedopMaTURYIOT W NEPEHANPARNAKT 3aNPockl TRAMMKA Ha YCMYTH
MW AAHHLIE BHYTDH BONee KpyNHOr NpegnpuaTia. BHew [l MeMCETER0N IKDaM MOKET NOANeDHHEATE TOMNBKD
hitp Tpaduak, ToMOA K3k BHYTPEHHWA MEHCETEBOH JEDaH MOKET pa3pelaTs SSH uny opyrve cepBKCEl ANA Nog-
OepaEn QOCTYNA K yNpaEneH@o eed-cepeepamy MW paspelwars 4ocTyn seb-cepaepor K BHYTREHHWK Gaizam
faHHbix. OSbYHON NPAKTHROR ARNASTCH KCNONLIDEAHKE MEMCETERLIX JXPAHOE ABYX PAANHYHEIX THNOB (NPOHAB0-
OMTENENA ] HA BHYTREHHKWX 1M BHELLIHAY NO3MLUHAK.

HMasauansHo MEsCETEBRIE JKDAHL CHATANK NPOTEaMMHBIMK COSOCTEAMM CNELUMANBHOM HATHAYSHHA UK
CNeuMansHBME YCTROACTEAMK, DAIMEWSOWWMWMCH HA CETEBOM TPAKTE H 33LWLLAIDWIMMA KPYNHEIE YHacTKH
opraHraauMy. MemceTeBse JKpaHbl Gk BAKHLI INEMSHTOM NPOYHOCTH YEPENNEHHEX NepuMeTpoa. B nochea-
HHE OB3-TPW rofd MesCeTeBmLE DAl Gk BENIOYEHEl B COCTAR KOHEYHLIX CHCTEM, YacTo B KAYecTBe Tak
HAILIEAS MK MEPCOHANBHBIX MEKCETERLD 3paH0oB. OB TeHASHLWA — HCNONLIOBAHWE MEMNKCETERBIY IKDAHOR
CNEUUanEHOro HAIHAYEHWA ONA BANHEX CETERLIX COROMHEHMA W NEDCOHANEHLIX MEMCETEERX IPAHOB HA Nep-
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COHANBHBX HOMNLIOTERAR M QDYTUX HOHEYHBE CUCTEMAX — HAXOOATCA B CTA0KW PAIBWMTKA. HoBEALWENR TEHOEHLK-
2 ARNAETCA KOMEMHALMA QYHKUMOHANEHEIN BOIMOMHOCTER MENMCETERE IKDAHOE C BOIMOMHOCTLID OOHapHe-
HAA BTORMEHMA.

10.5.3 CucTema oDHADYHEHWA BTODMEHHIA

MewceTesne IKpaHBL Y3CTO NDUHWMAIOT UMK OTBERT0T CO8QWUHEHWA HA OCHOBE 300Eca, NoPTa W NpoToRD-
na. B npegenax aTux NapaMeTpos MOMEeT CYLYECTBOBATE MHOMECTEO BOAMIMHLIX NOTOKOE JaHHLIX, HaKTHYECHN
ABMNAKHUMKCA ATAKAMK KN BDEGOHOCHSL MM NDOrEAMAMAMKA [(BHDYCAMA], & TAKKE MHOMECTRO NETANkHEY NOTOKOR
OaHHLIX, NPeAHAIHAYEHHEX ANA NOAOS0HKH NeransHorn Guiteca. CrucTemb: 05HapyHEHWA BTODMEHWA PacckaT-
PHBEAKT OAHHLIE B NAKETAY M CRABHWBAIOT HX C XAPAKTEPWCTHEAMK MABECTHLIX ATAK. 3T CHCTEME OOHA DYHE-
HWA BTODMEHA NOCEINAKOT NPy NPeKISHWR COOTRETCTBYIIWENMY NeRCOHANY ORraHHM3ALMM MPK NOMOLLYA 3NEKT=
POHHOM AOYTORONC COODWEHWA, TENaaHHOMD AB0HKS MMM CooBLWeHWA Ha Nedgxep. CyWEeCcTRYIOT ABa OCHOBHLIX
BWOA CHCTEM ODHADYHEHNA BTODMEHKA! NePBLIK — CETEBLIE QETEKTOPE, NOOKMHOYEHHEIE K CETERRIM MADLWDYTI-
IATODAM, KOMMYTATORAM M CRPREDEM W NPOBEQAICLLKE TRADKWK B CETH, BTOPOR — OeTeKTODsLI HA Gase X0CTa,
npegcTasnAowve cofod nporpamMMyice 0SecnedeHne, JarpyeEHHDE Ha CEPBERE M KOHEYHEIE CUCTEMLI, NPOBE-
PRKHLWE TRAGKE, CEAIIHHEN COonpedengHHBIM YCTPoRCTROM. O0a TMNa JeTexTOpos BCE LWHMPE KWCNoONBLIYIOTCA B
opralnsalmax’’.

D0HWK W3 rMAaBHLIXY HEODCTATHOR CUCTEM OOHADYHEHHA BTORKEHUA AENASTCA JABMCHMOCTE OT aTaK C HaBe-
CTHEIMIA XAPAKTEQWCTHEAMH, TOMOA KK HOBLIE 3TaKM CHEMIBECTHLMA XAPaKTERHCTHUHAMK MOTYT NPOATI HE3amMme-
UEHHEMA. CHCTEMEl 0GHADYHEHHA BTODMEHKA HAYANKCE C NOWMCKA OTENOHEHHA B NOBe0eHIAA CHCTEM, HaNpHMap,
C NoARNEHKA ftp Tpadoka Tam, roe oSeMHO NPUCYTCTEYET TONEKD NP TRadiK, HNK NOARNEHWA TRADKKA B HEe0G kM-
HOE BOeMA MNK B HEoDuuHE o0bEMax. 3TY BOIMOMHOCTY oOHapYHeEHHA OTKNOHEHWA CTAHOBRATCA Boe Donee
WO PEHHEIMG H CROEHBIMKA, HO HX LEHHOCTE NO-NPEEHEMY B OCHOBHOM HE 00Ka3aHa. Tam He MEHEE, MHOME
OpraHuaaUMd 1 BONsLWKWHCTED NOCTABLWKCE CHCTEM 0BHADYHEHWA BTORKEHWA HA4ANK BHEODATE 3HANMTHYECKHE
BOIMIHHOCTA CUCTEM O8HApYHEHUA BTOPMEHNA MM NPOEOQWTE AHANWA NOKMCHA OTHNOHEHKH HE TONLED HA BHELL-
HWX MPaHKLAX, HO TAKHE B CAMOR CETI ODTraHM3aLmH.

HekoTopkie AHANMTWYSCKWE CRBOCTRES 3ABKCAT OT ODYTWX YCTPOKCTR ANA cBopa AaHHBIX, MCMOMNBIYEMBIX
LNA NoUCKa OTENOHEHWA. CyWecTByaT TEHOEHUKA K 00 bEaMHEHWIe cucTem 00Ha DY HEHNA BETORSEHWA W MEHCETE-
BLIX AHPAHOE, YACTO NOCTABWME NPEAnaraeT KoMOMHWpOBaHHEE CPEACTES, BhINONHAKLIWE qWHKL M MEMCETEEBD-
Mo 30EaHa M CHCTEMBL ODHADYHEHWA BTOMHEHHA. JaHHBE koMOHHHPOBAHHEIE COEOCTREA TAKNKE MCNONLIYHTCA B
HACTOALLEE BPEMA — SCODEHHD SCNM CHCTEMa 0BHapYHEHWA BTODMEHHR BKNI04aeT B caba crolcTea obHapyHe-
HWA OTENOHEHMA GNA NPEgOTELALEHKA BTODMEHWA. B 371X HOBLIX CHCTEMAX NPEenoTELALLEHWA BTOREEHWA CaTa-
BOE COBOMHEHWE, MCNONBIDBAMHOE ONA COHaDYMEHHORE aTakK, 3aKDLIBAETCA, YT00L OCTAHOBWTE MNK NPeJoTERE-
TWTE aTary A0 82 IABEPLWEHHA. XOTA 3T0 ABNASTCR COBEPLISHHD NPUEMNEMON NPEKTHEDH, CYLLECTEYET BOSMOM-
HOCTE NDOXOMOEHWA ODYIore 3aK0HHONS TpaduKa Yepesd TO e COBdMHEHHE. Kakaan opraHraaumMa GonmHa onpa-
OENUTE, NEPEBELLIWEAET MM LEHa PEIPELIEHHA JaKoHHoro Tpafuka yEkTH 0T BOIMOMHOND Yiepha, HaHBCeEHHOTD
aATAKDIA.

JaHHan cyfbesTUEHAR OLUEHES B OTHOWUSHWH SONMYLIEHHA BOAMOMEHEIX 3TaK B CONOCTABMEHWH C BEDOATHDIM
VILEROOM OT aTaKK BRARMAST OOWH M3 HEAOCTATEOR CUCTEM ObHapYHeHHA BTODMEHWA. MNMpakTideck nuban cHe-
Tena oGHapYMEHUA BTOPHEHNA BL0AET HEKOTOPOE YUCNO OLWKG0YHBIX PEIYNETATOR, TO BCTh B HEKOTOPEIX CITy4a-
AX CHCTEME 0DHADYIEHWA BTODHMEHWA BELOAET Npegynpesedns o TPADWKE, BMMAGALIAM KAK ATaKa, HO B 02
CTEHATENBHOCTI ARMSIOLLMMCA NETANbHbM. AHAMOMYHBIM OSDEI0M CYLLECTRYET (04EHE HEIHAUMTENLHAR) BEDOAT-
HOCTE TOTD, YTO ATaKa OCTAHETCA HEoDHapYHEHHOR. CHCTeMBl DDHAPYHEHNA BETODMEHHA OCOECeYNBaI0T CpraHnaga-
LIRS IHAYUTENEHYI THEKOCTE B HACTROAKE CUCTEM C UETK MAHKMAIALWA OIMBO0YHB PEIYNBETATOR 1 OWUE0Y-
HilX pRArHPoBaHWMA Ha aTaKK.

10.5.4 (pyrie 3aWTHLIE MEDkl NPOTHEOASACTEMA CATERLIM ATAKAM

CylyecTayeT MHOM ApYTMX 33KTHEE MED NG NPOTUESOEACTEMID CETEBLIM aTakam. [ing pasHex cnocobos
arak TpedyIoTCA pasHele Mepbl NPOTHEORBACTEMA. Hanpumep, BHaHec-NapTHED MOMET HMETE NDAMOE COBOUHEHIE
C BHYTPEHHENA CETRIO, MAPLWIPYT MOMET OkiTh NPONOHMEH SePE3 O0MH (3 HE Yepea 0Ba ) MECETEB0A skpad. Mapus-
PYTHAATOD 14 KOMMYTATORE, COCTARMAKLLME BHY TDEHHME CETH ODrAHKIALMM, BOM#HHE GiiTh HATEMH 3ALKLLEEHEI
W XOpOoLWD ynpaanAas ., Muorie diyHELMK MEXCETEBOID 3KPaHa QEACTEYIOT KK 3aWHTHEIA YpoBeHE NOCHe dryHs-
LIMA MADLWPYTAIALIMM, YHE BRNOMNHEHHBIX CATEEOH MHDPacTpYETYRONR. BHE CETH MEMCETEBBIX IKPAHOE W CHCTEM
o0HapyHEHNA BTODHEHIA CYLLBCTEVIOT JBE ADYTHE OCHOBHEE MED:! NDOTHEOASACTBHA! WADOBAHME 1 3y TEHTI-

' Cnagyet oTMETHTE, 4TO B TPYANE MBTOAOR W cpaacTe obacnadeHd BeaonacHootd WT JTC 1/SC 27 Havata
pabora no onpensneqsi crasgapra MOOIMSE 18043 [27].
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dirauMA. OueBrOHO, YTO WKDPOBAHKE MOKET MCNOMNL30EATHEA ANA 33UHTE HAcTHOR MHDopMaLWMA. Ero Moxuo
BEINONHWTE HA MHOTHX YDOBHAX ¥ BO MHOMMX MECTAX, HO 33 KOHEDETHYID LeHy. JaxHse Meps NpoTHBCOEACTEMA
OOMEEHE OUBHMBATECA C YSETOM NOMWTHEA H LEHHCCTIA MHDOPMALKKA OPraHn3aLnmi.

AYTEHTRDHKAUWA MOXET HCTONEIOEATECR ONA HOEEHTHOHEALWA YCTPORCTE, @ TAKKE NoNBI0BEATENEH YCT-
POMCTE (BEMHOHAR NONEIOEATENSA NPOMpEaMMHOTS oBECNEYeHna ). YoTpoRCTEA MONHD MOEHTHMUMDOSaTEL, MCNOMkE-
aya |[PSEC, wnr (B HexoTOPOR cTeneHKn) Yepea npoTokon BeaonacHocT SSL. KoHeYHsIR NoNsE3oBaTens MOMET
GulTk ayTeHTHMUMpoBaH Yepea S5L. xo1a S5L He MOMaT peansHo ayTeHTHMUMPOBATE (DaKTHHECKDND NONLI0BA-
Tan — @UIKYecKoe NMUD (HEKOToPLE Bpayaapsl, HANDHMED, 3AN0MAHIAMNT HMEHA NONBI0BATEN2A W NAP0NK Tak,
YTO COTOYAHWE, MCNONLIVIOLWKA ONPeaaneHHbR KoMNLoTep u Bpayaep ona seb-cepeepa, BYQET KA3ATLCA OOMHA-
KOBEIM ). MCnons30BaHne painidHsl hakTopoR, a He TONBKD WOEHTWDKKATOPa NoNBICEATENA W NAPONA, MOMET
YITYHLLIMTEL KA4ECTEO Y TEHTHIMKALUMA, HO 3TOM MOMHD 000GMTLECA TaKE 00NananHenm MapKepom Tk cMapT-Kap-
TON, CEKPETHEIM KMHH0M, CRAZAHHBIM © UWDPOBEIM CERTHAKATOM, UMK OTNEYATHAMM NANLUER NONLIOBEATENA (KMK
OPYTMM M0 GUOMETIHHECHHMA XaPaKTEDHCTARAMH ).

11 BHegpeHHe cneuWanbHbIX CPEACcTE 3AlMTbI

11.1 BanKkoBCEME KAPTOYKK ANA (PUHAHCOBLIX ONEpPauMi

11.1.1 OSwmKe nonoHeHWA

BaHKOBCHWE KEAPTOYEN ANA UHIHCOBERE ONEPALMA MOryT BETE KADTOYHAMK G MArHWTHOW NONOCOR, KOTOP L8
MAOMYT XPAHKTE HHDODAMALIAK HA MATHATHOM HOCUTENE, WNW 4 CapT-KapTamus | cnocof My ofpa faTsma T WH-
DOpMALMI0, BRNONHATE KpHNTorpadiyeckie DyHELMW W XPaHKTL ropaaqe Gonbue MHQOopMaLi9, Y Ha MarHuT-
HOM HOCHTENS. [OCKONBEY CMAapT-KapTel 0BnananT Bonbilen rMBKoCTEI0, YEM KADTOHKA © MarHKuTHON NONoCOW, B
Sy oywess moweT DeTE paszpaboTad M pYyIod MeTod MCNoNbEIoEAHAA ATHX KapT. O BeaonacHoCT CMapT-KapT CM.
cTangapTel cepuy MCO 10202,

ACCOUMALMK NONLI0BEATENSA DHHAHCOBLIX KAPTOMEK NOASE PHMBRIOT CODCTEEHHLIE CTAMOANTE MEHHMATE-
HO# BEaonacHoCTi ANA MHAHCOBED YUDEREHWHE W NOODANYMKOE, NPEJOCTIRNRIOWAY YCMYTH (DUHAHCORRIR Y-
pedaeHUAM. B QononHEHWE K 3T NpOrpamMeian oSecnedqeHy n Be3cnacHocTi OpraHnaalme, HCnons3yowme Bad-
KOBCHAE KADTOHKK ANA DHUHAHCORLIX ONERaLMEA, OONMHE NPWMEHATE NEDEYUCTIBHHBIS HAME MEDh ZaLLWT kL.

11.1.2 Pranyeckan BeIoONACHOCTL

[inaA 33T OT YHHUYTOMEHMA, PRCKDEITHA WITH MOTADHESELNAN AHQODMALMKA Ha KADTOHKAX ANA PHHAHCOELIX
CfIEpALKMA Ha cTaguAx oGpatoTrr annapartypa NepooHanUIaLin KapToHer QUIHHE PACNONArATECA HA TEPDHTORNA,
PETYNADHS NATRYNUPYEMOol cnystamy ofecnedeHna NpaponopaaEa 1 obcnymueaeMol cnyxbamy NpoTUBono-
MAPHON 3AWNTEL. ANnapaTtypa J0msHa BT 33WMLILEHA CHCTEMOR OXPEHHOR CATHANKIALWA C 3BTOHOMHBLIM HC-
TOUMMKOM MUTAHAA.

11.1.3 3noynoTtpebnexHwe co CTOPOHL MHCAROEPOB

OnA npeaynpesieHia MOLEHHAHECKH: ONnepaUmMi, oCyLUaCTENASMED B peayNkTaTe J0CTyNa K uHdopsia-
LM Ha BaHHOBCKMX HADTOYKAX, BCE HOCHTENM, COO8EALME SHAYMMYIO MHPOPMALMIO O CHETAX, HOMEDA CHETOR,
NMHYHBIE MISHTHOMKALWMOHHEE HOMEDA, EPEOMTHLIE MAMATEl M COCTOAHWE CHETOR, 00MNMHEl XPAHUTLCA B NOMELLE-
HHM, GOCTYN K KOTOROMY OMDaHM4WBARTCA NEQCOHANDKM CyHbE WHODMALWMOHHOR Ge3cnacHoCT. Sy MKMW Waro-
TOBRMNEHAA W BRINYCKA KADTOHEK A0NHHE BhiTh QMIAYECHA OTOENEHE OT DYHELMA HITOTORNEHHA W BhINYCKA NEpCo-
HANBHEX MOEHTHDUEELHOHHEX HOMEDO0E.

11.1.4 NepemelieHne NAYHEX MOEHTUOWKALWOHHBIX HOMEPOR

[na npeaynpesdesHua NoTeps Ha-1a NepexXeaTa NYYHEX MOeHTHEMEELHMOHHEX HOMEDOS HECAHKLIMOHKWDO-
BAHHBLIBW NHLEMW C TRYHEIMA HAEHTHEMEALWOHHLIMA HOMEDaMK CNedyeT 08pallatscA B cooTReTCTEMK C MCO
9564=1=4 unu MCO 10202-1-8, Ctangapte cepuin MCD 8564 onpenenAsoT OCHOBHBIE MpAHLMNE W METOOs! 0Becne-
HEHHA MED MUHMMaNEHOR BeaonacHocTi, Heobxogysee A 3 ekTUBHOND MEKOYHADOOHOND MEHEIHMENTA
MY HEX MEeHTHOMEELMOHHEX HOMEDOoE. O TaKse CNpegenaioT METOOL JEWH Tl WY HEX HEeHTHEMEALWOHHEIX
HOMEDOE, NPHMEHAS MBI ANS ONERALMEA C HCNOMNBIDEAHKEN GAHKOBCKMX KADTOYEK ONA MHAHCOBRX ONEDaLWA B
YCNOBWAX DENMME PEANEHOTD BEDEMEHH, M CPEACTEA 00MEHa JaHHEIMH NHYHEX KOEHTHOHEKALMOHHEIK HOMEDOE.
CranpapTe cepar MCO 8564 Tagke pacnpocT DAHAKTCA HA MEHETEMEHT W BE30MacHOCTE NHYHBE MOSHTHgMKaLIA-

' gCmapT-kapTar ONPEOANAST KNBCS YETPOAGTE PAIMBENE NNATEHHDN KANTOHKM, MMEKILLME PAZNMYHEE tyHELWD-
HEMNEHLIE BOIMOKHOCTH M MOWHOCTH. 3TH yCTPORCTES BRIMANAT NPAETWHECKA TAK M, KK KAPTOMKH © MArHWTHOR nono-
COH, MOCNOMNB3YEMBIE 0N CTAHOAPTHLIX KpeguToesy, nabetoes:, GaHEOMATHEIX W KBCCOBRX ONEPALWA, W BENDMEKDT B
cefif KEpTE HE WHTErpansHe s cxesmay ([CC), xapTouke © XPaHUIson CyMrMoR M DECHROHTARTHRE KAPTOMKM.
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OHHEX HOMEDOR B YCNOBMAX PEMMA DEAMNEHOMD BPEMEHN M YCNOBMAX ANSKTROHHON Toproand. JaHHbe METOO M
CPEeacTEa OOMEHEl HCNONEIOBATECA ORraHMAAUMAMK, OTBEYIIOLIMMM 33 BHEODEHWE METOOCE MEHEONMEHTA 1
AN Tl MHOPMALMK NAYHEE MOEHTHDHKELMOHHLIX HOMEDOB B GAHKOMATAX K MHAHCHDYEMBLX NOKYTATENAMM
KACCOBLIN TEOMHHANAX,

Mpumesadue— NCO 13481-1 [5] onpeosnAeT cpEOCTES YNPESENEHWR DACNPEOEnaHUs kmo4aR, Heobxonw-
MbIE ONA YETRORCTE, NPESOCTARNAHWAY GMHARCOBRE VoMY (KACcCo8LIe TEPMNHANL, DaHRoMETE ).

TpefopanyA HACTOALE D CTAHOAPTA HE DACN POCTPAHAKITCA HA HENDHHCCHOBEHHOCTE AaHHBIR of onepaymn-
AX, HE HMELLME NMAYHB HOEHTHRMEALNOHMBIXY HOMEBDOE, AALIMTY NAYHBX KOEHTRRUKALNOHHBIX HOMEDOR OT
NOTEDE MAK NDEGHAMEPEHHOMD HENPABWMNEHOMD KCNONEICEAHKA CO CTODOHS! KNWEHTA WNH CAHELUOHHPOBAHMBIX
CRYMALLAYX IMUTEHTE, 3AWWTY cOoBWeHWR 08 oNepaluax 0T HIMEHEHMA KNA Z3MEHSL], HANDHMED DEAKLMK CaHK-
UMOHMPOBAHWA HE BEPUDHAKALMKD WY HOTO MOEHTHOMEILWOHHOTD HOMBEPA, 33LHMTY OT BOCTIPOWIBE DEHKA MAYHOMD
HAEMTHDWKALMOHHOND HOMEDAa WK ONepaLMK, WA oNpeaaeneHHe METOOsl pacnpe0aneHnA KNosald. 3TH MeTodkl
O0MHE! MCNoNLIOBATECA OPraHWIALWAMK, OTEEYAKLLMEK 33 BHEADEHWE METOO08 MEeHEIHMEHTE W 33T NEp-
COHATNEHBX MEEHTHEMKELWOHHEIX HOMEDOR B GAHKOMATAY M (DMHAHCHDYEMBIX NOKY NATENAMM KSCO0ELIX TEDMAHA-
nax. CraHgapTe cepuu MCO 10202 onpegenaioT NPMHUMITEE 33WWTE MHTEMPANEHEIX MAKDOCKEM B TEUEHINE KX
HWMITHEHHOMD LMENS OT NPOWIB0ACTES W BRIMYCKA, MCNONLIORAHWA KNHEHTaMW W CIYHALLIWMK 00 HCTEWEHWA Lok
cnywibe. B cTangaprax cepur MCO 10202 Tacke onpedenfsTon MUHHMANEHEIR ypoBREHE BeIonackocTy, Tpebye-
Mbdid ANA 0oMEHA, HADALY C ONUHAMKM BEICNACHOCTI, NCABCNAKLWMMA IMUTEHTY GaHKOBCKOR KAPTOYKM gnA dou-
HAHCOBENX ONEDELHA WM NOCTABLLYAKY BOUpaTE YpoReHs GEI0NACHOCTH, COOTRETCTEYHMLUMA NOMMTHEE NDMI0HE-
HWA. BaausmoCeAas C KPUNTOTPAHHECKIMMM KMKHaME, HAONEHALLES MCNONLI0BAHWE KDUNTOrpadHYeckux anro-
PHTMOR W MeTO4LI pacnpedensHun Knoden, reobxodvmesse gna obecnesesyn BeaonacHocTH obpaboTrn duHaKco-
Bbix ONepalli, TaKe oNpadensinTcA B cTasgapTax cepud OO 10202, B HHx TaKe ONWCLIBAKTCA TpEGoRaHMA
GeaonacHoCTI AMA MODYNEA NDAN0KEHKA, KOTOPLIE MOryT Bims Go0asne s K YCTROACTBY CHMTEIBAHMA KAPTOHEN.

11.1.5 Nepconan

Ona ucknodeqdn oBpaboTi Kpe U THEI KApToYEeR NeNCoHANoM, HE WMatlLUM Npasa obpaBoTrm, HomsHs
NPOROAXTECA KDEQUTHEIE NPOBEDKA 4 NPOBEDHA YTONOBHOM NPOWINGS BOex CIYHALIMY, KMEIOLME D8N0 C Npo-
WTAMNOBAHHEMA MITA HEWMHOOCCHPOBAHHEIMKE KAPTOHKAMW Tam, [N 3T0 JOMYCKAETCA HOPMaTHEHO-NDAB0BLIMMK
OoyMeHTamd B 0GnacTi obacneyexmya BEIonacHOCTH, BRMCYARA COTRYIHHEDR, 3aHATRIX HENoMHEE pabouwid neHE,
W BpEMEHHLIX PADOTHUKDE.

11.1.6 AyauTr

[Ona obecnewesya UeNOCTHOCTH YNPEETRMHUEA W DErMCTRALMORHOR Hdopsal K TRedyeTCA MepamH Jawm9-
Thi W C HCMNONEIOEAHWEM ¥y DHANE aYAUTA COXPAMATE WHDODMALKIO O HOME DAY CHETOR BNAAENEUEE KADTOHER |
WCNoNeE3yeMon 00o0pYA0BAHMH HA NNACTHKOBLIX KAPTOYKAX C OTNEYATAHHLIMA JAHHLIMW, B MeYaTHBX dopaa,
LUTAMNOBOYHOM W LWWDYIOLWEN ODOPYOOBAHKMK, HA 3AUMTHOA ONsre, roNorpamMias, MarHMTHON NEHTE, Momny-
FabpuKaTax KapToYer M NOTOBLIX KAPTOYKAX, KapTodKax ofpasuos,

11.1.7 MpegynpexaeHue NOLOENEW KAPTOYEK

Ana npeaynpexdesa coagaHinA PanbLMas) KEapTO4eK C MarHUTHOR NoNoCof MCNoNE30BAHUA MHgODMa-
LMK, OTPEHASMOA HA TOBAPHEX SeHAX, D0MEHB! BT 3aWwndpoBaHsl UMBDE KRN TOrpadoMHECKon NDOBENHA, 1 3TH
LHIptl BOMHHE GiTs NOATEEDHOEHE! K3K MOKHO BONELWEMY SYUCTY ONepaLwi.

Ona npenynpesaeHKa co3aaHuA QanbuidBs KADTOMER C MCNONLAGBAHIEM NEPEXBAYEHHON HHODMALKK
HE0BXOAMMO MCNONLI0AATE DUIMYECKHMA METCD MAEHTHIHMKALWM KADTOUKA C LeNsI0 NOOTESDHOIEHAA B8 NOGNWMH-
HOCTI.

11.1.8 BanKoMaTLI

BaHkomMaTsl NpeOCTARNANT cofoil YCTPORCTRA, NO3BONAIOLLWE KNMEHTY NPOBEpATE OCTATOK HA CHETE, Hakl-
METh M BHOCHTE HANWYHLIE, ONNEHWEATE CHETE MNH OCYLLECTBMATE ADYTHE qryHKLMK, HOTODEIE 05kI4HD SCCOUMMDY-
KTCR C BAHKOBCKMMM KACCUPARMK. [aHHbIE YCTRORCTES MOMYT HAXOOWTECA BHYTDM 308HWA ODFaHHIALWA, DaIse-
LWATLCA 33 NPedenanmd TAKorD A03aHHA WY PAcToNaraTecq BOANEKe 0T NOMELLEHHA OPraHUIaLMM.

PakomMeH0yoTCA DONCMHHTENLHEE MEPE NDESCTODORHOCTIA ONA CHIGEEHWA BOAMOHHOCTH SrpaGneHa knn-
EHTOB 1 BAHOANWAME B OTHOLLEHWM YCTPOACTE, HO OHX HE PACCMATPHBATCA B HACTOAWEM cTaxgapTe. MNponaso-
OMTENK QAHHLX YCTROACTE K NOCTABLLMEM CETH BaHsoMaTorR obkMHo M30as0T pYROBOACTEA N0 BeannacHoCTH NoNBEI0-
BaAHWA GEHKOMATAMM. PEKoMEHTYETCA WIYUMTE 3TH JoKyMEHTEL MpK pabore ¢ GakkomaTamt Heobxanumo cobnio-
[aTe TpefonaHyA GeacnacHoCTH, KOTODsIE GNpeEnaHb B NPoUeIyDax OrinaTed Mo KApToUKa M.

11.1.9 Mpenrudinkayna M ayTenTHhUKALKMA BnagensUes KapTo4Yer

Hawbonee pacnpocTpaHEHHEIM COeOCTROM ayTeHTHgHMEIL MK BNagensuUa kaprodkk aenaeTes PIN. O we-
NONB3YETCR ANA YNDABNEHHA DOCTYNIOM K DaHEOMATaM W KACCO8RIM TEPMMHANEM. [ToNLI0BATENW AONHHE 3HATE,
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41O OBECAEYEHHE CEHPETHOCTH NECOHANBHOTD HABHTHMEALMOHHOTS HOMEDA ABNAGTCA MX OOAZAHHOCTLD. B
OONONHEHWE K NEDCOHANEHOMY MABHTHHDWKALMOHHOMY HOMEDY 0NA MASHTWEKKALHK BNANENSLUEE LE0TOHEH Ha4n-
HAKT NPUMEHATECA NEOBERKA BUOMETDUYECKME JaHHBIX U DY ITWE TEXHONOMMKH.

[nA npedoTERaLlEHHA HECAHKLIMOHWDOBHHED ONEQaLWid, BEIIBaHHEIK YT a0k ESHWEM NAHHOMD MOEHTHwEE-
UACHHOMD HOMEDA KADTOHKM, HCNOMNEIYElbIX HECAHKLKOHADOBA HHEIM NALIOM, HKUCN0 NONETOK BBQ0A MAYHON aes-
TAHEALMOHHOND HOMEPE O0MKHO BT He Bonee Tpex. MNocne Tpex HeyaaYHEX NONETOK PEKOMEHGYETCA 3agep-
HAHKWE KADTOYKH W YCTAHORMEHWE KOHTAKTA © 88 BNafenbLUem.

11.1.10 AYTEHTHYHOC T MHDODMALIMA

[nA npeoTepaleHHA HECAHKLMOHWPOBIHHOID HIMEHEHMA MHQOPMaLKMA, Nepenasaesmol B DaHKoMaT M M3
HEMD, NPW KEAXA0H NepeaadYe cReqyeT TREDOBaTE WCNONBIoEAHUA KO0A ayTEHTUOUEALKA Co0GLLEHHHA, CO30aHHOMN
B COOTBETCTEMA C TpeboaarHmamn MCOD 16605 1 pacnpocTpaxAesoro B COOTEETCTEMM C TRES0BaAHNAMIKM CTaH0apTOR
cepun MCO 11568, na npeqynpexias i HECAHKLHOHMDOBAHHOTS MAMEHEHKA, YHUYTOHMEHWA MNK PACKDEITHE
HRPOPMaLKK, XpaHAWenca B BankomaTte, oH3MYeckril KOMTRONE O0CTYNA K BHYTpeHHeR yacTH Badkomara gon-
HEH COOTRETCTEOBATE (OMAMHECKMM CReOCTBAM KOHTPONA JAWUMThl HA QEHERHLIX KOHTERHEDax).

11.1.11 PackpeiTie nHdopmawmm

[na npeaoTepaleHWA HECAHELMCHUPOBAHHOMD MCNoNLI0BaHWA BAHKOMATOR MW KACCOBLIX TEDMUHANCE
NOCEEOCTREOM HECAHKLWIHMPOSAMHOID DACKDITHA MHODRIALIAN O NHYHOM KWOEHTIDUKALMOHHOM HOMEDE, BBOTN-
MACID NONE3I0EATENEM, JOMHKHE MCNONE30BATECA TONBKD YCTRPOWCTES C WAMPYIOWUMK KNABWATYDAMKW, COOTRET-
cTeylowwe ToedosaruaM cTadgapTos ceplian MCO 8564 [28). CnegyeT paccuoTpeTh BOIMOIMHOCTE IWWpoRaHUA
BCEH MHIDOPMaLKWK, NepEaaBaesanii a3 BaHKoMaTa. YNDEaNeHWE NAYHEIMK HOEHTHOHEILMOHHEIMA HOMEDaMK A0MN-
WHO OCYLECTRNATLCA B COOTRETCTRHM C TREDOBAHKAMM MENTYHADOAHEY CTAHOARTOR.

11.1.12 MpeagynpexieHne MOWEHHWYECKHOTD MCNOMALIOBAHWA DaHKOMATOR

[nA ofHapyseHnA W NpEfoTEDAWEHHA MOLLSHHWY BCKOND WCNOMNBL30EaHWA GaHKOMATOR, HANPUMED NOLOEN-
K YEKOBR, NENOIWTE MyCTHX KOHBEDTOR KNH 08338YMPOBAHHEIE ONEDALWMKA, PEKCMEHOYETCA LEMNsIA pAL NPaKTH-
YECHHX NPUEMOB. [aHHEE NpHessl ONDEEALIBAKTCEA B CNYYae BEMOYSHWA OTPaHREHA YACha ONepau i ¥ cym-
Mkl QeHENHEXY CDEACTE, CHHMAEMBIX B O8HE C OQHOMD CYETA, @Me0HeBHOro NogeaneHA Danadca GaKkomMaTta
nog OBCHHBIM KOHTRONEM, YCTAHOBKW BUOBOKAMED, [O6 BEROATHOCTE COBEDLUSHWMA MOLUSHHWYECTEa BRNWEA, a
Takke obecnedeHHe NOQNEe PHEN DaGoTel BaAHKOMATA B DERHAME ¢ OH-NaRH», [Oe 3TO BOAMOMHC, TO BCTE TpeboBa-
HHe, 4ToBE| GaHEOMAT HMEN BOAMOEHOCTE NPOBSPKK COCTOAHMA CHETa G0 COBEWaHUA onepaumd. Ecny pabota e
OAHHOM DEXWME HEBOIMOMHE, CNEaYET YCTAKOBWTE Bonese cTporne TReSoRAHKMA K BIMYCKY KADTOYEK, YEM B
cnydae paboTh B pEMWME R0H=NaMAHS .

11.1.13 TexHuuecHoe oBCAYRHBAHKE W TEKYLUMA PEMOHT

[nA NpegoTefEule HWA HECaHELMOHMPOBAHHOD JCCTYNa K HHopsaUry B Bpesa TEXHUMHecsoro ofonysn-
BAHHA W TEXHWYECKDND DEMOHTA DaHKOMATOR CneayeT yEequTeca, YT0 ANA KNUeHTOE GaHKOMAaTel HAXOAATCA B
COCTOAHKK «od-Naike Nepel NPoESQeHnaM Moboro TexHuYeckore obcnysreanqa. Ona Texylwero peMonTa
GaHKoMaToR, BKNHYAKWers B Cebf OTHPHTHE XpaHunLa, HEoBX0OMMO YCTAHOBHTE NPOUEOYDE ABORHOMD
KOHTDOMNA.

11.2 CvcTeMil JNEKTRPOHHOD NEPEBOAA NATEXSR

11.2.1 HecaHKLUHOHHPOBAHHEIA HCTOUHWE

Yrpoabl v CPSACTREA KOHTRGNA, CEAIAHHBIE C NDWMEHEHWAMW ANSKTROHHONS NEpeBoda NNATEHEN, MONYT oS-
HYBATBCA HEIABUCHMOD OT TEXHOMNGOTWE, KOTORYI0 OHK MCNONEAYIOT. N8 NPeAoTRDALEHKMA NOTePh M3-33 NPWHATHR
3ANpoca a NNaTerax oT HECAHKLWOHUEDBAHHOND MCTO4HUES HE0BX0QMMO ayTeH THEMLMDOBAT b MCTOYHWE coobwe-
HHHA, 3anpalldBEoLIKME NePpeEon NNATEXSA. AYTEHTUDHUEALMA HCTONHKKS A0MMHE BhiTe OCHOBAHKA Ha NpOUSOype
abecneveHHa DeaonacHocTH, ONDESeneHHoA B JOM080pe C KNMEHTOM MW KOPPeCcnoHgeHToM. [TpuMeHes1e aToro
CLREOCTEA KOHTDONA PEKOMEHOYETCA NPW YCNoBMA LenecoobpaiHocTi 3aTpaT Ha NpoBedeHMA kpunTerpadiiHeckor
AYTRHTIAHKALLAN,

KpunTorpadideckan ayTeHTIEHEELMA 0BeCeYHBARTCA KOSOM aYTEHTAYHOCTH CODDLLEHWHA, MeHepUDyYEMbIb
B COOTRETCTEKMM ¢ TpeboaaHmAmMK CTaHaapToR cepun MCO 166808, ¢ nomows0 KpunTorpadreecsoro knoda, pac-
NpeaenaqHon B cooTeeTeTeln ¢ Tpebosanuani MICO 115658, B kadecTee ankTepHaTHBLl 018 YCTAHOBRNSHWE Nog-
MHHHOCT W HCTOYHMER COOBLEHHA MORET BiITh MCNONLI0EIHD YCNEWHOS AeiUndpoBaHie coobLeHuR, Jmwndpo-
BAHHOM B COOTRETCTRMM CO cTaHaapTamMi cepuw MCOIMBK 18033 (B coegumHenni ¢ MCO TO 19038 [28] unn ANSI
X.9.52 [30] wni FIPS 197 [31]) kmodos, pacnpocTPaHASkeR B COOTRETCTEMM CO CTaHZapTamMK cepurid MCO 11568,
Tarme MOMET HCNONBI0EATECA WM PORaA NOGMNMCE.

11.2.2 HecaHKUWOHHPOBAHHLIC WIMEHEHWA

[nA npegoTepalleHUA HeNpasMnsHOND NNATEHA W3-3a NPEAHAMEPEHHOM MITK CIYYaRHOMD HIMEHEHWA CO-
[epwaHHA CODOLLEHKA HEOEXOOWI0 YAOCTOBSDMTE OATY NNATEKS, AATY IAYHCHEHHA JEHET, CYMMY, HALMOHATI:HYH
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panoTy, vma SexeduUuMapia 1, BOIMOXHD, HOMEP cueTa SexeduuMapia Mnu IBAN-KoMioHeHTH coolbleH3a,
WCNONE3YA Npoueaypy ocecneyexun BeaonacHocTH, onpeganeHHy o B AOMaone C KNWEHTOM MK KOpDecnoHgeH-
ToR. Tam, [Oe aT0 OCYLUBCTEMMO, CNEqyeT MCNONLI0BATE NOMNHYID ayTeHTHgHKaL o TekcTa. Pekomenayerca npu-
MEHEHE HPHMTOMPEDHYecKON ayTeHTHEHKEL MH.

11.2.3 BocnponagegeHne coobleHMA

[na npencTepaleHKA HECAHKLHMOHAPOBAHHON NOBTORHOND NNATEXKE, BRIZBAHHOTO NOBTOPHEM BEEIEHHEM
coobleHua, cNeayeT HACTCATE HA MCTNICNBICEAHMKA 1 BEDMDMKALMK YHUKANEHOA MAeHTHHDUEAUWK coobLeHHA.
PakoMeHIyaTCA BKNKOYETE 3TY KOEHTWDAKALMG B N0SYI0 NPOBOSMMYI0 8YTeHTHOMKALIMKD.

11.2.4 CoxpaHeHHe 3anvcen

B uensx coOXpaHdeHing CRMASTENLCTA, KOTODEE MOMYT NOTReB0BaTECA ONA A0KAIATENECTES CHHELMOHMDORE-
HWA MPW COBEPLLIEHKA NNATEN, PETACTOMEYATE CO0DLWEHMA C 3aNpoCcomM O NePeE0Oe NNATEMEA HEIABKCHMO OT
HOCHMTENEA, HCNoNbayessx 0NA Nepeaqdy coobuedni. CnegyaTt coXpadATs MaTtepran, Heobxogumelii gna nog-
TBEPHOEHAR AYTEHTHWKALMK, BLNIOHAA BCIOMOTATENSHBIA KDUNTOrpadHeckidid matepuan.

11.2.5 MpapoBan OCHOBA NNATEMEW

[nA rapasTiM OCYWECTENEH WA NNATEXER B COOTESTCTEMM C NOANMCAHHLIM OOr0B0pOM, CNedyeT Coagatk
cucTesy oBecnedaHa HANWYHA K KOPPEXKTHOCTHW OoroBCPOB, NeXaLWX B OCHOBE 3ANPOCOR 08 ANEKTROHHOM Ne-
pPEBONE NNATEEEN.

11.3 BankoBcKME YeKH

11.3.1 OBWwe NonoMeHHA

BaHHOBCKME YEHM, TAKKE MABECTHLIE KAK «NNATEHHBLIE NDHEAILE M «CPEACcTREa cHeperaTensHors CHeTa Kn9-
EHTa B BaKKes, NPEACTARNAKT cOB0A NUCEMEHHBIE DACMNODRAMEHKA, NDEANWCEIBAKLWE DUHAHCOBOMY YD G-
HHKD BEMMATATE GEHETH. HOBRE MeToOs oGpatoTis Yeros OomsHs! YCHNHTE 03a004eHHOCTE (MHAHCOBLIX YHPam-
Aexdid npodnemasy GeaonacHocTH. MoBkILEHRE NPECTIHA BaHKOBCKOTD YeKa W APYTiX CPeAcTE CoxpalleHHA
npouenype paboTel ¢ GAHKOBCKHMI JOKYMEHTAMI ABNAETCA NPMMEDoNM METOO0E, COZnaAKWME Npobneme ¢ Beaon-
MECHOCTBI0. HALMOHANbHEIMA CPIEHU3ALMAMK MHOMAE CTEEH Bhind paapaboTadbl ¥ onyBNMKOaaHE HELKWOHAEHEE
CTAHOARTE 0 PAANMLHEM ACNEXTaM ONEpalwi oBpatoTiM Yekos' !

11.3.2 HoBbie KNHEHTLI

TpeGosaHre «3HaM CEORMD KNWEHTAX co30aeT ocobkie npoBnemel, @CnM yornyr NpeqocTasnAmTcA Yapes
OTEPBITYH CETh. Kak Bbl H Dbund 3aMandHaRs Yoy C NpUsMeHeHnes 5a3cnoi Bel-CTpaqH Uk MN| Apyroro anek-
TPOHMOTD HOCKTENA, NHHHOE NoCaleHWe 0fKUca (PUHAHCOBOMD YHPEXIEHWA OCTASTCA HE0BXOOWMEM YCNOBHEM
ANA OTEPEITHA HOBOTO CHETA (33 MCKMIYEHWEM OEACTEXA B COOTESTCTBMW C IODWOWYE CKM YCTAHOBNEHHLIM METO=
OoM), NoKa He BYOeT QOCTYNEH NOBCEMECTHO NPMAHAHHEIA M MMEIOLLMA WCKOBYID CHIMY INEKTPOHHLIA METO No3K-
THBHOH NIAYHCH WaeHTudKKaLWE. Cneayer coSmogaTs obbMHbR NDOUELYEFLl GUEHEW KBANRDHEILMA KNMEHTOR.

11.3.3 Bonpockl UeNOCTHOCTH

Kawaan fuHaHcoaas onegaumna QonsHa BeiTe JalWMILEHA C Uerko rapaHTHPOBEAHNA KOeHTAMEALMK, ayTeH-
TUHHOCTH NONL30BATENA, BYTEHTHHHOCTH COOGWEHA, HOHGMIEHLMANLHOCTH MHIDOPMALMW OIPaHHYEHHOND DOCTY-
na K HECoTEAIYEMOCTH CNepaLmMA.

3anpockd Ha MHAHCORYID ONERALMIC O0MKHE SblTh cHaG®EHE UWDDGBROR NOONMCEID C HCNONBIOBAHWERM
KIS, CAHELIMOHAPOBAHHOND OQraHoM CEpTUMMEALMA opraHksaluM. Npi Haanesal@i peanyiald9 0aHH0A Mepbl
BOIMOMHA rAPAHTHR, YTO NONBIOBATENL WOSHTRWUWPOBAH, COOBMHAHWE COOBLEHWA HE HAMEHEHD W NONLI0BS-
TENE CRASAH KOWTHYECHMMN 0GRIATENLCTEAMA B CEOMX 08ACTRHAX.

Homeapa c4eTos, NHYHBIE WOEHTHEWKALWOHHLIE HOMERA UNK ADYIWE CE8JEHWA, KOTODHE B CRYYae WX pac-
KPBITHA COENAMHT BOMAOHHER HECAHKLWOHUPOBAHHOE MCNONBI0BAHWE CHETA, OOMEMHE! GbiTh IAWMULEHK] C NO8A0=
Wik Wi poaamHmna.

12 JononHuTensHaa uHopMauma

12.1 CrpaxonaHue
Mnaxupya nporpamy ebecneyveHnd MudopMauroHHod BeaonacHocTd, padoTHul ciymbbl MHOOPMAUMOH-
HOKH GEI0NacHOCTH W YNPEBNAMGLLKMA J8aMA OMEHEl KOHCY NETWDOBATECA GO CTRAXOELIM OTARNOM M, N3 BOIMOH-

" Mopromereran B X9 (CLUA) Bune onyBnuioEaHsl CTEHAAETE 0O onapauusy obpaBorod Yekos, Hanpuwsap
ANS| X8 TG-2. Mosvmanee ¥ pazpaborra sakoa u ANS| X9 TG-8 MpuHgunel Dezonackoctn ek, [NA cornacosaHxo-
o ASNCTEMA  (IMHSHCOBLIE YHPEROEHWA 1 ynyydwasna kasactea obpaborem 3tum dWHAHCOBEIM YSDERDEHWA HBCTOR-
TEMNBHD PEXDMEHOYETCR CNEO0BATE YEAIEHWAM TexHwsackoro pywasopcrea 2 (TG-2) X9 » TexHwsackoro pyroBoacrea B
(TG-8) X5,
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HOCTH, CO CTRAXOBOH KOMMAHHWER, 4TO A0MHHO NPUBECTH K CoagaHnid Gonee adhesTuaHoH NporpasmmMsl obecneye-
HHMA HHOopMaLMoHHoR BasonacHocTH M Gonee 3 exTMBHOMY HCNONBEI0BAHMED CTRAXOBED MPEMHA.

CTpaxoBble KOMNAHAH MOnyT NoTpeboeaTte, YTobkl A0 TOr, KAK cTpaxseoe Tpedosadne Guino yooaneTeope-
HO, BN OCYLECTRNEHE ONPEAeNSHHbE MEDbl YIDARMEHWA, HAIRBAEMbIE SYCMNOBMAMK 00 HACTYNNEHWA OTRET-
CTBEHHOCTH MM NPe OIS CTEYIOWMAM YCIOBKAMIAY . 1Y CNOBKA 00 HACTYINEHHA OTBETCTEEHHOCTAE SaCTO CBAIAHE
C MEQaMH YNpaaneHkA KHpopmMaunoHHoR GeaonackocTy. NockonsKy 3TH MEpE YNDEENEHWA MCNoONLIYIOTCR ANA
CTPaXOBLIX LENed, OHM O0M¥HEl DilTh BEMHOYEHE B NPporpamMMy oSecnedeHna nHgopMmaumworroil DeaonacHocTk
aprasuaauvK. MoweT Tasxe noTpefoBaTeCA ApaHTHPOBAHWE HEKOTODLIX MED YNPABNEHWA, T. . EMOHCTDaUKS
TOD, 4T0 OHW NOCTCAHKD NPUCYTCTROBANM C MOMEHTA NMEMHATHA NOMHTHA.

CTpaxoean KoMNEHCAUMA NPepbiBaHHi DUIHEC-NPOLECCE W, B YaCTHOCTH, OWHBOK M HEBNCNHEHKA, OrTE-
Ha GbiTh BKNIOYEHA B NNAHWPOBRIHWE 0OECNEYeHHA MHDOopMaLMOHHO A BeaonacHocTH.

12.2 Ayaur

MNoMBELEHHAA HIGEE LMTATA K3 «3ananaqun MHCTUTYTa BHyTDEHHWX ayOuTopoe: [32] onpenensseT ponk ayau-
TOpE CNenyiowMm obpasom: «BHyTpeHHHA ayauT ABNASTCA HEIABMCHMON H 0GLEKTHEHOA OEATENEHOCTEID NO
KOHCYNETHROBAHMID M 0DECneqesy1io UBEPHA, NPedHaIHa%EHHOR ANA NPA0AHKA IHA4MMOCTH ONEDaLKAM OpraHk-
3ALMK K WX COBERLUEHCTEOBAHMIO, YTO COOSACTRYET ODraHy3alMy 8 JOCTHMEHHM B8 UBNEA NYTeM BEEJeHWA CHE-
TEMATHYECKOND K YNIOPROOSEHHOND NOAXOAA K OUEHUBAHKIO ¥ NOBLILEHAKD 30D EKTUBHOCTH NROLECCOR MEHE -
MEHTA PUCKE, HOHTRONA 1 ynpaenedua. Npl BHyTDeHHEM 3y QUTe NPOBeLRSTCA HAASMHOCTE M WeNOCTHOCTE MH-
diopsal MK, COOTBETCTEME NOMHTHEAM W NONOHEHWAM, J80WTA SKTMECE, IHOHOMHOE 1 3PesTHRHOE MCNONE3oEA-
HHE PECYDCOE W OEACTEYIOWME ONEpa THEHLIE 330340 M Lenus.

MopopA HOHKpeTHE:, B ceps MHpoDMaLWoHHOK Be30nacHoCTW aydHTopE ACM#HEl OUBHHBATE W TECTDO-
BATE IAWMTHEE MEDS MHDODMALWOHHLIX AKTUEOE (RUHAHCOROND YHDEMAEHHA W NOCTOAHHD B3aHMO0eACTROBATE C
paboTHUKamMK ciy B MHGOEMaLKOHHOA GE30NACHOCTH W ADYTHMK NMUaMKs ANA BslpaboTEN COOTBETCTRY IOLMX
NEpCNeETUE WOBHTAQMESLMA YTDO03 W DUCKDA, 3 TaKke A08KBATHOCTY JAWMTHEIX MED ANA CYLUBCT BYKHUEH W HO-
BOW NPOOYHLAW.

Ay0UTOpE GOMKHE NPEIOCTABNATE PYROBOACTEY 06 LEKTHEHLIE OTHETE O COCTOAHMIA CPEOL! YNDARNEHKA,
DEKOMEHDOBEATE YCOBEPLLEHCT BOBAHKMA, KOTODEE MOrYT ObiTh CNEaBAaHSE HEOGXOAMMOCTEI0 M SHAMKIOM CTOWMO-
CTH ¥ 3DPEKTHREHOCTH, M NPEANHCHEATE NODALOK XPaHEHWA M AHANKIA MHEOPMALMK XYPHANA pencTpauMi. B Tex
CrYHanx, Korga dyHELMA 3YOMTORCKON NPoRepHy oo BeOMHRETCA C ADYNAMA qyHELIMAMKA, ANA MEHMMHIALKWKY BO3-
MACHRHOCTH KOHDHETa MHTEpECoR TREEYETCA 0Coboe BHUMAHKME DYHOBOOCTES.

12.3 MnanvpoBaHKe BOCCTAHOBNEHWA OEATENLHOCTH OPraHWIaUMK NOCne ee NPepkiBaHKA

BasHON YacTeI0 Nporpamssl oGecnedeHina MHRopMAaLMoHHOR GEI0NacHOCTI ARNASTCA NNaH No NPoOorTEe-
HHID KPMTHHECKOrD DH3Heca B CNyYas erd NpephiBadira. BoCCTaHoBNEHKWE JERTENBHOCTH OPraHMaaL MK Nocne &e
NpEepbIEaHHA ABMNABTCA YaCTHI0 NNAHUEOEAHWA Bo300HOBNEHHA GHIHECA, KOTODOE rapaHTUpYeT BuicTpedWwEee BOC-
CTAHORMNEHIE MHPOPMALMK M cpaaeTe obpaboTiy MHdopralys. B nnase BOCCTAHOBNEHHA DEATENBHOCTE ODIaHA-
JAUMH NOCNE 22 NPEpLIBAHKMA ONDe0eNeHa COBOKYNHOCTE GaKTOR0E BOANENCTEWA, NPOTHE KOTOPLIX HEODXoaWMD
OOECNEYMTE 33LWUHMTY, W YHKLMAMK W 0DA3AHHOCTAMK NEQCOHANA B YCNOBWAK NPEPEIBAHAA .

[Mnad BoCCTAHORNEHWA GUIHECA NOCNE Bro NPEPBBEAHWA AOMEEH BENIOYaTE B 0808 TOYHBIR CNUCOR 08i-
CTEARN, KOTOREIE CHMTANNTCA HAMBoNEEe BAKHEMI, NPEANCHTUTENEHD C KATEMIDUAMA NDWODUTETA, 8 TAKKE NEpHogs
BpEMEHH BOCCTAHORNEHWA, ABNANWWECA A0eHEATHEIMHA ONA BRNCNHEHKA BraHec-00A3aTeNsCTE OpraHnaaum«g. B
nnaxe BoCCTAHOBNEHMA BraHeca 0onsesl BelTe oNpegenessl IaNacHse NoOMELWEHHA 0NA 3amessl, obecnednaaln-
LUME HOWTHUECKH BARHYI0 J8ATENBHOCTE OPraHu3IaLmMA.

B cnydyag HecnocobHocTi NepeoHana opraqkIaguy cogedcTROBAT L BOCCTAHCANEHWID A8ATENLHOCTH Opra-
HH3AUWA NOCAE NpepLIBAHKA HEoDXoOMMO ONPEOenHTE JAMELAMWKWA NepCoHan, cnocobHLIf BOCCTAHOBWTE M
AKCANYATHROBATE pecypchl cOpaboTen vHdopsaumi. Mo BoAMCEHOCTH, CLrAHKM3ALWA A0MEHA CTAQaTLCA 3aKNI0-
YT COMMALLEHWA C NOCTABWLMKEAMK YCITYT 08 WX NDHODKTETHOM BOCCTAHOBNEHKK. [NaH BOCCTAHOBNESHMA OER-
TEMEHOCTIA ORTAHWIALIMK NOCNE 88 NPEPHBAHKA NOMKEH 0BBCNeYMEaTE JOCTYNHOCTE A0EKBATHER Oy Py IoLLax
WHOHOPMALIMOHH B CHCTEM, CNOCOEHER CROEBDEMEHHD OBHADYHMEATE M HIBNEKATE KPHTHSECKYHD MH]RORMALIMID.

Baro, 4Tobel B NNade BOCCTAHOBME A BeATENLHOCTH ODTaHM3aLMK NOCNe ero Npepeieadka Belna onpege-
neHa MHMopMaUmXA, NoONExaWan DEIEpBEUPOBaHKIC, 1 Buino obecneweno BEa0NaAcHDe XPAHEHWE 3TOH HdopMa-
UMM NG YCTAHOBMEHHOA NEorpasMe. HeoBxXanumo Taes OnpeaendTs MecToNaNoMe HWe XPaHeHna MHbopMadnK o
YUeTomM TpeDoBaHWiA NOKANLHOD W YOANeHHons DacnonoHeHHA OpraHHIaLmMM.

Mnax poccTadoaneHHn nocne GegcTera ACMKEH NPORELATECA NO MEPE HE0BXOOUMOCTI ANA obHapyHeHna
NpoGnesM W NpogonKeHa oGyYyeHia NepcoHana B NPoUeccs and MeaTensHOCTH. JonkHa NposodrTECA NepHogK-
YECKAA NEPEoUEHES NNAaHa BOCCTAHORNEHWA NOCHE NDepLBaAHAA BUIHECE C LeNBID NPOaEDEN 8o aKTyansHoCTH.
OpraduaaliMs AOrsKHa ONpeaenTe MEHAMANLHYIO NEPUOOWYHOCTE NPORBENEHKA KAK NPOEEDOK, TAK W NEDEOLEHKK
BOCCTAHOBNEHWA NOCNE NDEDLIBAHWA BHaxaca.
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12.4 BHoWwHHE NOCTABWMWKEN yCAYT

PUHAHCOBLE yHpes e TpedyioT, 4ToDk K NPEgOCTABNARMEIM HIBHE KM THHECKAM YCITYTaM, HanpuMep,
K obpaboTie gaHHB, (PUHAHCOBEM ONEPaLWMAM, CATERLIM YCMYTAM W COI0AHHI NROTpamMmHore obecnaqeHnn,
NP HMEHANIACE IALLATHENE MEME W 3ALLATA MHDODRMALIMN TAKSTS #E YPORHA, 4TO M B CAMOH CRraHKIalMn. KosTpax-
Thi C BHELIHHAMIA NOCTABWMEAMKA YCNYT A0MHHE BINKHETE B cebA aneMedTs, HeobXogumMee Ans yHamaeHun
dMHAHCOBOrD YHDEMOeHHA B TOM, YTO:

= NOCTABLLMHKA NOAYHHAIOTCA NEAKTHYECHHM NPHUEKANM W NONKMTHEE GE30NacHOCTH OPraHMIaLIMK,

= OTHETE, NOQroTORMEHHEE KOHCANTUHIOBON SyxranTepckoi (UpMoR NOCTABWMEDR, QOCTYNHE OpraHKt=
RETITEIER

~ BHYTREHHWE 3y OUTOPE ORraHUIaLIMA MMEI0T NPAB0 NPOBGOMTE 3y AITE NOCTABLLWKDE, CEAIAMHER C NPOLE-
OYPamMK 1 3aLLATHEIMM MEQaMW OPraHN3IaLmMM;

= NOCTABL{WKA NOOYUHAKTCA  YONOBHEM COMMALWLEHWAM 0 NOCTARMNEHHLIXN CUCTEMAN, NPOOYKLAM WA
YCIyTax.

B 0ononHeHne Kk BELUEHIN0MEHHOMY, CIIEUHANNWCTE KOHKDETHOM MWUHAHCOB0MD YYPeHOeHMA OoNHHE Npo-
BECTH HEIABACAMYHD (DMHAHCOBYH NPOBENKY NOCTABLLMKA YOIy G0 3aKNI0HEHHA C HMKM KOHTRaKTA.

[o nonyYesHya rapaHTHAROr NUCEMAE, NOATEEDHOSOWETD HANWYKE IEWMTHBIX MED WHEDODMALIMGHHOR
GeacnacHoCTH, GENoBsL OTHOLLEHIA C NOCTABLLWEOM YCryT GiTe He acmsHo. PykoBogurens cnywbs obecneqs-
HAA HHPOPMALWOHHOR BEAONACKHOCTH JOMKEH NPOBEDHTE NpOrpamMmMy obecnedyarun BeaonacHoCTH NOCTABLLKES
YCIyr ANA onpefenaHvA, CorNAacyeToa N OMa C NPOrpamMmMol oprasMaauui. Mobse paasornacus Aon#He paspe-
WATECA MyTemM obCyMOeHWA YCNoBWA C NOCTABLLYMKOM Yonyr nbo NocpedcTeoM NpOUSCcca NPMHATHA DWCKa B
OpraHHIaLMA.

B pononueHke K TpebosadAmM HHHOPMALKWOHHOA Be30NacHOCTH J0r0BOPE C NOCTABLLMKARMK YOMyT QOMsHs
BHMIC4ETE B cedA TpefoBaHia 0 HEPAMaLLeHuH MHEODMAELIA M HETHOE ONPESensHWE OTBETCTBEHHOCTM 38 YikT-
KM, AENAIWWaCA CNESCTRVEM HEOOCTATHOS B 0GECNEYEHHH MHPOPMALMOHHOR BE30NaCHOCTH.

12.5 Mpynnil TECTHPOBAHWA HA NPOHWMKHOBEHWE B KOMMNLOTEPHEIE CHCTEMEI

HMCnons30BaH@e CReUanycTa no TeCTMROBAHKIO HA NDOHWEHOBSHWE (KaK NPaEMN0, NOGPALYKES) ONA OLEH-
KA 3D DEETHEHOCTIH BE30NacHOCTH CHCTEME NOCPEACTEOM NONBTHH NPOHKKHOBEHKA B CUCTEMY C BEAOMA W NEX
COMACcHHA COOTEBETCTEYIWETD JOMMEHOCTHOD MAUA OpradH3aLWe ABNRETCA OOHOA WA NPeANoChINoK CO3aaHHA
OCBepUA K nporpamme ofecnedyenua DeaonacHocT.

Mo MEpe YCNoHeHKA KOMNBKTEDHBX CACTEM NOQASDHaHKe DEI0NACHOCTH CTAMORWTCR Boe Bones 3aTpya-
HUTENEHEM. FICNONLI0BaHWE rYNN TECTMDOSaHMA HA NPOHMKHOBEHWE MOKET COOSRCTBOEATE ODHADYMEHKIO CNa-
Gk MECT B CHCTEME OPraHK3aLaM. OOHa0 HeoBXOOMMO YUK ThIBATE HEKOTOPEIE BONCNHUTENEHLIE BONPOCE. MNog-
pPAOYME JoM#eH BeiTe CAA3AH COOTEETCTRY DLW MM 0GAIaTENLCTEAMK UMK 00NASATE QOCTATOMHEMK BO3MOEHOC-
TAMM ANA BRMNONHEHRA NI0GsX 0BAIATENBECTE, BOAHWKAMKLLMM B DEIYNETATE Bro J8ACTRNA.

Lna koHTpoNA 3a ceoel nporpammoi obecnedeHna BeIonacHOCT OPrasMMIalna He DoMNKHa nonarateca
TONBKD M OTYETE TECTHDOBAMWR Ha NPOHMKHOBEHAE

MNpofnema HepasmaweHua feayNsTaTos TECTMPOBAHNA BOMHH BTl DELUEHa B KOHTRAKTE CO CNElWanKcTa-
MM MO TECTHPOBAHKIO HA NpoHWEHOBEHHE. Mofoe pasrnawedwe npodnems) BEIoNAcCHOCTH OOMEHD OCYLYEcT-
BIATECA N0 YCMOTREHKI0 OOTaHHIALMA.

12.6 KpunrorpapHysciie onepa e

FPazsurre VT aHaquTensHo yonosHHNo TRagMUHOHHEE METOgE KOHTPOna wHpopsagmen. Monynapyaaums
KPWNTOrpatHYeckis YETPONCTE NpegocTasuna MHAHCOB BIM YUPEHABHHAM BOIMOMHOCTE BHOBS J0CTHYL paHes
YETAHORMEHHOTD YPOBHA Ge30NacHOCTH, CERIAHHOMN ¢ GaHKOBCKAM AEN0M, C YHETOM YCOBSDLUEHCTRORAHWA TEX-
Honorus copaboTd MudopMaLin.

Kak B crmyae ¢ mobol HOBOH TEXHONOTWER, CYLLECTRYET ONACHDCTE HENPABWUNEHOMD KCNONLA0BAHWA KDIAN-
TOrpadr4eckix MeToa0s peleHKa npobnem ofecneyeHina BeaonacHocTH. Bamko, YToDkl OpraqHaawmMK NpUHMma-
NH ANEKEATHEE DELEHKA N0 BbIBODY, UCNONEICEAHMK W NOCTCAMHOMY OUEHABIHKIO CROMX JALLWTHEY MED, GCHO-
BAHHLIX H3 MPAMEHEHAR KpWNTOMRagMA.

MpegnonaraeaTcd, YTo NOTPEBHOCTE B KpENTOrpadvYEciiy JalMTHEIX Mepax oBUenpyadania. B 3auwmTHex
Mepax, NpegnaragMelx B paigenax 9—15, MCNoneayiTeA WHDPOBAHWE, KOOI AVTEHTUEDMKaLNW CoDBwaHHA K
UMIpoRaR noONMce. [NR Kawnod Ka aTiax Mep Tamke TpedyeTcA pasgensHne KIoYei 1 oKalaq1e yonyT no ux
CEpTHDAKELIAN.

KpunTorpadiv4ecsie 381 THLIE MEpsl MOTYT NDOTHEGOERCTEOBATE YTPOIAM HADYLLEHHA KoM EHLWA Nb-
HOCTH M UEMOCTHOCTH MHcpopmadui. KpunTorpadudecke IaWMTHEE MEPE, TAKMe K3k WHdpoBaHWE W ayTeH-=
TUMEALMA, TPEGYINT COXPaHEHMA CeKPETHOCT CNPedensHHoNt MaTepuansa, HanpHMep KpWATorpadMUeckny
KRR
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[nA nogaepsis KpUnTorpaduUeckny 3alUTHEE MED MOy T NoTpeboBaTECA OQHO MM HECKONLED CPEACTE,
rEHSpMDYIOWLMY, PECNPENeTAKLMN M HECYLWX OTBETCTEEHHOCTE 38 KpUMNTorpaduiyeckiid matepsan. Mo poasom-
HOCTH, OOMEHE HCMRONEI0EATLCRA MEKIYHADOOHEE CTAHOADTE N0 PACADENENEHHIO KNKOYER B BaHKOBCKD M OEne.

Cpeacrea, ofecnaqnBakwwe yNpasneHHe KprnTorpadvueckimM MaTepranom, QosHs DeTe Druandyecku
JAUMLLEHE HA BLICLIEM YDOBME, | Ha TAKOM W YPOBKE JONKHD BeiTe YNpaBENaHke AOCTYNOM K HWM. B uanax
Ge30NacHOCTA MHODMAUWOHHOA CHCTEMBL PACTIDEOSNEHWE KNKOYSA A0MEHO OCYLWBCTRNATECA NO NDHHLMNY pas-
OEnNeHHOro IHAHKMA.

Mo MCNONBIDEAHAA HADEHHLIX KDHNTOMEadMHECKAX NDAKTHYECHEME NPWEMoa M NPK 3drDERTHEHOM NaHMpo-
B2HWH BOCCTAHOBNEHWUA BHIHECA NOCE 8ro NPERsBAHNA MOMNYT BOIHHKHYTE LENH, NPOTHBOPEYaLWMWe 0y Opyry.
HeofxooumMe! TECHEIE KOHCYIETALMK MWL, OTBEYAKILKY 33 BOCCTAHORMEHWE NoCcNe BaOCTEMA, W MWL, OTRETCTREH-
HEIX 33 HpPUNTOrPafUYECcKyI0 NOQOepmiy, ¢ TeM, 4Tobk ogHa Lenk HE NPOTHECPEHUNEa OpYTON.

KpunTorpadM4eckvii MaTepyan JormseH SeTe NDeQOCTARNEH KNTHEHTaM TaK, YTo0H MUHHMHIMPoRATE BO3-
MO#HOCTE KOMNPOMETaUNA. KNWeHT aonseq GaiTe 0CBEN0MNEH O BAMKOCTH MED JALHTEI KPMNTOrpadMYeckono
mareprana. BaanmoaencTBME CKPUNTOrpathHYeCKOM CUCTEMORN NPOBAMOERa YCMYT, KODDECNoHOeHTa MK KNWeHTa
OOM#HO O0NYCKATECR TONLKD B COOTBETCTEMM C QOKYMEHTUPOSAHHGLIM FADAHTHAHBIM MACHMOM.

KauecTeo BE30NACHOCTH, COA0ABAEMOW KDMNTOMPAMUYEcKOR NPOAYKLMWEH, 32BMCHT OT NOCTOAHHORN LENOCT=
HOCTH 3TON NpoayruMK. Kak annapatHas, Tak M NperpamsHan spyntorpadiuyecsan NpoayruMs TpebyeT 3a0uTh
UENOCTHOCTH, CONOCTABMMON C ypoaHem DE30NaCHOCTH, KOTOPEIA OHa NpegHaadayena obecneyneats. Mononsao-
BaHKWE CEPTUDNUWPOBAHHEX MHTEMDaNbLHBIX CHEM, HaOERHEIX KOPNYCDE M o0HYIE XS KNIOYER YIPOLWLLSET 33Ty
annapaTHeL CHCTEM B OTNWYMH OT NEorpaMmHbE cpeacTe. Moy 3awuTe Hawbonee sasHoR Mudopsauny Leneco-
0G0aiIHo MCNONE3I0EETE KPUNTOTPAMNHECKHOe NporamMMHoe obecnevsanme npodyruH. [INA NoBLILLEHMA LENOCTHO-
CTH CHCTEMBI CNE0YET MAKCHMANLHD MCNOMNLI0BATE TAKKE CRONCTRA, KaK CAMOTECTHPORAHWE.

HMcnons3osasme, MMNODT W 3KCROPT KPMNTOorpadiMeeckol NPOSYELMA DermaMeHTH DYOTCH HaUMOHAMkHS MK
HOPMATHEHBIMW NPABCEBLIMIA AKTAMM MCY1APCTE. HAUWOHANLHEIR HOPMATWUEHLIE NPEB0OELIE SKTH B OTHOWEHHK
MCNONE30BAHKA, NPOWIB0OOCTES, NPOOaMH, BCNOPTA M MMNoETa KPUNTOrpadrSecki YCTPORCTE 048HE paanq4a-
WTCA. PEROMEHOVETCA KOHCYNETALMA C WOPKCTOM MK MECTHOMN BNACTRD.

12.7 Pacnpepeneive kpunTorpaguueckyy Knoyei

Kak i1 B moboi TEXHONOMAK, CYLLBCTEYIOT OTHOCHTENEHG NPOCTRIE, 8 TAKHE DY IME ANEMEHTb], BRINONHEHHE
KOTODLIE TREGYET CYLUECTBEHHER YCHMWA PEanqaalue m nooaepsrd. OaH0R 13 TAKKY TEXHONOMMA, NPHMEHEHKE
KOTOPOH TPEGYET TILATENEHOTD NNAHUPOBIHKA, 00YYEHIHA M TOYHOH PEANMIALMK, ABNASTCA DacnDe e neHWE K-
TorpadM4eckux KmniodeR. Pacnpegengsne KpunTorpadiMueckuy Kniowel ci. B cTadgapTax cepun MCO 11568,

PacnpenensHye KipHnTorpaduuecivx KNoYe NpencTagnaseT cofoi YacTe KpunTonpadiveg, koTopan obecne-
YWBAET METOOR BeIoNacHoN reHepayuy, 0GMeHa, HCNoNBEICBAHKA, XPaHEHWA W NPEDLIBAHWA JEACTBMA KpUNTO-
rpadiveeckiy KnoYe, MCNoNsLIyesbn KpUNTorpadMYeckim MEXaHHaMom. Buaqpesqe spunTorpadduueckix MeTo-
OB, TAKMX K3K WHREOBAHME W AYyTEHTHMKALKMA, B KOMMILIOTEDHEIE CHCTEME! M CETE MOMET CROCODCTROBATE 000~
THMEHMIO MHCTHX Lenel BeaonackocT. OaHako 3Tw MmeTooe becnoneaHes Bea HagexHoro pacnpegenasya KpUn-
TOrpadh-ECHHN KNksai.

OcHopHse dryHELWMKA PACNpegeneH A KpHn TOrpadeYe CHAX KNDYeR CoCTOAT B NPEJ0CTABNEHHKY KpUnTorpa-
e KX Knowel, HE0BXOOUMbIX ANR KPHNTOrPaduHeckx METOROB, W JALLIKMTE DAMHEX KNKHER oT moboro sdoa
KOMNPOMETALWH. KOHKPETHEIE NpoUenypsl M TpeGopanna Be3onacHOCTM ANA pacnpedenaHya JaHHEX Koued
FABMCAT OT BHOA CHCTEMBL KPUNTOMRaM MK, HE KOTOROR OCHOBAHE KDHNTOrpadiYecie METOOR, MX XapakTepa,
XAPAKTEPHCTHE 1 TpeboraHui BEa0NacHOCT JALLMLLEERM0NR KOMNEIOTEDHON CUCTEME! WINH CETH.

Hauwbonee BamHbM QNA M3YSeHra ABNASTCR BONPOC O QOCTATOYHO M TMEKOCTI pacnpeaeneHia Kpunrorpa-
thiyeckix knoder gnA 2eKT MBHOMD MCNONEIOB3HMA B KOMNBIOTEQHO A CHCTEME MMM CETH, M 8ro COOTRETCTEKHE
TpefonaHMAnM BE30NACHOCTH CHCTEMEL. YCNYTH N0 PACNpaneneHaD KpUNTorpaqivyeckis KnioYai 0otk b
AOCTYNHE B mofoe Bpesa 1 TaM, (e oHy NoTpedyioTcA, BENICHAaA DeIspaEHEIe NOMEWLEHUA. Pacnpeqenexne
OaHHER EM0YeR Gon#H0 BeiTe Y3CTEIO NNAHA OPradKuaIaUmMK No B0CCTAHOBNEHHID KOMNBIOTEDHOA CHCTEMBL MK
CETH.

12.8 HenpUKOCHOBEHHOCTE YACTHOW MAIHM

PUHAHCOBLIE YUDENOEHMA 0GNa0aI0T HEKoTOpoR 0CoB0 BEaMHON MHDOpMaLWeR O OTOBNEHLIX NKWUAK U opra-
HHIAUMAK. HAUWOHANEH B HOPMATUBHEE NDAB0OERIE AKTE TRe0WOT, YToDR 3Ta MHgOopMaUUA obpabaTeBaANaCE W
XPaHUNACE B COOTBETCTREUA C ONPEENEHHE MK Npaaynamy obecnadeHny GeIonackHocTH M HENPUKOCHOBEHHOCTH
YACTHOW #M3HM. HeKoTopLIE TEXHHYECKHE W Buaxec-palpaboTiy, HanprMep ceTH, rpadi4eckos NpedcTaaneHmuwe
OOKYMEHTOR, LENEBoR MaDKETHHI 4 COBMECTHOE KCNONE30EAHAE HHDODLAALIMA MENTY OTOEMNAMM, Bl SBANM MOk
WEHHEA MHTEpeC K npobneman ofecneqeH A HeNDHKOCHOBEHHOCT BHYTDEHHEN MAIHEIEATENLHOCTH GanKoe.
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OprasyzayuoHHO-pAcNoPAIUTENEHBIE HOKYMEHTE! (HHAHCOBRD YH4PEMIEHWA DONHHE YU ThIBATE HODME
0BECneqeHHA HENDHUEDCHOBEHHOCTH YACT HOR $MIHH, HANDWMER NONMKEHHA [DYHoa00CTEA), CEBAIAHHEE C WHdbop-
mMalked o kpeguTax. Cnegyet TaKe BeiTh B KYPCS HOBLIX NEHHKMAE M X HELWOHANBHBIX HODMATHEBHBX NDABSELIX
AKTOR 0 HENDUEOCHOBEHHOCTH YACTHOW MUIHK NYTEM HCNONEIDEAHKA KCTOMHWEDE BaHKOBCKOR MHOYCTPMM MK
ARYTHY HEIBRHCHMBN MCTOYHWEDE MHDORMALMK, 3 TAKE KOHCYNETAUWA CNELMANKCTOS IDHOWYEcsMy OTOenon
Gaxxkos. Kpoma Torn, BaH0BcxMe cnysall e, 0cyLacTRNAKLME MaMIyHapoIHES Onepaumi, OoMmsHs obnafar
AHAHHARMN O DETHOHANEHE, MEFTYHADOOHLE 1 GEYTHXN JAN0HAX W CEATAHHLD C HAMA NONoEHWAX obecnevyentA
HEMPUKDCHOBEHHOCT M YACTHON MHIHM.

PUHAHCOBLIE YHPERIEHAA O0IKHE AHANMIMPOBATE CAOW ONEPALMK C LIEMLID ONPENensHnR a0ekBaTHOCTH
AN TEE MHPOPMALMH O CBOMX KNMEHTax u cnyxawx. Heobxogumo paipaboTaTe KOHKDETHYIC NONWMTHEY W NpOLe-
Oyphl, kacamuech chopa, HCNoNsI0BAHMA W 33WHTE MHopMaU M. JaHHan NonuTUES W NPoLEgYDhl DOTHHE
fbITh A0BEOEHS 0 CEROEHNA CODTRETCTRYIOLWWMX CryHaw. MNonMTHIE 1 Npoue 0y pkl 0DECNEYEHMA HENPUKOCHD-
BEHHOCTH YSCTHON ¥MIHK OOMHs NDedyCMaTDHBATE!

-cBop DOCTORERHbLIX M TOMHBEX CREOEHWA, KOTOpLIE OBeCNEYMBRIOT NoNyYeHe ofoaHaqeHHON MHaHCoBoH
noTpebHoCTH,

- 05pafoTry HAEOPMALIMNA C Lankio 0BaCneYeHNA COOTEETCTEYIOLLMX OrpaHi-eHIA QoCTyNa, BKNOYan onpe-
LENeHAE Kpyra Ndu, KoToPEE J0MHEHE MMETE JOCTYN K MHQODMaLMKH, KOHTRONE KEYECTES BO WIGeMaHWE WWDoK
npW BBOAE MKW 0BpaboTHE aHHEX W 33UMTY OT HEMNPEOHAMEDEHHOM0 HECAHKLMOHWDOBAMMOID BOCTYNA,

- COBMECTHOE MCNONLI0OBAHKE MHOPMaLMKM NOCPE0CTBOM JapaHes ONPEdEneHHLIX NROUENYD C Tem, JTobs
WHOPMaULKA MCNONE30BANACE GNA Lened, WMELWKY OTHOWEHKE K NPHYMHAM 88 NepeoHadansHoro chopa, |
KOMNEXTUBHOE KWCNOMNBIOBAMAE HHDODMALWK HE NPHBOTMNG K NOARNEHM0 HOBRIX BOIMOMHOCTEN HECAHKLMOHWDO-
BAHHOMD BTOMHEHWA B S3CTHYIO0 3MHIHE

< XpAHEHWE HHBODIMALWK C FAPAHTHER 8 SALLWT R OT HECAHKLIWOHWDOBAHHOTD O0CTYNA,

= YBEOOMNEHKE 0 HCNONL3I0EAHWN MHODMALMA M HAMWHIE NPOLEOIYD, NOIBCMRAIOLME MUY, YbA WHfopma-
LUWA HAXOOWTCA HA KpaHEHWH, MCNDABNATE B HER OWHEKK 1 3JaNPeLWATE HCNONLI0BAHWE ATOH WHADDMAL MK,

« WHHUTOWEHKE CTABLLEH HEHYRHON MHDODMALIAA.

Kpome Toro, 3NeKTROHHLIE M ADYrHe DopMB! KOHTEONS 38 JERCTEUAMK COTPYOHWUKEOE OOMKEHbl COOTBETCTEO-
BaTE TPEG0BAHMAM OpTaHKAALMOHHO-PACNODAANTENEHLIX AOKYMEHTOR, KOTODRIE DAANMHAKITCA N0 0ENACTH OTRET-
CTEEHHOCTH H pacnpocTpadedya. B gononHedye K npasam padoTogarensi 0oMmeHs! YU TEIBATLCA 331UWTA Nepco-
HANLHOH MHDODMALMH CIYKALWME H KX NpaBa,

PUHAHCOBLIE YHPEHIEHUA DOMHHL PACCMOTPETE BOAMONHOCTH NPOBENEHHA 3YOMTa HENDUEDCHOBEHHOCTI
YACTHOA ¥MaHW. B xo0e aToro ayqura NpoeoaMTcA OUeHKS, HACKOMNBKD XOPOLWD OPraHvaaUMA BeINONHAST 3aLMTy
NEPCoHaANEHoR MHpOPMaLUMK, I pAaccMaTpUBaKTCA cnocobsl, koTopemr M T MowmeT pewarts npobne Ml oSecneye-
HA HENPHEOCHOREHHOCTH YACTHON #HIHH.

13 JononHuTenkHble 3aWWTHLIE MEpPbI

131 Mogoepsea hyHKUHOHMPOBAHWA JALMTHEIX Mep

Nogaepwea EyHELMOHUMPOBRAHWMA 33K THEL MED, BRMNIOYAI0LWAA A0MAHWCTRHPOBAHWE ITHX JALLWT HE Mep,
ABMNABTCA BAMHON YACTRED NPOrpamMMi oSecneye kA BeIcnacHoCTH GMHaHCoROMD yYpEaeHA. OORIaHHOCTEN
pYHOBOOCTAA HA BCEX YDORHAX ABNAETCA oGecnayeHHe:

= YETROMD onpegeneHa oBA3IaHHOCTEA NO NOOASDMIE 3ALNTHEY MEp;

- BblgenNeHA PECYDOoR OPraHMIankg OnA NoOASEHEA 33 ULWTHEX MED;

= NEQHOQUYECHOH NPOBEDKA W NEPE0LEHIH 33WLMTHE MED C Lensk obecnedesA NPoaonMeHHa Mx Hop-
MANEHOMD EYHKLWOHHDOBAHMA;

- OTCYTCTBMA BOAOESACTENA HAMBHEHWA aNNapaTHL NDOPaMMHBX CREOCTE W o0HOBNEHWA cueTesed T Ha
Npeanonarassyse AQqesTHEHOCTE CYLLECTBYILLMXK 3aLLMTHED Mep;

- OTCYTCTEMA NOARNEHWA HOBLIX YIED3 UNK YAIBMMOCTEH BCNBOCTEME A0CTHHEHWA B 0BNACTH TEXHONOMWA]

= ODHOBNEHHMA IAMTHEX MED M (M) GoBABNEHHA HOBEEX ZAUWTHEL MED NPH NOABNEHAW HoBLIX Tpeboaa-
ML,

= NEPECcMOTLa U KOPPEKTUPOaKA NONUTHEW BEaonacHocTh unK gobaanexdKe HOBOR NONMTHKK BCNEOCTRXE
WAMEHEHHIA JAWHATHEIX Mep.

Mp# YCNOREMA BRINONHEHWA CNMCAHHBIX BBILE MEDONDHATHA NOATEDHEA MOXKHO W36ewaTs HeGnaronpuaT-
HidX 1 BOPOrOCTORWME NOCNE0CTBAN.
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13.2 Coorpetcreme TpeboRaHWAM Be30NACHOCTH

MNpoBepra COOTBETCTEMA TREDOBAHWAM GEICNACHOCTH (Y OUT Be30NacHOCTH WNW aHanHa BeaonacHoCT)
ARNABTCA O4EHE BAMHEIM MEDONDHATHEM W MCNIONLIYETCA ONA 0fecnNEYeHWA COOTEETCTBXA NNady obecneueHna
Hea0NACHICTH MHDOPMALIMOHHE CHCTEM W NOAASEHAHWA HhDEKTHEHOCTI COOTBETCTRYIOLLEMD YPORHA MHGOopMa-
UMOHHOH De30MacHOCTIA Ha NPOTAMEHWW CPOKa Cly#iDkbl CUCTeMEl MM npoexTa MT. Duexsy cooTRETCTEMA Tpeboaa-
HYAM DEACNACHOCTH LENEeCo0GpaiHg NPOBOGWTE Ha CTAAKAX NPOSKTHDORaKKA, Pa3paboTK M pEanMaaLMK vMdop-
MALMOHHBIX CHMCTEM, a8 TAKHE NPHM WX COBEMMUBHCTEOEAHMA W MOZepHHaauwd. CnegyeT Takse cofnonare ocTo-
DOMHOCTE NPA JAMEHE WM YOANEHAN KOMNOHEHTOR CHETE MBI

MNposepid cooTEETCTEMA TReBoBaHMAM DE30NACHOCTH MOMNYT NPOBOOMTECA C NOMOLEID BHYTREHHED 1 BHELL-
HED Nepcosana (Hanpumep ayguTopos). MNpy nposaeHHy NPOEENoK CoOTRETCTEMA TpedopasAM GeaonacHocTH
YACTOT HENOMLIYIOTCA NEREYHK KOHTRONBHED BONPOCOR, CEAIAHMEE C NONWTHEON BEI0NACHOCTH CUCTEME! UMK
npoetta WT. [JadHeie NpoBepEd OOMKHE NNAHWPOBATECA W MHTEMDMPOBATLCA B pa3paboTii CUCTEMB! MK
npoekta MT.

JononHKTEnsHEIM METOO00sM, OCobeHHD LENecoofpaiHbim NEW cnpedaneHk cobmogeHna Tpedoaanui nep-
COHANGM, 3AHHMAIOLIMMCA ONEDALMOHHON NOANEDEEDA, H NOMNBI0BATENAMK CNPEAENEHHEE JAUIMTHBX MED W
npouegyp, RENAKNTCA BslGopoqHse Npoeepi. BeibopoyHsie NpoeeprK O0MeHs NDOR0OWTECR ANA rapaqTposa-
HHA NPABHANEHON DEANKIAL WA M MCRONEIOBAHMA HADNENMALLAY JALMTHEX MED GEI0NACHOCTH, 1, THE 3T0 YMECTHO,
JAWMTHEIE MEDE JONKHE NPOBEPATECA TECTMROBAMWEM. B Cnyyanx, ecni BeIACHAETCA, Y4T0 J3WHTHEIS MEpL! He
COOTEETCTEVIOT Nnany obecnedeHuA GE30NaAcHICTH CACTEMB, HEOEXOOMMO YBEO0MWTE 08 3TOM DYKOBOACTEO NPo-
GnesmHOra CeKTopa OpraHdnaauny, co30artk, Peannaoears W NPOTECTMPOEATE NMaH KOPDeKTHR YWY Mep, a pe-
ANETATE DEANHIALMWA ITIX MED — NPOAHANHIADORAT L.

13.3 MoOHMTORWHI

MOHUTOPKUHN MKPOPMALKOHHLIX CHCTEM NpEaCTABNAST COD0R BARMHEIA KOMNOHEHT NNasa obecnedeHna UH-
dhopMalWoHHOR De30nNackoCTH. MOHUTORMHT MOKET CITYHHTE ANA PYEOB0ACTES NOKSIATENEM DEANWIALIHA J30WHT-
HBlX MEP, TOBCTh ABNAKTCH N 3TH J3WHTHEE Mepsl YOOBNETEOPHTENEHEIMK, W TLINa NK DEaANKMAI0BaHa NDOrpaMaa
NOAOEEHIA 33LWTHEIX Mep. NepaoHasansHeid NNax oGecnedeHdn TeI0nacHOCTH MOMHO CPABHHBATE C PeIyNETa-
Taki MOHWTODHHIE © LENsI0 onpefengHia 30 ekTHEHOCTH 3aLLWTHEIX MEp.

MHOMOUMCTIEHHBIE ZALLMTHEE MEDbl BliIbIBAKT HEODXOOUMOCTE COINANKA BYDHANDE DEMMCT RAaLKWH BalXOg-
HElX JaHHEX, CEAIAHHEIX C CODETHUAMA D230NACHOCTH. 3TH #YPHaNL GONKHE NEPUOOHYECKE NPOCMATRHBATLCH
W, NG BOAMORHOCT W, SHANHIKDORATRCA CTATUCTHHECKHMIA METOOAMM C LENLI0 DEHHEND COHADYIKEHNA WaAMEHEHIR
TEHOEHUMA W NOBTOPMIOWMACH HEENAroNDUATHLIX CODRITHMA. BCe HaMeHeHMA, CRAIAHHEIR C aKTHRAMM, YIPOIaMHM,
YRIEMMOCTAMM 1 32UMTHEIME MEREMH, NOTEHUHANEHD MOMYT OK33HBATE CYLLBCTEEHHOE BIMAHME HA DUCEM, a
pavues 0GHADYMEHWE HIMEHEHWA NO3IBONAST NPHUHATE NPegyNDegUTENLHEIE Meptl. Mcnons3aceanue sypHanos
DETACTPALMMH TONBKD B LIENAX AHAMNKWIA NOCNE CODRTHN CIHAYAET MrHOPUPOBAHME ITOMD BAMHOTD MEXAHNAME 33-
WHMTHBIX ME[.

MoHUTOPIH QONMHEH TAIKE BIMIOHaTs B cefa npouenype peryapHono NpegocTaanaHvA OTHETOR co0TRaT-
CTEYIOLLEMY DAGOTHHEY CRy#bel obecnaseHua MHDODMALMOHHOR DE30NacHoTTH M DYKOBOOCTRY.

14 PazpeweHne MHUMOEHTOB

14.1 MaHagMEHT COBLITHRA

Cofsmwen B obnacti BeaonacHoCTH ABNAETCA MOEHTHEHMLKDOBAHHOE NORABNEHME COCTORHMA B MHMOpMaLa-
CHHON MM KOMMYHHKELWOHHOR CHCTEME, KOTODOE YHAILIBAST HA BOIMOMHOE HAPYLLSHKE NONMATHEA GEI0NACHOCTH
WM Ha HECNOCODHOCTE 3ALUWTHOA Mepkl ODECNeYrTE ANeKBaTHYIO 3alWKTY akTrea. [linbaa pases HeMaBeCcTHAR
MM HEOHWOAHRAR CHTYALMA MOMET MMETE OTHOWEHHE K De30nacHOCTM M A0MHKHa TRaKToRaTREA Kak cobsiTHe B
ofnacTi BeaonacHoCTH. MHUMOeHTOM Ge3onacHocTi ARNASTCR CEDHA M3 0aHOMD Wk Gonee HexenaTenk X WA
HECHKKOAHHEIX CODBITHA B 00ONacTH BE30NACHOCTH, KOTOPEKE OONaNaKT IHAYHMTENbHBIM NOTEHLWANOM COANAHMA
YIEoas! ANA WREopMaLMoHHo R BR30NacHOCTA MMM NDHYKMHERHA Bpena Suanec-onepauwnan. MNoaeneHwe CobeTHiE B
ofnacty GeaonacHocT HewabesHo. Kaxgoe Takoe cobkiTue A0MEHD PAcCnefoBaTecA © UENk ONpegenaHun,
ARMNASTCA N OHO MHLMASHTOM BeaonacHocTi. CyTe 3TOM paccnesosaqna aonsHa belTe copasMmepHa yiepby,
NPAYHHEHHOMY CODEITHE, M NOTEeHLMANSHOMY YILEepDy, KOTOPEIR 0HO MO0 Bed HAHECTH.

OBpaboTea HHUWLEHTOR NPeSoCTARNAERT BOIMOMHOCTE CNYREEe MHopsalMoHHORN Be30nNacHoCTIA pearipo-
BATE HA CNYHYIAHOE KINK NPEOHAMEDEHHOE HADYLLEHKE OBLIYHONS yYHELMOHWpOBaHKA cheTemMel MT. Heobxogumo
paspaboTaTe CREMyY DACCIEA0BANWA WHLMGEHTOR K NPEACTARNEHWA OTYETOR O HMX, NPHROOHY JNA BCex CHCTEM
WT wyonyr oprasmaagian. JanHan cxema qonssHa BEnioyaTte B ceba npegctaaneqdye oTyeTos rpynnas MT 1 Dura-
HEC-TPYNNaM 4NA NomyyseHsa GoNes WWpoKore NpegcTaanaHya O BOIHWEHOBEHA K HHLWOEHTOR MHDODMALKMOHHOH
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Ge30nNacHOCT W COOTRETCTEYIOWMY YIPO3 W CBAIAHHOMD © HUMM BO3OEWCTBMA Ha asTveks T w Guanec-
onepauur. JononHuTentssyio wepopmaune of yperyniposaHan HHUWOEHTOE 1 MEHEDNMEHTE CODRITMA CM.
e MCOM3K 18044 [33].

OCHOBHEIMIA 3A03YAMK BO BREMA DACCNEA0BAHWA MHLWAEHTS WHDOPMALHMOHHOR DEI0NACHOCT ARNABTCA
pEAMNPOBaHKME HA MHUHMOEHT Hanbonee noaxoAwnm M ahPerTHEHbIM 03PA30M W HIBNSYEHHE YDOKOB M3 HHUK-
OEHTA MHPOopMaUMoHKOR BeaonacHoCcT C TeM, YToDE B Byny e pMoxHO Geino nabexats aHanonvHex Hebnaro-
MPMATHGK COORITAA. B HEROTODGD CHTYALMAX MOMET BOIHWRHYT L (0COGEHHD ONA 33LLMTEl PETYTALMK OpraHMaaLMm
OT KPUTHENA HEOCBEI0MNEHHDN HENODPOMENATENEHO HACTROEHHMON 0BLWECTEEHHOCTH) HEODXOOHMOCTE OBECTIEYE-
HIAA 3AWHTEI KoRDHOEHUHANEHOCTH HHEOPMALMK, MMEI0WER OTHOLWEHHE K MHLUKZEHTY HHpopMayMoHHoR Geao-
NACHOCTH.

MogroTopneHHs@R NNad JeRcTEri C 3apaHes oNpegeneHHbibM DeWaHHAMKA NOIB0NHT OPraHdM3anng ocyLye-
CTEMTE PEAMMPOEAHHE B TEYEHIE NEHEMIIEMOTD CROKA C LENLK OrpaqMHeHA JansHeiwern yuepta | TaM, roe
3TO BOIMONHD, NPOA0MHKTE BUaHec- eATENEHOCTE NOCNE NPHMEHEHHA ONONHATEMLHE Mep. [naHd 0bpaboTim
WHLAOEHTOR J0N#MEH BKNIO4aTL B ceba TpeGopaqMe XpOHONOTMYECKOND QOKYMEHTHPOEAHHA BoaX COBBTHA 1 QEi-
cTEMA. JaHHsi (aKTop JoMm+eH NDUBECTH K CNpenana g WCTOYHMES MHUKaeHT . OH ARNAGTCA NpennochNKoi
ANA QOCTHHEEHHA LENH, 3 MMEHHO CHIBKEHHA OyayLLME PUCHOE NOCPEOCTEOM YITYHLWSHWA 3aALLWTHLIX Mep.

BamHo TAKHE NPOBEOEHHE M QOKY MEHTUROBAHWE AHANWMER MHUKOEHTOR C DACCAM0TDEHMEM CNEAYIOLKY BON-
pPOCOR:

- BhiNa N1 H3ANEXALMM 050a3oM JoKYMEHTHDOBAHA XPOHOMOrHA COSLITHR M A8ACTEMIA;

- CcobnKnoanca N« NNaH;

= Gbina N4 HeoBXoguMan HHEODMALWA DOCTYNHE COOTRETCTRYIOLWEMY NENCOHATY,

= Geina N #ectxoauman HPopPMaUMA A0CTYNIHA CROSBPEMEHHD,

= yam Gy OyT OTAWYaTLCA O8RCTEWA NepooHana B cneaynwuae paa;

= BN N 3dMPerTUBHLIM NPOUECT aHankaa MHUykaeHTa (obHapyweHHe/DearnpoEanHe NpancT AENEHWE 0THE-
Ta) UMK 8ro MOXHO YCOREpWEHCTRO8ATE,

= CYLLBCTEYIOT MM Me Dkl yNDaBNEHWA 4NA NpegynpesdeH A NOBTOPHOM BOIHMKHOBEHKA CBAIAHHOMD C Da-
AONACHOCTRI0 COGLITHAY

OTEETEl HA 3TH BONDOCE WM NDWHATHE DEWEHHA N0 NONYYEHHEBIM DaHHEIM A0MTEHL CHUIWTE BEDOATHOCTE
NOABNEHKA MHUWOBHTOB B Gy Oy LLEM.

14.2 PaccneoBaHKWA W NPpaBoBaA IHCNePTHIA

LnA HekoTopeiX MHUWIEHTOE TpebyeTca JoNoNHWTENEHOE PAacCNefoEanke. YIalanwMeca cny4an Mowas-
HW4EBCTEE, HEOCBONECTRD CNYHALMX, 3 TAKE HEKOTORLIE NPAB0BLIE BONPOCKH CO3AaKT NoTpefHoCTE B paccne-
OCBAHKK O8ATENLHOCTY COTPYOHWEDR B cucTemax MT. [na nogoepwkk paccnenosaqHqa MoxeT noTpedosatsca
cHOP W aHANKE CHCTEMHEBX MYDHANOE PETHCTRALMA, MYDHANDE DEMHCTDALMMA CUCTEM ODHADYHEHARA BTODMEHNA K,
HMHOTOA, BCEX HAKONMTENeH Ha auckax. MoryT notpebosatech cyaebHsLIR AHANMI GaHHEX HAKONWTENA Ha OHCKaX,
BHIMHEA NOUCK YoanesHs haines, 1 ApYIME B0k A8TaNsHOMD aHANKEE MHUWGEHTA. BoNsIWMHCTRO oprasMaa-
U« 0BNanaeT ToNLKO OrpaHAYeHHEIMKE BHYTDEHHAMK BOIMOSHOCTAMK 0NA NPOBEOEHHA TAKMK PacCne0osaHnA |
aHanuaa. OgHaks Boe NporpamMmbl obecnedeHna SeascnacHoCTH A0NHHE BEKNKYaTE B CE0A MHMHMMANLEHOE obYye-
HWe oGpaboTie CBMOETENECTE, NNAHY NPOBEAEHHA DACCNEROBAHKA W ABACTRHARM MWL, NDOROAALIMY PACCNSA0Ba-
HWE, 3 TAKKE BoINOMHEHWIO DA3HLIX BWOCE NPAECEOH IHCNEpTHaEL. PeansHsie noTpefHocTy paccneqoBaHyA 3Ha-
YHTENBHO PAINWHAINTCA ONA DAANHYHEL ORTAHAZALMA W DEANHWYHEY MHLWABHTOR.

14.3 O6padoTHa HHUWOBHTOR

MnaK oBpatoTH HHUKAEHTOR OOMEEH BbiTh XOPOLLD WIBSCTEH BCEM, KTO BYOET NPHHWMATE YYaCcTHE B Had.
B fasHomM NNade JoMHHE PAcCMaTpMBaTECA MHOME NOTEHUHANEHLE NDOGNeMe!.

- HHLMOSHTS, NPOUCXOOALKE BO BHEpatoqes BDEMA;

= MOTPEBHOCTH CBAIM (KaK BHYTPW Opraqdaaln-, Tak ¥ CBA%E CO CPEqCTEAMK MacooBol rpopMaluMi Kk
KITAEHTARMIA),

= MNAKkL! PEIEDEMDCEAHMA 4 JEACTEMA B YpeIBHHARHBLIX CHTYALIMAX,

« CBA3L C MOCTABLUMEAMM, BENIOSAA GH3HECc-NapTHEpoR.

14.4 NpoBneMii, CEAIAHHEIE ¢ ABAPHHHOCTEID

[na nogoepHaH@e UeNocTHOCTH MHDODMALIMDHHLIX CUCTEM NP SBAPUAHELN CUTYALMAX HE CNEayeT npeHed-
pErates npougccamMu obecnedexHA SesonacHoCcTH. HeobxoguMel cnegrpryecsive Npouecchl, NOIBONADLLWE OCY-
LWECTBHTE MCNPABNEHWe ABADHAHE CUTYaLMA B NepByi0 oYepels ONA pajpelleHHA NporIBoaCcTEEHHE Npod-
NEM, W COINAHKA NPoULESYD CHOPERLLIBID BOABPDATE K HOPMaNkHOHA paboTe. MNpu Mobbx HasMeHEHHAK B MHOODMa-
UMOHHEE CHCTEMAX BHOCALLME WX NMUE, BHN0YAA NEPCOHAN NOGASDHKKA B YPEIBLYAAHBN CHTYALMAR, QOM#HEI
LOKYMEHTHDOBATE 3TH HIMEHEHKA KW NROBOIWTE HEOBXOAMMBIRA SHANKI.
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MpunoxenHe A
{cnpasounoe)

OBpazuLl QoOKYMEHTOR

A1 PezonuWe COBETA GUPEETOROE NO BONPOCY WHOPMaWMOHHOR DE30NacHocTH

MocTaHaBMK:

MHpopMaura SBNASTCA SKTHEOM OprEaHWaaLMH.

B kaqecTEe AkTHER MHDORMEGHOHHEE PECYPCE W pecyRokl 0bpaboted radiopMauM OpraHuaaume qonsHs Oelts
FHWHLEHE OT HECIHELWOHWPOBAHHOND MW HEHAONERBWETD WCNONLI0B3HMA.

PywoBOgMTENED DOREHAIEUAH NPEONWCEIEASTCR YHREaWTE NPOrpamMyy obecne<eHHs uHdopmalroHso@ Geaonac-
HOCTH, COFMECYHILYEOCA C NPHEMNEMOR BHIHSC-NPAETHEDA, © Uen6E abScnayeHEn Hagnesawen BeaonscHotTd nHgop-
MELMOHHLIX SHTHBOE OprasHdIgumin.

A.2 NMonuTyea vHdopMauuodHon BezonacHoCTH

MonuTHEa MHEOPMALKOHHOA BE3ONAcHOCTH ANA HHHAHCOBOND YYPaaeHHA

DHHAHCOS0E PUPEROSHAE CHHTaET MHhopaaume B nodod dopss BXTHBEOM ODrEHAIELNE 4 HYHOSETCA B COOTEaT-
CTHYHHLMY 3EWNTHLE MEPEX ON7R oDeCnaYaHnA ISWTE DBHHOM SKTHES 0T HECAHELMOHWDOSIHHOND WK HEHSONEME e
M MenonesoaaHER. Mahopsauen seobxoguma ans 3gcholTHEHOR 1 PeayNETATHEHOA NOBCSOHEEHDNA PaboTel Opradqaa-
Y. FHhopMBUMA AOMEHE MCNONE30SSTEER TOMLED ANA BRMONHEHWA 2a08HHO0E LBNYW — BS0sHHR Bradec-onepaumyi
dHARCOBDM yYpexaaHnA. MNMoneTesa HEWeR OpraduIaU9y COCTOMT B NPEOOCTABNEHMH OOCTYNA E MHEROPMELMK TONBKD
HE OCHOBE MPOBEPEHHOM CNPHMHUMNE HEODXOQMMOrD 3HEHMA DuaHecas W OTKEIS B OOCTYNE BO BCEX Opy COyHEaRE.

Kamasi CTapymA MeHsmHe) nogpasnenaHums HHAHCOBOM YHPEMOSHWA HECET OTESTCTEEHHOCTE 38 NOGOSp=E-
HHE HOHEHOEHUMANEHOCTH, UENOCTHOCTH M GOCTYNHOCTH CEOMX MHIDOPMAELMOHHLY SETHB0E W Jonsed cofnogats Bce
NONKTIEK, CTEHO8PTE W NpOLeayphl, onyGresoBaHHBIE OTOEN0M MHEOPMALMOHHDA DEIDNSCHOCTIA U KSCAKLIWMECR 38-
WHTH MHOPMAUMOHHLY BETWE0E OpraHM3aum.

Bee cnywawie 0bR38HE OCOAHEBETE, NOCTORHHO MOOOSPUEaTE W COOMOOATE NONMTHEY. CTEHOAPRTE K NpOUSOY-
Phi OPraHN2auHn, YNPEenssowmsa 3awmTol MAhopMAaUMOHHELS BKTHMBOE.

A3 Qorosop ¢ paboTHHEAMA B 4aCTH HX CCEEQOMMTEHHOCTH

OpraHi3aums CHMTaeT MHOpMaLMED AKTHE0M, KOTOPEA Jonsed Dbt 38WHILEH.

Mos o0R3aHHOCTE COCTOMT B ToM, 4T0BG COaHABATE, NOAOBEEHNBATE M COBNKOETE BOE NONWTWMEN, CTEHOSPTE H
MPOUSOYRE OpTaHUIaUMe, YNPEENADIHE 3aWMTOR MHDOPMALNMOHHLE BKTHBOR.

MHe Bkin BEIGEH SHISMNNAR PYHOBOACTEA Mo ofecnesasds HHDOPMAUMoHHOA BeannatHOCTH ORraHaagnun, 1 |
COMataHd CNegoBaTe NPUBROSHHLIM B HEM NPasHnam.

A cornatad Henone3o0BaTe MHPOIMaEUMID oprasmaaury W oBopygosasve gna obpaborkn vHdopManme, | koTo-
DhIM A MMEH JOCTYN, TONEXD AR BEINONHEHMA Movx paboury oBRladpocTan.

A nodMMa. 4TD Oprasv3auMA MOEST NPOCMATPUERTE NOOYID MHDOPMELAKD WK cooblUSHWA, EOTOPLIE B MOry
COZAABATE, MENONLIYA pecypts obpaborew vhdopmaume opraswsagud. JaHHeIE pecyposl BRNKYE0T B Ce0R [HO HE
OrPaHWHRBEKITER MMH ) TEHCTOBLIE NPOLBCCORGL], JMEKTROHHLIE NOYTOSEIE CHCTEME! M MBPCOHANEHEIS KOMNBEITEPE.

OORay0ck HEMEANEHHD CooBUATs O MODOM NOSOAMETEMLHOM NOBEAEHW WM CHTYALME, KOTOPGSK MOMYT Co3aa-
ESThL yrpody DB3onacHOCT MHDOPMALWOHHLIM BKTHEAM ODraHH3a0MN, MOSMY DYROSONMTENH.

A nodmmas, 4T anoynotpebneqHue MHOODMELMOHHLIMN BHTUBEMH OPTEHUISLNN MOXET NPUBSCTA K ORCLHNMH-
HAPHOMY pEZBMPATENLCTEY, HANPABNEHHOMY NPOTHE MEHA.

Oara

DAMANHA CAYEALLETD AOAAKCE

cOMASTENE [HTH BYRCEOOMTENR]

A4 J¥paHHBIE NpeqynpesneHMA NpE BXO08 B CHCTEMY

[aHHaA “ACTHAR ROMMNLHITEOHER CUCTEME AEMABTCA CHMCTEMODW, OOCTYN K KOTOPOA OFPEHHYEH HECSHELMOHWPO-
BAHHLM NuUan. JocTyn caHKLWOMMPOBEHHEIX NHL OMPEHMSMEIETCA MYHELMAMK, ONPEgENSHHEMN ONA BLNOMHEHWR
W cBoWx obRzadsocTan. [Tobof HECAHKLGMOHMPOBEHHLR qocTyn ByAsT pAccnenoBaThcs M NPEcneNoBaTECH B Cyaeb-
HOM NMOPAKE, SCMH Bhl, HE ABNFACE MOMHOMOYHLIM NONL3OBATENEM. HEMBONEHHD HE OTHNEHMWATECE OT CHOTEMEL

B kayecTES ANETEPHATHELI

OO0CTYN K 3TOA XOMOBHTEQHOA CHCTEME DAIPELEH TONLED NONHOMOYHLEM NONLI0BATEMNAM. HecaHsLHoHupOBaH-
Held SOCTYRINOREITEN QocTyna ByayT npecnegoeareos B oyaebiom nopraxke. Ecny Bs HE SENRETECH NONHIMOYHEIM
NONLIDBATENEM, OTKMHHMTECE OT GHOTEMEL
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A5 PaKcHMHUNEHEIE NPegyNpedsaeHA
MnaTexHos NpegynpexisHie
NPEJYNMPEXOEHWE

Ha nonaradtecs Ha 3Ty NEPEOEYY NP BRINNETE QSHET KN MHILLHAPOBEHMA OPYIHs ONEpagri De3 He3asncimoi
MNPOBEEEA 28 NONHOMOHKA

JdanReneHWe 0 NpaBe CcOOCTEEHHOCTH

OORYMEHTE, BENEYEHHES B MICT GAECIMANEHROR NERanaY4Y, CoONBmEaT MHBOpamnmie KODpNopELWE, ARNROWYHEA
HOHGMOSHURANEHOA WANK NPEgHA3HEYEHHOR ONA OFPEHWSEHHOND ERYra NEL, NPSqHasHEYEHHYR ONA MCNonb30EaHnA
BAPBCATOM, YbE MMA YEEISHOD Ha NUCTRE nepegaqwn. Ecnuy Bel HE RENRETECE anpacatom, obpaTiTe, NoEanyRcTa, BHAME-
HME H3 TO, 4TO nodoe packpeITHE, OTORONMPOBAHWE, PACNPOCTPEHEHME WNH MCNONBI0SEHWE CONBMEAHWA JEHHOTD
PaKCHMANEHOND COODWeHKWA 2anpewaHo. Ecn Bul nonywine hameuMuneHoe coobuaHre no owwbie, nosanyncTa,
Cpasy #e yESOOMUWTE NO TansdoHy OTNRESSUTENR, ANA Ton YTobel Mel MOFNH oprasy30BaTs DECINATHLIR BO3BPET NEHHEN
OOXYMEHTOS.

A6 MudropMmaumoHHBIR DRNNETEHE No Be20NacHOCTH

MNpeaynpesneHHe 0 KOMNEKTEPHOM BHPYCE

Cornacko odhuyansrsm COnDLUEHMAM KOMNBOTEDHEA BYMPYC, MIBSCTHRIR kax «8upys Musenanmpranos, Bectpo
PACNPOCTREHAETCA N0 BOAMY MHMPY M MOKET DKEIATLCA HAWDONes pazpylWmMTENbHEIM BAPYCOM 338 NOCNEgHNE roos.
MagecTHO, 410 O0H HHHUMPYET CcTeMs Ha Dase DOS ¢ papomed 28X MNK BeILLE.

BosgencTane

[aHHBIA BUPYE HAXOOWMTEA HA MHDHUMPOBAHHEIE KOMNLHKITERSE W AENAETCA BE3nsRcTEEHHEM 00 O&TE 8r0 HHALK-
HWPOBEHMA, TO BCTE A0 § mapTa (geds posgesns Musenadgeena). B atoT geHe OH NEPE2ENWCLIBAET KPWUTHHRCKWE
OBHHLIE CHOTEME, OANSA QWCE HENPUrogHeM. MHPUUHMpOEaHHES OS3HHEIE BEMOY2T B ce0R 3arpyacdHee OaHHEE 1
Tabnuuy paamawsHeA ainose Ha 3arpyaodHoM {[TMEKoM MM MECTROM) QHCKS,

BOCCTEHOBNEHWME OAHHLIX NONLIOBATENR C NOBPEXGEHHOMD OWCKE ABNRETCA EPSAHE J8TRYOHUTENEHLM.

Crmnmome!

Coobuasmes CHMNTOME BENKMANT B ceba;

- coxpaweHws obvema ceobogHoRNonHoA namATy Ha 2048 BadiT,

- HENPHIMGHOCTE FTHOKAX QWCKDE MNH BRIBENEHWE STRAHHLIZ cimeanoe npr DIR womadgas.

BlaHo oTMETHTE, 4T0 Bupye NMusanaHiseno HUEOME He BRIBOOWT HAHaE coobuisHen B akpans T

Puck uHHUMpOBaHKAR

Bupyc pacnpocTpaHAETCA B pPeaynLTare:

- JATPYINH C MHEWUMPOBAHHOR OMCKETE (Same B onyqas DesyonallHon arpysu);

- BArPY3KRM G HECTROND QWMCKA, B TO BPEMA HEK MHEMLMPOSAHHAR QUCHATS HAXOOWTCA B QWMCKDBOOE A W NOPT JMCHD-
BOAA 388pGLIT.

HocwTarn faHHsDR, WENONLE3yenblx B PaboHHE W OOMAWHNE HOMNBHOTENEY, MOTYT NPSOCTAEMATL PUCK © YROBHEM
BEllE OGLMHar.

AT Dopma NPHHATHA PUCKA

MprHaATHE pUCKa WU OPMALUMOHHOR De30NacHOCTH

[avwan hopma gonsHa 3anonHATECH, TONEXD acni GHaHec-NPOUBsE MNK CHCTEME HE COOTBETCTEYINT CTaHjap-
TAM W MONHTHEAM WHIPOPMAUWOHHDA BE20NACHOCTH W OTCYTCTEYET NNad ofecnesaHMA CODTEETCTENA JaHHOR NONMTHKE

B Envoradwes Gyayuwam

Moppazpanaqe Homap 3anpaludeaiw@ro NogpaigensHues
PyropoguTans NnoOpaznsnaHa HaspaHwe 1aNpalvBEHLBrD NOODEISENEHWR
CTRaHHLE ¥ HOMED MyHETE 8 NOMMTHRECTaH DTS Dara

MPHATHE PACKS 23NPELUKHESSTER ONA (MPWESCTA ONWCEHWE )

Onucanwe SraHec-npouecca (NPpENoEHTE QON0NHATENEHYH SOEYMEHTALMID PK HEMAYEAR)

OOWse wdcno onepaudi 3a nepyoa
MonHEIR geHesHLR 00bEM ONEPALMA 38 NEpaog

HABnAETCA N EPEMEHHOA UHTEPBAN CNERAUMA ZHBMCHMEIMT (NPYBSCTIA OMNMCaHWa)
JarpoHyTel MW c4eT1a B obweai Dy xranTepcrol kHura?
YpoBEHE DYROBOOCTES, NONYHEHILEN BLXO0HBIE JEHHLE

a



OOKYMEHTALMED MNP HANMHKK )

HOMMYTHRYEMER TERaoHHSA CBRIE W T. O}

rMocCT P MCO TO 13569— 2007

FHEMOCTE FIE"I.I.I'EI-I"II.Tl. OCHOBEHHLLY HE BhIXOOHLL SEHHEX

HopMaTHEHEIE PN OMHECKHNES QEACTENTENLHBIE BOTPEYHLE Y0SNaTEOREHMA

PacnpocTRaHARTER N BhiXoAHLE aHHEE CPEnH KNMBHTORY (NPMESCTH ONWMcaHwa)

Haweelcwan cTeneqs CespaTHOCTY obpabaTeeaemor mathoprawsm

MpYESCTA CNWCAHME CHCTEME!, MCNONBIYEMOR ONA NooOepsi BHasec-NpoLEcca (NpUROsHTE OONOMHKTEMHYR

OmMcadws Tina o0DopyaosaHHE (HUCNO KOMNBEITER0E, TANE W T. 4.)

OmMcaHws THNE CERIHOCTH YIANOE CETH (NOKENEHEA CETk, BUPTYANLHER TENSHOMMYHIESUMOHHLIR METOS O0CTYNE,

LieHTphbl obpaboTem
Yueno nons3IosaTensd

Necrpadweaceos pACNPEOENEHHE NONBIORATANEA
OnvcaTs BHTEpSRAcE & Qpyran CCTEMaMm

TpeboeaHMA SOCTYTIHOCTH

Paforamt ma Ha 3rosm oDopyo0eaHK OpyIee NPEHNOHEHMA [NPHBBCTH CNHMCaH®E )

MoooSpEABAINTCER N CACTEMSL TPYNNOA UEHTRANBHEN CHCTEM? ECnd HET, NOWESONTE DNACEHAE KMEHOWMXCS

MEXEHWIMDE NOSOSPHKEY

THEL!

Ommcadwe Duasac/cHeTemHsl TPaBoBaHMA COOTEATOTENR NONMTHEE

r!FH-T&'IM.]HTE.I'IH-!Eﬂ CTOMMOCTE OBecneqeHns COOTBRTCTRIMA

OMMCEHWE BCNONEIYEMEIX WM MPEANEFSEMBLIE 33LIMTHEX MEP ONR YMEHLLEHWA DHCK

MprERMaATENLHEA CTOMMOCTE WENIONB3YEMEX WNW NPEANArasMBX JBWHTHEX Map
Opyres hakTopel, ROTOPREE HAND YHWTLIEATE NPM NPYHAETAN QAHHOM DEWEHWR {O0YMWME DECCMOTDEHHEE ansTepHa-

| SOROAHATENEHEIE DUHIHSC-(hakTops, SERCTEMR OPYTHY KOMISHWA 1 T 0.}

PeromaHaoeaHn Oata
PYEABOgUTENE NOGPA3GenaHss
Mpoeepano Oata
DINETOTBEHHEIA 38 Wi oW RO 0 BEIonacwosTn
KamsmeHTapuu:
WTBEpHOSHD Oara

PFRIODAMTENE © QERETHRFOIOHHBEIMA DO B A e

HoMmep QOKyMEHTA NPHHATAR DHCES (NPHCB0SHHLA paBoTHeson cnywbel BazonacHooTi)

Oara cnegyoweai nposepi-
Krnaccwukagna MHOOPMaLMOHHOR Be30nacHOCTH:
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A.E Dorosop ¢ HAOOMHEIM PAGOTHHKDM W pPACNPEOENSHHE PaBoTesl
Aoroeop 0 AMCTAHLKOHHOM NPUCYTCTEMH Mexgy paboTogatensm n paBoTHREOM
HacToAWMA Oorosc) WMasT CHny Memay (& gansHeAWEM
WnaHyEMEN  aPaboTHROME] M (B JANbHEAWEM MMEHYEMOR

#HomnaHWed: ). CTOpoHN, HAMEPEEAHWHECH NPVHATE HE caba Kpuou«eckme 00A2aTENLETREA, QOMOBAPHMBEAKTCA No
NOBGOY CHEOYELErD:

O6tem obAzaTeNLCTE NO QOroBOpY

PaborHue cornaces orka3sears yonyrd Komnaqsau g kadqecTee Hagomioro PabBomhuea. PaBorHus cornaced © mam,
YT QMETAEHLUMOHHOS NOUCYTCTEMS RENRETCA OOBPOoBOnbHEM W MOmET DeiTe NperpaweHs Komnadwar 8 noboe spamA no
KAKOA-MMED NpMduHe wne Gea Hae.

ObR3aHHoCTH, obRaaTansECTEa W yonoBwA paboTsl PatorHusa HoMnaduw, otnudHee ot obRIaqHsocTen 1 obRaa-
TaNLCTE, HANSrE8MbIX HA PA00THIKE, B NRAMOA hOpME B COOTEATCTEMH G OSHHLIM OOMBOPOM, OCTENTCA HEWIMEHHEIME.

TepMmuHs oyfEaneHHoe paboses MECTOR WNK «YOANEHHGE MECTD paloTes 0IHAYSNT MECTO BiTenscTea Pabor-
HMKES WY NODoE ynansHHoe paboses nomaweHws, onobpedqoe pyrosogoTeon PaboTHura.

YonoewA gorosopa

OaHHBIA Ooroenn BETYNAST B CANY 00 OHA NPOCTAsnEaHHGA A48T W DOTSETEA B CHNe, noEa PaboTHWY BeINONHRET
AHCTEHUACHHEYED paboTy, eorm He Gy0eT aHHYMMPOEEH paHeswWwa.

AHHYNMpOBaHWE OOroEopa

YWyacTwe PaborHesa g pabore KoMNadMK B sa4SCTEe HEOOMHMER ABMASTCA NONHOCTERD GOBPOBoNEHEIM M NReao-
CTABNRETCH TONLKD Tam PaboTHMEEM, ROTOpbIE DyOyT COMTEHE NOOXOORLMMIE OA 3TOFD N0 YoMOTPEHMED KoMmasmn.
Mpaes GHCTAHLMOHHOMD NPUCYTCOTEMA HE cywecTayeT. OoHaro, Npagnaran ceow yormyia v Bydyad exbpasHeIM GNA Bsnon-
HEHHA ONETAHUMOHHOA pabotel, PaGoTHME npredmaet Ha coba obRIatenscTed BLINONHATE OMCTAHUWMOHHYHD paboTy &
TEYEHWE HECKONEEMX MacALEs. KoMNBHWR HE HECST OTEETCTEEHHOCTI 38 pacKods, yieph wnk yOsmed, Bemessumwe ma
npespaweHHa yyacTuA Pabotiues B gucTasumodHon pabore. JasdH=R osyMaHT HE AENRETCA A0MOESHOM O HEAME W HE
MOMHET TOMKDBATLCH KR TAXDSOA.

Boaxvarpasoesue

Paboqwe wacs, ceepxypodHan pabora, nanbasrd 3a pabory B HOYHOR BEEMA, atnyck: PabBotHue comacad © Tams,
yTo paboqne HECH, KOMNEHCALMA 38 ceepxypo-Hylo padoTy, Hagbasks 3a paboTy B HOMMOS BREMA W padwk omyckos
EyayT COOTEETOTBOBATE YUMOBMAM, COrMAacosaHHeIM Mesny PatorHmeom 1 KoMnaHied.

ObopyaosaHMe ONA AWCTEHUHOHHOMD NPUCYTCTEWA M ECNOMOraTeENLHOE 0Bopy A0BaHWE

PabotHer cornaces © TEM, YT0 MCNDNLIDBAHWE 00OPYO0BEHMA, NPOrPAMMHEE CREOCTE, NEHHER W wabane, npe-
LocTaanReMelx KoMNaHWued OnA MCnone30BaHEA HE OWMCTAHUMOHHDM padodem MecTe, OrpSHMYWMBSIETCH NOMHOMOYHE-
MK NALAMH B USMAX, CBA28HHEIX © BHaHecon, BRNE4aR camoobpaaosasme, obyHeHMe 0 BeiNonHeHKE 3agadui,. Pabor-
HHE MCTHINL3YET TanesoMMyHMEBUMOHHOE 0DopyQ0BaHWE CTPOMD B ganoess enAx. KoMnaHWA He HECET HMEIKDA OTBET-
CTEEHHOCTH 38 PACX0gLl HA GMCTAHLUMOHHYRD CEA3E, NOHECAHHEIE CIYHALMM NpW paboTe B NeHe LanAx.

KomnaHur na coboTBEHHAMY YEMOTREHMED MORET PEWWTE Bonpos NpHobpeTedra obopynoeaHMa W COOTBETCTRYHI-
LMK METEPHEN0E ONA WCNoNE308aHMA PaboTHHMHOM MDA BeINOMHEHAE DACTEHUMOHHOA paBoTs vnM pRpewwnTe Benons-
aogaHwe obopyhoeaHnA, HAXGOAWEMGA B coboTEerkocTH PabotHuxa, PaweHwa, KECaHWEScA THRA, XapakTepa, dyyHe-
LMIA MM K34ECTES ANexTPOHHEX BNMBpaTHLIX CPEOCTE (BXNIOHEA HOMNBOTEDE!, HEHCHl, BHOSOTEPMAHEME, MEMHTEDEL,
MOOEME, NPOUBGCORL OBHHER W OpYroe TEPMHBANEHDE 0000YODBSHWE, HO HE OrPEHWHMBARCE MW ), NPOTPEMMBOTD
DESCNEYEHMA, SAHHER M TEMEHDMMYHHESLBOHHOND 0Bopynosasnn (T.e. TenaoH b MMHMR), OCTIETCH WOKNHHMTENEHD
B HOMMETAHLMK KomMnaHaw.

FPElISHME 0 MEPEMELLIEHHNA UNH NPEXPAWBHWN MONONE30BAHWA Tanoro obopyaoeaHma, OaHHBE WA nporpauam-
HblX CREOGCTE OCTAETCH MOCHMOHMTENEHD B kosneTtedunye Komnadu. OGopynoeadue, nprobpeTeHHoe QA Benons3ossa-
HHA PafoTHHrOM, OCTEETCH cOBCTEEHHOCTEED KOMNSHWK. KOMNSHMA HE HSCET OTEETCTEEHHOLTH 38 NOTepH, yweph wnuw
Wanoc ohopynosaHMs, HakoaAWemsA B cobBoTeeHBOcTY PaboTHuka.

Pabomuue cnpagenseT pabodes MECTO B NOMEWEHE ONA GHCTAHUMOHHOTD NMPUCYTCTEMA © LENEE PAZMEWEHWA 1
YyETanoexw oDopyaoeasKA, KoTopos ByoeT MononeE3oeaThcn B0 BpamA paioTw. PabotHWe QomyeH nogoepsueaTts 310
pabosae MECTD B COXPAHHOCTH M Takxke 0D8CNEYHTE A3WMTY OT pHokde COoR 1 apyrve onacHooTed anA PaboThdea v
ohopygoeaHng. Komnadma gomeHa 0aobputs nomalleHdme, sebpadHos B KBYECTES JWCTAHUKOHHOM pabodero mecta
Paborhmka. MNpd BHECaHME KEEMX-NHO0 M3MEHEHMA B NEPBOHEHANEHODE PACHONOHEHWE SNNAPATYRE HA pabodem mec-
T8 W HACTPORKE TENSKDMMyHUREUWOHHOM obopynoBaduA HoMnadw pacxoas HaceT PaboTHue.

PaboTHie cOrMacas . Tem, 470 KOMNaHMA MOKET NOCELUATE QUCTAHUMOHHOE pabodes MacTo C BNk onpsgens-
HAR B0 BE30NACHOCTA M 3AWALLIEHHOCTA OT PUCKDE COOR, 8 TAKKE NA TEXHNYBcKoND COCMyMNBAHUA, DEMOHTE, KHCNEK-
THPOBEHWMA MMM MILATHAR RENAKWErocR cobcTBeHHOCTED Homnakme obopysosadvs, NporpasmmHEsLsy CReacTs, OaHHsx
wians pecypoos. B cryyas HeabxoaumMocTi cyaefHor Npouaces OnA Bo3spalaHHA oBopynoeaHuA, NPOrpasMMHLE CoencTs,
DEHHEER WHNY pecypoos 2 coboTesHHoETE KoMmnaduy PaBoTHHE COMmAaced onnatiTe BCe PECHOAL! N0 BEO8HWH NPOYBCES,
noHaceHHLE KoMnadWen, Bkmoyan onnaTy opwcTta, acnd KoMnaHA BemrpasaTt Npouess.

B cny+ae cBoes g pabote wnk vewcnpasHocty obopyoosadHwA PaboTHiE COMAaced HEMEINEaHHD YESO0MHTE Kom-
MEHHED C BENsH OCYLBCTBNEHWA HEMEONEHHOMN DEMOHTE WMWY 2EMedHs Takom ofopyoosadwA. B cnydas 3808pwed o
PEMOHTORM MM 3AMEHDR MMM BOSHUKHOESHAA Mobse Apyrie oBCTOATENLETE, NP KOTopsN PADOTHEE HE CMORET BRINON-
HATE AHCTAHUAOHHYED paboTy, PabotHne gomeed BeiTh roToe K TamMy, ST0 eMy Mot Beime NOPyHeH0 BeINONHATE QRYIyH
paBoTy Minne OH MomeT DeTe NepeEsnsH Ha apyroe pabodes MecTo mo yomoTpeHso KomnaHu-.
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Oceaeqwa, obcTaHoeka, obopyoosadde ONR OXpaHel OKPYRaWER cpegs W obecnadedA BazonacHocT Geito-
et npwiopos, ABNAKWMECH CONYTCTEYILMMI GMA MCnonsayesmong obopynoBsHER, NPOTPaMMHEE CRe0cTe W pecypoos
KomnaHwe, 0onsHe! NPUMEHATECA N0 HA3HEHEHMK W NOQOSpEUBETECA B DE30nacHoM COCTORHMK, W BeTs JALMILISH-
HiiM 0T gspesion M puocros CEoA.

PaboTHvE COTNECEH © ToM, 4TO BCE SaHHLE, NPOrPaMMHLIE Cpancrea, obopyQ0BaHHE, MOLWHOCTH W PEcypshl.
MEMHEANEHELWE KOMNEHWE, DomHbl BeiTe O0OMHHEM 00pa20M 2aMueds. JadHsle, nporpasasse cpenoeres, obopy-
O0BEHWE W pECYPCE, NPEHSgNERaWMe KOMNSHMK, HE O0NHKHE WCNONE30BATLER ONA COZNAHWA NPOMPEMMHBIE CREaoTs
MM N4HER NaHHss Padoriies. PabotHys pomeeH cobnooaTte BC8 NOMMTHEN 1 DESCNOPSEHEHAR KOMAaHHA, ESCas00M-
BCA KOHNMETa MHTEpScoE W abecnadedun KoHPMOSHUMANEHOCTH. [HORE NPOMPaMMHELE CREOCTES, MINSNKA KNK OaH-
HEIE, CO34aHHLIE B PEedyNLTATE CERIAHHONR C OCHOBHOA PaboTol OSATENEHOCTH, NPMHAONEHAT KoMnadme ¥ oormsHe
MPOW3B0ONTECH B YTEEHOSHHOM (ORMATE W HE YyTEEPEOEHHLIX HoCHTanAX. PaloTHie cOrnacad © TeM, 4TO ND OxOHYE-
HHM Cpoxa paboTe No HAkMY OH BO3BPATHT KOMNAHKMK BCE, Y0 NPUHA0NERNT SA.

OTBETCTEEHHOCTE 23 yilephb

PaOoTHHE CCBEAOMNEH O TOM, YTO HECET OTEETCTESHHOCTE 38 BRES, NPHYHMHEHHBIA TRETEHM NALAM WANK 4rsHSMm
cepbr PaboTeea B nomewaxsu Paboteieda. PaboTHak cornaced orpasiarts v 3awmuate Kamnaseo, e duanvanks,
COTRYOHUR0E, MOAPROHMEOE ¥ AreHTOE OT NOOkX BCKOE, NPESONPUTRISHWA 1 OTBETCTEEHHOCT (BHNEMNAR CBA3EHHLIE ©
STHM. NOTEQH, PACKOOEL MIOS{UEKH M ONOaTy OPUMCTOS), BOSHWKILMY B CERIW C MobLIM BpEgom (BNN0Th 00 NETEMLHOM
WMCXOO&), NPHYHHEHHLIM NHOGAM MM COBCTEEHHOCTH (MPAMO WM KDCBEHHD) YCNYTaMu, NPEqocTaEnRemelME B CHNYy 080
Horo gorosopa Paforiusor, B peaynstate HebpewHocTH PaboTHMER, @ anarHelx OsRCTEHA WAKM HEGOCMOTRE npu
BLINONHEHHA 0ORaHHoCTER B obRaTanscTe PabotHexa 8 COOTRETCTEMH © DAHHBIM JOMCS0ROM, 33 WCKMIOHEHBEM Chyqa-
B8, KOMO0A 3TH MCEM, NPABONPMTRIAHUA M OTEETCTEEHHOCTE BOIHWEEHIT WEHMHIHWTENRBHD W3-33 Kpaikal HeOpesHocT WK
COIHATENEHOMD NPOABNSHMA XANATHOCTH GO CTOpOHL KamnaqMis.

MNpodwe yonoewa

PaBoTHWK COrMACEH YHACTROBATE BO BCEX MCCNBJOBEHWAX, ONPOCAX, OTHETAX W AHANW3AY, CHRIAHHBN C OWCTAHLH-
OHHLIM NPWCYTOTENEM, NPEIHSIHAYEHHER 0N KOMIEHAY, BRNOYER ONPOcK, KOTOpsE PaioTHHE MOBET CHMTATh NAYHE-
M AN HOHEWGEHUMANEHBIMA. KOMOAHAR COMMAcHa © TEM, 40 WHAMBAOYANEHEE OTEETE PAbOTHHKE SOMEHE OCTABATE-
CR AHOHUMHLN M0 NpocsEs PaboOTHAKE, HO TAKWE OEHHLIE MOTYT BbiTh COBPaEHE ¥ CTATE O0CTYNHEIME OBUWBCTBEHHOCTA
Ge3 noedTudssauud nqHocT PabomHuea.

PafotHue ocaegomnes, 4To obAzad cofnogate BCa NPasMna, NONMTHEN, NPSETHHECKHE NPHEME 1 YHEISHNR
Komnadsum 1 yonoBMA OSHHOMD OOMIBOPE 1 HEPYWWEHME 3TOM MOEET NPUBSCTH K 3aNpeTy HE OQMCTAHLWOIHHOE NPECyT-
CTEME WHMH OWCLMNMHHERHOMY BILICKEHWED, BNNOTE G0 YEONEHEHWR.

A noareependan, 4TO DIHAKOMWIICA © SEHHEM OOMB0PoM W &ro cogepsadien. A nogreepsian, H9To mMHe Gena
NPeOOcTAENEHS BOAMOXHOCTE DAHAROMMTE C OAHHEM OOM0BOPOM MOSMD AOBOKATA NEpED &rd SEKMOHEHHEM.

Mopnwce PaboTruka
Oara

OWETEHYMOHHOS NPMEYTCTEME MNK pabota B kaxom-nwbo opyroM MecTa, HANpUMep, Ha oMy, ABMRETCA TRYODEOA
OEATENBEHOCTRED, NPEBG HA KOTOPYHY NPEOOCTAENASTEA HEKOTODLIM PABOTHHMEAM MNpW HANWYMK B3BUMHOE BLIFOOM ONR
HKosmadum ¥ atvx PaboTHukns.

OWCTEHUMOHHOES NPMCYTCTEME — 3T0 HE NOMyHEHHE SoED0S paboTHHEDM, 8 ANETEPHATWEHLIA METOY YO0ENETBORE-
HHA noTpabrocTed pandon Komnadud. ¥ PaboTHEKE HET Npasa Ha QMCTaHUWOHHOE NpuoyToTeme. KomMnaMwA momaTt
SHHYNWPOBETE JBHHOE COMMBWEHNE B mobos BpemA.

Hume npueageHbl YEROEWA JWCTEHUMOHHOM NPUCYTCTEMA, COMACOBAHHEES MEXOY HAOOMHbIM PAOOTHHKOM 1 Bro
HEHAMNEHHKOM.

PafoTHHE COrMEceH BRMONHATE CRSOYOWWE HOpME ¥ TpeboBaHuRA:

1} PaboTHuk ByneT otylScTENATE MPMCYTCTEME OHER B HEOENED.

2} Paboqse yack cnysawaro ByoyT cnenysouidme:

3) Hevka Np@BOgATEA 3808HMA, HEAL ROTOpLMA BynyT paboTare chyHallMe Ha QUCTAHLWOHHDM Pabouam MecTs o
NPEANANAaragMbIMg QETAMY NOCTARKM:

4} Ha prcradyworsom paboyen mecte PaBotiuea ByOseT wenone30eanscr cnagyiowse ohopyoosaHme:

) Hume NpUe0guTcR COMMEcOBaHHEIR MEEEHWEM ONEpMpPOBaHHR TenadeoHHEIME 3S0HKEMA HAOOMHBEIM paboTHr-
EOM C OMCTEHWMOHHOMD pabodsro mecta no ganam Komnadud:

§) Pabowid cornacad nonyyares or peCYpcs, anA paboTel B ansTEPHAETHEHOM MacTe;
HAMWSHEIS BLINMATE 38 PECYPCH, NOCTORHHO NPEOCTABNEHHEE B oduce KomnaHis, obbidHD HE BOIMEBWERTER.

T) Ot Pabothuea Tpebyaton parynRpHOe NocSlLEHne UEHTPE ONA NPOXoHOSHNR
OEYHEHMA W YHECTHR B COBSLLAHUAR © PABOYe rpynnoR M HE4ANEHAEOM.

A oasawomMunos © NpeacTaBneHHEIM BEILLE MATEQUANDM © 00 8ra YYSCTHA B
nporpamys Komnasun no OWCTaHLUMOHHOMY NRWCYTOTBK

Dara Mognues MHCNEKRToRA

MpuBegeHHLA B0uwa maTeplan Bein oBoysner co MHOA

Oara Mognues PFaboTHuea

41



rMOCTP WCOTO 13569 —2007

Mpunoxenss B
(cnpago4soe)

Mpumep ananuaa GelonacHoCTH Beb-cepBUCOB

B.1 MeTogMyeckue Nogxoakl K aHan1ay Ge3onacHocTH

B.1.1 OGaop

MonoGHo NONWTHREM, HOTOPGE MOMYT BaiTe BRICOROYPOBHEEEIMN MMM KDEAHE JeTANWIMPOBAHHLIMK, BHANNWS DHC-
KA MOMET ObiTh OCYISCTENEH € DAINMYHEIME CTENEHAMM QeTanvaauuwk. B HacToAWEM nognyHKTe npegocTasnawo of-
CYHOEHNE BECOHME YPOBHER 2a0-CEpEMCOR, HOBOW TEXHONOMAH, ROTOPEA WMMEET JHAYEHWE ONA MHOMMX KOMISHNEA,
NPenocTAasmALAE dHHAHCOBRE YENYTH, M ODYIHE KOMNEHAR, Henoneaysowex Mutepsar anA Guaneca. JadHeld npuamsep
BHANKIA ABNASTCA WNNHCTPETHEHLIM M HE QON¥EH PECCMATPMEATECA B KEYECTES KOHEPETHOR paROMaEHOauWW gns
ohecneenns GasonacHocTy. Hak OTMEMEETCA HA NPOTAMEHWH BOSMD GEHHOM NPUMEPE, KEHOSA OprasvEagns QonseHa
COCTAENTE CB0e COOCTREHHOE ONPENaneHne PACKE 1 DE30NECHOCTH HE OCHOSE CBOMX KOHKDETHELE NONATIE 1 noTpebno-
cTan Guadeca.

Bef-capavcs RENAKTCA ODWMM TEpMBHOM ONA MEXAYHAPOOHEX CTaHQapTae, choprMUpoeaqHex Ha Baza Rabika
XML, xoTopsE NO3B0NAKT HOMNBHTEREN OOMEHMBATECA QEHHEIMA M BRINCNHATE Ouadac-GyHELMK 1 ONEpALHA Yepas
Mumepsar. OoxoeHed  @yHiuMd  2ab-Copencol NOZBONAMKT CO088aTE MAPOPMALMOHHEIE YEMYIA QOCTYNE K apyham
EOMNEETEREM, YEM BR2yaneHo, apea Opayzaps. Beb-copevcsl ABNRHITCA QOCTATOYHO MOWHLIMKE 1 cnocobuael obecne-
HABATE BIAMMOOERCTENE BHYTPW CHCTEM, NOSPEI0SNEHAA 0 KOMIAHMA.,

COCHOEHLIMK EOMPOHEHTAMY BEb-CopEMCOE RENAKTGAC

- CEpESD NPANOHEHWA, N8 PAIMAWSETCR capar. (T &, e doyHrurodrpyeT MO cepeapal;

- MHTEpEEAC CEpBMca (HACTO ONMCLIBSEMER HE Aske Beb-cepewcos, WSDL);

- XPEHAMMLLE OAHHLIX WY CNPEBOHHNE C ONMcaHHen nmeTepdeica Ha WEDL, yrobel KNresTs Bed-Cepancos MOrKM
HAATH (KW HCMONB30DBEATE) wHTapdheRc;

- KNWaHT 2e0-cEpBEMCA, Handmusil KCNoNsI0BaTE Beb-cepamr,

- MPOTOKRN CER3M (MPOCTOA NPOoToRon gocTyna E obkertam, 1o ecTe SOAP), noeonAingui EnHeHTy Beb-caparca
OOWATECA © CApPBHCOM,

CywecrayeT Gonulsoe WCHO sonpasaneHwis Torg, YTo cocTasnaeT eed-cepanc, Ho 0DLMHO ODWBNPHMHRTLIM On-
PEOSNEHHEM RENABTCH MHPOPMALWOHHEA YoNYTa, packpeEaiuan wadopmaywn yapes S0AP crangapra WAC [20].
Erwmedt wurepdeaibca SOAP noresH aHaTE, EAK NONYYATE DOCTYI K 3THM BHIpOpsMaumorHem yonyram. JaHHeld goctyn
MOET OMMceIBATECA B dhoprara gpyroro ctadgapta WAL, Riska onvcadueA seb-capancos (W3DL), Coapateny cepau-
cof Ha Gasa S0AP nyBmesyior deakine WSDOL.

B.1.2 BezonacHocTs Beb-cepancoB

Mpe cBacnadyarny GezonacHocTd BE0-Copercos HEODXoOOMMO DICCMATPWMBATE CEPRED NPHNOHEHHMA, NOOOSTHH-
BAKNLMA CEpPEME, OMNMCEHWE CEPEMCE, XPESHANWLLS CEPEWCE, KNWEHTA, HCNONbLIVHWEND CapEMc, W NPOToRoN ceAzd. Paa-
N#4HLIMH NOCTaEWMEAMA Geina paspaboTada cTpykTypa GeaonackocTy pab-cepawcos W pRI cnaywdrrkaumi, Kpame
TOMD, MOMHD WCNONBE30BATE YHHBEPCANLHOE peweHwe npobnamel eeb-DeaonacHocTy, SSL gnA obecne4yeHns YacTid-
Hoi Gazonackoctd seb-copercon. B HacTORAWEM NOSNyHETE obCyHOmOTCA SononMMTeNsHee nogpobuoct obecnewa-
HiR GezonacHocTd eef-capewcos.

B.1.3 CrangapTel Ge3onacHocTH

DEine SOAP v WESDL npeacraensot cobol cnucadws npayeayp obkesa cooBusHunME | NPenocTasnaHs
YEMYT COOTEETCTEEHHD, HOTODLIE SOMMHE BRTh 3SWWILEHE! ANA KEM0A M3 BHIHSC-YCry!, B ROTOPOH OHM MCNONLIYHITCA.
OoHaxo B HACTOALLEE BOSMA OHW HE REMNAKTCA COBBPLUBHHEM CPEOCTEOM OBECHEYaHUA UEN0OCTHOCTA SAHHEX, SYTEHTH-
HUKALMH HCTOMHHER MNK Yoy DOSmeYSHWA KoHDWOSHUMANEHGETA N8 NpMNoseHsd seb-cepencoe. OHMMOASTCR NORB-
NEHHE HoBblx Tpabosasdi, a hain SOAP nsesT CTRYETYDY DaClMpEHAR, NSy CEa TRMERROWY K [00a8naHMe anemMeHToe
GE30NacCHOCTA W NPOTORON0E B CTAHOAPTH30EAHHOM Buge. Huss npreened ofacp HeHoTOpe cTadgapos Deaonacso-
CTH, CEAZAHHEIX C sab-ceparcamu.

Hakis pAIMETEM CHCTEM MEpaHTHpoEaHHDR SeaonacHocTh (SAML) onpenenneT DCHOBAHHYID HE Racike XML crpyk-
Typy obmeHa wehopMagHan no ooecREYSHUH DEI0NACHOCTH, BRPANSHHOR B BHNE YTESDHEOSHUA B OTHILWEHW Nonedec-
KO SOMHALL, MMEOWESA TORASCTED B HEXOTOPOM QOMEHE BE30NACHOCTH. 3TH YTEARHIEHHR NEPESAEITCR B coobuiemm-
AX JANpoOca W OTBETHLE Ccoobwetmsx Ha SAML. OGmen wadopreagued no obacnededwd DEI0ONACHOCTA NPOWMCIOOMT B
thopme yTEe[HOeHWA Ha SAML, & HOTOPEX MOrYT NEPe0aBEATECH NOQPOGHOCTH O NPESLEUTYWHE CoDLITHAR ayTedTtrea-
LMK, aTpubyTax 4enosgqYaciaE MK KOMNLOTEPHEY CyELeHToE M DeWaHrAY O CEHRUWOHMPOBAHWK, DAIPELUAKILIKE MK
anpewarlne oybiLekTy GOCTYN K KOMNLINTEpHEM pecypcam. Pazeutra SAML TWATENEHD KOHTPOMMPYSETCR NPOMEIL-
MEHHOCTES, TEY HAK B NBPCNSKTHES OH MOMET CTATh CTEHOAPTHLIM CPEOCTEOM NEpS0SYd DErWETREUMOHHAR wHthopma-
LHw AnA sab-ceparcne, otHosaHHEE HA SOAP. B HacTonwes apamAa y SAML cywecteyaT ondeadws S0AF

BeaonacHxocTs eeb-capevcol NpencTaEansaT coDoA NPeQNarsaMyl COBOKYNHOCTE patwnpaHnl SOAP. Gnaropaps
KOTOROA ANA onepagqe esb-ceparcos obecneyHBasTCR WENOCTHOETE M RoMiuasHUWMansH0cTE. Lanss BazonacHocTi
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pal-copencol REMASTCA ODSCNeYEHWE LENOCTHOCTA W KOHIWOEHUMENEHOCTA NOCPEOCTEOM PECNPOCTPEHEHHA Mapse-
pOB QOCTYNE, LENOCTHOCTH M BOHPMOSHUMANEHOET coobwedwi. Npegnaraeman somnadiary Microsofl » IBM Geao-
MAEcHOCTL Bab-CapEWCOR W OTEETCTEEHHOCTE Nepewna Kk OASIS (oprasmaaus No NPOJBMHEHA I CTAHOAPTOR 4NR CTPYK-
TYPHPOBAHHOE HHBOpMELNK].

Wppoearme Ha Rakikg XML AenReTch cneyndskagued WAC s dopmare nepagaum vHbopmaume Ha sasiee XML
METOOOM cTaHgapTHoR wwdposasus. Wwhposadwa Ha XML gaet soamsosHocTe WkdipoBaTe W gewwdposaTe wudpo-
BOE COAAPMAHKE, BENOYAR B cabla cam QokyMeHT Ha Raske XML Ha snesaHTHOM, 38 He aTtprbymresom ypossa. Cneumde-
HALMSA TAKKE NOABOMAST OCYLLBCTANATL GE3onacHy: napasaqsy MHIDOPMALKMK O KNoSE ONA 0awiipoeaHEE ConSpEEHER
nosyraHTa Ha XML nonysaranas.

Magnuece HE A3eike XML AENRETCR NPOSKTOM pERoMeHsaupey oBbaguHerHoR rpynne IETF (npoGnamsoi rpynne
NpoOBEETHPOBAHMA MHTepHeT) 1w WIE no npeacTasnaqqen wHihopalrre O uwppoeol NoONMcH B OOKyMEHTAY HA AZLIKS
XML Nogrmcw Ha Azske XML obecne<vBa0T WeNoCTHOCTE, By TEHTAIMKELMD COOTIWEHMA WAMK YNy No ayTeqTadiusa-
Lk NOONUCABIWIEND NWLE ONA GaHHEX M0Sor Tana, pacnonoseHHEx B XML, sxmoqaicien & cefs nognuce, Wnm B
apyros mecTe. MNogndes Ha Aaske XML ABNRETER OCHOBHLIM CTAHOAPTOM, HE KDTOPEIA OS8TCA COLIMKA B APy CTAHOAp-
Tax GEAONACHOCTH, BEMNOHAR WPpoBaHne Ha Riske XML, SAML » WS-Security.

Liberty Aliance Project AENRETCR NPOMEILLNEHHERM KOHRCODLMYMOM, BO3rNSENASMEN KPyTiHEIMK Guprame, npeo-
HB3HEHEHHLIM ONA COBMECTHOND OTKPRTOND WCNONEI0EAHNA TEXHONOME MHTEMPUDDBEHHON MOEHTMHROCTH. VHTarpupo-
ESHHAA MOSHTWHHOCTE NOIBONAST NOTRE0MTENND HCMONBEIOBATE OTAENEHYH NPWIHEHHYE WOSHTHWSHOCTE B0 MHOMX Opra-
HH3AUWRY. FT0T NOTPE0UTENE MOMET WCNONEI0EATE Ty M8 QOSEPEHHYH MHEQOpMaLNKD 0 MOSHTHHMHOCTA B pynna paa-
NiPHEBX OPrEHHIALWA, 1 3TOMY NOTPEDWTENM HE HALO NPEOCTARNATE HOBYH HOBHTMHHOCTE, MAHORTE WMOBHTWDHEALWA
coBCTEEHHOCTH.

Pacnpageneqws knoded Ha XML — aro coegudsikaumns npotorona WAC ons onvmcaqds 1 pericTREmnse OTEPLIThLE
EMKHEA, HOTOPER MOMET WCNONLIOBATECA CO CnaurdUsauMAMe nognucy W wwgposadmA Ha XML, Pacnpeganeqwae
rnecHed Ha XML AapnreTcr sapored cnagndmarauae 2. MHCTRYMEHTANLHES CREACTER AN PACNPeasnsHMA KoY HMe-
HITCH ¥ PEaniyHbIx NOCTABLWMKDE,

B.2 CraunapTe Bef-cepevcos

B.2.1 OGaop

CraqgapTe QnA eef-copemcos NOCTOAHHD COBSPLUBHCTEVIOTCR. TPEMA IMABHEIMK NPOUSTYPEMN, 10N ONHARIHME
OCHOBHBIE CTAHOAPTE onepauwn SOAP, sanmoTca: obHapysese cepercos, obecnedeHHe BE30NacHoCTA M BraHec-
npousct, OCHOBHBIM CTEHAAETOM NOMCKE cepaucoe cnyxdt UDDOT (yHUBapCansHESA CHOCTEME NPEOMETHORD CNMCSHAA W
MHTEMPEUWH ), ONWCHIBAKILEA, KEE USHTRpansHoE xpaqunnwa dainos WSDL 8 OTEDLITOM NN YACTHOM WCNOMHES K
MO3E0NAET NOMNLI0BATENAM HEOOOWTE ¥ BXTHEMIMPOBATE Capedcsl. CylecTayeT BONBWLoE SMCND MCNONbIYEMED CTaH-
naproe HE3nNACHOCTH ONA OBBCNEYEHAA YOMYT MO ONPE0SnaHiie MOGMHHHOCTH, WHPOBEHI, NOOMMCSEHAD W Y TEEH-
NEHWH HA YROBHE NONES0BATANA ¥ coobwelna. CrasaapTel DUIHEC-NPOUSCCE CEAISHE © OTBETOM HE sonpoc: «HKak |
OB LAOMHAK CEPBUCHl ANA CO3NSHWA LENGCTHOMND NONSAHOND NPOUScca BMECTO 3NEMEHTAPHBE QYHELHAY R

B.2.2 BHeapesWe

A eHanpeHuA sab-cepancoe TREDYETCA WAYHEHNE PUCKA WA YIPO3, C KOTOPEIMK CTAMKHEAKTCR Beb-capancel, 1
Mep BEIONECHOCTA NGO YMEHBLWEHWED 3T yrpoa. [ns Taxors aHan:a kachxogummo paccsmoTpans oblye mogans seb-
CEPEMCOB, NPEOCTABNSEHHYH Ha pucyHie B.1 v oTrocuTensHD npoctod Beb-capeuc (WS1), roTOpbIA WENONB3YETCA KNKM-
BHTAMK B0 BCEH CETH Opradq3agusd. Ha pecydks B.1 Nosasado, 4To 4atsipe KNHEHTS MOMYT JaNpawWeaTe yoryna seb-
ceperca W51, Heobxogumo OTMETHTE, Y4TO 3TH KNBEHTE MOMyT DuiTe Taoke seb-CepaMcamMid, Tamim obpazoM, seb-
CEpENE, NPeOOCTABMAKLLMA KNWEaHTY OyHHLBOHANEHEIE BOIMICHHOCTI, MOMET CaM OS@CTEOBETE KEK ENWEHT, 3ANpEWwM-
BAKMARA YENYI Y OPYRor CapEUca © LENER 00y LBCTENEHHA COBCTREHMEN dyHILWOHANBHER BO3MOKHOCTER. Hanpymep,
eab-CEPENC MNOTEMHOMD HANLKYMATORE MOMET 2338MCETE OT Bed-Copenca oNpeqaneHiA CTAE0K B BONPOCS MPeQocTaaneE-
HUA YOMTH N0 PACHETY MECAYHLE NNBTEHER.

Boaromua, 410 KNweHT 52 pacnonomed Ha Bnasaiwusei cemasod WHHE, B TOM HE MHDORME MOHB0M LUEHTRE, HTD
M WS, Knwent 53 Tamse HAXOOWTCA BO BHYTDEHHER CETH KDMNEHMK, HO MOMET DLiTe ropasngo Sanswe, HanpuMep B
anHana 8 OpyroM ropoge MnW 8 apyrod cTtpade. Knmedt 54 HaxoOWTocR B DOMUNHUTEPHIDEAHHOR 30HS, CO8qHHEHHOA ©
FIHTEpHETOM, M HMEET ONPESENEHHERA YPOREHE CBA3M C MHTEDHETOM W BHYTPEHHER CETEHY HOMNEHWA. HakoHau, knual-
Tam MHTERHETE, TAKMM K3k 35, BOIMOMEH O0CTYN K BHYTPEHHEMY CRpERCY Tana WES1.

B.2.3 Obecneqvexnne De30NacHOCTH

B otHowsHAK oBwMx yrpo: Tpabosadus BezonacHocTd ons eed-copewca WS1 ofuqmo moryT GuiTh caaeHsl &
HECHONLKWM EATaropyamM. Bo-napesll, cylUecTEyaT BoHEHAEHUNENEHOCTE BROOHLN NaHHEN B 3aMPocs YOmyrd ¢ oHtu-
ASHUMANEHOOTE BEXOAHE OAHHLN, BOISPALSHWWECA K KNMeHTY. LenocTHocTE KOHEWMOSHUMANEHEE DAHHEN TaKHES
REMABTCA NPSQNONEraEMBEM W NOgpalyMesastei Tpetosanren. Bo-aTops, CYWACTEYET ayTeHTRdMKALWMA W aBTo-
PHIAUMA 38NPOCE HIWEHTE, YOOSTOBEPRHWME NHHHOCTE KNWEHTE 1 NPEACTEPSLEHILLIME HENONEIDEEHUE CAPENCE HE-
CAHELMOHMPOBAHHEIMM KNHEHTaMA. HaroHeW, YAcTD CYWECTEYIT HEKOTOPRRE PEricTpaumoHELs TpeboesHuA, Nozsona-
HILME PEHOHCTRYWPOBATE ONepaLUyWd 1 GeRcTEMA no Tpaccwposke. [OnA HexoTopsy Bef-capeMcnl MOTyT CYyLSCTEORATL
TpebosaHvA UenocTHOCTA fadHex Gaz Tpebosasin koHdHOSHYRANBHOCTH.

Yot Tpebosadus BezonacHocTr anA W31 RENROTEA NPOCTEMK, NPOLECT NPUHATUA PELWEHMA MoweT BeiTe g0
BONLHG CNosHeM. Hanpuwmeap, npogece Bazonackon Sy TeHTHdMESLME MERTY sNHeHTOM Beb-Caperca v cepeepom aeb-
CEPEMCE MOMKET DCYLBCTEMATECA © NOMOW LR MARONER, CopTHEMHATOR W, BOIMONHO, GPYTMMH METOOSEMK. KOTR CEpTH-
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hMkaETE NoATEERHELANT TpebopaHuA DeaonacHooTH, Opyiie dyHELMOHANEHBIE CBOACTEE cepeapa — abderTHEROCTS,
BepEEHMBAHME Harpyax, obpaborka oTHaza — MoryT genate yMx edHegpedde npofnematudHem. B opyrax cueHapunx
MOKET DbITe ODCTETOMHO NAPONERA, HOTOPLIE ABNAKITCA MeHEs DEAonNEcHLIMK NPH ONPEOSnEHHER ODCTORTENLCTEAX.
Hanpvmep napong, Npoxo0sWne Yapas NEMATE MallMHEL, MaryT 0GacneqneaTs QOCTAToMHYK DE30NacHOCTE ONA KNWEH-
Ta, chpawanwearcA |k eed-capercy, pabotanmwany Ha ToR xe annapartyps. Bona knwedts sed-ceperca pacnonara-
HITCH GanbLUe OT CApBMGa, TO MonyT noTpebosatecs wwiposadses naponK. MNapone moryT WwdpoBaTeCA HA NpWKNag-
HOM  YPOBHE & ROMOWLH CTaHgapTos GesonacHotTe eab-capawcos, HA TPAHCNOPTHOM YPOBHE © NoMoWe S50 v Ha
CETEROM YPOBRHE © MCnonms3opaqdan IPSEC (npororona BesonacHooTa IP). Tpaboeasws obecngvsesun kosbraeHuM-
ANLHOCTA BXDOHLIE W BEXOOHEX OSHHLX MOMYT SHANOMAYHLIM 00pazoM BLINDMHATLOR HE NPMENAOHOM, TREHCNOPTHOM
WM CETEE0M YPROBHAR

Knuedr/
copanc 3

BHyTpaHHRR
i |

(ye1) Knuasri

Meusine 1 [ 1P ] i (B) Knueri

®

Pucynor B.1 — OBwas monens eeb-capaqcon

HeobXopumo OTMETHTE, Y9T0 TRED0BIHWA AyTeHTMEALMH BAPBCYRITER KOHEDETHE KNMEHTY (BOTORGIA TS RE-
MASTCA NPOTPEMMHEM DDBCNEYaHMEM), 8 HE KDHESHOMY NOMbIoBaTens. Beb-cepBuc MoMET NpeananaraTh, 4T0 ERMEHT
BYTEHTRPMLKMPYET HOHEYHOM NONLA0BATENA, WNK BE0-CAPEWE MOMET AyTEHTHMLMPOBETE KOHEMHOMD NONLIOBATANRA
NOCPEacTEOM WHBOpMALMA B 3anpoce eab-capauca.

B.2.4 AvanWz yrpo3

Wrpoas WS exmosanT B cebs HENPABMNSHOE MCNONL3083HME CEPEWMCE, OTHE2 OT 0BCNYSHESHWA W HECAHEUMO-
HMPOBAHHOE HCRONL3DBaHWE capanca. B BanbliMHOTES CRYHA8E HENPASHNLEHOE WENOMLI0EaHWE CEPBMCE AONMHO Npa-
OOTHPAELUATECR CAMAM cepRMcon; W51 gonmed NpoEspaTes NpUWIOOHOCTE BCEX BXOOHEX M BeIX00HLIX OAHHLIX 1 BhiIABATE
coobweHre of owwins, ecny faHHLE BB008-BbiBO0H BRIXOOAT 38 OHMOSEMLIE NPESENEHLE 3HavaHA. OTeas ot obony-
MUEAHWR MOMHO YCTDEHWTE, COI0ABEA MHOMECTEEHHEIE BADWAHTE CEPEMCA HA DAANWHHBIX MBILWMHAX, WCNONLIYR 38n0-
pOCkl BLIPAEHUBAHWRA HAMDYIKN B BADWEHTAX CEDEWCA W JPYTHE XOPOLWID MIBACTHRIE METOON ODECNeqeHUEA OOCTYNHOCTI
yormyT T, HecassuMoHupoeaHHoe MCnonk30B3HWE NPENOTEPELBETCH MyTEM HASEMHOA SYTEHTHGHAKALMY KNWaHTa, 3an-
pawusaweno yomyry. KoxkpatHomy Beb-capamcy momeT He TpefosartecA ayTeHTuhMEALMA 3ANPOCOE KNMEHTOR WMWK OH
MOET TpEOOBaTE O48HL CTPOrROA AYTEHTWHWKELWMW IANPOCOS KNWEHTOR, B 38BMCHMMOCTH OT Xapakrepa seb-cepewca.
Bab-cepanc, NepamMalEmal GeHLN MEKOy CHETaMy, ONpedenaHHbIMK B 38Np0oces, gomused Deme 3alwuned; B NpaTre-
HOM CAYHAE OH NPOBOUADYET NHLD, OpraHW3085LBa0WLSE KNWEHTOB-MOLWEBHHWKDE, K 3anpocy yonyna nepeecgs QaHer.
Baf-cepenc, paccHMTHIBEMWMA KDEOWTHEIE MNETEMN HE OCHOSE BAOOHLIX SaHHEIX O KPEOHTE W NPOUEHTHELE CTRE0E No
IAKNSOHOA, HE HYHOSETCA B ofecnesaHry Gaz0NacHOCTH, NOCKONLEY B QERCTEMTENEHOCT OH ABNAETCH NO CYWSCTEY
KANEKYNATOROM.

B.2.5 PewsHKkA

PeweHuA no Tpebosaqdkan obecnedqedun GesonacHocTy eab-ceparca W1 MoryT pRanMHETECH B 233BBCHMOCTH OT
KNWBHTOR, Janpaldeaax abonysueaqqe. Paccsorprs crysail, korga WS1 noggepeaBasT Tonsso KNMedTos, nogob-
Hb 52, HOTOPEE DACHOMMEEEHE uardecey Bnmaeo £ W51, B s1oM cnydse snvedT W capads patnonoseds Gnvaro apyr
K OpyTy, M BO3IMOHHOCTE HECAHKMOHMPOBAHHLIX 3ANPOCOE HA OBCMYHMWMBAHME MONET ObiTh CBEOBHE K MAHMMYyMY No-
cpagcTEOM TEEAMY MADLIPYTHIELMK, BMPTYANLHBIY NOHEMLHEX COTEA, BHYTREHHHE MECHOSTEELIX JEPEHOE MaNOy CErMEaH-
TAMM CETH MNW apyrae setonos. Npagnonaras, $1o WS1 v 52 DocTatodHo 28MueHsl o7 BHEHWE CER3EA, NOrHYHD
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MPEQNONOHEATE, YTO HOHGEMOSHUHWANEHOCTE GAHHEIE W BYTEHTHEMEELNA Naponal OCHOBRBENTEA NPOCTD HE MX H20NA-
UMM OT OCTANLHOMD MUpE.

Mo mepe yoanedus KNeaHTa o seb-ceperca WS1 cnosmpocTd sozpactasst. Masny snuedTom S3 w esb-capancom
WS1 aanpocel Ha obcnysueanne npoxogAT no Gonee WHPOKDR CaTH, OTKPLBEAR DONBWEe BOIMORHOCTER NpOBSEKK
sanpocos W Donews ToHaKR, 108 MoxeT GeTe CO30aH W BBENEH HECAHEUMOHNPOEaHHLIR 3anpoc. Tamm obpazom, mesay
EnMeHToM 53 ¢ eab-cepercom W31 Tpefyarch pononMUTENEHER 38WTa. KAk onMCwIBaNois pases, sTo wamet ot
nwio ayTadTwdrauma Ha ocHoss cepruthusaTos, nebo IPSEC mexdy annapartHe My cREgcTEAME KIMEHTE 53 1 anna-
DATHEMA CpegoTRamy eab-cepamca WS1.

Ona knsaHTa 5S4 HEXOEOEHWE B OSMANATAPH308SHHDR 30HE OPEHWZEUAN DIHEHAET ONONHUTENEHBIE Npobne-
Mil G@3onacHocTH. JesunuTapuioBaHHLIe J0HE! MCNONLIYIOTCA ONA 0DecneYeHHE NpEpLIEaHEMa, oTgenmowme FMyrep-
HET OT BHYTREHHWE caTal. B cuny obCTORTENRETE CHETEME B OSMUNUTIADMI0SEHHOR 10HE NOOBERrE0TER Bonsiusemy
PHERY W NOSTOMY MOMET noTpebBopaTteos 00eCneYaHneE OONOnHUTENLHOA BeacnacHocTi. OnA knuedTa 54 eomBaHagns
GEIONaCHOCTH NPURNEOHOro YPOBHA W TREHCNOPTHOM WA CETESOMN YPOBHA MOMET CTATh NOOXOOALLMM Chocobom Bi-
MONHEHWA NONMTHEK BE30NACHOCTI OPraHuasLMa.

HawoHEy, 4T KACASTCA 3aNPOcos Bab-cepEWCOE Wa-38 NPENEnOE OPraHM3aLMH KNHeHTa S5, EXoamyne 3anpocsl,
BEPORTHD, NOTPEOYKT cnossorn paweduA. PiosHTndueaywoHHaA mBdopeaumA MosaT Beits 3alMeHs Ha mpuknan-
HOo ypoeHE W BezonacHss 00paioe NepenaqHa Yepea QeMUNUTApME0saHHYD 30HY, MHmapHer B eab-cepewuc W51, rak
yTobkl Beb-ceparc WS1 Mor ONPEOENMTE, YIOMHOMOHYEH MK KNWeHT S5 anA 3anpoca Ha obcnysveanme. AHAMOMMYHEIM
obpaaom, BXOAHES OaHHRE 3anpoca MoryT Beime 3awndipoesassl KA NEMENAOHOM YPOBHE, OOHSKD WwHPOBAHWE OEHHLL
HE NPHMENSGHOM YPOBHE MOMET DbiTh 3EB8pLWEH0 (MNW gewmdpoBaHo) B OSMUNATARMI0SAHHON J0HE, OCYILECcTENEHA
MPOBEEPKA © Tem, YT00b YODCTOBEQUTECR, 4TO0 QEHHES HAXDORTCR B NPEOENEN COOTESTCTEYHIWHMA NAPAMETHOE, I8TaM
BHOBL BEIMNHEHD WKEDOsaHHe ONA Nepens<y Jadsss B eebf-capac W31, e madopmauma onate Gyoet gawwdposa-
Ha. Taxwm obpazos, eeck 3anpoc eef-cepeepd momeT DEITh QONONHATENEHD 3AWMRPOBEAH HE TPEHCNOPTHOM MNK
CETEBROM YPORHE ONA NPOMEHYTONHOM CEQBMCE [BOIMIHHD KNUaHTE S54) B JeMWNMTAPMI0BEHHOR 3088, KOTODLIR BHOBL
coznacT danpoc sab-cepanca WS1 oepoATHO HECKDNEXD B MHOM opMate ¢ Tam, 4Tobel meTepdeic seb-capanca WS1
HUEONOE HE NOOBSPrancy B0ageRcTEMED 38 NpeOenamM OpraHMaUnm9n.

B kpartkom manokeHsn obenesaqns De3onacHocTy Bed-CapertnE NanasTcr BBON, YT CYISCTEYET MHOMD BO3-
MOMHHBL KOMOMHBUMA MEXEHNZME Y TEHTHRREBUMK, W poBaHHA NEponeld ¥ WupoBaHMA SaHHER, KOTOPSE OTEEHE-
KT PasnvHHEM NOTRE0HOCTAM SYTEHTHEMHALME ¥ KOHDWOSHUMANEHOSTA. CyWacTEyaT TAEME MHOMECTED MECT B THND-
BOH CETH OPraHmaumge, rhe MonyT Mononsaosarscr Beb-cepencsl. Yrpots 1 HedBxonuMess KOHTPMEDE! S38BMCAT OT Mec-
TONONOHEHWA KNMEHTE Bab-capawcs. Capsepa Bab-CepBMcE. 4 TAksE OT CETEBENM TPAKTE MEXTY OEYMA CHETEMEMEN.

CylecTayOT TAREE ODYrde oHusnywd obacnagyarms BasonacsocTd seb-capewcos. DYHEUNOHHPOBAHNE MR Oy
EMMEHTOM 1 CEpEEPOM 4acTd DLIBAST HpWTWHBCEH BARHEM. YOTPEHEHWE OTHE3E, PEIBPBEMPOBEHME, BOCCTEHORNSHWE W
BONPOCH, BOIHHESMLWME NPY HaNPedBEMOeHHER CECTOATENLCTREN, MOMYT COENATE HEHOTOPLIE KOHTPMEpE Gones npu-
EnEkaTENsHLIMY. FIHCTDYMEHTANEHLIE COBACTEA paspaBoTay sab-ceparcOR, MMEIDWHMECH B DAINWHHEX KOMMEHWAX, 00ec-
MEYMBEHIT PAANHYHEIE BUOR NOOSBEHEY cTaHpapToe S50 W cradpapTos BE30NAcHOCTA Bed-CapEMCnE, KOHKDETHOE MH-
CTPYMEHTANBHOR CHREOCTED MOHET HE NOONEHETE NOETOPH0E WCNONb2oBaHWe S5L ceanca va ocxoea ceprvdakaToR.
Mockanexy cepeap NPMNOMEHWA MOKET 0ONANATE PAZNMHHEMN BOIMOMHOCTRMA N0 OTHOLWEHWH K CTRHOADTHEIM HHCT-
PYMEHTANEHLIM CREOCTEAM, PE3VILTATE MOrYT PRINMHATECA.
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Mpunoxense C
(cnpago4soe)

MnmocTpauua oLeHKy pucka

Tabnwya G171 — Popms DUSHEN pHCKEA

A OO T Puce Smeanconms Pyce yuenbiendn Puck ana
yORTHOE MPagyETHEHOETH ey TRUHH
MNepcoxan
MosnTudmgMpoeats ypORaH: DHCES, BRTEKEHLWEN M3 CREOYIOWER yrpodsl
HecasKUMOHMPOBAHHOE DECKDEITHE, WIMEHEHHWE B C H B G H c
MM PaspyLIeHIes MHEOpMaUNH
HanpaiHaMepeHHoE HAMEBHEHWME UMW paIpywa- B C H B G H L
HWE WHDOPMEL WA
OTCYTETEME NOOEYE MNK HENPEEWNEHD 80 pEc0eaH- B c H B G H c
HEA NOoOaqa MHORMAELHA
Oreas oT OBCyHWMBEHUA MMM YRyOWaHne obomy- B C H B G H L=
HHEBHHA
Momewsesua 1w obopyoeaHHe
MosHTHMUMpOSaTs YPOBEHE DWCES, BRITEKEHILLEN M3 CNeOyoWad yrpols
HecaHKUMOHMPOBAHHOS DECKPEITHE, WIMEHEHHE B C H B G H Lo
WM PApYLIEHLE MHEOPMALNH
HanpeHaMepeHHOE HIMEHEHWME MNKW paIpywea- B c H B G H C
HWE WMHDOPMELHA
OITCyTETEME NOOEHH MNK HENPRBKNEHD 34 PEcosaH- B [ H B G H C
HEA MOOEqa MHORMELHA
Oreas oT OBCAYHHUEEHUA MM YRyOWeHue obomy- B C H B o H L=
HHERHWA
MpunokeHnA
MoaHTuidmunpoeaTs ypOSEH: DHCKD, BLTEKEHILEN M2 CNEOYKILEE yTRoIs
HecaHKUHMOHMPOBAHHOS DECKPEITHAE, HIMEHEHHE B c H B G H c
MMM PaspyLIeHes MHEOpMaLHK
HenpeaHaMepeHHos MaMaHEHME KN papylue- B c H ] C H L
HWE WMHDOPMELHA
OITCYTETENE NOOEHE MNK HENPABWNEHD 30 pacosaH- B c H B c H C
HEA MoOaqa MHGORMELHEA
Omxad or 0BChyRWBEHUA MMM YRyOleHne oboy- B C H B G H Lo
HHEAHHA
CutTemMbl CEAZM
MogHTudmyMpoeaTs yPOBEHs PHCES, BRITEKBHILLEM M3 CREOYWER yrpodsl
HacaHKUMOHNPOBEHHOS DECKDEITHE, WIMBHEHHE B C H B o H L=
MMM PaspyLLEHE MHEEOPMILNK
HanpagHaMepeHHos HIMSHEHME MNW paIpywa- B c H B G H G
HWE WMHDOPMELHN
OTCyTETEME NOOEHMW MNK HENPRBWNEHD 34 pEc0eaH- B c H B c H c
HEA MOOsHE HHGORMELHA
Orxas or oBCMyRHMBEHUA MMM YRyOWeHne obomy- B c H B G H c
HHEBHHA
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Owonvanue mainugs C.1

Ptk hrHAHCOBEN Pyce yeeHblLEHAA Puck ana
yAmTRO® MPOOYETHBHOCTH Py TAUHHE

YaasuMocTs

MNporpamMMHbE CPeOCTES cpaOsE M ONepanHOHHLIE CHOCTEME
WagrTiehyupoeaTth ypOoBEHE PHCKE, BhITEKEOWSND M2 CRBYRILER Y poZe

HacaHEUWMOHHPOBSHHOE DECKDEITHE, WIMEHEHHES B = H B c H B c H
MK PEADYLLEHWE MHEORMALWA

HanpegHamMepaHBos HAMEHEHME MNW pazpyle- B C H B C H B C H
HHE MHIOpMAELHN

CTCYTETEHE NOOEHE MMM HENPAEWNEHD 30 pecosaH- B C H B C H B c H

HEA mogayva HHthopMaLma

OTxas o7 0GCnYyHHBAHUA MMM YRy OWEeHWe obomy- B c H B c H B C H
HHEAHWA

C.2 Onucanmre TabnuuHoR GopMsl OLUEHEN pUCKE

C.2.1 JoHE! YAZEMMOCTH

TafnvyHas fopMa oUSHIA DUCKa NpEOCTAaanAET cabol oaHocTpaHwHy hopmy, NpenHEZHANEHHYH ONA WENoNe-
30BAHWA B OUEHHS prcks Buadec-dyHiMi. Tabnuysas opsa Brn4aeT 8 cabs NATE 30H YRZEHMOETI

1} nepcoHan;

2) noseweHHA W obopyaoBaHua;

A} NPEANOHE HAS;

4) cucTeMme CERIM;

) nporpaMMHbe CPEOCTES M ONSPELHOHHBIE CHETEMEL.

C.2.2 MoTeHuranbHLE Yrpoisl

Mo HaIeaHwam Kax00R 3046l yAzEMMocT 8 Tabnuue C.1 nepedncneHs SeTupe NogNaEaPe OUSHES MOTEHLH-
AMbHEE YTRO3L!:

1) HECHHHUMOHUPOBAHHOS DACKPLITHE, MAMEHEHWE MM PAIQYWEHNE MHOOPDMALHH;

2} HENPEOHAMEDEHHDE MAMEHEHNE WNW PEIpYLLAaHWE AHICDMELHMK,

3} OTCYTCTEME NOOEHK WNK HENPABMMEHD SAPECOSAHHEA NOga4s rHOpMELIMKN;

4) oTrad of oBCnyHHMBSEHUA AW VXY AWSHNE 0DCmyHMBaHWRA.

C.2.3 ¥poBHA W KaTEropuy puceEa

Cnpapa or Eas0o Yrpocsl NDUEBENEHE! CTENSHA DHCKA B TPEX KETEMOpUAX — wHAHCOBRIE yOBITEM, YMEHELIEHHE
MPOOYETABHOCTH, yugeph ans penyTauguu. NormTaes, Nporpassa i Npouagypel mHEOpMAUMoHHOR Be3onackocTi npea-
CTEENAKT CcObOA CPBEOCTEA MEHEOMMEHTA DWCKA, KOTOPEE MCNONEAYKTCR OPraHH3sUHen ONA DUEHEM W YMEHEIWEHWR
Guabac-prcka. Prck dwiHapcossx yOeThoE B OOXO08X MM ESNATANE OPraHA3ALMK MOMET BO3HWKETE M3-3a npobnem
YCMYramy, HHGODMALWOHHEIMA CHETEMAMH WM NOCTAEXKON Npodykume. CTEnSHe 3TOM pYcHa ONpagenseTcd SecTHOC-
ThH) CITYHBLWMY, COCTORHMEM BHYTPEHHMY CPEOCTE IBUMTEI, MHOODMELMOHHEIX CHETEM W pabosms NpoUScoos.

Prck, OTHOCAWMACA K OOXO08M, KEENUTANY ¥ GraHec-pamyTaumny, BelTEXSHWMA M3 HEraTHEHOM ObueCcTEEHHDM
MHEHHA, MOHET BOA0ERCTEOBATE HE CNOCODHOCTE (hMHAHCOELE YHPEHMOSHMA YCTEHEEMMBESTE HOBLIE BISWMOCERIM WK
YOIYMA MNK NOAO8PHUBATE CYLUECTEYHOWME. PUCK MEET NPUBECTH OpradHaauin K cynebHomy npouscoy, fhisHaHooe5m
YOLITREM KN ganeHadwany ywepby onp panyTauud. MposomsEM TensHEA PHCE ONR QoXoS0e MAW EaNUTENRS, BsITeKan-
LMA M3 HBPYLIEHWA 38KOHOE, NPEBAN, NONOHEHWA, NPEONWMCEHHEX NPEKTAHSCKM NPEREMOE, STHHECHHE HOPM WNH W3-33
HECOOTEETCTEMA WM MOMET NOOBEprHY T MHEHCOE0E YUDEROEHNE WTpaham, rPasIaHCR0-NPEE0s6IM OEHERHEIM CEHE-
UMAM, HEODROQMMOCTH BoAMBWEHMA ywepha W naTepe KOHTPaKToE.

B AaHHOM CTEHOAPTE MCNONLIYHITCR CREOYHALME CTENEHH DHCHE!

- BEICOKER {B) — 3HaUWTENEHBIE HHHAMCOERE YOLITEY, YMEHELIEHNE NPEOAYETHEHDCTH MNKH YIwepb ans panyTauw.
BRITEKEHILLIME M3 YIPO3k, NORENAHOLLEACH BCNEOCTENE COOTEETCTEEHRON YRIBNMOCTH;

- cpenHAR (O] — HE3HE4MTENEHEIE PWHAHCOEEE YOLITEM, YMEHELEHKME NPOOYETUEHOCTA MNK yWepb ans penyTa-
LuH,

- HHM3kEA (H} — MUHMMANSHEA BO3MOBHOCTE hrHascoEsl YORITHDE, YMEHBLUEHME NPOOYKTHEHOCTH AW ywepb
ONA PEMYTALMK A NONH0S OTCYTCTEME 3THX NoTEPL.

C.2.4 MHCTPYEUMK N0 OLEHKS pHCKa

Tabnuyrsas Ghopma JanchHASTCR  NYTEM  NPSgEnSHMA CTENEHH prceEa — ewicokora (B), cpeaners (C) wnue
Huakoro (H) — no 2020sRcTEMD KAR00A KATEROPHA YTROI HA KAXOYI0 M3 NATA EATEM0DHA YRIBMMOCTER, MMSHWWE OTHD-
weHe K BuaHec-thyHEumKE. [NR OlEHEE PUCKOE OPraHdsan0sy Heobuogumo:

- NPOSHANHMIMPOBETE JHESEHME KEHO0H 13 NOTEHUKAENEHEX YTpod 2 Tabnvusor dopmse gnA ousHUEIEMOR Dano-
B0 oy HELMH;
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- ONpPagendTs, Kax ¥ KTo Oy0aT NOgBepratecl PUCEY W HEHOBA CTENSHE PUCHE, BhITERALEND W3 EaMO0A NoTeHM-
BNEHOA YPOak!, ABNREILESACH CNEQCTEMEM KOHEPETHOR KATEMDHH yRISMMOCTH.

Mp# oNpeganeqtn CTENEHA PUCKA HE cylWwacTeyeT abconoTHey npaswn. Onpegenedvs konefanni BanoTHb
CREaCcTE, MEMEHEHWE TRYOOeMEOCTH padoT M HaMxXyOwny BEPOATHE CODETHA MOMET NPWMHECTH IHEMMTENBHYID MONEIY
Mp BOIHMEHOBEHWK COMHEHNE B0 BPEMA SHAMEE NOTEHUMANBHEX YTPOI CNEAYET YyHWTEIESTE BOIHHEHOESHWE HAWKYO-
wetn cobeiTeA ¥ BeIGUpate anA Haro Gones BLICONMA YPOBEHE PHICHE.

Mp# 2anonsase TEBmuHoE QopMel OUBHHE PACKS OCHOBHSE NPEONoNoHEaHME QOMEHD I3NEYSTECR 8 TOM, 4TO
HWEERHE 3ELMTHEIE ME[ HE CYLUBCTEYET.

B wauecTes NpuMepa napayi yrpoay & tabnuue G2 MOsHO NPOSHAMMIMPIBEETE CRESYHHLUMKM 0B pasom:

- MOCHET N NOWEBCTH K GEHERHEM NOTERRM, YMEHLLEHHED NPOOYETMEROCTIA MO yEpdy ONA panyTauw yupenss-
SEHWS, SCAH MU0, WMEowss obeyHeR goeTyn, PACKPEING MHBOPMaLMID O BAWER annapaTtype 1 obopyaoBaHUM (TO 20TE
CAYHELMA OTOENE PACKDEIN ROMBMHALKMED cardia OTaans, COABEMELIETD LWEHHOCTH MM HOHEHOEHUMANEHYID HHtopma-
Lyusa )

- Bygat nu ypoBeHe yORITHOER WNK yvisepba NnA pEnyTAUMM BRICOKMM, CPEOHHM MW HAIEHM.

MoeHTudmurpoBAHHEE Yrpos3s (1. 8. CNYsEWKWA OTOSNa pacxkpein kombuHagun ceada otgana, cofepawen
LEHHOCTI. MK KOHDMOSHUMANLHYH MBBOpMALWE] GO0MmEHE ObiTs QOKYMEHTHPOBEHE! BMECTE C WCNONLI0SESHHLIM OrM-
yeckuu obocHoeaHen. HeroTopein GuaHec-thyHELMAM MOMET COOTEETCTEOBATE OTEET AHENDUMEHMMOR B OTHOWEHWK
EAKOE-NHE0 yrpossl, BOIHMELER BENEOCTEME HEKOE YAIEMMOCTH WNK LENod KATETOpHY yRIEMMOCTEN. B atom cnyqae
HaobXOgMMO JOKYMEHTHROBETE NOMMHYEckos OB0CHOBAHWE, NEXEIES B OCHOBES PELWEHWA, 8 QOKYMEHTEUWME — CoXpa-
H1TE B daine ¢ 3anonHeHsor TabnyuHol dopson.

Mocne waeHTHEMHEUMK YIPod BOAHUKEET HE0DXOOMMOCTE NPWHATHA PUCKOE NPW HANWHSMK COOTEETCTRYRIWMY Non-
HOMOHMA MO0 CMAMEHUA prockoB. Prokn soryT GeiTe CMAMSHE NEpedaqal puces (CTRAXDBIHWE), NPHHATHEM Map
NPOTHEQOERCTENA B OTHOWEHWH DMCROE (CHIDHEHME ) MYTEM NPUMEHSHNA CPEOCTE yNpaEneHns DeaonacHoCTED unu
WMIDENAHNA PUCKE NOCOSOCTEOM YCTREHEHNS WCTOMHWEE YIpod 4eped nameHeqHne GuaHec-yena.

C.3 TaGnuua ousHKM pHCEa

OnA Eawof ESTaropue prcea HeoBxoQMMo BESCTA CTENEHE PWCKA, CBRIBHHYH C EAO0H yRIBMMOCTEHYL BEICOKRRA
(B}, cpaasAA (C) mnr Heaean (H), NMpy ousHee EaE00R KEETEMODMY MCES onpegennaTcs oDl pyck QNA KOHERET HOR
yAR3gumocTH. Mocne aanonsaqER Tabnaue C.2 sebupanT NogLodAlLMEe CRPEACTES YNPABMEaHIA.

Tabnuwuya C2— OusHka PUCKE NO KATEMMPEAM YHIBWMOCTA

YaismmasTi Kareropua pucka
PHHAHCOBL B EL T Yiueps OSwHA price
¥OBITER MPOgYETHBHOCTH ANA pEnyTalan
Mapcoxan
Annaparypa » obopynoease
MpanoskeHns
CHETEME CHRAIN
MporpammMeie CpegcTEa CpedL W
anepaUHOHHERE CRCTaME!

C.4 OnucaHue TABNMUb! OUSHKM PHCHE

C.4.1 Kparkwa obzop

Tabrwua C.3 — 7a0nKua oueHKM Ptk KCNONLEYSTCHA ONA NOKE3a 00Wer CTensSH PUCKa ONA KEXO0A YRIBUMO-
cTi. B papxued 4actd TabnMuykl NepeducreHsl TPW KETEMOpHMW PUCKE, 8 NATE 30H yRIEMMOCTH — B NEB0R KONOHKE
Tabnuye.

Tabnuly CUSHKKM PYICES 3aNoNHAKT NyTeM yCTaHoaneHuA ODWaR CTEngHW pHCEa ONA KEH00R 13 NATA 20H
yAIEMMOCTER. OMMUas CTENEHE PUCKE QOMeHHa ObiTe BLIBEOEHS M3 HETHPEX YIPO2, PAHES HOSHTAQHUMPOBRaHHLY B Tabn-
e 1.

C.4.2 MHcTpyHUMA no TAGNUUE PACKDE

B yanAx obbegMHEHKA PUCKE ONF KOHEPSTHOR KSTAR0DHK CNeOyeT HayHMTh CTENSHW PUCHE ONA KEHO0A yAZEMMO-
cr B Tabnuue C3. B kasnol KETeroped pUCEE B OTOENLHOCTA CREOYET OnpenendTs Bug oDWed cTeneHd pucsa ans
HETkipax yrpoz. B tafnuuy ousHiM proKa 3aniceIBAIT CTanaHs PHCHE.

[ns yerasoeneHrn 0OWErD PUCKE ROCNE NPOSSOeHUA DUBHKN KEMS0A KETEIDPEA PUCKE CNEagyaT NpoaHanianpo-
BAThH NOorMYEckos O0B0CHOBAHKME, CTOALUSE 33 CTENSHRE PUOKE, YOTAHOBNEHHOW ANA ESRA0A YAIEMMOCTH, M OLBHWTE
oBWKE prck — Beicoroid (B, cpagded (T} unwn HH3kod cranedn (H) — Ane sasaof yRIeMmMocTi.

Cragyar ydacTs, 4To NPY enpaganeHde oBUWyE CTENSHEA PHCKE ONA EHO0H YAIEMMOCTH HE CylssTeyeT obime
npasun. DoHaso cnegyeT YHWTEIES T CREgyolme darmophl:
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- BOAMOXHOCTE MNW BEPORTHOCTE BOIHWKHOBEHWA yrpoasl ¥rpoasl ¢ GONLWel BEpoATHOCTRES BOZHWKHODESHHWR
AONEHE OXA3LIBATE GONEs CYLACTESHHDS BMUMAHWE HE DNPEOENEHHE CTENEHH PWCKA, YIPOSkl © HEWMEHELSA BEPOATHO-
CThH) BOZHUKHOBEHWA — MEHES CYLECTEEHHOE BIMRHWE;

- Yrpo3an, HMEKLWMM NOAMOE OTHOWEHUE K OUSHWESEMOA BuaHec-hyHELMK, NPH ONPEOENaHE CTENEHW DWCKE
Heobxoaumo Npraasate DOMLWAS 3HEYEeHRE.

Craayat NpoABNATE OCTOPOMHOCTE NPW OWEHKS CTENEHM PUCKS M B CNYYE8 COMHEHWA BeiGupate Gonas swcakys
CTENEHE PUCKE.

B rasacTee NprMepa oueHkk oblend pHcka yWpo3e oTCYTETEMR WNK HENPABUALHD A0PECOBAHHMON NOogaqn MHdRp-
MELMM MOMET CAYHATE BONBLIEA SHEHMMOCTE NpW BeiGopa cTengHn oBWEerD pUCKa, TAK-EEK OTCYTCTEWE NOCTABKH MOWET
cunTaTecA Donae aHaquMoR YIpo208 ONA aHENMZHPYEMOR BHaHec-hYHKLMN, YamM HECIHELWOHHPOBEaHHOS pacKpLITHE
MHERIPMALHN O NOCTSEKE.

C.4.3 Buibop cpencTe yNpagneHKa

Bufop 3awutHex Mep Ge30nacHOcTH 0BBCNEYHEAST VAPEMOSHHED HENOCHEONCTESHHOS YIPABNEHWE NpHHHMEaE-
MM PACKDM. YUDBEROEHME OOMEHO OLEHMTh, HACKOMNLKD JANMAHMPOBEHHLIE 1 CYLUSCTEVOWWE I3WNTHEE WEpL CHUNE-
BT PMCK, MOEHTAGWUMPOBAHHEIA NPM SHANWIE DHCED, ONPEdEnETE QONONHATENEHLE WMENLWWECH 3aWNTHEIE MEDEl KITN
MEPEl, KOTOpPEIE MORYT GETh CROMNPOMETHROBAaHE, pazpaborarte apsuTestypy GeaonacHootr MT » onpegenyTs orpaqu-
YEHHA paINMYHEE THROoE (oM. B.3—A.7). 3arem seobzogumo BE0paTe coOTBESTCTEYVIOWME COOCHOBAHHEE AW THEIR
MEDEI ANA CHUMEHWA DUSHEHHLE DHMCHOB 40 NPHEMNEMOong ypoBHA. JononHnTansHbE nogpobHocTe o exbopse sawpr-
Hbx meap . [Z], [5], [20, [21]-

C.4.4 PansvpoBaHie BO30EHCTENA M BEPOATHOCTH

Ons onpaaensHis cTanasy BEpORTHOETH BOANSACTANA HENONEIYIOT WHEANY padswposaHrr ot 1 oo 9. Ouaaea
maclwTafs BEpoATHOCTH ¥ ONPEgaNEHHON BAINBACTEWR N0 KAXA0A W3 WSCTH OCHOBHLIX KATETOPHA CTRYHTYPR DHCKOS
OpraHH3aUWH YETAHAENHBABTER MEXOOA W3 NPEETWHECKOR NBATENLHOCTE OpraHuiaumi. JaHHan rpafauma gaaT oupywe-
HHE SQMCKPETHOCTH®, OOHEKO IHAYEHWE O0N¥Hb PACCMATOWBEATECA KEK DEKOMEHOALWMH N0 ONPEOSNEHWH BENWHAHL
DMCHE, 3 HE B HAYBCTES DYKDBOACTEA K NPHMEHEHM.

Ons onpegansHiA BEPOATHOCTA NPWHATE CREgYHOWAR WKANS PaHHWpOBaHAMAL

- npexsebpednmd Manar — ogud paa g 1000 net wnu pese;

- KpARHE MANOBEpPORTHEA — ogMH pas s 200 neT;

- O4EHb MANODESPOATHAEA — OOuH pa3 8 50 naT;

- MANOBSPOATHAR — OanH paz 8 20 nar;

- BO3MOMHER — OGHH pa3 B 5 ner;

- BEQOATHAA — SHEBEMOOHO;

- OM48HL BEPORTHAR — SHEERBAQTANLHO.

- DHHMABEMEA — SMEMECANHO.

- DHMOASMAR C YBEDEHHOOTEH — SHEHENENLHO.

MpegnonaraaTon, YTO BEPOATHOCTE HECTYNNEHWA pUoKDEorD cobumuA BelDpaHHOrD paMra B 4eThIpE palE Npases-
LWSAT NPEaLITYLY I BEpORTHOSTE.

B rabnuue C.3 npuessedsl ofuHe NapaMeTpsl oUSHEY PACKS W XEPAKTERMCTHEY HABS0MD W3 LWECTH DCHOBHLLE
KATEMOPMA pcka. [NA HEROTOPLIX OUSHOK PHMCKE MOMYT NOTpEGO0BATLCA OPYIWME XADAKTEPUCTHEM, HO WMCAONEIyeMBbIE
CTEMNEHH BEPOATHOCTH HACTYNNEBHWA PUCKHOBOND CODMTUR QOMEHE CODTESTCTEOBATL WKANS DAHMUDOBAHHA.

Chnagyar OTMETHTE, 4TO OUSHEE NPWBOOMTER ANA HKCTOM, 8 He ang obwero pucka. dpyrasd cnosamd, Heaboogu-
MO YOSNATE EHUMEHWE PHCHOB NP HANKSHA MMESDILWNGA Map ynipaanadrn. OBsMHD HENWYWE Npagy NpEMOSME Mep
YIPEEMNEHNA CHIHAST BARORTHOCTL BOIHMKHOBEHHA COBRITHA, HO HE BAWRBET HA CTENSHE B0 BO3OERCTEMA; ME0E YNpas-
NEHKA, CNELWANEHD HANPABNEBHHEIE HE YMEHELWEHHE BOISERCTENR, 00RMHO HE BAWAKIT HA CTENBHL BAPORTHOCTM BOI-
HUEHOBEHKA COBLITHA.

Tabnurua C3— OusHES pucka

Onepaunonntan Mpasoroi PunaHcoswA | Crpartermuecs
it EraonacHocTs L L

Pamwr Onucanme Penyvrauun k
PHCE PHCE PHTCE EMW PHCE

1 Mpenab- Nokans- <% 100
DEHAMD M3- HEIA  napone
noa K HE8 CAHpeT-
HEIM JEHHLIM
PACKPET, HO
HE WGNoNe3I0-
BaH

HU3 KK
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Mpodansenue madnuys C.F

HHEA

Ha KnHgHTOR

P Dl A binidt Penyrauun Oneapauncanre i EnsohbaHamnre Mpapoman DHHAHCORE B E'r::la:rl:rw-snc-
PHCE PHCKE PHCE KMH DHTE
OuaHe Hanankw Heaxayn- Noxane- Mpaso- =% 1000
HEIHEYM- Ha  Dadxoe- | TeMEHDE KO- | HBIR  Napane | BeE OTEETR
TEnLHOE CEYHY CUCTEMY | MMYSCTEO K- | K CEEPETHLIM [ OT YHECTHWKE
Mo MECTHOMY | CONYETAUWOH- | D8HHEIM pac- | KNWDWHE  He
pagus M B | Hex Npo- | KpBIT, HO HE | BeEMOMHAKT-
MEGTHOR Grem, He OkS- | MCNONL3IOBAH | G Bo BpE-
npecoe AIEE HHUM MEHHOH — me-
BOIOSRCTEHE paog.  onpe-
HE KNMWEHTOR OEnEHHLIR
IBHOHOM
=
= HeaHa- aGTaH- Bpemex- Yreuxka MoaHTe- =% 5000 MonuTd-
- YATENLHOS | AAPTHRIER A3- | HOE HEBbl- | MMM EoMnpo- | dEgupoaaHa KM MMM CTEH-
§ BUTENEHLIE NanHEHWE METEUWA HE- | NONpasMMan 0apTel He
BeICKA3LIBA- | obcnywuea- AHAHHTENL- BOAMOMN- nanneps9n-
HWA B HALWG- | HAR (=14 | HOMD EONAYE- | HOCTE  HECD- BEHITCH
HANLHOA OOHOrD HNeHa | CTEa TekKy- OTEETCTEMRA
NpEcce WK | CHETEMBI; wan wedop-
pAIMELEH- npobname, MALMHK
Hele 8 MuTep- | oxazwieas-
HETE o bBad- | Wue orpade-
KDBCKDH  CHMC- | YBHHOB  Brm-
TEME, HAMPH- | AHKME HE KH-
MED NWUCEMO | BHTOB
M TETEMA
Jamar- Buumanune RCTNYE- Anoynor- Hecno- =% 20000
HOE HAUMDHANL- | TAUWMOHHEE pefnasme 2a- | cofHocTe
HOR  npacckl [ npoGname, EOHHEIMH npegocTa-
WnW  pagwo, | OxsE3sieds- MPHMEMNErKA- | BUTE K-
HANpUMap WME  BO30ER- | MW OOCTYNE Hel, Tpebye-
NNoXoA OT3WE | CTEBME HE BOW MbIE 3ann-
CHETEMY KNA- HOM,  HEMpA-
pHHrE MEQ, COrNac-
Ho [11]
Cye- Cephaa- Bpeamean- Narwsec- Mpaso- =% 100000 MonmTd-
CTBEHHOA HanA KpMTH- | HOB HEBLl- | OB WNd de- | BoE  BMEwWws- KW WNM STEH-
YECKER NONHSaHKWE AMHACKDE TENLETES, OApTEl HE Cy-
= CTETER B ofbcny®1ea- NPOHMEHOBE- | MCK HE yOoB- LB TEYOT
§ MPECCE  WNW | HAA  WMHOMX | HHS B Onepa- | NETEOpEH
5 OOy MEH- HNEHOE CWE- | WWOHHBEIE Cl-
% TaneHAA TE kil MM | CTEmMBl OOgHOD-
= nepegaYa no | gnuTensHoe | fo wne Gonesa
pAOMD MMM NO | HEBLINONHE- | MABHOE G-
TEMNEEHgE- Hue abornyse- | cremel  [Ha-
HWBO, CKENOH- | BEHWA (00 oO0- | npesmap  spe-
H3A pacCMAaT- | Horo pabose- | AOHOCHLIR
pWMBATLGH KK | mo OHR} gnA | BMpyc,  npe-
MEROTALAR OOHOMD HNEHE | YMHHELWWA
M3  3ACHYHM- | CHCTEMbI, Cy- | HEKOTOPLIA
BEHILWEM 00- | WedcTeaHHoe | ywepd)
HEOWA MCTOY- | BO30SRCTEHE
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Pisir Cnini S PRAyTANI Onépaumwan b EasanBaH s T NMpasanar P uHAKGOB @A CTP-:I:!I:TI'HEE'
FHCE PHLRE FHCE EHH OWNCE
8 OrieHe My Brns- Hnad cwc- Yonawsoa Hasano =% 1000000
CYLUBCTEEH- | HAR  KPWTWAKE | TEMEl HE MO- | MOWBHHEYE- | NONWLEACKD-
HOE CO CTOpOHE! | BT paboTate | CTBO MENED- | 1O WN4 pary-
é HALUMOHANE- | C KAMPAHMOM | fO — cpeaMss- | MRTMEHOMD
T HOMD  PErynd- ra macwraba | paccneposa-
E DYHLLED  op- HWA, paryns-
& FEHE WA OT- THEHOE BME-
pacnesaro WETaALCTEO;
MCH yODBRMET-
BOMEH
T Bans- Baaywas Haegwkinan- YenewHos Cyneb- =% 10000000 ¥npag-
LLICHE HOBOCTE  BO | HEHHE ODCAy- | MOWBHHWYE- | HOS *pachs- NEHYECKHA
MHOMMX  raze- | KMeaHWA gnA | CTeO KpYNHOMD [ gosaHde, KOHTRONG
TAX MIMNW OG- | MHOMME  4ne- | paamepa; BOa0ymgeH- CHOMMPOME-
HOBHBEIX Tane- | HOB CHCTEMEL | ONBpauMod- | Hoe  ApaTHME THPOBHAH
EHIHOHHBEIX B EPWTW4BE- | HelE OAHHBIE | KAMpHHGOB0R
HOBOCTAX HOE  BpEMA | HOW CMCTEMbl | NaNatel  (He-
xR (15:00, | koWTponA YONELHOE |
MATHULAE) CEOMOpOoME-
THPOBEHE
= | 8 OrgHL Mocynap- Heewinan- KnvpiaHro- Cyneb- =% 100000000
= Bonblioe | CTBEHHOES HEHWE  KNW- | BEA CWCTEME | HOE  npecns-
51 BMEWATENE- | PMHFE B TeYe- | Banoma H | QoBaHWa,
% CTED MNW CO- | HWME BCAnD pa- | cepeeado BOa0ysgeH-
@ nocTagumee | Dosero oA CEOMMApOME- | HOB8 NpOTHE
MOMATHYeC- THROBEHA KNWPMHIOE0A
EME  NoCnen- nanate  [yo-
CTEMA NeLHoa)
4 Karacr- Wnpakoe ManHoe KnwpeHro- Cuctema- (-5 1000000000 Eynyiuae
podysc- | GCBSLSHHES HEELINOAHE- | BBA NANATE | TH4BCHOE W CylSaCTBO0RS-
HOE MpECCon W | HHE DOCnysM- | HNA 88 KPWN- | YMbILUNEHHOS HWE KEMADHH-
TENEEMOSHH- | Basmns 8 Teue- | Torpadisac- | Hecobnoos- meod
eM, NONHAA | HWE HOCHONL- | KME CHCTaML!| HWe  Jaxosa nanare! nog
MOTERA  O088- | BMX GHER/HE- | NONHOCTER pykoEag- COMHEHHEM,
pMa CoO  CTO- | gene CEOMAPpOME- | CTEOM  BbICG- nNaTexHan
poMbl Ay THROBAHB; LMD Y POBHA HHOYCTRHR
EH W 4neHos MOLIBHHYE- CHOMMOPOME-
CHETEMbI CTEO KEYNHAro THpOBaHA
macwTaba
Gaa  wasect-
HOW DLEHKM

MNogEepHEHHOCTE PUCKY MK 3HAYMMOCTL PUCKa

DOpMADYETCA MOGENE, WCNONLIYEMAR KAK CPEOCTES ONPENENEHMA NOOBEMEHHOCTH DPWCKY HE OCHOBE
DEHHAPOBEHMA MO BOZOEACTBA W BEPOATHOCTH. [aHHas Mofens BkniHaeT B ceds naTe yposHer. Ha npakTiee sarero-
pHW PHCHA, OUBHUSASMBLIE YDOBHEM 1, HE 38CNYHUBAKT JamsHERWerd aHanyza. OusHMBSEMEE YROEHEM 5 Nnognawar
HEMBONEHHOMY [EBTWDOBEHMHE, 8 HE NPOOOICHEHMH] Ouedkd puceal Tex 470 B LEMOM Mbl NOMyHEEM TDERYPOEHSBYHY

LLIKATY.
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OboaHEHEHWE 3ANWBRA:
HEIFWMIBHHOCTE OT B0ANBACTENAIIHAYNTENEHOETE:

HpWTHECKE R

SHAYMTENEHA A

CY LE-CTEEHMAR 3
HEEHEYUTENEHER &
NpeHeSoHeEM0 Manas 1
9 3 3
B B8 3 3
fl 7 & 3
" G 2 2
f 5 2 2
H 4 1 2
8 3 1 1
. 2 1 1
1 1 1
1 2
BepoATHOCTE

HecomHeHHD, 4To Hes BanblUe SHEMMMOCTE PreKE, TeM BonbLUE YOEWMMA HYRHD J3TRATHTE HA dHanKk) ¢ ynpasne-
HVE pRICHOM. Ha 3706 cTanws HE CTOWT CREnco chedoBaTth CHETEME OUSHEW, CaMbIM HE0OXO0MMEIM RENASTCH ONpegang-
HHME DCHOEHLIX NpODnes proka, RoTopwe GyoyT paccMaTprBaTLCH PYNOBOOCTEOM B Mobom yMECTHOM ONA HEM NOpRIXS
HE OCHOBE BCEA MM IWBRECA HHROPMALKMK, BXNKHEA NOSBEPREEHHOCTE PHCKY, HD HE OrpadH@-usasce ed. K daxropam,
HOTOPLIE CNEOYET NPMHAMATE B PACHET HE 3TOA CTAOMNA, OTHOCATCA O0bMHBIE EXTOPSE], PErYIHPVHOLWLWE YNRESENSHNE
BHIHSCOoM: HAMTHME DECYPCos, TIgweT, CTRATEMMA ¥ UENW KOMNAHWA B JAHH0S SPEMA, NOMHTHYECKOE BIWAHKE 1 T. 0.

NMocnenyowmwe QEACTEAAR

Ons cfpaforsd noeHTRGHUMPOBAHHEIX PUCKOE BRICHDEETCA QOHO M3 CNegyM: HYETEPEX HANPABNEHWA J2R-
CTEHIA:

- wIbEXAHME — DAHAYSET YOTPAHEHHE WCTOMHUKE YIPD3E WNY WamaHsaHne BRsHeC-Ueny ONA yOTPEHEHMA DHCKE.
XoTR stor cnocod obpaboTEn pUCKS RENMETOR MABANLHLIM, OH, OYEEHOHD, NPHMEHWUM NdLL B paaguy cnydans. abas
pHicka HeT Granacaly Hanpemep, Bel MOxeTe wabemats pHoka BeiTe COMTEIM MALKHOR, HUKOME He BRIXOAA M2 O0ME, HO
B 3TOM CNYYSE 3HAYMTENEHEA Y8CTh HUIHK NRoAgeT mamo 2ac. Mpeseges npamep, Donea Bneamd £ GuaHec-onepagyms-
AR ML MOHEM MPS00TBPATHTE BO3OSACTEME HECOCTORTENLHOCTA TPETESA CTOPOHLI, HE WCNONLIYA 3Ty CTOROHY, B STOM
CITYYEE HEM, BEPOATHD, NPOCTD HE © kes Dynar pabotarn:! OaHasn B Tex CRySany, KOMGa PHCKS MOKHD PEAnLHD nafemars,
3T0 4ACTD REMNASTCA QBLWEBLIM W SONMOCROHHEIM DELLIEHNEM;

- MOWHATHE MBP — O3HAYBET, 4T0 HeoBXoguMO OCYLUBCTEMTE OSRCTEMA, KOTOPLIE IAKMKMAKTCR B paapafoTre
nnaHa. BeimanHeH@e 3THx JSACTEMA YMEHELAST BEPOATHOCTE MATEPMANMIZLMY PUCKE WNK orpaHw-smeseT aduhert co-
OLITHA 1 TamMM 00pas0mM yMeHLWAST aro BoznarcTEMe. NpUMapsl MHBOMDHMHCISEHHE W OYSEMOHE. — NPUHETHE MED B
OTHOLIEBHWH DHCEA MOTEEH OSHMBE © NOMOWER ESHME PEISPEHOM KONWMPOBEHEA, OFPaHMHEHke 3dhesTa KoMNpore-
TALMA EORNTONPEMHScKA KNESaR MyTeM OrpaHMHesHs CpoKa WX ciyswbsl K 7.0

- PACNPEOEneHwss — DAHAHAST MEPENOHEHWE DCHOBHON YBOTH BOSNERCTEMA NOCRaSCTEME DUCKE HA TPETLH CTO-
poHy. Knaccwsecers cnocofom RERASTCA cTpaxoBades. HecomHEHHD, PAcNpeOsnaHne PUCKEa pegko aoctaraetcs besz
ONPEgENEeHHLY TERYLUM pacooaos! Hanpumap, Mel MOHeM pacnpeaentTs HAWyY OTEETCTEEHHOCTE 38 BELGEYY Hexgwe-
CTEEHHOR HOHCYNETALMK MyTam NpofEccioHANBHOR KOMISHCSUNMOHHDE NOMMTHER. PUCKA MHOM0E MORHD pacnpens-
NATh HA TPETEN CTOROHE! Y803 COrMAWIEHWS (KEK OTEETCTEEHHOLTE ), XOTH CNOCOBHOCTE 3THY CTOROH YNPARNATE NOCNan-
CTEMRMA DHCHOE Cama nNo cebe MOHET NPeOCTREMATE PUCK,

- NPHHATHE — YETEERTEM BAPWAHTON ABMASTCH NPOCTOR NEMHATHE pycka. HooDXoOMMo GCOHATE BOIMOMKHOCTS
NORENSHMA PHCHS, HO OUEHME PACKOOE ¥ CTENEHE HENATENEHOCTH TR NePBLX BAPHEHTOR, NPHHATE PELLIEHNE O TOmM,
YTO BEMHYMHE PUCHS NBPSESUMESETCH NOTEHUMANLHEIMN BRIDOamMe paboTel © M. Hanpumep, Mel MOEEM DELLWTE
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MPUHATE PHCE GIHAWSECHOM A0CTYNE B NOMBLLEHNA NPECTYNHAKGE © OrHECTPEMLHEIM DDYEREM NOTOMY, 4TO CTOMMOCTS
sMHEckHy Mep GE30NacHOCTH OHEHE BEICOKE M MX YOTAHOBES HaDNaronpyATHS NOBAMRET Ha ardocthapy Gnarosena-
TENLHOCTH B HALWEA KOMIEHWN.

KoHEMHO, MOMHO BCNONEI0EETE CMBILEHHEIR NOOXOOL] K ONPEO0EnaHED DUCKOB, HANPHUMER, B CHyHSe NpOoHMHHD-
BEHWA BOOPYHEHHLIX MPSCTYNHAKODE B NOMAELWEAHNE NPWHAMBETCA BLICOKAA CTEMNEHE PUCEA, 8 B OTHOLLEHWW MEHBLLWE
WTROA (HENPUMEP NIOE, CAYYaSRHD 33WenMe © yrsue), NPMHEMAsTCA Dones HM3KER CTENSHb DHCKE, NPHMEHABTCR
MEPE — MONONLIYETCR HEBOODYHEHHAA OXPAHA NoMawsHHA. B Ea4ecTes Mepsl NMEEWOELWH NOCREOCTEARE OT 3TOR
YIPO3Ll MCNONBIYETCA OBacnEYeHrE JONONHUTENEHOM QOCTYNA COTPYOHMKOR © KNABMLLIHLM BEOOOM NHHHOM MOSHTH-
PHHALMOHHOM HOMEDE B KNKCHEBRIM 30HAM MMM CyRaHMes YHKLMKE Ty TEM NEPE0aql H3CTH PRCEE Yeped ofopuMnesns
CTPEMOBEHMA HM3HM COTRYOHMEOR.

CICTaTOUHBIE PHCEM

Heobxooumo onpeaenyTs O8ACTEMA N0 MOHATODWHIY ONA OCYLUSCTENSHWA MEHBDHEMEHTE OCTATOHHLN DWokog, 8
THIKS OTEATCTEEHHOCTE 38 3TH OSACTEMA.
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Mpunoxense D
(cnpago4soe)

TexHonorvueckHe cCpedcTEa YNpaRneHus
.1 Annapatiele cpeocTEa

D.1.1 CpegcTea yNpaBneHMA HOHEYHOA CUCTEMOR

BONSUMHETED OPraHn3aUsi CerOgHA MENONEIYET ONPensnaHHEE KoMOUHaLMK HBCToONEHEIX 1 nepaHocHsx TTK 8
HEHECTES OCHOBHL OPWEHTHPOBAHHLIE HA NANbIOBEATENSA CUCTEM. B 3THX HOHEMHEX CHCTEMAX MCNOMLIYIOTCA DEINMY-
HiE DNEPALWOHHEIE CHETaMBl, XOTA WX npeabnajanwss BonelLMHETED NPEOOCTABNRETCA OOHWM NOcTABWMKOM. Kpome
Torg, gaddeie MK 0n0nHAKTCA WNKM B HEKDTOPEX CIY4ERY 3aMEHRIITER HEDONLWMMH NEPCOHANEHEMKA ARGODMALHOH-
Han yoTpoicTeame (MAY). Cotoase Tenadiiqsl TAKHE CTAHOSATCA DONEd MOWMLIMKA 1 MOMYT MHOMGE KWENODNE30ESTECA
KAK ROHEHHEE CHCTEME. Cneuwandctel B cthepe adamnmaa o obpaborim wadpopssague, paboTamwye © oKy MEHTAME,
MPEISHTALARKMN, 3NEKTIOHHEIMKA TAGNWLEMA W BHANOTMHMHOR WHPOPMALWER, YE0TO WCNONLIYIOT PEWEHWE, NPHHATLIS
Ha Daze MK Opynse monb0BATENM OPrEHWIAUWH 4ESCTAOT HENONLIYHOT MHTERHET TEXHONOMK ONA NPEANOEEHHA, T3KMM
oOpazom npegoctaegnan goctyn & MY W & comoBsm TensdioHas.

B cry4ae c mobol HOBEHHOA cHCTEMOR npexns ecard Heobxoqumo paachparscA © npobnamamy Dez0nNacHOCTH B
ONEPAUMOHHOA CHCTEME. HENCHONbIYEMES ¥ HEHYRHLIE NOQCWCTEMBEl, HaNpWWER dyHEUre Gazk GaHHEX W ONEpauu-
DHHOA CHCTEMBl, OOMHHEN BEITE OTENOY9EHE 1 yganeds. Opyrie dyHmee 0ormsHel GeiTe OrpaHmYaHs 50 MAHAMYME,
HEODEOOUMOrD AnA HOPMaNEHoA paboTel NoNe3cBaTanA. Kpome Tom, OpraHM3IauWe QoNHHE WMETE OnpsqensHHLIR
MEXEHAIM MCNONLA0BAHAA NATYER GMA CWCTEM W PACNPDOCTPaHEHWA OOHOBNEHWA NO MERE WX NOCTYTNEHAA OT NOCTae-
LUMKDS, KaK 4MA GnapaudoHHOR CACTEME, TAK ¥ ANA nobeld NPANGEEHAA, PAGOTAR LMY HE KOHESHEIXN CHETEMEN,

[MomumMo CNEpaUMOHHOA CHCTEME ORFraHWEELWE QOMHHE PACCMOTRETE POME BOHEYHLI. CHCTEM W NPHHATE pPELLE-
HME O HEOOXOOMMOCTH OONONHWTENEHLY CPSOCTH, TAKMX, KK AHTHBMDYCHES NROrpamMmusl, oDHEpYHEHNE W Npe0ympet-
OEHWE BETORMEHWA, MEMCETEBLIE 3KDEHL W BUPTYANEHEA YECTHAA CETE ONA NONLA0BATENER opradmzagw. Bo maor
CNYYARX BHEWHNE CUCTEMbl DE30NACHOCTA QaHHOA OpradWsagun (onpegenesise 8 11.5) obecnequsesT ceoBcTea,
NOGCOHEIE BHTHEHMDYCHLM NPOIDEMMAEN, MEXCSTEEEM JHDaHaK, 0DHADYHEHHD W NPEQYNPERseHm0 sTopweHs. 0g-
HAKD MPH HAMHYMA MOSWNEHEX CACTEM W C POCToM GH3HEc-NapTHEPCTES M yTCOPCHHTE ONA TREOWMUMOHHOR MHOMy poe-
HEBOW 2ALLMTE! MMEET cMeICH QyEMMpoBaTE 3TH CEBOACTEA B MOBMNLHEIX CUCTEMEX M, NOTaHUMAansHo, & MY M HacToNLHBIX
MK, Hanpesep, mobuneHs=a NE nonsacsarens, nogeosguHeHHS K WADORONONOCHOA CEASM M3 OOMA 1 MCNONE3IYHILAE
BARTYENEHYH HSOTHYID CETh OPTraHMIaLMK, CTAHOEMTCA KEHANOM STAKM W BDEMEHHLIM YCTRORCTEOM napumeTpa, Tpady -
UMM TAKOR 38 320MTE, 3K M ODyWHE YCTRORCTES NEpuMeTpa.

D0.1.2 CpeacTea YyNpaBNeHWA CUCTEMaMK CEpEEpa

MoaoBHO HOHSYHEIM CHGCTEMEM CUCTEMbBl CEPSEPE HYMABTCA B NDWMEHBHHH KHE BHYTPEHHWE, TAK W BHEWHWE
CPEOCTE YNPEANEHHA HA yROBHE ONSpEUMoHHOR ccTemel. CapEapbl H8CTO HYHOSHKTCA B WVHELHOHAMEHEIY BOIMONHO-
CTAX M NOOCMCTEMEX, KOTOPRIE He TRebyTcR onA mowavHbl crcTeM. Nockoneky HE CAPESEPE MOMET WCNONBIOBITLOR
Ga3a gadHex, seb-capsep, FTP-capedc, aTW CEpespbl MMET GONas JHSHWTENEHEIR NOTEHUMEAN YRIBMMOCTH. OnR 5THx
cepeepos TpEdyeTcA NPeQocTIENEHWE JOCTYNE K OpYyTMM YOTROACTEAM, KOTODRIS HE BCEMOA 3BCNYHWEZKT QOESPWA.
Kpome Tom, No Maps BLINYCHE HOBLEX NETYEA M BEDCHA ONA HAX, KK W QNR HOHEMHEX CHCTan, Heaobxonnmeo npegyomoT-
piETE YONOBMA TECTWMPOBaHWA, 0BHOEMEHWA 1 MEHEORMEHT cHoTem. [puMeponM ABNRETCA TECTHMPOBAaHWE HOBOMD NATHE
B HENPOMIBOOCTEEHHON CPEOE MEpEn Brt YOTAHOBEOW HE MPOMIBOACTEEHHEX CHCTEMAN.

1o KACABETCR BHYTPEHHEM CPEgcTEa YNPABENEHWA, CAPEED BCEMOA GOAMEH MCNONLIOBEATL CPENCTEA YNPSENEHNA
ONEPALUMOHHOA CUCTEMBI, OMDEHWHUBERIOWME GYHELMA W GOCTYN K KEPUTHHECHA BEMHLIM CEOMM HACTAM. 3740 OIHAMEET,
HANEHMER, 4TO CAPEEE, MONODNLIYEME Ans NoOSepHEd Beb-CTRaMMY, HE oDRIATENEHD ADNMEH 3a08HCTEOBETE CapBKE
FTP Ny oTepeiTeE NopTE anA obwuy 2anpocos Gase gadqsix, AxancragHo capeep FTP He gonsed Geime OTEpeT ONR
noprog W npatokanoe HTTR

MoMHMGO ONEPRALHOHHOA CHETEMEl ONPEOSNEHHOE BHUMAHWE HEODXOOMMO YOIENWTE BHTHBEMPYCHLIM NpOrpam-
Man, COHADYHEHAN BETODMEHNA M MEXCETEELIM JHDAHAM CEPBESPE W BORDYM HETD, 378 38WMTa MomaT DT ooyWBcTENE-
HA B BWOE paEIMBLLEHAR Cepeapa 8 BE30nacHOR 30HE 33 MERCETABLIM JHPAHOM W MCNOMNLEI0BAHWA CHCTEME abHapyee-
HMA BTODMEHHA HA §a3e CHTEROM YOTROAGCTES MNK BOA TPW CEPRWCA BE30NACHOCTH MAryT BhiTh MENDMNLI0BAHE HA CIMOM
AOOTE Copespd. JAMHTEPECOBAHHOCTE B BONPOCa BE30NSCHOCTI OPraHuIauMe v CETEA CRYHMT NOBYOMTENEHEIM MOTH-
BOM K OUSHES W ONpPEgansHieD YMEBtTHOCTA TEX WM MHLH CPES0TE HOHTRONA ONA KOHEQETHLE CEpeapHElL CHETEM.

013 CpegoTea yNpasneHMA YHHEEPCAaNEHBIMK BEIYHMCNHTENEHEIMA MALKWHAMH

VHHBEPCANBHEIE BRMHCIATENEHLIE MAWAHL ana o0paboTer Bonswiey oBbemMos OBHHEIX CORO0AKTCR NHWLL HE-
MHOMMMK NpoK3EsgUTEnsMY. B peayneTamse yHMBSRCANEHLIE BhlHMMCANTENEHLIE MELWHLE PACCMETPHBAITCR Kak Donae
HASERHEE 1 DONSs MOLWHEE, Yan gpyTHe cleTemel oBpatoro MT. Tem He MeHES MEHBQHMEHT YHABEDCANEHLIX BLMAC-
MWTEMLHEY MAWWH O0MHEH DOYIWBSTENATRECA NOCPEOCTEOM TAHHX ®E NpMHUMNOE oBecnedsHMA Ge0nACHOCTH, YTO 1
anA apyrix cucTem. JCHOBHER ONapauHoHHER CHMOCTEME NoN®HE GWiTe 38MWLISHA, W ANA 3Toro HeoBXoauMo paccmoT-
PETE AONOMNHHTENBHEE MEDE 33 NPELENaMA ONEPELMOHHOA CHCTEME. OBLIMHD YHWBEPCANLHAR BRMHCIMTANEHER
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MEWAHA SpaHAT Hambanese UsHHYHD MHPODMALMD ¥ JEN0S0R DErNamMaHT, NOSTOMY O3HHER MEGOpMEUMA PAIMBLLESETEA
B USHTPE MHOMYPOBHSBON CETEE0A apEMTakTypel DeaonacHocTi. Kamoomy nonb30BaTEn NpWCEANBaETER COOTERTETRY-
ROLMA MOBHTWDMKATOP © OrpaHMHEHHLMKE GYHELUMOHANEHBIME BOIMOKHOCTAMKA. AOMBHUCTRATHEHOR YTIPABNEHKE YHM-
BEPCANLHON BERMUCAWTENEHDA MAWWHOR DCYWSCTRNASTCA HECKOMNLKMMK COTpyaHukami. Kax v B cnyyase c gpyrvmn
CHCTEMAMN, HEOOXOOUMD BHWMAETEMNLHD PACCMOTRETE BAPHEHT pa3naneHuA OBRIAHHOCTER KAk YatTe CPeOCTE ynpas-
NEHAA Be30NacHOCTE YHHUESREANEHOR BLHUCNHTENEHOA MELMHE.

0.1.4 CpageTea yNpasneHWRa Py MH annapaTHbIMK CHCTEMAMK

AHANDTHHEES NpOBNemMsl CEBORCTBEHMLI I OPYTHM anNApaTHEIM YOTROACTEAM M CHCTEMEM, 3TH Npodness Heodio-
M0 PELWWTE 00 PA3EEDTHBAHKS NPOMIBIACTES B opradnzanny. [Jadsse yoTpoRcTea MOryT BeiTh CHamHarsHEME LWnd-
POEENbHLIMA CHCTEMEMY, HOBRMA THREMY ANNApaTHeIX CPBOCTE, KOTUPLIM OXAILIBAKT NPEONOYTEHHE MHOMME NOCTAR-
LAKA MEHCETEELY SHDEHOE W CHCTEM ODHADYHEHIA BTOMMEHWR, MNH CETESLIMA BNNAPETHLIMA CPeOCTEAMN, HAENPUMED
MEDLWPYTHISTOPAMA W BOMMYTETOpaMK. Bo BCBX CNyYaAx NpogysuMio HeoDxXo0Wmo OUEHWTE, YTobbl WMETE NoOHATHE O
NEXEWBA B 8nd OCHOSE ONEpPaLMoHHOR CHETEME — OMNBpauMoHHaA CHCTEMAE A0N¥HA GeiTh 3aWwwueHa o7 cnabex arak
Hpome Toro, DonbLUIDE JHASEHWE HMEET DACIONDKEHAE QAHHEX YOTPORCTE MO OTHOWEHWED K BHYTPEHHAM CETEELIM
COBOWMHEHMAM, MEHCETERLIM IKPAHAM, CHCTEMAM NOWCKA BUPYCOR W OOHADYMEHWA BTODREHHA.

0.2 NporpaMmHse cpegcTeEa

[0.2.1 Beb-cepaepkl

Bob-cepeopsl REMANTOA O48HL PACMPOCTHAHEHHLIM W HECTO WONONLIYEMLIM NPUROGEEHWEN, rmasHem obpaaom
NpagHaIHAMEHHEBIM ONA PACNpegeneHMA BaG-CTpasiy ans nonsiosatensd. NpunowaHyA MOryT BApLWMPOBATECA OT
CHEHE MPOCTEY, NPEQCTAEMAKWME TONEXD HECHPOSAHHLIE CTREHHUE MHbODMALWK, 50 O4SHE CROMHER, NPSOOCTaBNH-
HOLYMX MHOMOCTPAHWHHBIE OOEYMEHTEl C NOAOEPDNKOA CUSHAPWEE, BKTWEHBIX NPOMPAMMHEY MALLKMHHLEX EOMAHO W T. 4.
CpraHu3IanmnM SoMsHE ONpEaendTe HEoixo0umyin ONA HUX CTEMEHL CNOMHOCTH W COOTEETCTEYILLWE CBR3M meway MH-
TEpHETOM, Beb-CRpEepoM (Be0-CEPESPAMA) W BHYTPEHHUMKY OaHHEMY. ODLMHO DRHSHCOS LIS YYUPERGBHHE HACTEMBRI0T
HE TPEX3BEHHOA APXUTERTYDE C MEHCETEHLIMH 3XpaHEMK, aBecnaquBamwwmm rpadugy Mesxay MuiTapHarom w esd-
CEpSEpOM M MEHOY Ba0-copEapoM M BHYTPEHHHMK SaHHLIMKM. MHOMISEHHHE BPXMTERTYPH, DEIOSNAKNLME SONONHW-
TaNbHLIE YPOBHW NDUADHEHNAE MNY BNEHEC-NOTMEY, Y30T0 WCNoONEIYTCR Ana obecnaysHrA Donas MecTeoro ynpaene-
HWA NOTOHAMKE LEHHEIR.

MHOMEe NOCTABEWMKKY PACNPOCTPEHAKT NPOrpaMMHLIE CpagoTes sef-cepespon, W ESHOaR BEQCKA 3TN NQOrpaMm-
Hbld CPEOCTE MMEST CODCTEEHHY ) COSOKTIHOCTE BONPOCOE, YOTEHOBOK M MOQEPHUIEUMA, HY®OAKNWIMACH B YNPABNEHEA.
YACTo NOCTABLME KN TPETEA CTOROHA NPEONArawnT B MHTEpHeETeE CEAISHHLIE ¢ BE30NACHOCTEID YETEHORKA. 3TH yCTaHoe-
oM Haobxo0WMo PACCMETOMEETE W OUBHHEATL B COOTESTCTAMM C KOHEDETHEIMKM NOMNMTHESMH, NDAKTWHECKHMA NDBEMEMN
M NOTREDHOCTAMK ONpE0aneqHH0A OpraHH3aunmng.

0.2.2 Cepeapkl NPHNOHEHMA W BeD-CapBMChI

CnayHanianpoBarlHes Bab-capaspel CTANW WONOMLIOBATLEA KEK CEPBEEPE NDUNOEEHUWA — CEPBEPLL. KOTOpRLIE
MOMYT NPOroHATE YHEUMOHANEHLIE YECTH NPHNCHEHWA K3 MHOMOEPETHO WCNONbIYEMES KOMNOHEHTEl M 3808RCTE0-
BATLEA MHOPHMM NpWROKEHHAMKY. Hanpumeap, diyHELWA NEpeMBLEHWE OSHEXHLIX CPEACTE MENOY CHETAMW MONaT
paboTats KBK HOMNOHEHT HE CEPEENE NPUNOHEHAR W MCNONLIDBATLER KEK NPUNOMEHWAMK, NDEO0CTARNAKILMME KIH-
eHTaM GaHROBCEME YCNYMM B DEMWUME DEANLHOMN BpEMEHW, TBK W onepaTopadd ueHTpa obpaboten Beiaoeos, OeRcTaY -
WHMH OT HWMEHA KMMeHTa, 0BpawaswerotA 23 DaHR0BCKMMI YOMYTaMH. 3TAM KOMIOHEHTAM NPHNCHEHEA BeinM npUoa-
Hil HHTEpEACE, NDABONAKILWE CCYLLECTEMATE BEA0E ROMNOHEHTOE Yeped seb-copevcel. 3Tk eab-capawcw QeACTEYIOT
B0 MHOMOM SHAMOMMYHC BONEe CTApsIM YOANEHHEM BRIZOBAM NPOUSAYDLl, HO C CETEBOR OCODEHHOCTEI, YAyHLIEHHOR
MENONE30BAHHENM PACIUMPAEMON Aiwka paimeTin XML, x0TopbIE MOMET MENONEI0BATECA HA NOOEX YCTPORCTEAX,
OEHE HA TEX, HOTODEE HE NOOGOSEEHESNT TREOMUMOHHES Beb-Opayaepel. MHOME NOCTABWMKM NPEOCCTIERAKT Capea-
Pl NpUNOEEHEH, nogoapaseanwye seb-cepauce. bange nogpobian whdopMayws o eeb-cepaucax i BeaonacHooTH
eab-cepancos NPEOCTasEnaHa B Npunoseddn B.

Kak 1 B cnyyae © Bef-Capsepami, MHOMME NOCTERLWMKA DACNPOCTPEHMIOT NpOMpaMMHLE CpencTea seb-cepencos
W CEPESpa NpUNOHEEHWA, W ERRA8R BEPCHA MMEST CODCTESHHEE HAbop BONPDOCOE, YOTAHOBOK M MOOSPHUISUME, ¥OTO-
phiE HYHWOSKTCA B yNpaanasin. MacTo nocTAEWME WNi TPSTER CTOPOHE PACNpPOCTRAHART ONA WENONL30BAHMA CBAZEH-
HEIE & G&30N8CHOETER YOTAROBW B MHTEpHETS. 3TH YETAHOBKA OOMHHE GhbiTh DECCMOTEEHN W OLEHEHL OTHOCHTEMLHD
HOHEDETHLL. NORMTHE, NPEKTHHSCKAE NPUEMOoBR W noTpebHocTen onpeganeHHoR OPraHuIauMe.

D0.2.3 Npouecc pa3paBoTEM NPUENAOHLIX NPOrpamMm

MHOMME OpraHMIauMy BOanTHPYIOT NpOrpaMMHeLE COS0CTEA K CBOMM NOTPEEHOOTRM MAW GCO03HT CREUWMANLHEE
APANCHEHEA, MCIONEIYH WHCTRYMEHTE ONA paspaboTiy, NPegocTIENSemMEIE KDYIHEMA 1 MEMKAME NOCTRELHEEMEA.
TTH MHCTPYMEHTANBHEIE CPEOCTER Pa3paboTiy NpOrpamMHorG oBechEqHEHUA PROKD NPHEOSAT K BHEODEHHE KHBOpME-
YroHHDA DeaonacHooTd, Nostouy Heabxogumo, 4To0bl OpraHUIaLHMK NNEHWPOBANK BENHHEHKWE MHGOpMaLHOHHOR De-
SOMACHOCTH B CEOA NPOUSCe pa3paboTid NporpaMuHels cpanets. CneaumanicTel g obnacry De30nacHOCTA 3ARBNRMT, 4TO
MHOPMAELMOHHAA BE30NACHOCTE Hanbones adwpakTHaHa B TOM cny4as, ecnv TpeboBanMs BS30NACHOCTH BHEOPRKITER
B NparpaMsHce obecneYedts Bo spenA pazpaboTsk, a He Torga, KOrga NporpamMHLe Mogyne GeannacHocTH 3aWmTem
AoBAENAKTCR K Z8KOHYEHHOH CHETEME.

[o xasana papaboTil NPOrPaMMMLIX CPEACTE PaapaboTwMem OormkHel GeiTe NPOUHEOPMAROREHEl O NOAWTAKS
MHOPMALMOHHGOA Ba30NACHOCTH OPFBHUIaUMN, O ToM, 8K OHS CBRISHE © paspaboTeo, M OONHHBl OCOAHABATE YIPO3kI,
HANPABNSHHLIE NPOTHE Opradu3adne. PaapaBorivenr gonsHe GelTe OCBAS0MNEHE TAKEE O NporpaMqe obecne4aHHR
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MHBOpMBUMOHHOA BEZONACHOCTH M O TOM, 08 OHY MORYT NONYHUTE PEROMEHOALMK No pa3pabome. MNpoydas ocHoBa B
BAOE NOMUTHEA OPFEHWZE0HY, 28 NPEKTIHeHHE NPMEME! W NOCTORHHO0S COTPYOHWSECTED © paboTHukamMy crysibe obec-
nEdeHR BHopMaunoHRoR BesonacHooT ByayT ApaHTrpoEaTE SPPeKTHEHOETE M PREIVTIETATHEHOCTE MHEOPMALMOH-
HOW BE20NaCcHOCTH NOCPEOCTEOM NPOFPEMMHLE CREacTE.

B papaboTke NpuknaHbl Nporpams, scnoHaiums 8 ceba Tpaboeania DE30NACHOCTI, HEOEXOIHMMD YYMTREATE
nea acnexta. MNepasiA 3aN0HaETCR B TOM, 4T0 CaM NpOouess papadoThE NporpamMmHBsn CPEQCTE COCTOWT W3 XOpoLwo
CTOYKTYPAPOBEHHLE 1 OOKYMEHTPOBEHHLE WaroE. Ligneso 3706 paIpaboTed RENABTCR COAGAHWE NPOrPaMmMHiLLE CREICTS,
OTBEMEHILLME HCHMMHATENESD COBCTREHHLIM TPROOSEHNAM ¥ HE NOIBONFKWWE CIYHEAMD WNH NPEOHEMEDEHHD BRINom-
HATL HEXENATENEHLE OnEpawaK. [0NR QOCTHEEHKA 3TOA Lan OpraHnsagnA qonxsa Tpebosaduan MWCOM3EK 21827
[13]. DonanHATEm:HYH MHEORMEUA O MOOENH PAZEMTHR GYHHILUMOHANEHEE BOIMOHHOCTER MOGHHD NOMYYHTE HE CalTe
htbp: fherdew. sei.cmu.edw/cmmil. TNpuenagHee NporpaMMel ¢ KPATHHECEH BRHHEMA TReE0BaHHAMK WHBOPMELUHOHHOR
BE3oNAcHOCTH AOMmHHEl PAIpaBaThiBaTECH © HENONLIOBAHWEM NPOLBECCOR, ONPESENAEMelE YOoEHEM 3 MK Banes ewco-
KHMM YOOBHAMY MOSENM PE3EUTAA GyHELMOHENEHEIX BOSMORHOCTEA, OnA vero Tpebyarch, dtols npouecs cozpaHns
NPOIPAMMHOTD 0DECNE4EHUA 4NA MEDONDHATAR MEHBOEMEHTE W NPOSKTMPOSAHWA Bbin GOKYMEHTWROBAH, CTEHLANTH-
30BEH M BENHMEH B CTEHSAPTHEIA NPOUSCT CO30AHMA NpOrpasMmMyEons obecnadeqHuA ong opramzacme. Bo ecex nposerax
OSOMHHE MCNONEI0EATECA YTESPROSHHEA, CNSUWANEHD 80aNTHPOEEHHEA BEPCHA CTAHAAPTHOND NPOUEcca CO3gaHHR
NporpaMyMHoro obecneyeH A opraqdmzagey ons paspabaTie W NOOOBEKEH NPOrpaMMHEX CpeaoTe.

Bropeis Scnaktos ABNSETCA BHEMEDYEHRE B pazpaboThy NpWMENaaHs: NPOFPEmMe cooTBETCTEYWMY Tpebosanwi
BEACNACHOCTA MPUACKERMA, 3T TpaboeadnA GOpMHPYIOTER NOMMTHESA MHbOOPMALMOHHOR DE3CNACHOCTH OpraHMza-
LMK, BRXHTEXTYPOR DEAONACHOCT W OUEHKOR prcka. Boe TpebosaHHa SonsHel GuiTh OOKYMEHTHROBAHL], BENK-EHEI 1K
NPOTECTWROSAHE BO BpEMR npouscca paspaborkd. TpeGoBaduA Ge30MacHOCTH OOMEHED TENKE ONPESENATE, KAKOW
ofbes OOKa3aTenscTa NOTPEOYETCA ONA OEMOHCTRALMK NOMHOMN COOTEETCTEMR NONMTHEES BeaonacHocTi W mobomy
pErYIMpYHILWLEMY 38X0HOO0ATENECTEY.

Mockoneky 3HaHWE EYHELWOHWPOBEHWA NPOrpaMMHEX CREGOTE 38WMTE GAHHLIX MOKET NOSBENrHYTE PUCKY Npk-
NOHEHME, QOKYMEHTALWMA, HENPMMER pE3yNETETE TECTHROEEHWA W MHCTRYHUWKE OMA ONapatopd, DOMHHE HEEOaHTeER
Mo KOHTRONEM, YT00L OHE HEYMBILLMEHHD HE CTANS OOCTYIHOA GMA HECOHKUMOHWPDOBAHHOM WenoneaosaduA. Monsoe
ONUCAHME OCHOBHLY BONPOCOR pazpabote mosHo HadTy & obwsenocTynHoR nyBrmkague NIST SPED0—E64 «Coobpa-
#EHHA DE0N2CHOCTA B MHIHEHHOM WWENE DA3EWTWA cucTeme: [34], Ha cadre hitpalosrc.nist.oov/publications/nistpubs!
indax.html.

0.2.4 MproGSpeTeHne NPorpasMMHEIX CReaoTE 3aWM TRl QaHHBIX

CIpralaagns MOXET J3moYuTE QOrosop ¢ OpyToR OpraHWIauHed Ha pazpaboTey NpOrpaMMHblE CRROCTE 3aWMTE
OEHHBIX WK NPHNOEREHEA G yHeTom Tpebosadmmid BezonacHocT. MpoBnemel, onpaganedsse 8 D23, npurogqel ang
npouecca nprobpeTeqnn, Ho B npouscce pa3paboTe CYWSACTEYINT g8a paanm-wA. MNepecs paInW-We JAKNHE8ToR B
TOM, 4TO MPOUBCE pa3paboTiy OrpaHMHFBABTCH NMECEMEHHEIM JoroBopomM. BreceHke vamasasni B Tpabosasms name-
HAT QOrosop W, BEPORTHO, NOWBESOYT K YESMMHEHIRD CTOMMOCTH W Cpoxos pazpaboton. Bropos painuHWe cocTOWT B Tam,
YTO NOOPAOHAE OBLIYHD HE OCBEOOMIEBH O CTRYHTYDE W EYyMBTYRE TRYOA OpraHWIaumiK. Painddsbe npeagnonasesns W
HENpasunEHoe NpeacTasneqws of opraduaauae GyoyT cnocoBCTEDEATE MAMBHEHKHAK forosopa. Tawam obpazom, npe-
COpETaHWEA OPraHMIaUMA QONHHE DeITh KPAAHE OCTOPOMHOR NpY onpegenedu Tpaboeadwi, embope paspaboTywsa
W NPOSEOSHAM NPHEMOYHEIX HCMLITEHNE.

Oprasqagumie MoryT TARKKES NPWoDPeETETE MOTOBLE K HCNONLIOESHHE NPOrPEMMHEIS CRaACTEE JALUATE SEHHBLE
ONA YA0EnNSTEOpEHA HERDTOPLE TPE0oBaHHA ApeHTERTYPR GazonacHocTy. [ormsHo CylUScTEOBETE YETHOS NOHWMaHWE
BOAMOMHOCTEN 1 OFPAHMHEHAA 3THY NPOFpEaMMHEIR CPROCTE. 3TO NOHMMEHHE HeobXoqmme ONns HAsHTHEMEEUNKY OCTa-
To4HEE Tpebopaden, roTopea GyOyT YOOBNETEOPSHE OPYTMMH ANEMEHTEMH SpXHTEETY DL

Hoewe NporpaMMHLIE CRBOCTER OOMMHHEl DbITE COBMECTAMBIMK C CYLUACTEYHILWMAMH NPOrPaMMHLIMKE CREOCTEAMN
TaK, 4To0L OHIK He NPEERALLANTY B HEOSACTEMTENEHLIE MNW HE HOMNDOMETUPDBANM CYLBCTEYHILWE NPOLAeSyPLl Geacnac-
HOCTH. DOsNHD MENONbIYEMBIM STAMOHOM NPOTPAMMHEIX CREOCTE 33WKMTE J8HHLD ABNAKITCA OOLLUWE EPETERNH, Npea-
CTABNAWWE cofol cosokynHOCTE TREBoEaHMR 1 cnewadiukal s DeannackocTy, onpedenadye 8 MCOUM3K 15408 [7].
B ohwM: EpuTepiay OnHeSESa TR yHELBOHANEHBE Tpe0oBaHMA W TpabosadkA aoesprs K Del0nacHOCTH, KOTODLIE
MOCYT DIt NONSIHBIMKE GNH BCCNEOOBEEHER TREDOBEHHA W CPABHEHKWA NpogyeTos T o7 paznyuHsd NpoM3aooETenan.

OowwWe kpUTepuy CeoboaHo QocTynHEl Ha cawte hitpeimiap.nist govlcc-schameaindex htmi.

D.3 Cetu

D0.3.1 MobansHEe caTH

0.3.1.1 Obaop

MMmobansHeE CBTH OXSATLIBAHT WWPOHME TERTOPWH, WENONLIYA NPOTONONL! CERIM, NPEOHAIHAHEHHES GNA Bel-
AOOE JANEHD 38 NREOENs MECTHOM KOMMNEKCE 303HWA WNA TENPHMTOPMK BEHYTEW 308HMA. MHTEpHET COCTOMT W3 MHOME-
CTEE MaHRWME MObansHLl CETEA, HEHOEA U3 ROTOPLX MMaeT CoBCTESHHEIA HE0OP MaHUPYTUIATOPOE, KOMMYTATOPOS 1
LUMI30E © OpYIAME roBansHEMKA CETRMK. Tak HasneaeMan 400bYHaRs TensthoHHan ceTh — 37O awe afHa rmobans-
HaR ceTe. Bo soex criysanx rnobansHLe caTy NOBCHTY SAanasT BOaMOHHEIM NEPEMELLEHIE NOTOKS gadHelx. Kposme Tor,
OHW NPESOCTAENAKDT MHOKESTED TOHEK O0CTYNE. e MHOOPMELMA CTEHOBWTCA YRISMMON.

B Oonee HpynHEIX OPraHH3aUMA, 43cTH KDTOPLLY PACNONOHNEHE TERRMTORUANLEHD Daneso gpyr oT Opyra, corTs
BEMMHEET B GelR COROMHEHNMA ¢ MOoDansHoA ceTe:, Hanpuwep, o MHTEpHETOM, NOCPEOCTEOM HECHOMBHAY MOKANEHEX
CETEA B KAMO0M HOMMINEKOES 30aHHA MM BHYTPW 303HAA M HECKONERAY CNEYMANEHED COSOMHBEHNE C rnoDansHoNR CaTeR,
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BLOANEHHEIR GNA Opradnaaupl,. OBs4HD 3TH BROSNEHHBIS COBOMHEHMA C MOoDaNEHoA CETEH CHATAKTER BHYTREHHHMK
AMA ORTEHWUIALMH W HE HNX OTCYTOTEVEDT TPEHHYHLIE COS0CTES YNPSENEHNA, MCNOMNLIYEMES ONA COSO0MHEHMA © OPYyTHMKE
EHUEMEMH MW BHEWHWMA rNODANsHEMN CETAMKA, Hanpumep, © MaTepHetom. KSk 48cTe PErynApHEX OUSHOR PUCKE
OPFBHMIALMM A0MiHE ObITh PACCMOTREHE! BOIMIHHOCTE KOHTPOMMPOBEHWA CNEUMANMIMPOBAHHER COSQUHEHWA © rmo-
DansHOA CaTeed ¥ WAdpoBaHHA coobo yeHHOW weopraure. Kpome Toro, QoMmHaH TWETENEHO HOHTRONWPOBATEER
OOCTYT, NPESDCTARNABMEN NONLI0BATANAM EHE CETH OpTaHMIALMN.

0.3.1.2 MposogHele rnobansHss e

BonswHHCTED ModansHER CETER REMATCR NPOB0OHLIMN, WCNOMLIYVOWWMH ONTOBONOKDHHEIE MNW MaOHLE K-
DerK, COBOMHARILLME ROMMYTATORE M MBpLIPYTHIATODE. KAk OTMEYANOCE BeUE, WHMDPOSaHHE PEOKD MENONLIYETCR 8
NpoBoaHE MobansHelx CETHX, 38 BOKMOYHEHVNEM KDHTWSECKH BEMHLIX CETEEL: CcERzal. Maws waband npoBogHoR rno-
DENEH0A CATA 38WHLEHE PUImBcK, DYayHH PEZMELLEHL BHYTRN CTEH, WKahos 1 NOOBAN0E, Ky0a MMET [OCTyn He-
mHOrue moan. 31w Gopusl HRIVMHECKDNA 3AWKTEL W NEPHOOMHECKAR NPOBEPKE COBMMHEHNA ABMAKITCH BOWHCTEEHHEME
MeEpamK BE30nNACHOCTY, CERIAHHEIMK C DONBWMHCTEOM NPOBOOHLE MODENsHER caTeld. B cny4as, ecnu KOMNEHaA NpM-
obpeTasT CneUmanvanpaBaHHEIE NMHAK, MOKBET NPOBOOMTECA WX ONPENENSHHDE TECTHROEEHWE, HOD SNETEPHETHE DCHO-
ESHHOMY HE QOr0BOpS QOBEPHH K NPOBAROSDY TENSK0MMyHIKALMOHHLD YoMy CyWacTeyeT BamHom. MHonga npoBoasoe
COBAWHEHHE C MOGansHOR CaTel, hakTHYSCKM BENEHaLES B CA0A NuHi CBY-CaRiv, NasapHBIe MMHNK WNK paguo-a-
CTOTHEIE NMHWA (BXMHOYEA CNYTHWE), ROTOPLIE BEOORT JOMONHATENEHEE BOIMOEHOCTH GNA MOHMTOPAHTE WHOpMaLIIMI,
NpoXOARLLER “epea rmnobansHy CeTh, Game NpenoMTITEMLHD.

[n3.1.3 bacnpoennHue rmobansHele caTk

Mo Mepe pRIPACTAHWR CETEN COTOBON CERAM NORBMNAKITCA HOBLIE CHCTEMEl NEPESEYH aHHER, XOTH DoNLWMHETEG
M3 HAX BOS S ABNSIOTEA COABHWTENEHD MEgNEHHOOSACTEYIMLMMK [Grono 20 sBuric), cylecTeyeT NEpCnesTUEa Mars-
OWUTHLX NEPENEH NOCPEOcTANM CETESLIX NPOTONON0E Ha Dase coToBoA Tanedoimy, MNOCKDNERY 3T CHETEMB] BENONBEIYINT
MODUMLHER KapanTep COTOBOA CETH M NOOASAVBST CEAZL MNPM BLICOKDE NPONYCHHOR CNoCoBHOETY, WX 480T0 Haszs-
BRIT CHCTEMaEMHY DECNPOROAHOR rmMobansLHol CETH. 3TH CUCTEME TIoRS obnansnT orpaqHEHNEHHBIMKE BOMOKHOCTAMEM
o ofacnaveHne WWPPOBAHMA M SHAMROMMYHEIMKY BOAMOMHOCTAMM obBchayaHuA BaaonacHocTy. DoHakD yEanWuMBa-
WaRcA KOG OSHUHANEHOCTE MHOPHY KNWEHTOB-ORMEHN3aUWA MO OTHOLWBHKWKD | Bonpocan BasonacHocTd rnobansbor
caTH, ocobeHHD Ons coToes: TenedoHoB, NpUsena K Donewsal «ecTpoeHHOR: DBIDNacHOCTH, BRNINYaR wndposaqse
OEHHLEX, Mo ERESAHER Maps, B OTHOWeHWA Tensdaqos — cm, 23,22,

D.3.2 NokansHLEe CETH

0.3.2.1 OGaop

Nokanedse caTA PECNPOCTPAHEHE HA TEPPHTORWA EDMNNEECE 308HWA, 3TAME JNSHWR ANW QEME B MMaBHOM
ofce. NMoxansHLe CeTH 4acToT MCNANBEIYIT T8 ME NPOTORDNEL M CHCTEMEl MEDLWPYTHIAWMA, 4TO W v Gonee kpymHee
EPOACTEEHHUEA? — rMODAaNLHLE CETH, HO 0BLMHO OBECNEYMBAT JAWMTY, HCNOMLIYA ONPEOaNeHHEIR BRO LWIN0208
MEHOY NOKANEH0A 1 robanssol cetAme. W momet Beits NROCTEIM BIPEraTos NPONYCEHOA cnocobHOCTH 1 MapLUpy-
THIAUMN TRAMKE MI MOXET BRANHATE B Co0A MEKCETEBRIE IKPAHKI, CHCTEME! NOMCHE BMPYCoE, oBHADYHEHMA BTOpME-
HHA W OpYTHE rPaHuHHEE MEpl ynpaeneqds BaaonacHocTel [cv. 11.5) Bo etex CRy4aqsx NOHUMEHNE BERHHOCTH CETeRRX
COBOWHEHHMA W BOHTRONA 38 LWMS033MKY ABNRETCH DEWSHHLMM acnesTom ohecne4eqns GezonacHocTi NOKEMsHOR CaTi.
Opyrsa 0coBEMHOCTH NOKANEHOR caTH oBCYMOAKTCR HIHE.

0322 CucTamel NPOSoOHEN NOKEMEHEIX COTER

MpoBoAHBIE NOKAMLHEE CETH 0DLIMHD 3FWMLIEHE! GM3HHECHN MYTEM OCYLWBCTENEHWA MEHEOMMEHTE MAPDLIPYTH-
SATOROE, KOMMYTATOPOE KN KA0ENEHLEX coRquHEHMA. B HEXOTOpDEIX CRyYaAx pacnpagensqwa |P-anpecoe W gpyrie doyHe-
LH MEHEIRMEHTE MOMYT OMPEHHHHMBATE BOAMOKHOCTE MOGKMKHEHMA HOBLIX YCTPORCTE K NOKENEHON CETH, XO0TA NONB30-
BATANM NOKANBHOA CATH MOMYT NOCHUTATE CTOML CTPOTAA MEHEOMMEHT CETH O48HE CNOMHBIM W DecnonsissimM.

0323 Cucremel GecnpoBodHelx NOKANEHBIE CETEA

0.3.2.31 OfSwar wHdopumaumn

BecnpoeoaHbIe NokaneH6E cat, coobedso Wi-Fi cucramel v cucTemsl B02. 11x, 0boidHo obacnedueasT pa-
AWOHACTOTHEA CUrHan ang BnestHen ceran (—100 M), ROTOPLIR MOMET WCNONBI0OBATECH ANA CATEBLN COBQUHEHHE M
pacnpagenesuA Gadss. C BEChpOROOHEIMK NOKENEHEMA CETRMH CER3AHE MHOMOHWCNEHHES npobneme Bazonacka-
CTH, HAWDONEE CHEBMOHLIM M3 KOTOpPLIX AEMASTCA YMBILLMEHHOS TREHCNWPOESHWE NOTEHUWANBHO KOHGMOEHUYKANEHOK
MHBOPMALMA KOMNSHAY. Tasas BOSMOEHEl BONBs WI0WPEHHLIE ATAEN, BapyLyMe nog HOHTPONE COSOUHEHWS, Napaan-
pecytwre Tpadiie M cERaW B caTy. Nocne HECKONEEAE NET OTHOCUTEMNLHD BE3ONACHLN PELIEHHA (NPOTORDNE Wkdposa-
HWA B DecnpoBoOHOR CEAIM} CTANW ADCTYMHEL OTERGITEE M COBMBCTHMEIE CTAHOaPTEL AnA B02.11x cuctes. CoanasHsIR
no ODEa3LY YBCTHOM CTAHOapTa BesonacHosTy CiEco NoO HAISaHMEM #¥YNPOWEHHER PACIHDREMER BraHTHER NNarT-
fropeiE, OTHRETEIE CTAHAAPTY, 3AWHILEHHEIR PECLMPEHHLIE NPOTORDN Sy TeHTHdwrauny (PEAP) cran goctyned B pas-
NedHEE DecnpoaodHeE cioTamad. NMpw cozpanad nobol BecnpoBoaHoN NOEANEHOR CATH B OPTEHUIEUMH Heabuogumo
TIWATENEHD PACCMOTRETE MENONLIoBaHNE PEAP wnv cxofsbix MexaHramos obscneqedun BeaonacHocT i,

Moy codpganmy BECnPoeOIHDN CRBML CYLLUSCTEYVIOT D88 OCHOBHEE SnsTEpHATHER BATERTYDLL. MNepean cocTouT B
mononsaoeadus PEAP » oBecneqesma GecnpoeogHOMe QoCTYNE K CETH TOMNLHD CAHELMOHUPOBAMHEIM CUCTEMEM M NONL30-
ESTENAM CETH 1 COA0AHMM NOKANLHOR CETH BHYTPA CETH ORraHMaalMy, pRccMaTpHEas BCEX Nnonsaoeatensd Secnposog-
Hild CETEN KA QOBEPeHHLD YNSHOB xoMnasm. Jpyran ansTepHavea — nogocoaquHeHne BecnposogHol NoKansHoR
CeTH, ABNRAWEACH BHELWHEA ONA COTH EOMIOZHAH, W HCNONL30BAHME BHRTYAMLHOR “AcTHoR cetd, eeb-cabrtos SSL
MW aHAMROFMYHEX chnose BS30nacHocTA NA 2810ATE QOCTYNE B pECypoan HoMnaqed. Bones nogpobios oBsAchabne
oM. DL3232—D03234
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[0.3.2.3.2 BacnpoBodHEs NOHANLHAR C8TE B NPEg@nax OpraHnaagnn

Kamnawva, wononsayowwe PEAP, monyT obacneyueaTts HENONsI0saHwe DECYPoOB KOMIEHNM 1 J0CTYN TONEKG
CEHELWOHHPOSSHHRX NoNe20RaTENSd K BecnpoeogHof NoxansHoR catn. JasHos pawaeHue npobnemsl Bce eWe yRIsH-
MO ANA atax oTHaza B obonysMBEaHnMH, HO, G0N MAOHEHMEHT W NOOOSpHEE DeNpOB0OHOR CETH B OCHOBHOM OCYLECTE-
MASTCH BHYTEW 303HHMA WM KDMINEKCE 30aHHA, HAXOOAWMACE N0O KOHT PONEM KOMIEHNE, TO TEKDE pelUeHHE ABNRSTCR
BAONHE WenacoobpasHeiM. 310 NpegyCMaTPMEZET NEPEMEILEHHE NONL20BATENSA B IPAHWLEE OPraHM3anEn — CHTya-
LMA, TAMAYHER ONA MWL, NOCEWARILMY PE2NMHHEIE COBELUIAHNA B PA3HEX KOHDSPEHL-I8nax, WNH O0NHHOCTHEX DL,
YECTO NEPESIAEMHWLIME MEHOY DESINWHHERMKE dMAManaMye RoMnadude. Kpoma 1on, TaEos PEsHng orpaHiHESET 0ocTyn
K caTy, MHTepHET-COaOMHEHNAM W OpYTHM PECYDCEM KOMISHMA TONEKD STHM CAHELMOHWPDOBSHHEIM NOMLI0BATENRM.
MogpabHocTy BazonacHoW peannzaguy PEAP B 3ToA SHYTPEHHEA MOSENM ADEMTEETYDEl CHMWLKOM MHOMHBCMHEHHS,
Yrobb oDCyHOETE MY noapobHD. Myorws pecypckl NPEOOCTAEMNAKTCR NOCTABLMKEMA | FIHTEpHaTaM.

[n3.2.3.3 becnpoeoaHas NOEANEHAA CETE 33 NPEOSnaME OpraHuIsLHn

AnNLTEpHETHBOA OIPEHWHEHNA MCNONLI0BAHKA GECNpPOBOOHOR CAETH CAHKUMOHWPOBAHHBIME NONEIOEATENAME
REMABTCA NPEgOCTABNEHWE DECNPOBOOHOND CO8OMHEHMA C MHTEpHET-CEAZLN, ABNAKMUBNOCH BEHEWHWM QA CaTal opra-
HMZauMK. B aToM cnyyEe nonsiosatensm DecnpoEoiRonn COaqUHEHHA MockaT Dbt NEOBOR 4anoserk WnW nuuo, abousu-
pyiwee yenyna. One He ByayT WMeTs HEMEONEHHOTD QOCTYNE K PECYPCAM KOMNaHHK. BMecTo SToro none3osarens,
KOTOpGIM HYSEH O0CTYN K PECYDCAM KOMMaHMY, BnoneaywoT [cr. 11.2.1) gns GesonacHOr CO8gMHEHNR C CETEH KOMNE-
HVM EMPTYRNEHYH HACTHYH CAThH. [BHHOMY PEWSHNK MPWCYLLM HEOOCTATEY CETESON MEHEDEMEHTE, DOHEK0 ONA MONLI0-
BATENSA 308Ch MOrYT BeiTe NpeMMylwEcTEa. PUHAHCOBLIE YHPEHOEHWA ORMHD HE HananT, YTobs NOCTOROHHNE NONB30-
BATEMW MCNONLI0EEAN PECYPCh DBCNpOBOOHOR NOKANEHOA CETH, HANPWMEP, YHUESPCWTET MOMET NOMENST: COENATE
DECnpoBOOHYHD NOKANEHYID CaTE QOCTYNHOR OfA NOCETHTENSA yHUBEPCUTETCKDID ropogxa. B xasectee aneTepHaTHERI
YHHBSOCUTETY HOMIEHWA YIPAANEHAR HEOBMEMMEIM HMYLLECTEOM MOHET 3aX0TETE CRenaTe DecnpoBnaHyH NOKAMEHYHD
CETL QOCTYNHOR ONR 200N APEHOATOROE B CTROMTENLEHOM HUMINEHES,

0.3.2.3.4 QonanHyransHan vHdsopMayunA OTHOCHTENEHD BRCNpoBOOHOA NOKSENEHOR CETH

Bo mHOMosM nogobHD ToMY, EEK WHPOKONANOCHOE COSOMHEHME JOME QANIeT HOHSHHYID CHCTaMY MPaHWHHEIM YOT-
pOACTECM MEXgy MHTERHETOM, COTEI0 W DECYRCAMK KOMNaHMW, GEcnpoBogHan NOKANEHEA ceTe Tamwe npacbpasyer
HOHEYHLIE CHCTEML! (NOOCOHLIE NOPTATHMEHLIM KOMNBICTEPaM) B rpaHmdHLE YoTpoRcTea. MNoatomMy KOHEYHLIE CHOCTEMEI,
WCNONE3YHOWHMEe DECNPOBO0OHLME COROMHEHNA, QOMMHHLl NPESCTAEANATECA B KEMECTEE EAHOWIATOR OMA NPMMEHEHRR SHTH-
BHMPYOHLIX NPOrpamMs, MEHGCETERL 3HPEHOB M NPOrPaMMHEIY CPBO0CTE ODHSPYHEHUA BTOPMEHMA, NOKENLHD padoTan-
LM HE KOHESHOA CHOCTEME.

MoNeAnEATENN MOPTATHEHEIX EOMMLHITEPOE, COSgMHEHHLE © BEcnpoBOOHOA NOXANEHOR CATLH, BLOBWMIEHT 80-
NOMHKWTEMNLHEE TRebosaHnA. Hazasmoumo oT Toro, ABNASTCR N BECNpOB0OHAR NOKANEHAR CETE KDMNEHWNA BHYTREHHSR
WNH BHEWHER N0 OTHOWSHMID K CETH DOraHM3aupm, 3THM MOoDHNEHLIM NONE30BATENAM TREOYETER OOCTYN K PeCypesm
KORNBHMA YEpad BMPTYENEHYI0 430THYD ceTk (IPSEC nwbo 55L) scnagcTeds BO03pacTaowan nomyrapHocTy Decnpoaon-
Hil ATOPAYMY TOYSES , 3TH £MOpA4HE TOHKWS PSCNONAMEKNTOR B 3P0on0pTaE, NApKEK, YHUESPCUTETAY, HaDETEpUAK, PECTO-
PEHAX, FOCTHHMLEN 1 O MECTEY, HBCTD NOCELAaMLE NALEMA, CORSPLUBKILLMMN QanN0ess Noeankd. YacTo nyTews-
CTEYHILLMM PyKOE0OWTENAM, WMEHWNMM O0CTYN K DecnpoBoOHeIM CATAM, NOBCEMacTHD TpebyeTeR carie © MiTeprarom.
BUpTyanLHaA 4ACTHAA CETE NPEOOCTAANAET MODWMEHOMY NONBEINBATENKD OOCTYN K PECYPCAM KOMNEHKM, roe Ou Ol Hl
HAXOOUNCA.

OcroeHod npoineMon obcnysyMBasMA 3T MOBMNEHLX NONLIOBATENEA B #MOPA4WE TOHKAXR RENRETCA QOESpHE
OhkNHEIM MHTEpHETORCKHM [P-agpacas. MHOME HomNasde MenonsayoT ouanazods 100 » 168, IP-agpecos gnA tanno-
BEIX YCMYT 1 YEMYT NEYETA ONA KOANSKTUEHOM yNOTPE0NeHMA BHYTIH ROMISHWK. 3TH HEMAPWUPYTHEMPOBEHHES aapaca
YECTO MCMANLZYKITER NOBTOPHD, TAK YTO QOMABIIHAR CATh, CETh B EAfETapU M CETH BD MHOMAE KOMNAHAAX BMECTS MOMYT
HCNONE30BATE O4MH W TOT a8 agpec (Hanpusap 10.1.1.100), rge xa=03n CaTe HMEST PEANHYHLIR YOTRORCTES W PRCY R
B 3T0M anpece, MOcKonssy Npodiand BUPTyankHOR S3CTHOA CETH YACTO ONPEOENADT NPAHRATHE DRWESHMA O wHrhposatan
M MAPWEYTHIAUAKM HA ocHoBE agpaca, aapeca 100 v 168, moryT BEENEATE HEONPEBOAHHOE QOBEPHE MOPTATHEHOMD
HOMMLOTERE, CO30d83A HOBLIE NOTEHUMANLHLE pecxi. MogobHo BMPTYENEHOR YACTHON CETH MEMCETEENE SXpaHE W
CHCTEME OOHApYHEHUA BTODMEHNA THKHE 3A0SACTEOEEHE! B NPUHATHA DEWEHAR O NOSCOSOMHEHHAE M O0ESPHA HE
oCHoEE agpecos. Moatomy, X0TA ONA NONE30SATENA NOPTETHEHOIM KOMNEEITERE YMECTHD QOSSPWE K NPMHTERY Ha pabo-
TE W O3We O0MaE, QoBepre B hadnoeory Cepespy B EatieTepd Qorsbd OhiTe CORSMHUSHHD MHEM. MOmMTHIA, Nparpasm-
HELE CPEOCTEA W pyTHE MEps NPOTHMBOORACTEMA B OTHOWEHWN 3THx npodnam gonmHe DUSHWBETECA W NPHMEHATECA HA
CCHOBE OEUEE NOMMTHEY KOMNEHWM.

.33 JononHyTensHaA HHQopMaLMA, CEAIAHHAA © TENSKOMMY HHEALWWAMMA

MpoGremMel, CHRIGHHEE G TENEXOMMYHHKBLUMAMY, CYWBeCTE0BAM Boerqa. [MpoaoroHamesch ClIMAHKE DEdWE 1
OBHHLY B OOHMX W TEX HE CETAX OTHPLIEAST HOBLIA pRO NpoOnaM OnA TENSKOMMYHWHALUWA 1 MED NpoTHBOOEACTEMR.
Hepasro paspafoToy PeYHeBkl MEKCETEELY SKPAHOE, MArMCTPANEHLN BUDTYANEHE YACTHEX CETER W MyMETHMENHAHLLE
CHCTEM ODHAPYHEHHA BTIODMEHNA, KOTOPLIE PDACCMATENBANT NpoGnemMbl CNMAHKA OSHHEIXPDEYK, HE4ANW PEANWI0EL-
BATLCA B BHOE NPOSYKUMHM 1 CEPLEIHD PACCMBTPMBATECA KDYNHBIMK NOCTASWMEAMY, 3TH papabioTol TaEMES Deanuy-
HITCA HOMMNAHMAMM W YACTO ORYNMBKITCA SKOHOMWHECKM B PEIWNETATE DONES KAYSCTEEHHOM YNPABMNEHWAR PESEELIMK
TEMNEKOMMYHHESLMAMNA B NPEOENAN KOMIEHHN.
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D6 3HEYEHME B HAMMEHOBAHWE COOTESTCTEYRKEErT
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WMCO 10202

MCO 11568

MCOM3IK 11770

MCO 15782

a

MCO 16609

MCOIM3K 179992000
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MCOM3E 18028-4

MCOM3E 18033

MCO 211882006

* COOTEETCTEYHMUMA HAUWMOHANBHEIA CTEHOAPT oToyTeTEyar. 0o aro yreepse0sHn DEROMEHIYETCA MCNansIo-
BATE NEPES0N HA PYCORHMA R3IK O3HHOMD MEHOYHAPOOHOM CTAHOAPTA.
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