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Hughopmayua of UBMERERURX K HacMOAWe My cmarkdapmy nydnukyemcs 6 exezodno usdasacMom
arhopMayIoRHoM Ykazamene cHayuoranerbie cmandapmels, 8 Mekcm USMEREHUD ¥ Nonpasok — 8
exXeMecAwno W30 asaemsix UROD MAYUORAEIX yEazamenax «Hayvoranensre cmandapmeiz. B cnyqae
nepeckompa (3aMeRs) LAY OMMENA HICMOSWE20 cmandapma coomaemcemayrwes yeedoMnenye
Gydem onyGRAUECBAND & EXEMECAYHD U30asiemoM URGODME UORROM yEazamene sHayuornaneHsie
cmaddapmerz. Coomsemom ey W aq UHP0DME YUE, YeedoMAeRET § MeKcmal Da3Melanmca makwe &
arghopmayuorrol cucmene of Weao Mo B3 08IHNT — K2 o NyUaneRoM calime PedepansHo20 J2ERMEmes
M0 MEXHUHECKOMY De2yNUPDSIHIN Memponoauy & cemu WnmepHem

© CraHpapTWHbopa, 201 3

HacToAwmiA cTangapT He MoxeT BblTe NOAHOCTBH WNW YACTWYHD BOCNPOW3EEAEH,
TUPaMWPOBAH W PAcnpoCTPaHEH B KAJECTEe of MUMANbHOMG W3faHuA Be3 paspelueHun

me,u,epanthm AMEHTCTEA N0 TEXHUMYECKOMY PErynMpoBaHWH M METRONOTAN.
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BeeneHue

HacT oAWK HauWoHaNEHBIR CTaH4apT NPefocT aBNAST AONOAHWTENEHBIE pEKOMEHD ALK
No peanu3auui U MEHEDKMEHTY WH( OpMaLMOHHOW Be3onacHoCTH B TENeKOMMYHMKALKWOHHE X
opraHwsaunAx Ha ocHoee WOCO/M3K 27002 (Ceog HopM M NPaBWN  MEHEAXMEHTA
MH opmaywoHHoi besonacHocti). Momumo uenel besonacHocTH, MEp M CPRACTE KOHTPOAA W
YNPaENeHWA, onWcaHHblx B MCOMIK 27002, Teneko MMYHMKALMOHHEIE OPraHW3aUWM Ao0N0MHbI

MEAAHAMAT B BO EHMMaHWE Cne OYHLWWE acnekTkl BezonacHOCTH:

1) xoHghudeHyuansHoCmE. Ht opmaymn, MME HILLEA OTHOLLUEHM 2 K
TENEKOMMYHW KA LLMOHHEIM OPraHu3aUmuaAM, JonHHa BeITe 3aWNWEHE OT HECAH KUWM OHWPOBAHH OO

paCKpbITUA.

JTD 03Hayaer Hepa3arnaweHne CBE,D,EHHﬁ 0 HallyWK, CcodepxEHWK, WCTOMHWEKE, ajpeca

Ha3HaMEHWA, a TakHe 0aTkl U EpEMEHHK I'IEFJE,EI,EHHI]H HHdJ COpMauMK.

OnA TenekoMMyHMKaLWOHHBIX OpraHn3aunil kpaiHe eawHo ofecnedynTe YEEPEHHOCTE B TOM,
YTO HEepaarfawWweHne WH opMaLii o KOMMYHMKALUWAX HE Hapywanock. JIMWa, HAHMMAEMEIE Ha
paboTy TENE KOMMYHM K3 LMOH Hbl MK DPraHu3aLmuAmMi L0 N HH bl noLoepHUBaTE
KOH MaEHUMANBHOCTE NHoboll MHb opMauMu o Apyrvx NWLEX, KOTOpPEA MOTNa CTaTh MM
W3BECTHA B X048 EbINONHEHWA WX chyebHbIX 00 A3aHHO CTE.

MpumedaHwe — B HekoTOpklx CTpaHax TephH sTallHa cool WweHWis WCNonb3yeTcA B KOHTEKCTE

ZHEPAZMAL EHWA MHPOPRMELMAN O 0O egUHEHHMAXS,

2) yemocmHocme. YCTaHOBKAE W WMCMNONB30BAHME TENEKOMMYHWKALMOHHBIX CPEACTE
LONMHBl Haxo4WTLCA Nof4 KOHTponewm, oBecneyYwearlwMm YEEPEHHOCTE B MOSNWHHOCTM,
TOMHOCTH W NONHOTE WHG OpMALWKA, NEPEAHHOR, OTNPAENEHHOH WNW NONYYMEHHOW C NOMOLLBH

NPOBOGHOA CEA3W, paguocBA3N KM Nobeimk gpyrumu cnocobamu;

3) docmynHocms.  [lpw HeobxogwwmocTw  gomweH  obecnevyweaTecA Tonbko
CAHKUMOHWPOBAHHEIN AOCTYN K TENeKOMMYyHMKALMOHHOW WHp opmauwk, obopyfoeaHuw W
Cpede, KOTOPLIE WCNONL3YHRTCA ANA NPeAccTaBNEHMA YCNyr CBA3W, obecnevMBaemsix C
NoOMOLLLH MPOBOAHOW CBA3W, pagWocBA3r unu nwbeimn gpyrumu cnocobamu. B kauvectee
PACLUMPEHUA  OOCTYNHOCTM  TENEKOMMYHMKAUMOHHBIE OpPraHW3auMn  LOMWHEl OTAaBaTh
NPUOPUTET BaMHEWLLMM KOMMYHWKAUWAM B CNy4ae Ype3BblMaWHOW CHTYauWW, a Tawxe
cobnopaTe HOpMaTHEHBIE TpeboBaHKA,

MeHegwMeHT  WH OpMaLWOHHON bezonacHocTh B TENEKOMMYHMEKALWO HHbI X

OpraHv3aaymWAax HEDEKU,D,HM HE3ABWCHUMO OT WCNONbL3YEMOro MeTofda, Hanpumep, NpUMeHeHWA

Vil
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NpoEofAHbl¥, BECNpPOBOAHBIX  MAM  LUMPOKOMOADCHBIX  TEXHONoOrMi.  Ecnu MEHeLMMEHT
WHip opmaunoHHoA Be3onacHocTM HE pPeRanW3cBaH Haghexawm obpalom, ypoBeHe pWcka
TENEKOMMYHWKALWA B OTHOLEHWM KOHD WOEHUWANBHOCTH, UENOCTHOCTM W AOCTYNHOCTH MOMET

BO3pacTh.

TenekoMMyHUKALMOHHBIE  OPraHW3auMK  NpefHazHaJveHsl ANA  NpPejocTaBneHuA
TENEKOMMYHWKALWOHHEIX YCNYT, C BRINONHEHWEM pONM MOCpefHWKa No Nepefade MHhopMaumm
C nomolwsk oBopynoBaHMA, WCNONb3YEMOrD ANA  YCTAHOBNEHWA coefuHeHWA. [loaTomy
CNEAYET YJYWTBIBETh, MTO AOCTYN W WMCNoNb3oBaHue cpefcTe ofipaboTkw wHdopmauum B
TENEKOMMYHWKALWOHHON OpraHM3auun  OcCyWecTENASTCA He TONbKD && COBCTEEHHBIMM

CNyHa WMy 1 NnogpAagyMkKamMy, HO Take pa3anMydHBIMP NONE30EATEIAMK EHE OpraHW3 alu iy,

OnA  npefocTaBneHWA  TENEKOMMYHUKaUMOHHLIX  YEIYT,  TENEKOMMYHWKE LW OHHLIM
opraHuzayMAnm  onA  obecneveHWA  B3aWMogeRcTEMA  HeobxoguMmo ofecneywdTe  nwbo
KONJEKTUEHOE MCNONbI0BEaHWM CEOWX TENeKOMM YHMKaLUW OHHBIX yonyr v obopygoeanuA, nubo
WCNONb30BaTh TENEKOMM yHMKAL WO HH bIE yCayrd W obopynoBaHue Lp yrux
TENEKOMMYHUKAUWOHHLIX  opraHn3aunid. CoOTBETCTBEHHO, MEHEIMMEHT WHH OpMaLWoHHO A
fe3onacHoCTH B TENEKOMMYHWKAUWOHHBIX OpraHM3auMAx ABNAEBTCA B3aWMOIABMCHMBIM M
MOMET BKNWYaTe ntoby wnw Boce chepbl CETEBOR WHg pacTpyKTYpbl, YCNYr, NpWKNagHbI X
NporpaMm W gpyrux cpegcTe.

HesaBucumo oT macwTaba onepayuil, 3oHbl obCNyMWBaHWA WIW BWAOE  Yonyr
TENEKOMMYHMKALMOHHEIE OPraHW3auMKM A0JKHBl PEaNW3I0EBIEATE COOTEBETCTEYVHLWME MEpbl M
CPEACTBa KOHTPONA W ynpaBieHWA AnA obecneveHWA KoHg MABHUWANLHOCTH, LUENOCTHOCTH,

DOCTYNHOCTH W NH0BLIX ApyrMX CEDMCTE BE30NacHOCTH TENE KD MMYHWKa LW A,
Aynutopuna

OaHHeld  HaUWOHaneHeIW  CTaHZapT  MpefOcTaBNAST  TENEKOMM YHMKALWO HHEIM
OpraHM3auMAM W NWuam, OTEEYaHLWMWM 33 WH( opMauyWoHHyw Be3onacHocTb, HapAgy C
NOCTABLIWKaMKM CPeACTE 3aWWTel, ayauTopami, MNOCTABLWKAMM TENEKDMMYHMKA LM OHHBIX
TEPMUHANO0E M MCNONBIYEMEIMW KOHTEHT-NPOBaRAEpaMW, HapAay c oGWwum Habopom oCHOBHEIX
uenel ynpaeneHnA bezonacHocTelo Ha ocHoee MCOMIIK 27002 w Take xapakTepHele ANA
TENEKOMMYHHMKALKMOHHOMO CEKTOPA MEpPBl W CPeACTEa KOHTPONA W YNPaBNEHWA, | PEKOME HOAL MK
no  MEHeMMEHTY MHG opmauwoHHod FBesonacHocTW, npegycMmaTpueawlwme eolfiop M

peanW3auUli TakWx Mep W Cpe ACTE KOHTRONA W YNpaeneH uA.

VI



rocCT P UCO/MIK 27011-2012

HAUMOHANBbHBIA CTAHOAPT POCCHMUCKOW ®EOEPALUMMH

WHdpo pHaunoHHAA TeXHON OTHA
METOObLI W CPEOCTBA OBECNEYEHWA BE3ONACHOCTH
PykoBopcCTEa NO MEHENXM 8HTY MHIpOpMAUHOHHOW BezonacHoOCTH ONA

TEN eKoM MYHHKaLM 0OHHBIX opraHWzaumMidl Ha ocHoee HCO/M3AK 27002

Information technalogy. Security techniques. Infaormation security management guidelines

fortelecommunications organizations based on ISOAEC 27002

Nara eeenednna — 201401-01

1 O6nacte NpUMeHeHWA

HacToAwwmi Ha UM OHAN bHBI cTaHhapT onpeaenAet pEKOMEHAALUMM,
NoAAEPHUBAOLINE pPEAaNW3aUMD  MEHEOMMEHTA WHDopmaywoHHol BelonacHocTw B

TENEKOMMYHWKa UM OHHbIX OpTaHW3aUnAx.

[pUMEHEHWE AaHHOTO HaUMOoHaNnLHOro CTaHpapTa no3eonuT
TENEKO MMYHUKE LW OHHBIM OPraHW3 aLMAM BbINONHATE Ba3oesle TpeboBaHWA MEHE DKMEHTE
WHEp OpMaLUMOHHOA Be30NacHOCTM B OTHOLUEHWW KOHD MAEHUMANBHOCTM, LENOCTHOCTM,

AOCTYNHOCTH K nobblx AP YrWuX acnekToe BeaonacHocT K.

2 HopmamMBHEIe CChINKA

HacToAwwiA HauWoHanbHeIM CTaHAApT COOEPXWT MONOMEHWA, OCHOBAHHBIE Ha
PEKOMEHAAUMAX ASACTEYHOLWWY CTaHAapToE. COHaKo BCe PEKOMEHOAUMKM W CTaHAapThl
NoANexaT MepecMOTpY, NO3TOMY NEpef WCNONL30BAHWEM [AAHHOMO HauMOHaneHOro
CTaHAapTa CNeAyeT M3y4MTb NOCNEHHH PEAKUNK NEepEeYNCNEHHBIX HWME CTaH4apToEB.
Ynenel M3K w WCO nogoepwweawT KaTanork AeWCTEYHLMX  MEMDYHAPOLHLIX
cTaHgaptoe. bBropo craHgaptuzagum  anektpoceAzn MC3  (MewpyHapofHoro cowsa
IMEKTPOCBA3M) NOAAEP¥WEAERT  KaTanor JAeACTBYWLIWX B HAcTOAWEE  BPeEMA

pEKOMEHOaUMA MC3-T.

Hzpanue opuumansHoe
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WMCO/MBK 270012005 WHd opmaymoHHaa TexHonorwA. MeTogel W cpegcTea
obecnedyennn besonacHocTn. CucTeMbl MEHEIMMEHTA WHG opMauwoHHoOR DeaonacHocTw.
Tpeboeanwa (ISOIEC 27001:2005, Information technology — Security techniques -

Information security management systems — Requirements)

WMCO/MBK 270022005 WHd opmaymoHHana TexHonorwA. MeTtogel W cpegcTea
obecnedeHwA BesonacHocTw. CBOL HOPM W NPaBMN MEHEIMMEHTA WHG OpMaLMOHHOR
GezonacHocTw (ISOMEC 27002:2005, Information technology — Security technigques -

Code of practice for information security management)
3 TepMWHEI, onpeneneHMa U CoKpaLleHHUA

3.1 TepMKUHEl U oNnpegeneH A

OnA ueneid [aHHOTMD HAEUWMOHaNEHOTO CTaHA4apTa MPUMEHAKTCA TEPMHHEL W
onpegeneHuA, npueegerHele 8 MCOMIK 27002, Kpome Toro, NpumMeHATCA CNE Ay HILWE

TERMWUHEl W ONpedgeneHAR;

3.1.1 coBmecTHoe pasaMeweHne (collocation): ¥YoTaHoBKa TENEKOMMYHWMKAL WO HHBIX

CRPelCTE B NOMELUEHWAY OPYIMX NOCTABWMWEKOE TENE KO MMYHHU KA UM OHHBIX YCNYT.

312 yzen ceAsmm [communication centre). CoopyweHwe, rge pa3mewllatoTcA

CpelCTEa ONnA ofbecnedeHunA Tene KoOMMYHWKaUWOHHO MO BWaHeca.

3.1.3 pakHeAwne KoMmMyHukaumu (essential communications). KommyHwkaywwu,
koTopele TpebywTcA onA npeaynpexgeduA BedcTEMA WMNM OKa3aHWA NoMOWM, ANA
NoASEEMKW  TPaHCNOpTa, CBA3W, 3HeprocHabmeHwA  wow  ONA NO4OEpXaHWA

DELLLEI:TBEH HOro NopAOKa.

3.1.4 Hepazrnawenne [wHpopmaumn o] coeguHeHWAX (non-disclosure of
communications): OcobeHHocTM coegWHEHWR, obcnywMBaeMbIX NWLAMMW, HAHATEIMKM Ha
paboTy TenekoMMyHMKAUMOHHON OpraHu3auWed, He LOMWHL Pa3rnawarteCcA C TOMKW
3PEHMA HaNW4MA, COLEPMAHMA, WCTOMHWKA, aAPeCa Ha3HadeHWA, AaTel W BpEMEHK
NepegaHHol WHG opMalmn.

3.15 nepcoHanbHanA uHdopMauma (personal information): Mud opmauwa o nuye,
KoTopaA MoweT BbiTe MCNONB30BAHA AONA WASHTWQ MKAUKMW 3Toro nWua. KoHkpeTHaA
WHEh OpMaLUWA, MCNONE3YEMaR ANA TAKOW WOEHTW] MKaLWKM, ONpefenAeTcA HALWMOH AN bHEIM

JaKOHOOaTENLCTEOM.
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3.1.6 npHOpHTETHLIA BRIZOE (priority call): TenekoMMyHWKALKW, OCYLWLECTENAS Mble
CNEUMANbHEIMK - TEPMUHANAMW  NpY  YPEe3BbIMANHBIX  CHTyauWAX, KoTopble TpebywT
NpMopWTETHOR obpaboTww, orpaHuywean  obWECTEEHHBIE  BhIZ0BB.  CneyWanbHbIe
TEPMWHANLI MOTYT NPeRocTaBNATE pasnuuHble yonyrv (nepegava ronoca no IP-ceTam,
nepenada ronoca no T oM, IP-Tpad vk gaHHelx W T. 0.) ANA NPOBOAHEIX W DecnpoBOHEIX

CRTEH,

3.1.7 TenekoM MYHW KALUWOHHBIE NMPUKNAaHbIE nporpaMMbl (telecommunications
applications). [lpvknagHble Nporpammel, HanNpWMep, SNEKTPOHHAAR MNOMTA, K KOTORBIM

Nony4yaT A0CTYN KOHEMHEIE NONBI0EATENW W KOTODRI2 EBEHFI]"I-DTEH Ha CETEEBRIX YCnyrax.

3.1.8 TeneKoM MYHHW KAUWOHHBIA Bu3Hec (telecommunications business). buanec
No NpefocTaBNEHWH TENEKOMMYHWKAaLUWOHHLIX YoOyr © UeNbH  Y4OBNETBOPEHMWA

noTpebHoCTel Apyrux nuy.

3.1.9 TenekoMMyHHW KAUWOHHAA annapatHana (telecommunications equipment
room). HYacte obweld nnowagw, rge pacnonoseHo obopydoeBaHve AnA obecneyveHwA

TENeKoMMYHHWKaUWOHHOTD BuaHeca.

3.1.10 TeneKOMMYHHKaUHOHHBIE  cpencTBa (telecommunications  facilities):
¥cTpokcTea, obopygoBaHwe, npogoda M Kabenw, G W3MYECKWME COOPWHEHWA WNW Apyroe

anewTpoobopyRoBaHME ANA § YHKUMOHWUP DBAHMA TENEKOMMYHK KaL WA,

3.1.11 TenekoM MYHHKALMNO HHEIE OpraHuzaumm (telecommunications
organizations): KomMme pyeckan OpraHw3awms, NpeaocTaenAwLWaA
TENEKOMMYHMKE UM OHHEIE YCNYIW © UENBH YA0BNETEOPEHWA NoTpebHOCTEN ApymMx NKL,.

3.1.12 Ten eKOM MYHHKaLUHO HHbIE zanucwu (telecommunications records):
MHopMauMA, KacalWaAcA  YJYacTEBYHLWWX B CORAWHEHMM  CTOPOH, WMCKNHJaA
COAEP¥aHWE  BPEMA M ANWTENEHOCTE COCTOABLUEACA T &N EKOMMYHWKAL W .

3.1.13 TeNneKOMMYHHWHALWO HHBIE  YCAYTH (felecommunications  services):
Mepepava MHGOPMaUWMK C WCNONB30BAHWEM T EKOMM YHWKALMOHHLIX CPEACTE WIW WHbI X
cpencTe obecneyeHWA Nepegayn MeXny NONE3I0BATENAMM TEE KD MMYHW KA UM OHHEI X YCnyr
MM MEXEY KNWEHT MK TN BKOMM YHWKaL WO HHBI X YCyT.

3.1.14 xnUeHT TeneHOMMYHWKAUMOHHBIX yenyr (telecommunications service
customer): Ilyo wnKM opraHMaayMa, 3aKNKOYMELLAA LOMOBOP C TENEKOMMYHUWKE LW OHHEIMK
OpraHu3alMAMK 0 NpeANaraeMblX MK TENEKOMM YHH KALLWO HHEI X YCOYrax.

3.1.15 nonb3oBartens TeNeKOMMYHMKAUMOHHLIX yenyr (telecommunications

service user): JIMLo WNKW OpraHW3anmuA, UCNONb3YHLLIME TENEKOMM YHHUKELWOHHBIE YCyTW.
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3.1.16 TepMHHaNLHOE obopynoEaHHe {terminal facilities):
TenekoMMyHWKaLUMOHHBIE  CPERACTEa, KOTOPblE  NOGKNHYEHB K OQHOMY  KOHUY
ofopynoBaHMA TENEKOMMYHMKaLWOHHOR JTMHWUW CBA3KW M YacTh KOTOPOro yCTaHaBNWBaETCA
B TOM ME NOMELLEHWW (BKNHNEA NO0LWAAKH, paccMaTpWBa eMblE Kak MOMELLEHWA) MW B
TOM e 30aHWM, T[Oe ycTaHoBNeHel Nwbele  gpyme  yactw  ofopyRoBaHWA

TenekKo MMYHHEaLWOHH Ol NUHKKM CBA3 N,

3.1.17 nonbzoearens (user): Jlwuo waw OpraHW3auMA, WCNONb3YHILWE CPeACcTEA
wnW  cuctemsl obpaBoTkw wHp opmauwK, HanpuMep, COTPYAHWK, NOOPALMME  WMNK

NONbB30BEATENE TpETbEﬁ CTOPOHEL
3.2 CoKpalleHWA

OnA uenei [aHHOM HAUWOHANLHOTD CTAHJEPTE NPUMEHRAHTCA  CHedyHLLWe

COKpALLEHWA:

ADSL  — acummeTpuyHan uwdpoean aboHedTckaA nuewA (asymmetric digital
subscriber line);

ASP — nNocTAaBWWK YCAYr No apeH4e npuknagHelx nporpamm  (application
service provider),

CATY — kabenbHoe TeneeupeHwe (community antenna TeleVision);

CERT - rpynna peardpoBaHMA Ha KOMMBHTERHBIE WHUWAEHTEl (computer
EMergency response team);

ODoS — pacnpegeneHHelid oTka3s B obcnywueaduwn  (distributed denial of
service),

OMNS — cnywba umeH gomeHoe (domain name system);

Dos — oTka3 e obcnypkueadun (denial of service);

ISAC - ueHTp ofmeHa w awanwu3a wHdopmauww (information sharing and
analysis centre);

MGM — CeTW chnedyrwero nokoneHuA (next generation networky);

MWMS — CMCTEeMa CeTeBOro MeHe mwMeHTa (network management system);

OAMEP — akcnnyataumn, S0MWHWCTP Mp OB HWE ofcnymwuBaHn e W

npegocTaenedde [(operations, administration, maintenance and

provisioning);
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NPOTOKOA MHWLMaUWK cecokm (session initiation protocol);
cornaweHue of ypoeHe yenyr (semvice level agreement);
NonoxeHWe o npuMeHUMocTy (statement of applicability);

YHUD MUWPOBAHHLIA yKkazaTens pecypca (uniform resource locator);
nepefada ronoca no IP cetAm (voice over internet protocaol);

weTodHWk BecnepebfofiHoro nutandA (UPS — uninterruptible power
supply);
MH 0 pMaLWOHHBLIE TEXHO N0 TAK;

NepcoHaneHell  WAEHTUD MKALWOHHLIR  Homep  (PIN —  personal

identification number),

CHCTEMAa MEHEO¥MEHTa WH opMaunonHol BesonacHocTn (ISMS -

information security management system);

KOMMYTHpYEMaA  Tened oHHaA ceTe  o0fWero  NoNb3DBaHWA
(FSTHN - public switched telephone netwoark).

4.1 CTPYKTYpa faHHOro pyKOBOACTEA

LaHHEIR HAUWOHANEHEIA CTAHAAPT WMERT CTPYKTYPRY, cxofdHywo © MCO/MIK 27002

B 1tex cnyvanx, korga onpegeneduele B WMCO/MEK 27002 uenw v mepel W cpegcTea

KOHTPONA W YNPAaBNEHMA NpMMeEHMMEl Bes kakol-nwbo gononHWTenNbHOR WHG opMaumuM,

DaeTcA Tonbko coklnka Ha MCOMISK 27002, XapaktepHan oNA TenekoMMyHWKALKMOHHO Mo

CEKTOpa COBOKYNHOCTE Mep W CPeAOCTE KOHTRONA W YOpaBNEeHWA, a4 Takxe pEKDMEH,ﬂBuHﬁ

onucaHa B [Npunoxernn A (obAzaTensHom).

B Tex cnyyaAx, Korga Mepsl W CPeACTEA KOHTPONA W yNpaeneHWA TpebywT

DOMONHATENEHOM XapakTepHOR ANA TENEKOMMYHWKALWA pEKOMEHLALMW NO peanuIaymm,

Mepa W CPEACTEBO KOHTRPONA W ¥OPaBNeHWA, a Take W peKOMEeHLal WA N0 UX peannaalni

noeTopATcA M3 MCOM3IK 27002 6e3 wameHeHMi, @ 33 HUMK CNefYeT XapakTepHanA onAa

TENEKOMMYHUKALUWA PEKOMEHOALUMA, CEA3AHHAA © 3TOR Mepol W CPeaCcTEOM KOHTPONA W

YNpaeneHKnA. KEPER'I'EPHI:IE 4nA TeneKOMMYHWKaUWOHHOTO CeKTOopa peKoMeHdalWnw W

WHEh OpPMALKMA BKNHYEHBI B CHELYHLWWE pa3aensl:
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— OpraHM3auMoHHEI® S3CNEKTEl MH opMauMoHHoR Ge3onacHocTi (pasgen B);

— MeHempxmeHT akTweoE (pazgen 7);

— be3onacHocTe, cBAZaHHAA C NepcoHanom (pazgen 8);

— @uauueckan be30NacHOCTE W 3aLUWMTA 0T BO3ASWCTEWA OKpyWawLWel cpegbl
(pazgen 3);

— MeHe pxMeHT KOMMyHMKaUWA v paboT (paagen 10);

— Ynpaenenwe poctynom (pazgen 11);

— [MpuobpeteHwe, pazpaboTka W 3kcnnyaTauMA  WHQ OPMALMOHHEIX  CHCTEM
(pasgen 12);

— MeHe BKMEHT MHUWOEHT OB MHE opMayMoHHo R beaonacHocTwh (pasgen 13);

— MeHemKMeHT HenpepelBHOCTH Buadeca (pa3gen 14).

4.2 CUCTeMbl MeHepKMeHTa MHhopMaLMOHHON 6e30NacHOCTH B

TeneKoMMyHHKALWoOHHOM BHU3Hece

421 Uenw

MHt opmayma, Kak W Apyrue akTWBbl OPraHW3alMW, ABNAETCA BaHbLIM akTopom
AnAa Buaneca opraHuzaumu. MHg opmaura MOMeT BeITe HAaNeYaTaHa WMAW 3anucaHa Ha
Bymare, coxpaHeHa B 3NEKTPOHHOM BWAE, OTNPAEBNEHE N0 NOYTE, MNepejaHa B
INEKTPOHHOM BMAE, MoOKasaHa B @ WNbME WNW BeickazaHa B becegax. Hesaewcumo ot
fopmel MIW ¢ YHKUMOHANEHOCTY MH OpMaLKMY AW CPELCTE, MCNONE3YEMBIX ONA o0bmeHa
WH opMauWeldl WNK e XpaHEHWA, WHPopMauvA Bcerga TpelyeT cCoOOTEETCTBYHILENR

JaALUKT I

OpraHw3aumm U WX WH OpMaALWOHHBIE CUCTEMBl W CETH CTANKMBAKTCA C Yrpo3amu
fesonacHOCTH, MCXOOALLWMW M3 LUMPOKOTD  CMEKTPA  WCTOMHWKOE,  BKIHYEA
MOLWEHHWYECTBO ©  MWCMONB3CBAHWEM  KOMMBHTEPA, LWNMOHaM, EPEAMTENBCTEO,
BaHLANW3M, YTEMKY WHD OpMaLKMK, 3EMNETPACEHWE | NOMAP WNW 3aTONNEHWE. 3TU yrpo3bl
Be30nacHOCTH MOMYT BOSHMKATL BHYTPW WM BHE TENEKOMMYHWKALWOHHBIX OpraHu3agui

NPUYUHAR yLWep B opraHnaaumu.

Mpu HAapyWwWeHW WHDOpMaUWOHHOA Be30NacHOCTM, HAnpUMMep, B Pe3yNeTaTe
HECAHKUWOHWPOBAHHOMD AocTyna K cucteme obpaboTkw wHg opmayww, opraHuzaywA
MOMET noHecTH yweph. Toatomy pgna opraHwsayum  Heobxogumo ofecnewBats

WHIp OpMaLWOHHYK  Be30nacHOCTE, MNOCTOAHHO — COBEPLIEHCTEYA  CBOK  CHCTEMY
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MEHELMMEHTE  WHpopMayWoHHoW  BesonmacHoctw  (CMKWMEBE) B cooTeeTeTBMM  ©
MCO/MIK 27001,

JdexTWBHaA wHpopMauwonHas DesaonacHocTe JAOCTWrAaeTcA  MNOCPEACTEOM
pEaNM3auMK COOTBETCTEYHILEN COBOKYNMHOCTW MEp W CPELCTE KOHTPONA M YyNpaBNEHWA,
OCHOBAHHOW H&a Tex, MT0 OMWCaHbl B AAHHOM HAUMOHANBHOM CTaHfapTe. 3TW MEepbl W
CPEACTBA KOHTPONA WM YNpaBneHWA Heobxogumo YyCTaHaBNWEATe, PealW30BEIEATH,
NOABEPraTe MOHWTOPWHIY, NPOBEPATE M COBEPLUEHCTBOBATh B TENEKOMM YHMKALWO HHbI X
CpeLCTBAaX, YCNyrax W NpWKNagHelX NporpammMax. YConewHoe pasBepThlBaHWE Mep W
CORACTE KOHTPONA M yNpaeneHMA De30nacHOCTEH CO3ACT NYYWYH BO3MOMHOCTh
AOCTWMEHWA COOTEBETCTEMA UenAMm BelonacHocTM W AgnA  ycnewHdoro BuaHeca

OpraHn3aLum.

TenekoMMyHUKALWOHHEIE OPraHU3ayMK, Yel CPeACcTEa WCMNONL3YHTCA PaznknyHEIMK
nonb3oeatenAMmu anAa obpaboTkw Takod WHPOpMaUWKW, KaK NEpCOHANbHBIE AaHHBIE,
KOH MABHUWANEHBIE gaHHble W BM3Hec-faHHBIe, fomHel obpawartecA c©  3Tol
MHp opmaymel ¢ Bonbwoi/gonwHoi 3a6oTol W NPUMEHATL COOTBETCTEYHILLMA YPOBEHB

JalUKTEI

B 3akntoyeHue cnefyeT cka3aTh, Y4TO TENEKOMMYHWKAULWOHHBIM OpraHM3aLWAM
HeobxogWmo cO38aTk W HENPEepBIBHO coBeplleHcTBoBaTe obwyw CMWB, yto oBecnednt
VEEPEHHOCTL B NOJAAEPMKE COOTBETCTEYHLUWX MEp M CPEACTE KOHTRONA M yNpaBNeHWA

BesonacHocTeH.

42.2 Bonpockl bezonacHOCTH B TEN eKOM MYHWKAaL MAX

TpeboeanwAa K obwel cTpykrype Be3lonacHocTM B TENEKOMMYHWKALUWAX

MEOWCTEKAHT W3 Pa3HbBIX WCTOMHWKOE!

a) KNWeHTE/ADOHEHTEI, HYXAAHWWECA B QOBEPMKM K CETAM W NPeAocTaBnsemelm
yChnyram, BKNKMAA JOCTYNHOCTE yonyr (ocofeHHo 3kcTpedHslx cnyw®) B cnyvae

CEpPLe3HbIX KaTacTpod

b) opraHel rocymapcTBeHHOW BhnacTk, Tpebywwwe obecneveHnA De3aonacHocTW B
COOTBETCTEBMM C OUPEKTMBAMW, HOPMaMK M 3akoHamMu AnA obecnedyeHWA YBEPEHHOCTW B

DOCTYMHOCTH YCAYT, B MECTHOM KOHKYPEHLWW W B 3ELLMTE NepCOHANBHO A MH 0p MaLLMK;

©) ceTeBble OMNepaTopbl M NOCTABLLMKM YCNyr, HykoawwwecA B obecnedeHuu
Be30NacHOCTH ONA 3alUMTEl CEOWX NPaKTMMECKWMXY WHTEpPECOB W WHTepecoe OMaHeca, a

Takxe ONA BeINONHEHWA CBOWX obA3aTenLCTE neped EKNAEHTaMH W DEMECTEDM.
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Kpome Toro, TENEKOMMYHWKALWOHHEIE  OPraHW3auMi  OON¥HBEl  YYWTBIBATh
CNefyHLMe WMHUWMAEHTBI, CBA3AHHBIE © OKPYawWeR cpedod W BesonacHocTeho

JKCMNyaTauknK:

a) TeNEKOMMYHWKALWOHHEIE ycnyri B Donbloid CTeneHW 33aBWCAT OT PasnUYHBIX
BE3aWMOCEBR3AHHLIX CPencTB CEA3M, TakWxX Kak MapLUpyTW3IaTopsl, KOMMYTaTOpLl, CEpPEEpbI
AOMEHHEIX WMEH, PETPAHCNATOPLl CMCTEM NERESaYuM W CHCTEMBI CETEBOMD MEHE JHM EHT 3
(MMS). CooTEeTCcTEEHHO, NPOBNEMEl De30NacHOCTH TENEKOMMYHMKALWA MOMYT BO3HWKATE
B pazfnuyHoMm ofopyacBanHww/cpencTeax W DbICTpO pacnpoCTpaHATBCA YEpe3 CeTk Ha

apyroe obopynoBaHue/cpencTEa;

b) B [ONONHEHWE K TENEKOMMYHWKaUWOHHBIM  CPEACTBAM K CEpPbe3HbIM
HAPYLIEHWAM G e30nNacHOCTM MOTYT NPUBOAWTL TEKKE YAZBMMOCTM CETEBLIX NPOTOKONOE W
Tononorn ceTi ERUREINEET KOHEE preHUMA NPoBOAHEX M BECnpoBodHeX CaTel B CETAX

cnegyiolero nokoneHuA (NGM) moweT co3faBaTk CYWECTEEHHbe npobnemsl (RN

BRI & yHrUMOHANBHD COBMECTUMBIX NPOTOKDNOE;

c) ocHoBHOE BECnoKOMCTBD TENEKOMMYHMKAUWOHHBIX OPFaHW3auMil Bbl3biBaeT
BO3MOMHOCTE KOMNPOMET auun Be3onacHoCcTH, BEAYLWARA K NPOCTOR CETH, KOTOPBIA MOMET
ObiTe OMEHb ADPOFOCTOALLWM C TOMKW 3pEHWA OTHOWIEHWA C KNWEHTAaMK, YNYLWEHHODRA
BbIFOAbl W PAaCcKof0B HAa BOCCTAHOBAEHWE. YMBILUNEHHbIE aTaKM, HAUSNEHHbIE Ha
LOCTYNHOCTb  HAUMOHANBHOW  TENEKOMMYHWKaLUWOHHOR  WHD pacTpykTypel,  MOryT

PacCMaTpHEaTBLA Kak I'IFIEIEJ'IEI'I.I'IE HEuHﬂHaﬂhHDﬁ Be30MacHOCTH,

d) cucTemsl W CeTW  yNpaBnNeHWA TENEKOMMYHWKALWAMW  YA3BWMEL  ANA
MPOHMKHOBEHMA XakepoB, OBbiMHOR MOTMBAUWER TakMX MPOHWKHOBEHWA ABNAETCA
XMLLEHWE TENEKOMMYHWKALWOHHBIX yonyr. T akoe XMILEHWE MOXET DbiTe CNpOEKTMPOBAHD
PaznWyHEIMK  cnocoBamu, TakMmKM KAk AKTUBMPOBAHME AMATHOCTUMECKMX YHKUWA,
MaHWNYIWPOBAHWE YY4ETHEIMW 3aNWUCAMMW, W3MEHEHME NpefOcCTaBNeHWA Da3 faHHbIX K

NepexeaT BLIIOBE0E abo HEHTOE,

B) OpPraHWsaunW, nNpefOCTABNAKLWME  YOAYTW  CBA3W,  NOMKMMO  BHELUHMX
MpOHUKHOBEHWA 03a60MeHBl KOMNpPOMETAUWER BE30NaCHOCTH W3 BHYTPEHHMX WCTOMHUKOE,
TAKMK Kak, HanpUMEp , M3MEHEHUWA KOH Urypaynil u 6as faHHbIX CETEBOMO MEHEAMMEHTA
CO CTOPOHB HEYNoOAHOMOMEHHOTo nepcoHana. OHW mMoryT BbiTe cyyaiHbIMKW WNw

HaMe peHHBI MK,

c UE NbH obecnedeHWA  3alMThI WHI 0 pMa LM DHHBIX AKTWBOB B
TENEKOMMYHWKALWOHHOR cihepe, Bepylmy Hauvano W3 pas3HblX WCTOMHWKOBR B pazHoi

TEﬂEKGMMFHHKELl'HDHHﬂﬁ cpene, HEUE}{D,D,HMEI pEKoOMEHOaUWMK N0 BezonacHOCTH anA

g8
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TEHEKDMMFHHKEU'HH, 4T Akl nogoep¥UEaTE feanWaal MeHedXMEHT 3

WHEp OpMaLMOHHOA Be30NacHOCTH B TEJE KO MMYHW Ka LW OH HbI X 0P raHM3a LW AX.
3TH pekoMeHLALKMK No BE30NACHOCTH LOMKHBI NPUMEHATBER K

a) TENEKOMMYHMKALMWOHHEIM OPraHM3aLWAM, CTPEMALLMMCA K NpedMYLLECTBY B

buaHece B peayneTaTe peanuzayun CMKE,

b) TENEKOMMYHWKALMOHHBEIM  OpPraHM3auMAM, CTPEMALMMCA K JOCTHMEHWH
YBEpPEHHOCTM B TowM, wro  TpeboeaHwA  wHfopmaywoHHoOW  Be3onacHocTw
33MHTEPECOBAHHLIX CTOpOH (HanpWMep, WX NOCTAELWWKOE, KNWEHTOE, PEFYNATHEHLIX

OpraHoe) BygyT EeINOAHEHE,

C) Nonb30BaTENAM W NOCTaBWMKaM NPOAYKTOE W YCNYr, CBA3aHHBIX C
obecneyeHWeM  wHp opmauyvoHHold  BesonacHocTW, ANA  TENEKOMMYHWKSUWOHHOR
WHO Y CT RN,

d) BHYTPEHHWUM WAW  BHELWHMM N0 OTHOLWEHMH K TEJEKDMMYHUKA LM OHHEIM

opraHu3auMAM NUUaM, KoTOpblE MNPpOBOAAT ouzHky W ayawt CMWE Ha npeamet ee
COOTEETCTEMA TpeboBaHuam WMCOMIK 27001 ;

E}I EHYTPEHHMM  KWNOKW  BHEWHWMM N0 OTHOWEHWHY K TenekoMMyHWKELWOHHEIM

DpPraHW3aLMAM NMLEM, KOTOPbIE NPOBOAAT KOHCYNLTALKMKM MnK TpeHuHr no CMHB.

423 WHibopW auHOHHLIE AKTHELI, TPEDYIOW He 3AMUTEI

OpraHuzauWu ANA CO3AAHMA MEHEAMMEHTAE WHP opMauMoHHOR BezonacHocTu
HeoBXOOWMO YTOMHWTE W WOEHTW WUWPOBATE BCE AKTMBLl OpraHW3aynn. YTouHeHWe
aTpWBYTOB W 3HAYMMOCTM aKTWBOE MO3BONAET PEANW30BaTb COOTBETCTBYHLLME MEpLl W

CpenCcTEa KOHTPONA W YNpaeneHWA.

MHD o pmayma 0b aKTWBax, KDTOp bIE He 0b xo gumo AWM LWLaTh B
TENEKOMMYHWKALUWOHHBIX OpraHn3aunAax MmoxeT beme HaWgeHa B 7.1.1 elHEEHTapH3aUMA

AKTWB OB®.
42 .4 YcraHoBneHne MeHe KM eHTa WH (POp MALMOHHO W D e30NacHOCTH
42 41 Kak yctaHaenuBatThs TpebDoBaHWA De3zonNacHoCTH

TenekoMMyHUKaUWOHHLIM ~ OpraHW3auMAM  HeofxoQWMMo  YCTAaHOBWTE  CBOM
TpeboBaHuA 6GesonacHocTv. CyWecTBYET TPM  CNEAYHLUMX  OCHOBHBIX  WCTOMHMKE

Tpeboeanui besonacHocTK:

a) pe3ynbTaTbl OLEHKM PUCKOB ANA NOCTABLUWKA TENE KD MMYHUKA LW OHHBIX YCayr, ©

y4eTom ero ofwel cTpatemu Braneca w uenei. MNocpeacTEOM OUEHKW PUCKE NPOWCEOgNT
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H,D,EHTH¢I MEaUWA Yyrpo3 AnA akTUEDE, OUBHKE y’ﬂEBHMDETEﬁ M EEPOATHOCTH BO3ZHWKHOEBEHWA

¥rpo3a n I'IFIHEIIHEHTEJ'II:HEFI OUEHKa MX NOTEHUWaNEHOM BENUAHWA,

b) npaeoBble, 3akoHOOATENLHBIE, HOPMAaTWMBHBIE W AoroBopHele TpeboBaHuA,
KOTOPbIM  LOMMHBEl  COOTBETCTEOBATh  TENEKOMMYHWKALWOHHBIE — OpraHW3auuu, U
COUMAaNbHO-KyNbTYpHaA cpega. [lpumepamn  3akoHofaTenbHelx  TpefosaHull  ansA
TENEKOMMYHMKALMOHHEIX  OPraHW3auMil  chysaT  HepasrnaweHwe  WHpopmaumm o
coeguHennAx  (A15.1.7) w obecnedeHwe BawHeEAWWMx KommMyHWkauwin [A15.1.8).
MpUMeEpamMyu COLMANLHO-KYNLTYPHEIX TpebBoBaHWA ABNAKTCA ofecnedeHWe LENOCTHOCTH
Co0BLWEHMi , NepefaHHblX, PEeTPaHCNWPOBAHHEIX WAM NONYYeHHeX nobeim cnocobom,
LOCTYMHOCTH NPOBOAHEIX WANKW DecnpoBodHLIX TENEKOMMYHWKALMOHHEIX CPeAcTE ANA
YNOJMHOMOYEHHBIX NWL, W HE MNPWYWHEHWA Bpeaa APYrdM  TENEKo MMYHWEE LW OHHEIM
CPpeACTBaM,

C) ONpefdeNlEHHAEA COBOKYNHOCTE MPMHUWNOE, Uened W TpeboeaHwid BuaHeca onA
obpaboTkn  WHDOpmaunK, KOTOPYH MNOCTABLWWK  TENEKOMMYHWKaLUWOHHBIX  yoayr

pazpaboTan 4NA NOSOEPHEN CEOMX OMEpPaLMIA.
424.2 OueHka puckoB bezonacHoCTH

TpeboeaHwa BeaonacHoOCTH MOEHTHG MLUWPYHTCA NYTEM PETYNAPHOR OLEHKW PUCKOE
besonacHocTu. 3aTpaTkl Ha Mepsl M CPEACTEA KOHTPONA W YNPaBNeHWA J0NMHbl
conocTaeNATeCA ©  ywepbowm anA  Buadeca, Bo3moxHeM  BonepcTewe choee B
obecneyeHun BeszonacHocTd. PeayneTaTel OUSHKM PUCKOB NOMOTYT HaNpaguTe M
ONPEeAENUTE COOTBETCTBYHLUWME YNPAaBNEHYECKWE MEPEl W NPUOPUTETHL ANA MEHE A¥MEHTE
PUCKDE WHE opMayWoHHOW Be3onacHocTM, a Takke peEanW3oBaTe Mepbl W CpeAcCTEa

KOHTPONA U YNpaeneHWA, EI:IEFIEHHI:IE ANA 33 LWNTEl OT 3THUX PUCKOE.

|:|LI|EHHZH PHUCKa A0NHa NepuoduyeckKn NOBTOPATBCA, YTO BRI YMUTLIEAThE nwobbia

W3MEHEHWA  KOTOPBLIE MOTYT NOBNWATE HA PE3YNbLTaThEl OLEHKN PUCKOE.
4243 Buibop mep 1 cpeacTE KOHTPONA W yNpaBneHuA

Mocne MoeHTHG MKaLMK TpeboeaHwid Be30NacHOCTM M OLEHKM PMCKOE WM NMPUHATHA
peweHwid no obpafoTke pwckoB chegyeT peanw3oBaTe COOTBETCTBYHILLME MEpbl
KOHTpONA W ynpaBneHuA AnA obecnevyeHWA YEBEPEHHOCTW B CHIDKEHMW PUCKOB A0

LONYCTUMOrD YpOBHA.

HacToAwee pyKoBDACTEO B LONONHEHWE K 0DLWEMY pYKOBOACTBY NO MEHE LM EHTY
WHip opMauMoHHOR Be3onacHoCTM NpefOCTABNAET AONONHWT BNbHBIE pPEKOMEHLAUMKM W
XapaKkTepHble OANA TENEeKOMMYHWKaLUMA MeEpsl W CpefcTBa KOHTPONA M YNpaBNeHWA ©

YYET OM TpeboBaHui, XapaKkTepHblX AnA TENEKOMMYHMKaL WA, Moatomy

10
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TENEKOMMYHHMKALUWOHHEIM OpPraHW3auuAM peKoMeHAYeTcA BelfWpaTe W peanv3oBLIBATE
MEpbl W COEACTBA KOHTPONA M yNpaBneHWs W3 gaHHoro pykoeoacTea. Kpowme Toro, AnA
YAOBNETEOpeHUA ocobblx noTpebHOCTER B COOTBETCTBYHLWMX CcRydvasx wmoryT beiTe

pa3paboT aHbl HOBBIE MEpEI W CPRACTBA KOHTPONA M YNpaBNeHWA.

Belfop mep W CpeAcTE KOHTPONA W YNpaEneHWA BE30NacHOCTEK 33BMCHT OT
PELIEHWA OpPraHM3aynM, OCHOBAHHBIX HAa KPUTEPWAX NPMHATWA PHEKOE, BapuaHTax
obpaboTit PHEKOE W obwem nopxofe K MEHEOMMEHTY QMCKOE, NpAMEHWMOM K
TENEKOMMYHMKALUWOHHBIM  OpPraHW3auWMAM, a8 TaKKe J0NMHbl  YYWTBIBATLCA  BCE
COOTEETCTEYHIWME HAUMOHANBHEIE W MEXMAYHAP O4HEIE 3AKOHOAATENLHEIE U HOPMaTUEHLIE

aKThl.
42 44 BanredAwue chanTo pbl ycnexa,

MpumedATe 0.7 cTanpapta MCO/MIK 27002,

5 Monumka BesonacHoOCTKH

MNpUMEHATE pa3den & cTangapta MCOMSK 27002,

6 OpraHuMsauMoHHBIE acnekTel MHpopMmayoHHoKM GesonacHoCTH

6.1 3apga4l, pellaemMbie BEHYT pH OpPraH 113 agun

Uenk: OcyWecTENATE MEHEKMEHT WHG OpMauWoHHoR BesonacHoCTH B pamkax

OpraHW3aLun.

,D,UII}HHE BhITh Co3faHa CTPYKTYpa MEeHe DHMEHTa 4NA MHAUMWPOBaHWA WM KOHTPRONA

obecnedeHWA WHD opMaUWoHHoR Be30NacHoCTH B OpraHW3augmm.

Beicles pyKOBOACTEBO  AOJKHO  YTEEPHAATe NONMTUKY  WH opmaunoHHo
Ge3onacHoOCTW OpraHW3auMK, Has3HavyaTb OTBETCTBEHHLIX WY B ofnacTh NonnTWkW
WHp DpMaUMoHHDA BE30NACHOCTM, 8 TAKKE KOOPOWHWPOBaTE U aHANM3UPOBaTh BHE APEHUE

MH OpMaLKMoHHOR BE30NacHOCTM B OPTAHM3aL WK,

Mpu HeofxoguMOCTW chegyeT npedycMOTpeTb HalWMYMe KOHTaKTHOro nuya,
33HMMALLETOCA BONPOCAMM WHE DPpMALMOHHDA BE30NacHOCTW BHYTPW DPraHW3auun v K
KOTOpOMY MOryT 0BpalaTecA IEWHTEPECOBAHHBIE COTpYAHMKW. CnefyeT HanamueaTsb
KOHTAKTBl © BHELUHMMK CNeLManucTamu no Be30nacHoOCTH WNKW Tpynnamu cnelwanucToe,
BKNHMEA COOTEETCTEYHLWME OpraHel, MTOBbl HAXOAWTLCA B KYPCE OTPACNEELIX TEHAE HUMA,

OCYWECTENATE MOHWUTOPWHT CTAHOAPTOE M METOA0BE OUEHKEW, W obecneYyweaTk deKBET HbIE

11
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TOMKM KDHTaKTa npv obpaboTke WHUMAEHTOE WHE opMauMoHHoR Ge3onacHocTW. Cnegyet

MOOLWPATE MHOTOMNE O MNEHEIA Nogxoq K 0becnedeHnie MHp opmaunoHHol BesonacHocTy.

6.1.1 ObazarenscTBa pyKoBOACTEA NO OTHOW EHWK K HHgOp MAaUWOHHO I

De3onacHoOCTH

MpumenATe 5.1.1 cTangapta MCOM 3K 27002
6.12 KoopaWHauMAa BonpocoB WHpopMauMoHHON Be30NacHoOCTH
Mpumenate B.1.2 cTangapra MCOM 3K 27002

6.13 PacnpeneneHne obAzaHHoCTER No o becnedeHn o WHipO pM aUMo HHOR

Ge3onacHoOCTH

MpumenATe 6.1.3 cTangapra MCOM 3K 27002

6.14 lNpouecc nony4eHnA pazpelleHHA HA HCNONL30BaHWE CPEACTB

ob paboTkn MHOpMaLKMK

MpumenAte 6.1.4 cTangapra MCOM 3K 27002

6.15 CornaweHnA o KOH(IMOEHUHAN BHOCTH

Mepa M cpeCTEO KOHTPONA W yNpaBneHWA

TpeboeaHnAa B OTHOWEHMW  COMNaWEHWA 0  KOHGQMOEHUMANBHOCTH  WIK
HEpasrNaleHWy, OTpawatowme noTpebHOCTM opraHw3aynn B 3awuTe WHG opmaynM,
LOMKHBI ONPeAeNATECA U PEFYNAPHO NEpECMaTPUBATLCA.

PexoMeHaauMAa no pean M3auun

B cornawenwAx 0 KOHPWAEHUWANEHOCTW  WAW  HEpPa3malleHWW  LON¥HO
cofepwatecA TpebopaHwe o 3awwTe KoHGWOEHUMANBEHOW WHD OpMaUMKM, BeIpaMeHHoOe
HEUOUYECKMMIA TEPMUHAMK, UME KOLWMMKU MCKOBYH cuny. YTobkel onpegenute TpeboeaHuA
ONA cCOrnaweHuid o KOHG WAEBHUMANLHOCTH WNKW Hepa3rmnaleHuW, Heobxogumo yyecTs
CNeAyHLWME akTopbl:

a) onpegeneHWE WHEp opmaymm, Moo ExaLLE i 3almTe (Hanpumep,
KOHD MAEHUWANEHAR WHTD Op MALKA);

b) npegnonaraemelil cpok LeRCTEWMA COMMALUEHWA, BKIHYAA CNyYan, KOrga moxeT

BEO3HWKHYTE HEUE}{U,JJ,HMUETI: B HEUI'FJE—]HHHEHHDﬁ noanepHKe HDHI:I.'.I MOEHUHANBHOCTH,
I:]I HEDEKG,D,HMI:IE ,D,EHCTBHH MPpKW OKOHMYaHKWK CPOKa ,D,EHI:TEHH cormalleHKA,

d) obAzaHHOCTM W OERCTEMA  NWY, NOAAWCABLWWX COMNALIEHWE, ©  LUEJkH
NPeaoTEPaLLEHWA HECAHKUWOHWPOBAHHOMD pa3rfalednA WHh opmauun (Hanpumep, no

NPWHUMNY €He obXooMMOro 3HaHWA )

12
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g) BENafeHWe WHMOpMaUWMel, KOMMEpYECKME TalHel W WHTENNekTyankHaA
COBCTEEHHOCTE, W KaK 3T0 CEA3AHO C 33 WWTOW KOHPWLEHLWANEHOW WHI OpMaLm K,

f) pa3zpelweHHoe MCNONB30BaHWE KOHG WAEHUMANEHOR MHG opMaLkl M npaga nwy,

noagnucaellkyx cornalleHWe | B OTHOWEHWW MCNONbB30BaHUA HHdJ CpMaLMK,

g) Npago nNoABEpraTe ayAWTY M MOHMTOPWHIY OEATENEHOCTE, CEA3AHHYHK C
KOHG WOEHUWANEHOW MHD opMaunei;

h) npouegypy nNpegynpexgeHnA W coobLWEHWA 0  HECAHKLMOHWPOBAHHOM
pazfnalle HUW WAKM HAPYLUEHWAX, CEBAZAHHLIX C KOHD WABHUWANEHOR WH opMaLKei;

i) YCNOBWA BO3BPATA MW YHUYTOMEHWA WH OpMALMK B CNYYaR NPWOCT aHOBNEHMA

e UCTEWA COTMAaLLEHMA;

j) npepnonaraemele AEWCTEWA, KOTOpBIE AOMNMHBl GbiTe NpeAnpWHATEN B Chyvae
Hap yWEHMWA LAHHOM0 CONaLUe HUA.

B saewcumocTw oT TpebogaHui De3onacHocTM opraHwaaukn, MoryT noTpeboBaTseA
DONONHWTE NbHBIE 3NEMEHTEI COMNALWEHWA 0 KOHG MAEHUWANEHOCTH MNW HEPA3TNaLEHMM.

CornaweHnA 0 KoHMAEHLWANEHOCTM W HEPA3rNALWEHWW OONKHEl COOTBETCTEOBATE

BCEM MNPUMEHMMEIM 33KOHAM W HOPMam, No4 HPUCOWMKUMHD KOTOPBIX OHW NoAnajatT
fcwm. Taewe 15.1.1 8 MCOM 3K 27 002).

TpefboBaHWA B OTHOLWEHWKM COMNALLEHWMA O KOHSD WAEHUWANEHOCT M W HEp 33rNaLLEH M
AOMKHEl MEPECMATPUBATECA NEPUOLKMYECKM M KOM4a NPOMCXOAAT M3MEHEHWA, BNWARILLM e
Ha 3Tk TpeboBaHKA

PexoMeHpauMA No peanM3auMK, XapakT epHaA ANA Ten eKoM MyHHWKaL, Wi

Ona MO EHT W MK LM K TpeboBaHi B OTHOLLIEH MK COFMALUEHMA o
KOH$ MABHUWANEHOCTH  MAW  HEPA3MMalLeHWM  TEeNeKOMMYHMKAUMOHHEIE  OpraHW3almn
JOMMHEl paccMoTpeTe HeobxogumocTe 3awwTel AnA obecnevyeHWA HepasmalueHWA
NepefaHHol WH$ opmayum;

d) HanWyKWA,

C) WCTOMHWER,

)
b) cogepxaHwa;
)
d)

afpeca Ha3HaYeHWA; 1
B) AaTkl M BPEMEHM
DNononHutensHana nHop Mauua

CornaweHwA o KoH$ MABHLUWANEHOCTH W HEPA3MaLUEHWN 33N LLAKT MHD 0 pMa LM H

DPraHW3auui, a Talwe WHHOpMWpYKT AWML, NOANWCABLWMY corfnawedne, of  wx
13
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0BA3aHHOCTM 3AWMLLATE, WCNONB30BATE M PasrNaWaTe WHE OPMALWMK  BHYLIAH LM

AOEBepHe W CAHKUMOHW PO BAHHBIM cnocobom.

|_||:II-'1 Pa3nnYHbIX obcToATENLCTRAX OpraHnaay v MOMET I'IDTFIEEUEETI:I:FI
MCNoNb30BaHKE Ppa3nMdHEl X I:IJDFJI'I.I'I COTNELLIEHMA 4] KDHdJ MOEHUNANBEHOCTH Wnu

HepaarnaeH .

6.16 KoHTaKkT c paznM4YHBIMN HHCTAHLM AWK
Mepa u cpecTBO KOHTPONA M YyNpaBNeHHA

Lo neH bl nogoepHHeaTECA COOTEETCTEYHILLME KOHTaKTEI C Pa3nHUYHBIMK

WHCTAHUWAMM.
PexomeHpauMa no peanM3aumn

B opraHuzayuAx O0nMHBl NPUMEHATBCA NPOUSAYpLl, ONPEASNALUME, KOTLE W ©
KaKWMK WHCTAHUWAMKM (HanpuMep, NpagooXpaHWTENEHBIMU, NOMAPHEIMW W HAZA30 PHBIMA
opraHamu) HeobXxoAWMO BCTYNMTE B KOHTAKT, W kakim obpazom chnefyeT CEROEBPEMEHHD
cooBlWaTe 0 BBIABNEHHBIX WHUWLEHTaX WHopmaywoHHol BesonacHocTW, eciu ecTh

nofo3pedHWe o0 BO3MOXHOCTH HAapYLUEHWA 3aKoH .

OpraHn3zaumAmM, NogBEepralWMmMcA atake vepes MHTepHeT, moxeT noTpeboBaTthen
NPWENEYEHME BHELHER TPETeEA CTOpOHBI (Hanpumep, npoeaiaepa MHTepHET-yonyr uan

TENEKOMMYHWKALWOHHOMD oNepatopa) ANA NPUHATKUA MEp NPOTUE WCT OMHWKA aTakd.
PexkoMeHpaL KA NO pean H3aUMK, XapaKTepHaA ANA Ten eKoM MyHHKaLM i

Ecnu TENEKDMMYHWEa UM OHHBIE opraHv3aaynmn nonyyarT 3anpockl oT
NPpaB00XpaHUTENbHEIX WINKW CNeACTEEHHBIX OpraHoE OTHOCHTENBHO HHdJUFII'u'IEU'HH,
CBAZIAHHOM C NonNbL30BEaTE NAMHA TENEKOMM YHHUKaL WO HHBIX YConyr, TO 3TH
TeneKOMMYHHEKEUWOHHBIE OpraHW3ayWd HY#OsHTCA B NOOATEepPHOeHWK, MTO 3anpockl
MPOLWMK NeMTHMHEIE NpoUecCel W Npouyedypel B COOTEETCTEWMM C© HaUWOHAaNbHbIMW

3EKOHAMM W HOPMaMK.
NononuuTensHanA HHipopM auMuAa

MpW DCYLWECTEBNEHHN TaKWX KOHTAKTOE MOXET NoTpeboBaThLCA NoAAe pXKka Npoyecca
MEHEMMEHTA WMHUMAEHTOE WHO opMaunoHHol BesonacHocTy (fONDESHES 13.2) wiw
Npouscca NNaHWPOBAaHWA HeNpepblBHOCTM GW3HECA M QEACTEWA B Ype3BbIMalHbIX
cutyaumAx (EEOEN 14). KoHTakTel © perynMpyrLMMA OpPraHamMi Talke NoneaHsl A0A
NPOTHOZWPOBAHWA W MOATOTOBKW K NPEACTOALMM W3MEHEHMAM B 3aKOHAX WK HOpMaXx,
KOTOpbIE AQOM#HE cobnwpaTecA opraHusauwel. KoHTakTel © JOpYrMMW WHCTAHLKWAMK

BEKNHOMAHKT KOHTaKTEl C KOMMYHaNbBHEIMMW I:J'I]I'}KEEI'U'IH, I:KCIFIDH MNOMO LB W Eﬂjl'}KEEMH
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OXpaHbl TPYAa, NpoEaRdepamMy TENEKOMMYHUKALWOHHBIX YCYr (B CBA3W C TPacCHpOBKO A

NMHWIA CBA3W M MX BOCTYNHOCTEHY).

6.1.7 KoHTaKT co cneyManiiMpoBEaHHbBIMM Npo thecCH oHAN LHBIM K TPYNNaMH

Mpumenate 6.1.7 cTanpapta MCO/M3IK 27002

6.1.8 HezaeMcumana npoBepra HH(popM ALMOHHOH DE30OMACHOCTH

MNpumenate B.1.8 cTangapta MCO/M3K 27002,

6.2 AcnexkTel B3aUMOASNCTENA CO CTOPOHHMMK OpraHi: alla M

Llens: Obecneyueate 6Oe3onacHocTe WHGopmauww KM cpeacte obpaboTku
WHp opmauuK  opraHw3auwn npw  poctyne, obpaboTke, nepegadve W MEHEOMMEHTE

OCYWecTenAe MoM CTOROHHWU MK OpraHn3auAmMn.

BesonacHocTe MHG opmaumm v cpencTe obpaboTk vHd opmauwn opraHwIaymm He

A0N¥Ha CHAAAaTECA NpH EBO4E NPOAYKTOE WNHW CEPEWCOE CTOROHHKWX DFIFEHHHEU'HH.

Hoctyn cTopoHHMX OpraHw3aumid K cpegcTeaMm  obpaboTkw  wHG opmagmm
opraHu3auum, a Take Kk ofpaboTke W nepegade WHE OpMaLMK LONMEH HAXOAMTBCA NOg

KOHTpONEM.

Ecnu umeetcA notpebHocTe Bu3Heca B paboTe co CTOPOHHMMKM OpraHW3aUMAMM,
KoTopbiM ModeT noTpeboBaTecA AocTyn K MHbopmaywm w cpegcteam obpaboTku
WH OpMaUMKM OpraHW3auun, a8 Takke B NONYMEHWW wnu ofecnedeHMW nNpogykta wnu
CEPBMCA OT CTOPOHHEN OPraHW3ayMn unw ANA Hee, CNeAyeT BeINONHATE OUEHKY pUCKa BO
wabemanne nocnegctemid anA Oe3aonacHocT W TpeBoBaWMid K Mepam W cpegcTBam
KOHTPONA W ynpaeneHwA. Mepbl W CpencTEa KOHTPONA W YNpaBNeHWA ChNeayeT

COMacoBBIEATE W ONPEdENATE B KOHTRAKTE CO CTDFIL‘IHHEIH UPFEHH:]BU'HEH

62.1 WpenTuipu KALMA PUCKOB, ABNAOW WXCA CNEACTEMEM paboTel co

CTOPOHHMMM OpraHW3aLMAM K

MNpumeHAaTe B.2.1 cTtangapta MCO/M3IK 27002

6.2.2 PaccMoTpeHne BonpocoE DezoNacHoCTH NpH paboTe C KNWEHTAMH
Mepa u cpencTeO KOHTPONA M YyNpagneHHA

Bce YCTAaHOBNEHHEIE TPEEDEEHHH BezonacHocTW Lon#Hel BbiTe PacCMOTR eHEI

NPEeMOe , YeM KNMeHTaM BygeT naH LOCTYN K WHG DpMaLMKM UNW aKTWEAM OpraHu3aLnm.
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PexoMeHaauMAa no pean M3auun

Cnepyowme yocnoBWA L0NMHEl DeITe YYTEHEI NpW paccMoTpeHwn BelonacHocTw 4o
NpenocT aBNEHWA KNMEHTAM A0CTYNE K KakoMy-nubo akTWBy opraHu3aynm (B 3aBUCHUMOCTH
OT TMNE W NPOSONMMTENBHOCTH NPefoCcTaBNAEMOro AOCTYNA HE BCE W3 HUX MOryT BbiTh

NPUMEHWUMBI):
a) 3alluTa AaKTWUBOB, BKIHYAA:

1) npouefypbl 3aLUMTEl AKTUBOE OPraHM3ayMu, B TOM YUCNe MHG op MaLui 1

nporpamMmMmHoe DEECI’IEHEHHE, a Takde MeHe 0HMeHT H3BECTHbIX YHEEHMDCTEH;

2) npoueAypsl ANA ONPEAENEHWA KOMNPOMETALUWMW  aKTWEOE, HanpuMmep,

BCNEACTBWE NOTEPM WIWN MOOW( MKALMK JaHHBIX;
3) UeNOCTHOCTS;
4) orpaHWYeHWA Ha KONWPOBAHWE M Pa3rMalleHle WHE opMaLm K,
b) onvcaHwe NpofykTa WNW YCAYM, KOTOpbIE 0NMHEl BbTe 0BbecneyeHsl,

£) pasnuuHble NpUYWHBL, TPeBOBAHWA W NPEWMYLLECTEE, CBAIAHHBIE © AOCTYNOM

KNMEHTA,
d) NoAWTHKA yNpaBneHMA SOCTYNOM, OXBATLIEAHLLERA:

1) paspelWeHHBIE METoAbl 4OCTYNA, @ Taloke yNpaBNeHWE W WCNoNb3oBaHue
YHUKANBHEIX  WLEHTW MKAaTOPOE, TWNE WAEHTWMG WKaTOPOB NOMbL3OBaTENA M
naponei;

2) npouyecc aBTOpM3auMM B OTHOLUEHMM  JOCTYyNa W NpWBMIETMA

NoNbL30OBEaTEN L'-'.'I:1;

3} nonox#eHWe 0 TOM, MTO BeCk JOCTYN, HE BBTCIFIHQEIEEHHI:Iﬁ ABHEIM DEPEEL‘IM,

ABNABTCA 3aNpeLlWleHHBIM,

4) npoyecc OTMEHbl NPag AOCTYNa WAW NPEepbiBaHME COEAMHEHWA MEXOY

CHUCTEMEMK,

g) NpoUenypel B OTHOLWEHWW OTYETHOCTHM, YEBEAOMIEHWA W pPAaccle0BaHMWA
HETOMHOCTEM B WMH opmaywu (Hanpumep, NepcoHanbHelX nogpobHocTel), WHUWOEHTOE

WH opmauwoHHoR Be3onacHocTH W HApYLWEeHWA Be3sonacHo Tk,
f) onWcaHwe Kawgol NpeAocT aBNAEMON YCAYTW;
g) onpedeneHne HeobX0QWMOTD W HENPUEMNEMOTO YPOBHA 0B CNYHWUBAHWA,

h) Nnpaeo Ha NpOBELEHWE MOHMTOPWHMA W OTMEHY Kakol-nubo AeATENBHOCTM,

CEBAZAHHOA C AaKTUEAMM OpraHdzaldl i,

16



NoCT P UCO/MIK 27011-2012

i) CODTEETCTEYHLWME 00A33TENLCTES OPraHM3alUMK W KINWEHTa;

J] obRIaTENbCTEBE OTHOCMT BNBHO HOPWMOKWYECKWX BONPOCOE, W cnocob obecneveHun
VBEPEHHOCTW B COOTBETCTBMW MPaBOBLIM HOpMam, HanpuMep, 3aKoHOAAaTENbCTBY O
3aMTE faHHbIX, 0COBBHHO C YMETOM paznuudHblX TpeboBaHWA HALWOHaNbHbIX NPaBOBbLIX
CHCTEM, BCNW AOTOBOR NPeAnoNarasT COTPYAHMMECTEO C KNMEHTAMW B ApYrMX CTpaHax
fem. Tarore 15.1 e MCOMSK 27002);

k) cobntogeHWe Npag Ha WHTENNEKTYalbHYH cOBCTEEHHOCTH W ABTOPCKWX Mpae
fem 1512 8 MCOM3IK 27002), avawke ofecnedeHde npasoEol 3awuTel nwboR
COBMECTHON paboTel (cv ERRE 6.1.5).

PexoMeHaauMa No pean M3aumuK, XapakT epHanA gNA TeneKoMMyH HKa LWl

HPE‘HQD,E MEM NMpedocCTaBNATE  KNWEHTaM  OoOCTYn K kakum-nubo  akTuBam
OpraHdzayud TengkoMMyHWUKAUWOHHEIR Opradd3agMy gondHbel YYWTREIEATE ChneldyHLlWe

YCNOEBWA NPW pacCMOTREHWKW BONPOCOE BezonacHoCTK:

a) YeTKOE COTNALLEHWE OTHOCWMTENGLHO BOSMOMHOIC NOBPEMOEHWA MM CHAMEHWA
KaJecTEa TENEKOMMYHM KA LW OHHOMO KaHana of cnyKMBaHKA WKW ApYyrux

TenekoMMYHHWEa UM OHHBIX CORAMHEHWHA, DEECI’IE"-IHEEI-ULLI'H}{ FIEEDT]I' nofb3oBaTenen;

b) weTkoe pasrpaHuyeHue  oBA3AHHOCTER  MEMLY  TeNEKOMMYHWKALWOHH BIMA
OPraHW3aLMAMK, NPeaocT aENAKLWMMY CPeAcTEa ANA TENEKOMMYHWKALMOHHBIX YCnyr, W

NoNe30EaTENAMK TEN KO MMYHUKA LM OHHEIX YOO YT

l:]l YETKKHH NepeMeHs BO3IMOMHBIX MPWOCTAHOBOK TElekKOMMYHWKAUWOHHBIX YCNyr B
Chydae BO3HWKHOEBEHWA PHCKE, HanpumMep, ¥rp o3kl Chama, NMPEnAT CTEYHIWErD

HENPEPBIEHOMY NpenOoCTaBNeHWH Tene KOMMYHWE3 LW OHHBI X YCOyT.

NononHutensHanA nHop MauuAa

TpebopaHwA BE30NAaCHOCTWM B OTHOLWEHWW KIMEHTOR, OCYLLECTENAKILWX JOCTYN K
AKTWBAM OpraHM3IaL K, MoryT BapbMpOBaTLCA B 3HAYWTENBHON CTENEHW B 3aBMCHMOCTH OT
cpencTe obpalboTkw WHD OpMaUMK W WHD OPMALWK, K KOTOPOR OCYLWECTENARTCA 00 CT Y.
Takwe TpebopaHnAa OesonacHocTW wmoryT DbiTe paccMOTPeHel ©  MCNONB30BAHWEM
OOTOBOPOB C  KIMEHTAMW, B KOTOPbIX COAEPWATCA BCE  YCTAHOBNEHHBIE PUCKW W
TpeboeaHuA BesonacHocTr (om. B.2.1).

Mo poroBopam co CTOPOHHMMK OpraHM3auWAMK MOTYT TaKKe NPpUENEKATBCA OpYrHe
ydacTHukM. B goroeopax, NpeAoCTAaBNAKLWMY AOCTYN CTOPOHHER OPraHu3auun, OONMHO
COOEPMATHCA Pa3peLlleHWE Ha NPUBNEYEHWE OPYIMX OPraHW3auWid, a TakKe YCNOBWA WX

AOCTyna K yMacTHA.
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623 PaccMmoTpeHne TpeboeaHHid DezoNacHOCTH B ROTOBOPax C TpeTh el

CTOPOHOR
Mepa u cpencTBO KOHTpONA W yNpaBneHHA

Doroeopbl © TPeTEEW CTOROHOW, NEWBNEYEHHOR K gocTyny, obpafoTke, nepepave
WAW YNpaeneH WHG OpMALKMEd WNK cpegcTeamu obpaboTkw WHG opmayn opraHuaag i,
WK K AONDNHEHWH NPOAYKTOB WK YCNyr K cpeacTeam obpaboTkn MH opmau i, gonxHel
OXBaThIBATE BCE COOTBETCTBYHOWME TpeboeaHwA BesonacHocTw.

PexkoMeHOauMa No pean M3auum

Horogop pomked obecnedyneaTs YEEPEHHOCTE B TOM, MTO  HET  HMKAKOrD
HELONOHUMAHWA MEXLY OpPraHW3auweid W TpeTbeid cTopoHof. OpraHu3auuy  4oNnMHbl

}I'EE,D,HTI:I:H, MTO TPEeTEA CTOPOHE CMOMET BOZMECTHTE BO3MOMHEIE ]I'EhITI{Iﬂ.

Cnegyrowe ycnoBWA A0NMHE DBITE pPaccMOTPEHEl Ha NpPeAMET BKIHYEHWA B
LOTOBOP C LUENeH YAOBNETEOPEHWA YCTAHOBNEHHbx TpeboeaHwid  BesonacHocTu
fem. B2.1):

a) NoNWTWKS WHD opMaLKoHHoR BezonacHocTw;

b) Mepbl M CpeACTEE KOHTPONA W YyNpaBNeHWA ONA ofecnedeHWA YEEPEHHOCTH B

33LLMT e aKTUBOB, BKNHOYAA:

1) npouenypbl N0 33WKWTE SKTMBOE OPraHM3aLMK, B TOM YMCNE WHb opMaygumo,
nporpammHoe obecnedeHre W annapaTHeIE CPEACTE A,

2) kakwe-nnbo Mepel W CpeOCTBA KOHTPONA WM YNPaBNEHWA, a Takwe
MHCTPYMEHTEI HEoBXoguMoR ¢ M3MYE CKoN 3aLUMTLI,

3) mepbel W CpEACTEa  KOHTPORA W ynpaeneHwA AnA  obecneyveHuA
YEEPEHHOCTH B 3aLWMTE OT BPEAOHOCHOMD NporpammHoro cpeactea (cm. 10.4.1);

4) npouenypel Mo ONPELENEHWH KOMNPOMETALWW aKTWBOB, HanpuMmep,

BCNBACTEWE  MNOTEPM  WNW Mo ukauwKn  MHD OpMaLKKM,  NPOrpamMMHO M

oBecneyeHuA 1 annNapaTHelX CpelCTE,

5) Mepbl W CPEACTEA KOHTPONA W YyNpaBneHuA no obecneyeH o YBEPEHHOCTH
B BOIBPAETE WNW YHUUTOMEHWW MHD OpMaLWKM M BKTWBOE NO OKOHMaHMK LOT0OBOpa

MNKW B COrNacoBaHHOE BPEMA B TEMEHKWE CpOKA ,D,EHI:TBHH Aoroeopa,

B) KOH( MABHUMANBHOCTE, UENOCTHOCTE, JOCTYNHOCTE W ntwboe Aapyroe
3Hauwmoe ceofcTeo (oM. 2.5 8 MCO/MIK Z7002) akrueoe,

T) OrpaHWJeHMA Ha  KONWPOBAHWE W PA3rNalleHWE  WHp opmaumu, W

NEUMEHEHWE COMMALWEHWA 0 KOHDWAEHLWANEHOCTK (EM. B.1 5);

18



rocCT P UCO/MIK 27011-2012

C) TPEHWHT NONE3CBATENEA M AAMHHWCTRATOPOE B OTHOLWEHMM METOLOE, NP OLES P

W bezonacHocTw,

d) oBecneyeHwe DCBELOMAEHHOCTM NONb30BATENEW B OTHOWEHKWW 0bA3aHHOCTEA W
BONPOCOB, CEAZAHHLIX C MH opMalyoHH ol Be30nNacHoCThID,

e) obecneyeHuwe focTaEkM nepcoHana Kk mecty paboTel, rae 370 Heobxogumo,

f) obAzaHHDCTM, KACAKLWMECA YCTAHOBKM W COMPOBOXAEHWA annapaTHbIX CPELCTE
W nporpammHoro of ecneyveHuA,

) YETKaA CTPYKTYpa NofOTYETHOCTM M COTNAcOBaHHBIE dhOpMaTel NPeACcTaEN & HWA
OTYETOE,

h) ACHBIA W oNpeAENeHHBIR NPOUECE MEHEIMMEHTE W3 MEHEHM A,

i) NONWTWKAa yNpaeneHWA OCTYNOM, O XEaThIE 3HLLAR:

1) paznuyHele NpUYKHEl, TpeBOBaHWA W NpeWMyLWECTEa, ASNaOWMeE AOCTYN
TPETBEN CTOpOHLl Heo Bxogumel m;

2) pa3spelleHHbIE METOALl AOCTYNA, @ TAKKe YNpaBNEHWE W WCNONb30BaHMWE
YHUKANEHEIX WOEHTWD MKATOPOR THNA WABHTWPMKATOPOE nNONL3OEATENA W
naponei;

3) npoyecc  aBTOpM3auMM B OTHOLIEBHMM  JOCTyNa W NpWUBMIErki
Nonb30BaTENER;

4) TpeboBaHWe No BEASHWK CNWCKA AWY, YNOJNHOMOYEHHBEIX WCNONB30EATh
NpesocTaBNAEMBIE YENYMM, C YKA3AHWEM COOTEETCTEYHILUMX NPAB W NPUBWUAETHA;

5) NONOMEHWE O TOM, YTO BECh 4OCTYN, HE aBTopu3aoeaHHEM ABHEIM 0B pazom,
ABNARTCA 2aAMNPELWEHHEI M,

B) npouecc oTMEHBl NpaB AOCTYNa WAW NPEPLIBAHWE CORAMHEHMA MEMAY
CHCTEMaMK;

j) npouepypel B OTHOWEHWW OTYETHOCTH, YEELOMIEHMA W pacciefoBaHuA
WHUWOEHTOB WH OpMaLMOHHO A Be3onacHoCTM W HapyweHWid BesonacHocTH, a Takke
Hap yLWEeHWA TpeboBaHWA, N3N 0MEHHLIX B COTNALLEH WK,

k) onucaHwe nNpofykTa WAKM Yonym, KOTOpbIE A0M#Hbl ObITe NpefocTaBNeHsl, W
OMMCAaHME WH OpMALKMK, KOTOPAA JON¥HA DBEITE NpefOCTABNEHA, HAPALY C KaTEroOpWel eé
CEKpeTHocTH [om. 7.2.1);

[) onpegeneHne HeobxoAWMOTD W HENPUEMNEMOrO YPOBHA 0B CNYHUBAHNA,

m) onpedeNeHne Noa0a KLWWXCA KOHTP 0N KpUTepUER 30  eKTUBHOCTK , @ TAIKE WX
MOHWTOPKUHT M NPe g0 CTABNEHWE OTYETHOCTH,
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n) Npaego Ha NPOEELEHWE MOHWTOPMHrAE WM OTMeHy NHB0H AeATENBHOCTH B

OTHOLWEHWW aKTHEOE OpraHWu3aynn,

D}I Mpaeo Ha npoeefeHWe ayioWTa HWCNONHEHWA LOTOBOPHbIX obA3aTeNLCTE W
BEO3MOMHOCTE NPOBEdEHWA TakKoro ayauTa TpEThEﬁ I:“TDFIUHDH, d Take NepeduCclieHue

YCTAHOBNEHHEIX 33KOHOM NPEE ayaWuT OpoE,;

p) YCTaHOBNEHWe npouecca WHOOPMWPOBAHWA O BO3HWKawLWmx npobnemax c

LENbH WY Pa3pE LLUe HWA;

q) TpeBOBaHWA B OTHOLEHWA HENPEPLIEHOCTH 0BCNYMWEAHWA, BKNHOYAA Mepkl No
obecnedeHU AOCTYNHOCTW M HEOEMHOCTW, B COOTEETCTEMM C NPMOpWTETamW BuaHeca
OpPraHW3 aLuu;

r}l COOTEETCTEYHILWMWE obA3aTenLCTES CTOPOH B pamMKax CornalweHWA,

s) obAzaTenscTEa  OTHOCWMTENBHO  HPMAMMECKMX  BOMpPOCoEB, W cnocoboe
obecneyeHWA YEEPEHHOCTM B COOTEETCTEMM MNpPaBOBLIM TpeBoBaHWAM, Hanpumep,
33KOHOAATENLCTEY O 33lUMTE AaHHbX, ocofeHHO © y4YyeToMm pas3nuyHelx TpeboBaHwi
HaUuMOHANEHEIX NPaBOBbIX CWCTEM, ECNW JOrOBOP NPeAnonaraeT COTPYAHWMECTEBOD ©
KNWEHTAMK B Apyrux cTpadax (cm. 15,1 e MCO/MGK 27002);

t) cobntofgeHWe NpaE Ha WHTENNEKTYaneHyw coDCTBEHHOCTL W A3BTOPCKMX Mpae
(em. 15.1.2 8 WCOMSIKZ27002), a Ttawke obecnedeHWwe MpaBoBoW 3aWuTel ntoboi
COBMECTHOR paboTel (oM. Tawke 6.1.5);

U) NpMBNEYEHWE TpeTeed CTOPOHEl BMecTe © cybnogpAaYukamu W Mepel W
CPEACTEa KOHTPONA M yNpaBneHwA besonacHoCTW, KOTOpLIE 3TH cybnoApAaYMKN O0NHHEI
peanu3oBaTk;

V) YCNOBWA Nepe3aknoyeHMA/OKOHYaHWA LOM0B0pOoE:

1) nnaH AQeACTBMA B YpE3BblYAWHBIX  CHTYauWAX JOONMEH COOEPHAETh
NONMKEHWA Ha cnyyaid, ecnu kakaA-nubo cTopoHa noMenaeT npepeaTk

OTHOLWEHWA OO OKDHMaHWA Cpoka ,D,EﬁETEHH AOTOECPOE,

Z) nepe3laknwdeHWe  JOMOBOPOE B CAYYae  M3AMEHEHWA  TpeboBaHwi

OpraHy3aynm K GeaonacHo CTH,

3) nelcTEYHLWME OOKYMEHTWPOEAHHBIE MEpeYHW  AKTMEOE, JMLEH3WM,

AOroE0POE WKW CEA3AHHBEIX C HUMK MNMPpaEe.
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PexoMeHaauMA No pean M3aunK, XapakT epHanA ANA Ten eKoM MyHHWKaL, Wi

TenekoMMyHUKaLMOHHBIE  OpraHM3aymn  JON¥Hbl  PAacCMOTPETE  CHedyHLWe
YCNOBWA HA NPeAMET WX BKIHMEHWA B 4OTOBOP C LENbH YAOBNETEOP BHWA YCTAHOB & HHbI X

TpefoeaHui besonacHocTk:

a) 9eTkaA opMyNWpOBKE, KACAHLWAACA 3aWWTEI OT NOBPEXOEHWA WKW YXYILUEHWA
TENEKOMMYHUKALUMOHHOMO KaHana obBcnywWBaHWA WNW OpYTMX TENeKOMM YHW KaLWo HHbl X
£0BLMHEHW nons3oBaTenen C  MCNONB3COBAHWEM obopyLoBaHWA  Opymx

TeneKo MMYHMWKaUMOHHEBIX Opra HHEELLHﬁ;

b) weTkoe pasrpaHuuyeHne  oBA3AHHOCTER  MEMALY  TENEKOMMYHWKA LW OHHEIM N
OPraHW3aLuAMKW B OTHOLIEHWW COBCTBEHHBIX CPeACTE TENEKOMMYHWKALWOHHBIX YCayr 1
CPELCTE AP YIMX OpraHUIaL Wil

DNononHuTensHanA WHop HaUHA

Horceopel MOMYT BapbMpOBaTECA B 3HAYMTENEHOA MEPE B OTHOLUIEHWW Pa3NMYHbIX
OpraHW3aLMi U Cpegn pasnuyHbIX TUNOB TPeTeWX cTopoH. [MoaTomy, cnegyeT 3aboTuTecA
0 BKNHOMEHMM B LOMBOPLl BCEX ONPefeneHHblX puckoB W TpeboeaHwi BezonacHocTw
fcm. Tarowe B.2.1). B cnyvae HeobxogwmocTw Tpebyemele mepel W cpedcTBa KOHTPONA K
YNpaBneHWA, a Takke NpousAypbl MOMYT ObiTh paclUMpeHEl B NNaHE MEHEAMMEHTA

BesonacHocTw,

Ecnu meHeHMEHT WHp OpMaLMOHHOR Be30NacHOCTM OCYLUECTENASTCA B paMKax
OOTOBOPOE ayTCOPCMHTA, TO B AOTOBOPax AOMMHO ObITe OropopeHo, kakuMm obpaszom
TpeTeA CcTopoHa OyAeT rapaHTWpoBaTh NOAAepMaHMe ajekeaTHoW BeaonacHocTw,
ONPEeAcneHHOR OUSHKOM pWCKA, a Takke afanTauMi K BbIABNEHHLIM  pWUCKam M

MaMeHeHWAM DUCKDE.

HekoTopble W3 pasnuyuil MeXay ayTCOpCHHIOM W Apyrimin dopmami obBecnedeHuA
YCNYr TRETEMMK CTOPOHAMK BKNHOMAHT B ceBA BONpOCHl OTERTCTEEHHOCTH, NNAHWP OBAHKME
NEpeXoHOroD Nepuoa M BO3MOMHOTO CPblBA ONepauuil B TEYEHWe LaHHOM nepuoda,
NMAAHMPOBAHME MEpPONPUATHIA Ha cnyyaid HenpelBWAEHHBIX CUTYAUWA W TWAETENBHOCTE
npoeepok, a Takke cbop W ynpaeneHwA wHgopmaymed No WHUWAEHTaM Be3onacHoCTM.
Mosromy BawHo, vrobbl OpraHW3auMA OCYWECTBANANA, NNaHMpoOBana W ynNpaenana
NepexcdoM K [OrCBOPaM ayTCOPCWHIE, W NPUMEHANA COOTEETCTBYHLWME npoyece

MEHELMMEHTS W3MEHEHHA W HEFIEEBKHI-DHEHHH.I"DKDHHEHHH LeACTEWA AOTOECPOE.

B poroeope Heobxogumo yyMTBEIBATE MpoUenyYpbl HeENpepwiBHOW obpaboTkw Ha
Cnyyai, ecn¥ TPETBA CTOPOHA OKaeTCA HecnocofHoW NocTaBNATL CBOW ycnym, ANA

NPEROTEPALEHWA Kakol-NMbo 3afepsxi No OpraHM3aUum 3amMeHsl yonyr.
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B poroeopax © TPETEMMM CTOPOHAMMW MOTYT YMACTEBOBATE TAKKE W ADYMWE CTOPOHEI.
Horceopel, NpeAocTaBNAKLWWE AOCTYN TPeTeMM CTOPOHEM, AONMHE COLEpPHaTbCA
pPa3pellEHME HA NPUBNEYEHWE APYrWX OPraHW3auMi, a Takke YCNOBWMA WX J0CTyna M
yyacTuA.

Kak npaguno, goroBopsl pa3pafaTbiBaOTCA, B NEpBYH OMEpElb, ORraHW3auWed.
MHorpa, npu HekoTopelx OBCTOATENBLCTEAX, CNYYEETCA Tak, NMTO QOr0BOp MoMET ObITh
paspaboTaH W NpennoMEH OpraHW3auWM TPeTeed cTopoHoW. OpraHu3aywr Heobxogumo
ofiecneyMBaTt YBEPEHHOCTE B TOM, YTO TpeboBaHMA TpeTbel CTOPOHLI, W3NOMEHHLIE B
npeanaraemMelx A0OMOBOPAX, HE OKA3kBAKT WINUWHEM BAWAHWA Ha ee cobcTeeHHyw

besonacHoOCTL.

T MeHegXMeHT akTUBOB

7.1 OTBETCTEEHHOCTE 33 AKTUBLI

Llens: OBecnevnTs COOTEETCTE YHOLLYH 38 WKMTY AaKTWEOB 0praHn3auun.

Bce akTWBbl BondHbl ObliTh YUTEHbLI M A0MKHEl MMETE HA3HAYEHHOTO BNafENbLaA.

Heobxogumo onpefenaTe BNAafeNbUEE ONA BCEX AKTUBOE, W CNEAYeT ONpelennTh
OTBETCTEEHHOMC 33 NOALEPMKY COOTEETCTEYHLWMY Mep, CPEACcTE KOHTPONA W YNpaBleHWA.

PEBJ’IHEEU'HH onpefeneHHBlX MeEp W COEOCTE KOHTPONA W YNpaEneHKWA MK HEDE}{D,D,HMDCTH

MOMET BbiTh AeNerdpoeaHa Bnajensuem, HO Bhnajenely OCTaeTCA OTEETCTEEHHLIM 33

Haonexa Wy 3alliTy akTHEOE.

7.1.1 HHEeHTapHIaAUMA GKTHEOE

Mepa M cpepcTBO KOHTPONA W YyNpaen eHWA

Bce akTuBbl ponwHbl BbTe  Y4eTKO OMNpefeneHbl, LONMHA COCTABNATBCA W
NogAEpHHBAT BCA ONWCE BCE X BAXKHbLIX AKTUEDE.

PexomeHpauua no peanmiaumu

OpraHw3aumA  [onwHa WOEHTWD MUWPOBETE BCE  AKTMBBL W LOKYMEHTANkHO
0 OPMAATE IHAMAMOCTE 3TWX AaKTMEOE. ONWCk aKTMEOE JONMHA COLEPHAETe BCH
WHip opmauno, HeobXxogWmMyw ANA BOCCTAHOBNEHMA nocne BegcTBMA, BKIKYAA TN
akTuea, hopMaT, MECTONONOMEHME, MH OpMALMID 0 PE3EPBHBIX KONWAX, MHE opMalyww o

JUUEH3IWPOBAHKMKW W UEHHOCTH O0NA Buaneca. Onuce He OOonHHa bea HEDE}{D,D,HMDETH
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AyGnMpoBaTe ApYrMe OnWCK, Ho chedyeT ofecnevMBaTe YEEPEHHOCTE B TOM, WTO E&

CoAepHaHWe BRIBEPEHO,

Kpome Tomo, enageHwe (cm.7.12) w knaccudukaumAa wHdopmaguw (oM. 7 2)
JOM#HEl BT COFNAacoBaHel M AOKYMEHTaNeHO O OpMNEHBl B OTHOLIEBHWKM KaXA0r0
akTMEa. OCHOEBIBAACE HA BaXWHOCTM aKTWEA, BT0 LEHHOCTH ANA BW3HECA W ero KaTeropuu
CEKPETHOCTW, AOMMHEl BeITe  ONpejencHel YPOBHW  3aLUMTHI, COOTEETCTEBYHLUME
3HaYMmMocTW akTWeoE (Bonee nogpoBHyw WH( OpMaLWID O TOM, KaK DUEHWBATL aKTMBI,

yTOB bl YYECTE MX BAWHOCTL, MOMHO HaiTr B MCO/MS K 27005).
PexoMeHBauMA No peanM3auMK, XapakT epHaA ANA Ten eKoM MyHHKaL, WA

Mpu pazpaboTke W NOAAEPMKE ONWCH AKTMBOB LONMHbLI ObiTh TOYHO ONpegeneHsl W
DOKYMEHTANLHO oG OpMNEHsl  YeTkMe 0BA3aHHOCTM B  OTHOWEHWW CoBCTBEHHLIX
TENEKOMMYHMKALUMOHHEIX CPEACTE OPraHW3aunu W CPeicTE APpYrHMXY CEA3AHHBIY WIW

AOMEepHWX TelekoMMYHWERS UMOHHBIX DPFEHHEEHHI:'I.

CnWcoK akTWBOB OOnH#eH BbITh BCEDE]:-EI'I.I'IJ'II-ULLI'HM M O0XBaTblBEdTE BCE WMEHILLWE
UEHHOCTE TenekKOMMYyHWEaUWOHHBIE aKTWERI, BKNHYaA HHdJDpMELl'HDHHI:IE dKTHEBI OnNA

ceTegoro obopyaOBaHWA, CETEREIX YCNYM M NPWKNAZHEIX NPOTPaMM.
HonoAHWTEAEHBIE WCTOMHWEN MOMHO HaiTw B eBubnwompad s,
NononHuTensHan nHdop MaumAa
CyWeCTEYET MHOMD TUNOE AKTHEOE, BKNHYAKILLW X

a) wHbopmaumro ;7 Bas3bl JaHHBIX M afAnbl GaHHbIX, LOMOEOPBl M COMNELWEHWA,
CMCTEMHAaA  OOKYMEHTaUWA,  WCCNef0BaTENbCKAA  WHPOpPMauWA,  pYyKOBOACTES
Nonk20BaTenA, yuefHele MaTepuansl, NpoUsAypel IKCNAYATALMK MO NOSOERHKK, NNAHEI
HENPEPEIBHOCTH DW3Heca, mMepel No nNepexofy Ha ABAPWAHBIA PEXWMM, KOHTPONbHbIE

3aMMCK W ap XMBUPOBAHHAA WHE 0pMaLMA;

b}l nporpamMmHble aKTHEBl £ NpUENafdHele MNMporpamMmmHsle Cpencrtéa, CHCTEMHBIE

NporpamMmMHBle CpefcTEE, CpefcTEa pa3palboTkl W yTUAUTLI,

c) fM3IMMECKME AKTWEBl - KOMNbHTEpHOE obopyAoBaHWE, CpeAcTBa CBAIM,

ChEMHBIE HOCHTENKM MH opMaumrK 1 apyroe obopynoeaHwe;

d) yenyrW : BEIMMENMTENBHBIE YCAYIW W YCNYIM CEA3M, OCHOBHBIS NOALE PXUEAHILLWE
YCNYru, Hanpumep, OTONNEHME, OCEELEHWE, 3NEKTPO3HEPTWA W KOHOMLMWOHWPOBaHK e

BO3A Y XA,
B) NepcoHan, ero KEanug MKaLUWA, HABLIKW W ONbIT;

f) HemaTepWanbHble LEHHOCTW, HANPUMED  PENYTALWA W WMWK OpraHU3aL M.
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Onucw  akTMBOB nomorakoT ofecnedyWBaTe YBEPEHHOCTE B TOM, MTO aKTHEI
OpraHu3aumM 3 ekTUEHO 3aLUMWLEHEI, aHHBIE ONWCH MOTYT Takke noTpeboeaTecA gnA
Lpyrux  Uenei, Takwx kak obecnedyeHwe Be3aonacHocTM TpyLa, CTPaxoBble  WAW
B MHAHCOBbIE (MEHEMKMEHT awkTWeoB) Bonpockl. [Mpouscc MHEEHTapM3aLWMW AKTWBOB —

BaXKHOE YCNOBME ONA MEHE ANMEHT 3 pHCKAE,
HononHutencHanA HHpOpMauMA ANA TENEKo MMYHHKaLHA

JE'\KTHBI:I, OTHOCAWMWECA K TENEKOMMYHHMKA UMOHHBIM OpraHi3aunAamM, EKNHNMaT MHOTD

THNOE aKTHEOE, TAKHX Ka K

a) WHpOpMaUWA = OaHHBIE 0 CORAMHEHWM, AaHHEIE Tabnwy maplpyTh3ayum,
WHp opmauwAa  ob  abodeHTax, [gaHHbIE  &@MEpHOMD  cnWckas, WHDoOpmauwA o
3aperMCTPMPOBaHHLIX  YCNyrax, 3KCANyaTauWoHHas WHh OpMauWnA, WHpopmaywA o
HEMCNPABHOCTAX, KOHGWMypauwoHHas wHhopmauma, WHpopMmauMAa o KNWEeHTAX,
nnatexHan WHpopmauwA, WabnoHel  KNWEHTCKWX  3anpocoB, reorpad MYMecKoe
MECTOHAXOMAEHWE KINWEHTOB, CTAaTWCTMMECKWE J[aHHele 0 Tpadukax, JLOTOBOpPLl W
COMaLUEHWA  CUCTEMHARA LOKYMEHTALUMWA, MCCNE A0BAT eNbCKAA MHOpMaLWA, pYKOBD ACTES
None30BaTenA, y4elHele MaTepans!, METOLWKW 3KCNAYATALMKW WAKW NOLOEPXKW, NNaHEl
obecneyeHWA HeENpepbIBHOCTH BW3Heca, MeponpWATWA BOCCTAHOBNEHWA B NNaHe

LEWCTEUA B MpE3BbIMaiHbIX CUTYALWAX, 3aNKcK ayaMTa M apXMBWPOBAHHER MH OpMaLKA;

b) NporpammHele  aKTWERl < MNPOMPaMMHBIE  CPeACTEA  YNPaBNEHMA CEA3LH,
NporpaMMHBIE CEEACTEa MEHEIMMEHTE DNepaulil, NporpaMMHele CPeACcTEa YNpaENeHWA
WHip opmaumel of aboHeHTax, nNNaTeXHble NpPOTPAMMHBIE CPEACTEA, MNpPWKNaZHbIE
NporpaMMHBIE  CPEACTBA, CWCTEMHBIE NPOTPamMMHblE CPeAcTBa, WMHCTPYMEHTaNbHbIE

CpencTEa pa3paboTKu W yTUINTLI;

c) dW3IWMECKME aKTMBBI : KOMMYTaTopsl, kabenu, TepmuHaneHoe obopynoEaHue,
KOMMBHITE PHO & obopynoBaHue (Hanpumep, CEPBEpbI W Nep coHanbHbI e

KoMNbHTEpb/pabodne cTaHLWN), CMEHHBIE HOCUTENM NaHHbIX U apyroe obopyaoBaHne;

d) yonyrm 5 ycnyrw cTauMoHapHoW TeneqoHHOW CBA3W, yonyrk mobunsHOoWM
Tened oHHOW CBA3M, YCAYTM acCMMMETPWYHOR UMg poBoi aBoHeHTCKOM AWHWKW/ONT MYMECKoR
aboHEHTCKOM NUHKMK, YCRYM BbIGENEHHOA/KOMMYTHR YEMOR THHUW, YENYTK NOSKNHYEHWA K
MHTepHETY, yenym WHD OpMaLMOHHOMO UEHTPA, YCnyrk kaBensHoro TENEBWOBHKA, YOIy
NPefocTaBNEHWA KOHTEHTA, YOy N0 apeHie NpUKNagHelX NPOrpamM W KNMEHTCKW e

YCNyrd, BKNHYEA NNETENHBIE YCAYM W YyCOyri LeHTpa obpaboTkw Boi3oBoE,
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g) NOMELIEHWA W CHCTEMEa  NOAAEPMWBAKLIWY  yCAYr = CTPOEHMA,
anewTpoobopynoBaHue CHCTEMb KOH LML MOH WP 0B3 HWA B034YyXa,  CPeAcTEa
MNOMAPOTYLUEH WA,

fy nepconan 3 nepcodan no paboTe ©  KOMEHTaMW, WMHMEHEpPW  NO

TENEKOMMYHUKAUMOHHBIM ~ CMCTEMaM, MEepcoHan, OCYLWECTEBNAKLWIWA  NOALEp*KY
WHp opMauMoHHel X TexHonomi (MT), w nepcodan, CBASAHHBIA C NOCTAELWMKAMKM YCOyT

TPETLER CTOP OHbI;

g) HEMaTepWankHbIe aKTMELl = YNPABNEHWE OPraHW3aUMeld, HOy-Xay, penyTauMa n

HMW A O praH3adi i,

7.1.2 BnanpeHue akTHEaMH

Mpumedate 7.1.2 cTanpapra MCO/MIK 27002

7.1.3 NMpuemnemMoe ncnonbL30EaHHe aKTHEOR

MpumeHATe 7.1.3 cTangapta MCO/M3K 27002,

7.2 Knaccudmkauna MHgopmMaluin

Llenk: OBecnevnTs YBERpPEHHOCTE B 3ALUMLLEHHOCTH MH OpMaLKMK Ha HadNexallem
Yp OBHE.

Mt opmaymrio cnegyet knaccud vunpoeaTe GNA ONPELENEHMA E& HEODXOOWMOETH,
NPMOPWTETOE " ApednonaraEmMoi CTENEHM 3awuTel npw ofpafoTke WHpopmaymu.
MpeanaraeMblil BapnaHT WaMEHIN CMbICH

MH opmMauMA WMEET pa3NWMHBIE CTEMNEHM YYBCTBMTENBHOCTH M KPWTMMHOCTH.
HekoTopele 3NeMEHTEl MOTYT noTpeboBaTe AONONHWTENEHOMO YPOBHA 3&WWTEN WAK
Che U ansHo R obpaboTkn. Cxema KNa col f uKaL MH OpMauMK  JonmHa
WCNONB30BaTECA, YToBLl ONpERENUTE COOTBETCTEYHILLES MHOMECTBO YPOBHEM 3aLMTH W

YCTAHOEWTE CBA3L C HEUEKD,[I,HMDCTI:I-U NMEUHATHA CNelWaNbHbIX Mep DEPEEUTI‘M.

72.1 PekoMeHoauun no knaccHipuKaumm
Mepa M cpencTBo KOHTPONA W YyNpaBn eHUA

Wb opmaumie  cnegyet  knaccwd WUWpoOBaTh, MCXOOA W3 BB LUEHHOCTM,

JaKOHOOATENBHBIX TPEEGEEHHI:'I, MYBECTEWMTENLHOCTH W KPUTHUMHOCTH OANA OpraHWu3aun .
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PexoMeHaauMAa no pean M3auun

Mpu knaccupukaumm MHb OpMaLMK M CEAIAHHLIX C HEA 3ALMTHLIX MEP M CPeAcTE
KOHTPONA W YNpaBNeHWA chedyeT yuyuTbleaTe TpeboBaHwA BW3HECA B OTHOLUEHWW
COBMECTHOTO WCNONbI0BAHMA MNKM OFPaHWYEHMA JOCTYNA K MHD OpMaLMKM W NOCNe ACTEWA

nnAa EHHHEEE, CBA3aHHLIE C TAaKWMK TpEEDEEHHHI‘u‘IH.

FekoMeHAaLWM No knacckl Mkaumn JoMKHbl BKNKMATE PYKOBDLALLWME YKA3aHWA no
HavaneHo#W Knaccud ukaumn W nocnedyowei knacck d MKaLu No NCTEYEHWUN BREMEHU B
COOTERTCTEWW © Hekoed npedonpefeNeHHOl NONMTHKDA  YNpaeBneHWA  AOCTYNOM
(cm. 11.1.1).

B obAzaHHocTw BRagensua akTuea (oM. 7.1.2) BxogwT knaccw MKALWA akTWEBa, ee
NepuoguYecknid  nepecmoTp W ofiecnedeHne  YBEPEHHOCTW B TOM, MYTO  OHa
NOAOEEHMBARTCA Ha AKTYaNeHOM W COOTERTCTEBYHLWEM ypoBHe. B oTHoOWeHWM
knaccHu MKaumum cledyeT YyyWTelEaTe 3G @ exT HakonneHwA, ykazaHweld B 1072 B
MCOM3K 27002

MpeAMETOM PAcCMOTPEHWA AONMHO CTaTh KONWMECTEO  KNaccud MKauWoHHbIX
KaTeropui W NpeWMYyWEcTEa, NONYMAEMbIe OT WX MCNONL30BAHWA. Ype3mepHO CNOMHbIE
CXEMBl MOTYT CTaTk 0BpEMEHWTENBHBIMW W HEONPABLAHHO AOPOTMMKA ONA NPUMEHEHWA
WAW  MOMYT 0OKA3aThCA  HEOCYWECTEWMbIMM.  CnepyeT npPoORBNATE OCTOROMHOCTE B
WHTEpPNpeTaUMK KNaccud MKaLW OHHBIX METOK HE JOKYMEHTEX M3 OpYMMX OpraHusauui, Tak

Kak O4HW W T8 e METKA MOTYT MMETE pa3NWyHbIH CMbICH.
PexkomeHaauMa no pean M3auMn, XapakTepHan AN A Ten eKoMMyHHKaLu i

MNpu knaccud wkaumw WHpopMauwu, B JononHeHwe K obupm TpeboeaHwAMm B
OTHOLUEHK K YYBCTEWTENEHOM W KPWTWYHD i WHEp opMaL MK OpraHuaaLum,

TeNeKoMMYHHUEaUWOHHBIE DPTaHW3aUNK JONHHEl T alke YMUTEIEATE CNedyHoLlles:

a) BoamoHyw  noTpebHocTe  pa3gensHol  knaccud MKauwk  MHG opmagme,
CBAZAHHON C HEpPa3rNalUEHWEM WHE OpMaUMK 0 CORAMHEHMAX C TOMKA 3PEHMA HANWYWA,
COASPMAHWA, WCTOMHMKA, aAPECa  HAa3HaJYeHWA, JLaTel W BPEMEHM NEpejaHHOoi

WHp opmaumm [cm. A15.1.7);

b} paznuumre mexgy Ba)wHe ALLUWMKW KOMMYHWKALMAMK, TPeByiowMMe npuopuTeTHOR
obpaboTin B cnyyae Ype3BbIMAAHOA CHMTYAUMK WAW PUCKA MPE3BBIMAAHOM CUTyayuu, W

BETOPOCTENEHHbIMKM KOMMYHWKaUWAMK (cw. A 151 8).
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NononHuTENEHaA HHOPp HAUHA

YpoBEHE AWM T MOMET OUEHWEATLCA c MOMO LLILHD aHanw3a
KOHS WOEHUWANEHOCTH, LEAOCTHOCTH W BOCTYNHOCTM W Kakix-nubo apyrux Tpebosaui B

OTHOLUEHWW paccMaTpuBas Mol MHE opMaLuu.

WMH opmaumA 9acTo nepectaeT DbITeE YYBCTBMTENBHOW WOKM KPWTWMYECKOW Mo
WCTEYEHWM  HEKOTOPOMD Nepuojda  BPEMEHM, HanpWMep, KOrfga O0Ha fAenaeTcA
oblwenocTynHol. 3TH  acnekTel HeobxXogMMO NpWHMMaTe BO BHMMAaHWE, NOCKONbKY
NPMCBOeHWE Bonee BLICOKDW KATEMOPUW MOMET NPUEECTH K PRanM3aLUNKM HEHYHHEIX MEp 1

CPedCTE KOHTRPONA W YNPAaBNeHWA W, KAaK CNedCTEWe K JONONHWTENEHBIM pacxogan.

[MpW  HazHaYyeHWW KnaccH WKALWOHHLIX YPOBHEW, COBMECTHOE pAcCMOTPEHWE
DOKYMEHTOB C @HANOrMYHEIMKM TpeboBaHMAMKM BE30NacHOCTH MOMET YNPOCTUTE 33484y No
KNacCHf MKALKK,

B obwem, wnaccud wkaywA wHp opMayuK — KpaTYaAWWA NyTe ANA OMpegefieHWA

TOrO, KaK 373 WH opmMayrA gonwHa BeTe obpaboTana v 3awpweHa.

T2.2 Mapkupoeka W 06 paboTka MHpOpHMaLH K

MNpumeHATe 7.2.2 cTaHgapTa MCO/M3IK 27002,

8 BesonacHOCTL, CBA3aHHAA C NepCcoOHaNoOM

8.1 Nepen Tpynoycrpoiicteom”

Llens: OBecneynTe YBEPEHHOCTE B TOM, HTO COTPYAHWMKW, NOAPASMUKA W
NpeAcTABWTENW TPeTeed CTOPOHBI OCO3HAKT CBOW 0BA3AHHOCTW W cnocofHbl BEINONHATE
NpeaycMOTPEHHBIE ANA HUX POAW, M CHW3WT PUCK BOPOBCTBA, MOLEHHUMECTEA MMM

HELENEBOMo MCNONb30BaHMA Cpe AcTE obpaboTkn WHD opmMaymw.
OBA3aHHOCTM, CBA3aHHbIe © obecnevyeHnem DE30NAcHOCTW, CNeqyeT OroBapuBaTh

Nepes TPYAOYCTRONCTEOM B COOTBETCTRYHILLMY LONMHOCTHLIX WHCTPYKUMAX U YCI OBWAMM

paboTel.

"'Mop cnosom eTpYAo yeTPORCTEOS 34 8Ch NOHUMAETCA OXBAT BCEX N & VHOLL MK 0 TINHEHD ULMXCA [ pyT
OT ApYra CUTVAUMA: TRYEOYCTRONCTED NoLeld (BpeMEHHOE WM NOCTOAHHOE), VHAIAHWE [ OKHOCTHBIX
thyHEUMEA (ponef), W3MEHEHWE AONMHOCTHRDC YHHUMA, ONpefensHWE Cpoka LeACTBMA AOM0EBOPOE W
NEEKPELLEHME NGO 13 3TMX OM0ED PEHHD CTEH .
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CnepyeT OCYWECTBANATE COOTEETCTEYHLLYH NPOBEPKY BCEX KAaHOWOATOE Ha
LOMWHOCTE, NOAPALMMKOE W NpeACcTaBUTENel TpeTeel cTopoHsl, ocofieHHo ecnu paboTa
CBA3AHA C CEKPETHOCTLH.

CoTpyaHUKW, NOAPALMMKA W NPEACTABMTENW TPeTbed CTOPOHLI, WCNONb3YHLLWME
cpegcTea obpaboTkn WH opmagny opraHu3aygun, LoMKHBl NOLNWCLIBATE COTNALUEHWE B

OTHOLIEHMW Wy ponel u obAsanHHocTel B oBnacTn BesonacHocTw.

8.1.1 Ponu u obA3aHHOCTH
Mepa M cpeCTEO KOHTPONA W yNpaBneHWA

Fonw w obraaHHoctw B obnactw Be3aonacHocTW cOTpYLHWKOE, NOAPALMMKOB W
NpencTaBuTensi  TpeTeeW  CTOpoHel  Heofxogumo  onpefenATe M od OpMNATE
LOKYMEHTANBHO B COOTBETCTEMW ©  NONWUTUKOR  WHOpMaUWOHHOR  BeaonacHocTu

0 praHu3 aL Wi,
PexomeHmauMa no peanMaaunn

FPonw v obazaddocTw B obnactw BezonacHocTW OONM¥HE BKNHYaTe B cebA
TpefoBaHUA B OTHOLUEHW K

a) peanW3auWM W OERCTBMA B CODTEETCTEMM C [ONMTHMKOA WHG 0 pMaluWoHHD R
GeszonacHocTw opraHw3agum (cm. 5.1 8 MCO/M3K 27002),

b) 3alMThl aKTMBOB OT HECAHKLWMOHWPOBAHHOMD AOCTYNa, pa3malleHUA cBegeHui,
WHB OPMELUNK G MO WD MKa LMK, paap],rLUEHMI WAW BMELATENLCTEA NOCT OPOHHAX,

C) BbINONHEHWA ONPeLENEHHbIX NPOLECCOB, CBA3AHHBIX ¢ HE30NacHOCTEHD,

d) ofecnevyeHWA yBEpPEHHOCTW B TOM, YTO Ha WHOWBMILYYyMa BO3NnarasTcA
OTBETCTEEHHOCTE 33 NPEANPUHUMAEMEIE A2l CTB WA,

g) MHP OpMUPOBAHMA 0 COBBITWAX MAW NOTEHUWaNbHbIX COBBITMAX, CBA3aHHBLIX C
be3onacHOCTLH, MAK ApYrux puckax Be3onacHoCT 4NA OpraHnuaaymui.

Fonn w obAzanHocTu B obnactw BesonacHocTW ponxHel BblITe OnNpegenceHsl W
LOBEEHBl 40 KaHAWOATOR Ha paboTy A0 WX TpyRoyCTpoACTBA.

PexomeHpauMAa no peanniaunm, XapakTepHan onA TenexoM MyHHKaLM i

TenekoMMyHWKALMOHHLIE OpraHW3auny LOMHb HA3HAYWTbe CNEUWanucToBR Mo
TEeNeko MMyHWKALKAM W Apyrofl nepcodan, obnagatowmil Heo BXoguMEIMK MO NHOMO YHARMK
WAKM COOTBETCTEYHLUMMW IHAHWAMM W HABblKaMW, KOTOpele ByAyT KOHTPONWPOBaThb
BONPOCLI,  CBA3aHHbIE € YCTAHOBKOW,  obcnywwBaHWem W 3KcnayaTauwei

TENeKoMMYHHEaLUWOHHbIX CpeacTe onA TenekKoMMyHHUKa LM OHHOTD BuaHeca.
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COOTEETCTEYHLME CNELWANWCTEl N0 TENSKOMMYHWKALWOHHBIM CHCTEMaM W gpyrof

NepCoHan A0N¥Hel BbITe M3BELWEHEI O NOP YYEHHBIX WM poNAX W 0BAIaHHOCT AX.
DNononHutensHana nHpop Mauua

Ona  pokyMmeHTaneHoro odopmneHWA poneldl W obAzaHHocTed B obnactu
be3onacHoOCTW MOTYT WCNONE30BATECA AONMHOCTHEIE MHCTPYKUMKM. Ponw u obAzaHHocTr B
obnactu GesonacHocTM AWy, YCTPOMBWWXCA Ha paboTy He 4epe3  npoyecc
TPYLOYCTPOMCTEA, MPWHATEIA B OPraHW3ayuW, a, HanpuMep, C NOMOLWEH CTOPOHHER

OpraHdzay i, onxHel BhiTe TaKHE YBTKD OnpedeneHel W QO0EEOEeHEl 00 CEeO0eHKWA.

8.1.2 llpepeapuTenHan NpoBEpKa
Mepa u cpencTBO KOHTPONA M yNpagneHHA

TWaTenbHAA NPOBEPKA BCEX KAHAWOATOE HA NOCTOAHHYH paboTy, NOAPAGMWUKOE W
NpeAcTABWTENER TPETEEd CTOPOHE A0MKHE NPOBOOWTECA COMACHO COOTEBETCTEVHILLMM
3aKOHAM, WHCTPYKUMAM W NpaBuiam 3TWKM, NponopuwoHansHo TpeboeanuAm BuaHeca,
knaccupMkauum  WHG opMmaumn, K koTopold  ByneT  OCYWECTBNATBCA  AOCTYN, W

Npeanonarae Melm pUCKam.
PexoMeHpauua no peanMiaumu
Mpu NpoBepKe CNenyeT YYWTEIEATh BCHY COOTBETCTEYHILLYHY KOHG WA EHUWANBHOCTh,

3ALWMTY NEPCOHANBHBIY AaHHBIX W (WNW) TPYLOBOE 3aKOHOLATENLCTEO. Takam NpoOEepKa

AOMKHE BKNKYATE CNeAyHLLWE 3J1eMEeHT bl

a) HanW4We NONOMMTENBHBLIX PEKOMEHAALWA, B YACTHOCTH, B OTHOLUEHMKW AENOBLIX
W NWYHBIX KaYECTB NPeTEHABHTE;

b) npoeepky (Ha NpegMET NONHOTLl M TOMHOCTW) BWorpad MW NpeTEHARHTA;

C) NoOATEEpMOeHWE  3aABneHHoro  obpasoeaHwA W Npod eCCHOHANEHORA
KEANWd MK LMK,

d) HE3aBWCUMYH NPOBEPKY NOSNWHHOCTM AOKYMEHTOB, YAOCTOBEP AHILLWX NWYHOCT b
(nacnopTa WNKM 3aMEHARLWErD Bro 40 KYMEHTA),

e) bonee geTantHyH NPOBEPKY, HANPUMED, KPEAMTOCNOCOBHOCTH MAW HA HanW4Ke

CYOMMOCTH.

B cnyvanx, Kor4a HOBOMY COTPYAHMKY HENOCEEACTBEHHO MOCNe NpWemMa Ha paboty
WNW B AanbHedleEM NpenocTaenAeTCA LOCTYN K cpeacTeam obpaboTkn wHp opmauwn, B
MACTHOETW, 0bpabaThiB aHLWMM YYBCTEUTENEH Y WHD OpMaLUl, HanpuMep, §MHaHCOBYH
WKW BECBMA  CEKPETHYH  WHG OpMauWw,  OpPraHW3auuu  cnefyeT  NpoBOSMTh

AONONHUTENBH YK, BoNee ABTaNbH YK NpOBEpKY.
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Mpouedypel AONM¥HBL ONPEAENATE KPWTEPMM M OTPAHWMEHWMA B OTHOLIEHWW
NPOEEPKA, HaNpUMep, KTO MMEET NPaB0 NPOBOAMTL NPOEEPKY COTPYLHWKOE, 3 Takke

Ka KM DEPEEDI‘U‘I, Korga v c Ka ko A UeNbH NPOBOAWTCA 3Td NPOBEPKA.

Mpouscc nNpefBapWTENLHOA NPOBEpKWM  CNefyeT MNPOBOAWTE  Takke  ONA
NOAPALMWKOE WM NpeAcTaBWTENeld TpeTbel cTopoHsl. B Tex cnyyamx, korga nogpAZHWKA
NpefocTaBNAKTCA Yepe3 KafpoBOe AreHTCTEO, KOHTPAKT © areHTCTEOM AO0JMEH YETKD
onpenenATs 0bA3aHHOCTM AreHTCTEA NO NpPefBapWTENLHOW NPOBEPKE NPETEHOEHTOE W
npousaypam yEELOMNEHWA, KOTOPEIM OHO ACNMHO CNefoBaTk, ECNW NpeABapWTeNbLHA A
NpoEepKa He BelNa 3aKOHYEHA, WNKM eCNW B8 Pe3yNLTaTel AAHT OCHOBAHWA ANA COMHEHWA
wnw becnokoicrea. Kak Bel To HW BeINO, B AQOrMDBOPax C TPETEEA CTOPOHOW
(cm. Tawwe 5.2.3) pDomwHbBl YETHD ONpefenATeCA  BCe 00A33HHOCTM W Npouegypbl

YEeOOMNEHWUA, HEDE}{U,[I,HMI:IE OnA HpE,ﬂ,BapHTEﬂhHDﬁ MPOBEPKK.

Wb opmaume obo Bcex paccMmaTpuBaeMblX KaHLWAATAaX, NpPeTEHAYHLIWX Ha
3JAHATHE JOMWHOCTEA B pamMKax opraHwsauuu, cnepyet cobupate W obpabateieate
comacHo  nwboMy  NPUMEHWMOMY — 33KOHOLATENLCTBY,  AeACTBYHLWEMY B
COOTBETCTEYHLWEA HpUCAuKyMM. B 3aBWcMMOCTH 0T NPMMEHWMOTC 3AKOHOLATENBCTEA,
LaHHBI®  KaHAWLATEl  AomwHel DbiTe  nNpefBapWTeNsHO  NpoWH$ OpMWpPOBaHBl O

OEATENBHOCTAX, CBA3AHHLIX C NpegEapuTENbHLIMWA MPOBEpKaMK.
PexomeHaaumMa No pean M3aunK, XapakTepHan A0 A Ten eKoM MyHH KaLu i

TEJTEKUMMFHHKELLHDHHI:IE OpraHWaau kWi A0 NHHEI TaHe A0NONHWUTENEHG
PacCMOTpeTeE BoONpoc NpoBEfEHWA Bonee peTanbHOR NMPOEBEPK  KaHOWLaTOE Ha
AONHKHOCTH,  fdaHWKe COTpYOHWUEKaMm  OO0CTYN K CHCTEMEM, KPWTWYECKMM  O0A
NpegocTasneHWA yonyr, K HHI:IJ OpmManmn, CBAISHHOM © 3aKOHHbIM LOCTYNOM W 3aKOHHEIM
NpocnyWHEaHWEM NWHUKW CEA3W, a TakHe LOCTYN, HANPHUMER, KHH¢I OpMaUrK O KNHEHTEX W

COJAE PHEHWH BblI30BOB KNWEHTOB.
8.13 YcnoeuwAa 3aHATOCTH
Mepa ¥ cpeCTEO KOHTPONA H YNpaEneHHA

B PaMEax OOTOBOPHBIX DEHEETEJ’II:ETE, COTPYOHWEW, NOOPALYWEN W NpeACTaBUTENW
TpEThEﬁ CTOPOHBEl O0N#HBlI COMacoBEaTe W NOANWCAaTe YCNOBWA TpydoBoro LOroeopa,
VCTaHaBNWEBaHOLWeErD WX OTEETCTEEHHOCTE W OTEETCTEEHHOCTE OpraHW3ayWK B OTHOLWEHKWA

WH opmauwoHHoR BesonacHoCTH.
PexoMeHpauma no peanMzaumn

YZNoBMA 3aHATOCTH A0N#HBl OTpaxaTbk NONWT UKY BeaonacHocTw OpraHu3agun K
Kpome TOro pa3bACHATE W KOHCTAaTUPOBATE.
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a) YTo BCE COTPYAHWKM, NOOPALMMKM M NPeAcTaBMTENW TPETbeW CTOPOHLI,
WMEHOLWME OCTYN K YYBCTEWTENEHOW MHD OpMaLMK, A0NMHLl NOANWCEIBAT b COTNALLEHME O
KOHD WOBHUWANEHOCTH WNKM HepasrNalleHWu Npexge, Yem wm ByaeT npegocTaBned

nocTyn K cpeacTeam obpaboTkn wHd opmayim;

b) npagoByH OTEETCTEEHHOCTE W MNpaBa COTPYAHWKOB, NOSPAAMWKOE W nHobbix
ApYyrux KNMEHTOE, HanpuMep, B MacTM 3akoHoB ob  aBTopckom  npaee  wnw
3aKOHOAATENLCTEA 0 3EMTE MEepCOHANbHBIX AaHHelx (oM. Tawwe 1511 w 1512 B
UCO/MMIK 27002);

c) 0BA3aHHOCTW B OTHOWEHMKM KIacCWUKaLMW WHBOPMaLKMK W MEHEDKMEHTE
AKTWBDE OpraHW3auWW, CBA3AHHbIX © WMHBOPMAUMOHHBIMK CHCTEMaMKM W yChyramu,
BBINONHAKTCA COTPYAHMKOM, MNOLPAAYMKOM WINW NPpeACTABWTENeM TPEeTbel CTOpOHbI
(cm. Tawke 7.2.1 W 10.7.3 e MCOMIK27002),

d) OTBETCTBEHHOCTE COTPYOHWKA, NOAPAAMWKA WNW NPeicTaBMTENA TPeThEW
cTopoHel 3a obpaboTky wHpopwmauww, nony4aemol oT Apyrux G WpM W CTOPOHHWX
opraHW3auui;

&) OTEETCTERHHOCTE OpraHM3auWKk 3a obpaboTky nepcoHaneHOR WHG opMaygmK,

BKNHYAA MEPCOHANEHYH WHE OpMaUW, NONYYEHHYH B Pe3yNLTaTe WNM B Mpouecce
paboTel B opraHu3ayumn (cw. Taoke 15.1.4 8 MCO/M3IE 27 002);

f) oteeTcTBEHHOCTE, EIEHEOETIEIROMER Taloke W Ha pafoTy BHE NOMELLEHW

opraHuzauum » B Hepabo4yee BpemA, HaNpWMep, B CNyYae MCNONHEHWA paboTel Ha QoMY
fem. Tarke 925w 11.7.4 B MCOMIK 27002),

g) HEMERENE, «oTopeie MonKHBI BbITe NPEANPUHATEI B CNYYae, ChM COTPYAHMK,
NoAPASMMK WAW NPECT aBMTENE TPETEENW CTOPOHEI MTHOpMpYeT TpeboeaHuA BezonacHocTK
opraHw3auun (cm. 8.2.3 g MCOMSK 27002).

CpraHwsaauna ponwHa obecneyYMBaTk YBEPEHHOCTE B TOM, NTO COTPYAHWKM,
NoAPAAYMEA W NPeACTaBWTENM TpeThed CTOpPOHBl  COTNALEKTCA C©  YCNOBMAMM,
KA CAKLUMMWCA WHD OpMaLWOHHOR Be30NacHOCTH W COOTBETCTEYHLMMA TUNY M 0Bbemy
JOCTyna, KOTopelid oHM  DyOyT WMeTe K aKkTMBam OpraHM3auyuW, CBA3aHHEIM ©

WHEp 0 PMa LM OHHBIMKM CUCTEMAMKW W YA YTamu.

|_||:IIJ1 HEDEXD,D,HMDI:TH OTEETCTEEHHOCTE, BO3NaraeMan Ha COTPYAHWKE No YCNoBWAM
3aHATOCTKW, LONMHA COXpaHATECA COTPYOAHWEOM B TeMeHWe ONpedeneHHaro nepwoia

BPEMEHW W NOCNE OKOHYAHWA paboTel B opraHnaaywu (oM. Takke 8.3).
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PexoMeHaauMA No pean M3aunK, XapakTepHan AN A Ten eKoM MyHHKaLM i

[MpagoEanA OTBETCTEEHHOCTE M NPaBa, CEA3AHHBIE C HEPA3TNALUEHWEM WH( OpMaLMK
D COBAWHEHMAX W Ba¥HEALWWMKW KOMMYHWKaUWAMM, KOTOpPbIE CNEAYyeT Y4WTLIEATh
TENEKOMMYHMKALKMOHHEIM 0praHu3alUnAM, BKIHOYEHBl B 3aKOHOLATENHEIE M HOPMaTHEHbIE
akTel [cwm. A15.1.7 w A15.1.8).

TEJ'IEI(DMMFHHKEU'HDHHI:IE OpraHW3auyni B YCINOBWAX 3aHATOCTH O0NMHBlI NMPOACHUT L
(il CdJDpI'u'I]fJ'IHpDBEITb OTEETCTEEHHOCTE 3a NOLOepHKy YCNyr CEBA3W, NpefocTaBnAeMblx

TenekoMMyHMEIUWOHHEBIMKW OpraHW3alnAamMK.

TenekomMMyHUKaLMOHHBIE OpraHM3auun AomkHel 0DECNeyYnTe YBEPEHHOCTE B TOM,
uyTo nwboe nwyp, yyacTeyHLWee B NPeAOCTABNEHMM TENEKDMMYHUKALUMOHHBIX yCnyr,
XDpolWo OCEEAOMAEHO W OCO3HAET HeoDXOLMMOCTb XPaHWTh CEKPEeThl ApYrux Nogeh,
KOTOPbLIE MOTNW CTaTk EMY W3BECTHBl BO BPEMA £ro Npodi @CCMOHANEHOA BEeATENBHOCTH,
CBA33HHOA © TRNEKOMMYHWKaLWOHHBIMWA YCOYramK, W COXPaHATE KOH MOEHLWANBHOCTE

Laxe Nochne oKoHYaHwWA paboTel B opraHuaanmm.
DNononuutensHana nHihopM auuA

MoxeT BOblTe WCNONBL3IOBAH KOAEKC NOBROEHMA ANA oxeata oBA3aHHOCTER,
OMMOEE MBI X OPraHu3aUMed oT CcoTpyAHMKOR, NOAPAANMMKOE MWW NPeACTaBUTENER TPETEER
CTOPOHBl B OTHOLEHWW KoH MASHUMANEHOCTM, 33WMTEl WHE OpMaLWK, NpaBun STHKM,
COOTEBETCTE YHOLLErc WMCNoNe3cBaHWA obopyLoBaHMA W CPeACTE OPraHW3auuu, a Takke
nopAnka AeATensHocTW. [oApASMWK WKW NPeACTABUTENMW TPETEER CTOPOHBl MOMYT BbITh
CBA33Hbl CO CTOPOHHER opraHusauwmed, c koTopol, B CBOW OMYEpejb, MOMET
noTpefoBaThCA IAKNHOMWTL LOMOBOPHBIE COFNALIEHMA OT WMMEHW NUUa, NOANWCABLUED

LOTOBOR.

8.2 B TedyeHe 3aHATOCTH

MpumenATs 8.2 ctangapra MCOM 3K 27002,

8.3 MNpekpalweHie MNW CMEHA JAHATOCTH

MpumeHATe B.3 cTangapra MCOM 3K 27002,
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9 Ousmdeckan GesonacHOCTb W 3alUMTa OT BO34EMCTBUMA
OKpyaloLlUer cpeabl

9.1 30HBI 6E30NACHOCTH

Lenk: [NpegoTepallaTe HEABTOPM30BAHHBLIA UIMYECKMA JOCTYN, NOBPEMIEHWE W

BO30EMCTEME B OTHOLIEHWW NOMELLEHWA W WHE OpMALWKM OpraHu3aLnm.

Cpegctea  obpaboTky  KpuTWMECKDR  WAM YYBCTEWTENBHOW  MHG opwMagum
HeobxoAMMO pa3MewaTe B 30Hax 6OesonacHocTM, 0DO3HAaYEHHLIX  ONpPEJENEHHBIM
nepumeTpom BesonacHocTk, obnagarwlMmM COOTEETCTEYHILMMKM 3aLUMTHEIMK Bapsepamn
W CPEACTEAMMW, KOHTRONWPYHOLWMMK BX0 L. 3TH 30HEl 40NM¥HEl BBITE  WINYE CKW 3 ALUMLLE HEI

OT HEABTOPWI0BAHHOTD JOCTYNa, NOBRpEeXOeHWUA W BO3LEACTEKA.

".‘-"'FJDEEHI: 3aWWLLEHHOCTH O0NKeH BbITh COpa3mMepeH BeIABNEHHBIM pUCKaM.

9.1.1 MNepuMeTp z0HLI DezoNacHoOCTH
Mepa w cpencTBO KOHTPONA M yNpaBneHUA

OnA 3aWwWTel 30H, KOTOpbBIE COOEp®AT WHhopMmauww W cpencTea obpafboTkw
WH OpMaumK, cnedyeT WCNoNe3CBaTe NepuMeTpel BezonacHocTw (Bapeepkl, Hanpumep,
CTEHbI, YNpaBNAEMEIE KapTaMW [AOCTYNa BOPOTA WAW  TYPHWKETHl, YNpaBlAEMble

YEITOBE KO M).
PexoMeHpaumua no peanMiaumm

B OTHOLLUEH WK I:IJHEHHECIMK NEPUMET pOB BeaonacHocTK peKOMEHOYETCA

PacCMaTpWEaTE W PEANWM30BLIEATE, MK HEHEKU,D,HMECTH, CnefyowWe pekoMeHgal K.

a) nepumeTpel BesonacHocTH AoMwHBl BblTe YeTKo onNpeAeneHsl, a pasMeLleHUe 1
HaOe¥HOCTh Kawgoro M3 MepUMeTpoB OONMHLl 3aBUCETe 0T Tpeboeanwi DeaonacHocTw

dKTWUE OB, HAX0QALLWXCA B NpedenNaX NepUMETPd, W OT PeE3YNbTaTOB OUEHKW PUCKS,

b) nepumeTpbl 303aHWA WNW NOMEBLWLEHWRA  TAe pacnonoxeHsl cpencTea obpaboTkn
WMHp opmayury, SonwHel DeITeE (W3MMECKM NPOMHEIMW (T. B. HE OOMKHO DBITE HWKaKWX
NPOMEMYTKOE B NEPWMETPE WAKM MECT, Yepe3 KoTopble MOXHo Obno Bel nerko
MPOHWKHYTL], BHELUHWE CTEHbI NOMELLUEHWA LONMHEl UMETh TBEpPOYH KOHCTPYKUMWH, 8 BCe
BHEWHWE ABepW  JOMHEl  BeITe  cooTEeTCTEYHLWWM  06pa3zoM  3aWMWEHBl  OT
HEaBTOpPM3OBaHHOTD AOCTYNAa, HanpuMep, OCHAWeHsl wWwnarbaymom, CcWrHanuaaymen,

3aMEaMi T. N, OBEpW KW OKHa I'IDI'u'IELIJ'EHHI-:I B OTCYTCTEME COTPYOHWEKOE OONMHEI BbITh
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3anepTel, W BHELWHAA 3allWTa oonxHa BbITE nEpedycMoTpedHa ONA OKOH, ocofeHHo ecnu

OHW HAX0OATCA Ha YpOBHE 3eMNK,

I:}I Oonx#Ha BbITh EblAENEHA W YKOMNNEKT 0BdHa NepCcoHaloM 30Ha PerucTpayud
I'IIf!II:L'-".TMTEJ'IEI:I'1I WKW O0NM¥HBl CYUWECTECOEATE APYrde Mepbl ONA KOHTpONA I:IJHBHHECI{UFU
AOCTyna B nNoMellgHWA WNKM 303aHWA; O0CTyYn B NOMELUEHMWA W 3O0aHWA  LonseH

NMpedoCcTaENATECA TONBKD AETOPWI0BAHHOMY NEpCOHanYy,

d) roe  Heobxogwmo, pgomeHel  BeTe  nNocTpoedsl  dwandeckwe Dapbephl,
NpefoTEpaLLAKLLME  HEABTOPM3OBAHHBIR G M3WYeCKMA  JOCTYN M 3ArpAIHEHWE
DKpy®WarLWel cpeakbl,

2) BCE aBapWiHbIE BbIXDAbI Ha CNy4ald noxapa B NepumMmeTpe BeaonacHocTw
LomkHel BeTe obfopyLoBaHel aBapuiHOW CWUrHANW3auWel, A0NMHB NOLBEpraThbCH
MOHWTOPWHTY W TECTUROBAHMK BMECTE CO CTEHaMM, yTobel co3gaTe TpebyeMelid ypoBEH:
YCTOMYMBOCTH B COOTBETCTBMM C NPMMEHMMEIMM PETMOHANBHEIMKM, HALWOHANBHEIMKM M
MEMLYHAP OAHEIMK CTAHAAPTaMKU, OHW JLONM¥HBl 3KCNNYaTMPOBATLCA B COOTBETCTBMMW C

MECTHON CHCTEMOWN NMPOTHEONOXHAPHBEIX NPaBKN Be30TKazHBIM DEPEEDI‘U‘I;

f) cnepyer ycTaHaenMBaTe HeobxoAMMBIE CHCTEMEI 0BHapY#EHMA BTORMEHWA,
COOTEBETCTEYHLWME HALMOHANEHEIM, PETHOHANEHEIM MIK MEMIYHAP OAHEIM CTaHAAPTaM, U
pEryNApHO TECTMPOBATh WX HA NPEAMET 0XBATa BCEX BHELLHWX ABEPEl M SOCTYNHLIX OKOH,
ceoBofHbIE NOMELWEHWA HeoBXogWMO CTEBMTL HAa CWTHAaNWM3auWHK, aHanoMuYHO chepyer
obopynoeaTe W ApPYrMe 30HLI, HaNpUMep, CEPBEPHYH KOMHATY WM NOMELLEHWE, T4e
PacnoNOMEHEl CPEACTEA KOMM YHUKALLWIA;

g) Heobxogwmo duanyeckw w3onupoBaTe cpegcTea obpaboTkw wHp opmaywmwm,
KOHTPONWPpYEMEIE  OpraHM3auMed, oT  CPeAcTE, KOHTPONMPYEMEIX  CTOPOHHWMM
DpraHu3 aLuAMH.

PexoMeHpaluma no peanM3aumn, XapakTepHaa ONA TeN eKoM MyHWKaLH A

Tenekomm yHUKAL WO HHbIE OPTaHW3aLMK JONMHEl Y4WTLIBATE M pEANW30BLIBATE, NpK
HeoBxogUMOCTH, CRefyHLME PEKOMEHLALMM OTHOCWTENEHO §MIMYECKMX NEPUMETPOE
besonacHocTw:

a) UEHTPBl TENEKOMMYHWKAUMOHHEIX ONepayuil  fonsHel  BbTe  OCHELWEHEI
COOTEBETCTE YHOLLMMMW CHCTEMaMK 0BHapyHEHUA G MIUYECKMY BTOPMEHW A,

b) obopynoeaHWe OnA TENeKOMMYHWKaLWOHHBIX YCOYr, HanpWMep, CPeACTEA
Nepenadm  LaHHbLIX, KOMMyTauwoHHoe obopyooBaHwe W TENEKOMMYHWKaLUWOHHAA

WHp pacTpykTypa, BomkHbl BbiTh G W3MYECKM OTAENeHbl W pacnoNoMeHel YA ENeHHo of
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Apyrux CpeacTE, HanpUMep, KNWEHTCKWX CPeAcTE B YNPABNAEMEIX WH( OpMaLWOHHEIX
UeHTpAX,

c) dwravdeckwe Dapbepbl AoAMHbl ObITh yCTaHOBNEeHsl 3 eKTWMBHO COMAacHo
HEYKOCHUTENBHO GOBAMAaEMON MECTHON NONWTMKE 6GeaonacHocTW AnA obecnedeHus
VEEPEHHOCTM B 3alUMTE KOPNOPaTHBHLIX aKTMEOE B NWBOR MOMEHT BpeMeHW| ecnu
fuanyeckmin  bapeep paboTaeT HewcnpaBHo wnw  NOAMTHKE  He  coBnrfaetcH,
Heobxogumo, yTobbl 3T0T BOMpOC He3aMeAlWTENLHO pPELWAENCA pPYKOBOACTEOM C

COOTBETCTBYHILLMM Yp OBHEM OTEETCTEEHHOCTM.
HNononHuTensHanA nHop MauMAa

Puanyeckan 3aWMTa MOoXeT DbiTe 0becneYyeHa CO3LAHWMEM OOHOMD MKW HE CKDNbBKA X
fuanyecknx  bapbepoB  BOKPYr NOMEWEHWA W cpegcte obpaboTew  wWHG opmaygmm
opraHuzauun. Mcnons3oBaHue Heckonkkux DapkepoB AaeT AONONHWTENEHYH 3aWMTY, W

NoeppeMiedHne ogHoro Eaphepa HE 03HaYaeT HeMedNeHHOro HapyLWeHNA BeaonacHocTy.

JoHoW BeaonacHoCTW MoMeT DbiTe 3anvpaemblil O UC WK HECKONBKD NOMELLEHKMA
BHYyTpW uanveckoro Bapeepa Be3sonacHocTw, Mexay 30Hamw  ©  pa3zfWyHBIMK
TpeboeaHuAMY BeaonacHoCTW, HAXO4AWMMKUCA BHYTPW NepuMeTpa GezonacHocT, MOryT
noTpeboBaTeCA AONONHWTENEHEIE Bapeepel M NEpMMETPE ONA KOHTPONA G M3KMYEeCKoro

JocTyna.

B oTHoweHun BezonacHocTW fuandeckoro gocTyna ocoboe BHAMaHME chnepyet
0BpalyaTh Ha 30aHWA, B KoTop bix [EGMENEHE HECKONLKD OpraHnaaL i,

9.1.2 Mepbl W cpeacTEa KOHTPONA W YNPAENeHWA (PUINYECKUM BX0 N0M

Mepa u cpencTeo KOHTpONA W YNpagneHUA

30Hel Be3aonacHoOCTH HeoBX04MMO 33 WMLLAT L C NOMO UL COOTEETCTEYHILLMY MEp W
CPeACTE KOHTPONA M yNpaBneHuA Bxofa, YTobel 0beCnevMTE YBEPEHHOCTE B TOM, 4TO
AOCT YN paspellsH TONLKO 3BTOPWI0BAHHOMY NepCcoHany.

PexoMeHpauMa o peanM3auuu

CnepyeT NPUHUMATE BO BHUMAaHWE CNEAYHLUME PEKOMEHLA LMK

a) 0aTy W BpEMA BX043 W BbIX04a NOCETMTENER CNefyeT perncTpUpoBaTh, W BCEX
noceTuTenel  HeobxogMmo  conpoBOMOaTe, WNW OHW  AomwHel  ofnagate
COOTBETCTEYHOLWMM O0NYCKOM, AOCTYN CAEAYeT NpefocTaBNATE TONEKO ANA BeINONHEHKWA
ONpefeneHHblX ABTOPM30OBaHHEIX 33fay, a Tawke HeobxogWMOD WHCTPYKTWPOBaTh
NoceTWTenel Ha npegmMmeT TpeboeaHui Be3onacHoCcTH, U OeACTEWA B CNy4Yae aBapURHBIX

CHTYALMEA;
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b) moctyn Kk 30Ham, roe obpabaTeiBaeTcA WAW  XPaHWTCA  YYBCTBMTENLHAA
WHEp OpMaLUWA, DONMEH KOHTPONMPOBATLCA M NPEACCTABNATLECA TONBKO aBTOPW30EAHHEIM
NMuam;, cnefyeT WCNONb30BaTk CPEACTEA ayTEHTH MKAUKMKW, HANpUMEp, KOHTPONBHYH
KApPTY LQOCTYNOM C MEpCOoHAaNbHBIM  WAEBHTWG MKaUWOHHEIM  Homepaom  ([TMH)  gn\
ABTOPW3IALWKW W NPOBEPKW BCEX BMAOE A0cCTyna, Heobxodumo BeCTM 3a8LLMWEHHLIE

KOHTPONEHBIE 3aNHCK perACTpaygWi 4oCTyna,

c) Heobxogumo TpebogaTe, YTobkl BCe COTPYAHWKA, NOAPALYMKN W NPELCTABMTENN
TPETBEA CTOPOHBI HOCHAM Ty WAW WHYW dopMy BWAWMOro WASHTMG MKaTopa W
HEZAMEONUTENBHO YEBELOMNANW COTPYOHMKOE cnywbbl Be30MacHOCTM 0 3aMeueHHbIX

HECOMPpoOBOXHLAeMEIX NOCETUTENAX M NWUA X, HE HOCAWWX EMOWMOTo H,EI,EHTHI.'.IJ HEaTOpa,

d) nocTyn B 30Hbl be3onacHocTW WNM K cpedcTEam obpaboTkW YyBCTEBMT eNbHOR
WHp opMaUWK - nNepcoHany BCNOMOraTenkHelx cnywB  TpeTeed CTOPOHBl  CcRepyer
NpeAocTaeNATL  ToNeKo nNpW HeobxogumocTk, Takol  pocTyn  fomsedH  BeITh

CAHKLUWOHWPOBAEH M CONPOBONAATBCA COOTBETCTEYHLLMM KOHTPONE M,
g) Npaea [oCTYyna B 30Hel De3onacHoOCTW cnefyeT perylApHO aHaNW3WpoBaTh,
NepecMaTpUBaTL, M AHHYNMPOBaTE NpM HeobxogumocTw (cm. 8.3.3 B MCO/MIK 27V002).
PexkomeHpauna no pean M2auuM, XapakTepHan ANA Ten eKoM MyHHKaLM i
TenekoMMyHUKAUMOHHBIE  OpPTraHW3auun  LOMKHbl PACCMaTPUBATh  CHELYHLLWE
P KO MEH LA LMK

a) ONepayMoHHBIE 3ankl M UEHTPbl  YNPaBREHMA  TENEKOMMYHMKALWO HHEl MA
CPEACTBAMW NOMMHbl BbiTh 3aLMUEHEL © NOMOLWBH COOTEETCTEYHLLMX MECTKUX MEp W
CPEACTE KOHTPONA W YNpaBNeHWA 40CTYNOM B NOMELLEHWE,

b) Ha nponyckHom nNyHkTe WHb OpMALMA O APYrdx NOCETUTENAY AonwHa ObiTe
IJaWMLIEHa OT HECAHKUMOHMPOBAHHOMO JOCTYNa WNW NPOCMOTRE, HAnpWMep, 3anuce o
LaTe W BpEMEHW BXOLA W BbiX04a NOCETWTENA, paboTHWK NponyckHOrD NyHKTa Takke
LOMMEH NPOBEPATE BELUM NOCETUTENER NpW BXD4e W BbiXo4e, yTobbl BOCNPENATCTBOBATE

EHOCY ONaCHEIX ofbekToE B nomMellgHWA KDWY BRIHOCY aKTHEOE bes pazpelleHAHA.

9.13 bezonacHocTb 34aHHMA, NPOMIBOACTE EHHBIX MOM e EHHA H

obopynoeaHnA

Mpumedate 9.1.3 cTangapra MCOM3IK 27002

9.14 3awnTa 0T BHEWHWX YIP0o3 M YIPO32 CO CTOPOHLI O KPYHAKWER Cpeabl

Mpumenate 9.1.4 cTangapra MCOM3K 27002,
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9.1.5 PaboTta B 30Hax be30NacHOCTH

MNpumenAaTe 9.1.5 cTangapta MCO/M K 27002,

9.1.6 3oHbI obwero pocTyna, NPHEMKN U O TTPYIKH

MpumenAate 9.1.6 cTangapta MCO/MIK 27002,

9.2 besonacHocTe 0GOpyAOBaHWA

Llens: MpegoTepawaTs NOTEPH, MNOBPEXOEHWE, Kpawy WNW KOMMOPOMETALWH
AKTUBOE W NPEpPbLIBAHWE EATENEHOCTH OPraHu3aLmu.

CbopyaooeaHMe Heobxogwmo zawmate oT M3WYECKWX yrpo3 W BO3OEHCTEWA
DKpYMAHLWE R cpeabl.

CbecneyeHwe BesonacHocTw obopygoBanwA  (BKNHOMAaR  MCNONb3YyEMOE BHE
OPraHW3auMm W BblHOCMMOE  WMyWwecTeo) Heobxogumo, uToBel yMEHBWATE pPHUCK
HEAaBTOPW3OBAHHOMO [AOCTYNa K WHhOpMaywM W 3aWWWaTe &8 0T MNOTEPM  WAK
noepexaeHuA. [Npw 3Tom cnefyeT YYecTb pasMeLlgHMe M yTWau3auww obopyaoBaHWA.
Moryr noTpefoBaTbCcA CMeUWanbHble Mepbl W CPEACTEA KOHTPONA W YNpaBJeHMA ANA
3AWMTEI OT MIAWYECKWUX YIPO3, A TAKOKe ONA 33WNTEl MHG PACTP YKTYPEI NO G0 PXWE 3HLLWX

YCNYr, HANPUMEp , CUCTEMbl 3NEKTPONWUTAHWA W KabenbHOR pasBodkn.

92.1 PazmemweHne u 3awuTa obopynoBaHuA

Mepa 1 cpencTEO KOHTPONA W yNpaBneHuA

OfopygoBaHwe ponwHo BbITe pasMeweHo W 3aWMUWEHD Tak, YTobbl YMEHbLWTE
PUCKW OT Yrpo3 OKPYHKaroLWen cpefbl M BO3MOXHOCTH HE ABTOPW30BAHHOMD 40 CTyNa.

PexomeHaau A no peanniaunn

Heobxogwmo paccMoTpeTh CNEAYHOLLME pEKOMEHIAUWW NO 3aWWTe 0bop yoo0B aHUA:

a) ofopyaoBaHWe cnedyeT pa3MeLlLaTs Takum oBpazom, uyTobel CEECTH K MUHKMYMY

M3NKLLIHK A SOCTYNE FIEED"-IHE 30HEI,

b) cpepctea  obpaboTkw wHfopmayww, obpabaToiBatolwme  MYBCTBWTENBHbLIE
OaHHele, cCnefyeT pa3dMellate W yron ob3aopa orpaHWdWEaTe Takim obpazom, yTobbl
YMEHBLUWTE PUCK NPOCMOTPA WH( OpMaLMW HEeaBTOPW30BAHHEIMK NWLAMKW BO BPEMA WX
WCNONbB30BAHWA, 3@ CPeACTEBA  XpPaHeHMA WHp OpMauum  chnedyeT 3aWvwaTts oT

HEABETOPKW30OEBAHHOMD QOCTYNa,
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¢) oTOenbHble a3NeMeHTel obopyaoBaHWA, TpebywlwMe CNeUWaneHOR 3aLWMTH,

CNEeLVET W30NWPOBATE ANA CHIRKEHKMA 0BWero ypoBHA TpebyeMol 3aWM T,

d) Mepbl W CpeACTEA KOHTPONA W YNpaBNeHWA LoONWHbl ObiThb BHEAPEHLl Takum
ofpaszom, uTobbl CEBECTH K MUHUMYMY PUCK NOTEHUMANbHBIX f M3MYECKU Y YIPo3, TAKMX KA K
BEOPOBCTED, MNOMAP, BE3pPbIEbI, 33AbIMANEHWE, 33TONNEHWE  WNW HEWCMPABHOCTh
pogocHabweHWA, nNeinb,  BWBpaywA,  xWMWMYECKOE  BO3LEACTBME,  NOMEXW B
anekTpocHabue M, nomexw B paboTe NWHWIA CEA3W, 3NEKTPOMATHMTHOE W3NYYEHWE W

BaH4anMam;

E}I Heob xoaumo YCTAHABNWEATE NPaBWNa B OTHOWEHWW MNMpWeEMa NMALWKW, NMATEA W

KypeHWA BBAWaw cpeacTe cbpaboTm wH opmayw e,

fy cnegyeT nNpoBOOMTE  MOHWTOPMHT  COCTOAHMA  OKPWWAHKLWER cpedbkl  no
EBIABNEHWH YCNOBWA, HANPUMER, TEMNEPATYPLI W BNaXHOCTH, KOTOPBIE MOTNW Bkl 0Ka3aTe

HebnaronpwATHOE BNMAHWE Ha § YHKLWOHWpOBaHWe cpegcTe obpaboTkn wHdopmaumk;

g}l Ha BCEX 30aHWAX O0N¥HA BhITh YCTAHOBNEHa 3alUMTa 0T MOJNTHKWKA, & q.'.II-U'IthI:I
3alWThl OT MONHWAK O0NMHEl BbiTh YCTAaHOBNEHBLl Ha EXoOe BCeX TUHWA ANeKTpONEpedadn

W MHWAA KOMMYHM KaL MK,

h) 8 oTHoweHWM obopydoBaHWA, pacnoNOMEHHOrD B NPOMBILLNEHHOA Cpege,
CNEeAYeT WCNONb30BaTh CNEUMaNbHEIE CPEACTEA 3aLUWThl, HANPUMED, 3ELUMT HEIE MNEHKK
ANA KNABMATYPHI,

() obopygoeaHwe, obpabaTolBalowee YYBCTEWTENLHYH WHPOpMauWi, SOJMHO
ObITE FaWMWEHD, YTOBLI CBECTM K MMHMMYMY PWUCK YTEMKA WHROpPMauWW BCNefcTEWE

W3NYYEHUA.

PexoMeHpauMA No peanM3auMuK, XapakTepHaA ONA Ten eKoM MyHHKaLH A

Ecnw womnnekcsl TENEKOMMYHWKaLUWOHHBIX CPEACTE HECKDNBKAX OpraHW3aywi
pPa3sMELLEHEl B OJHOM W TOM & MH( 0OpMaLKMOHHOM LEHTPEe, TO TENEKO MMYHWKE LM OHHbIE
OpraHMaauMM SOMKHEl PEAaNM30BaTE COOTEBETCTEYHLWME MEpLl ANA 33WKWTEl MHG opmaLni
0 KNMEHTaX, XpPaHAWEACA B WX KOMNNekcax. Takwe KOMNNeKckl foMHel BEITe §1M3nye ckin
DTAENEHLl APYr OT ApYra, HanpWMep, AON¥HbLI Pa3MELLATbCA Ha Pa3HbIX 3TaMax WNu B
Pa3HbIX KOMHaTax.

922 MNopaepasEaOW HE YCAYTH

Mepa u cpecTBO KOHTp ONA W yNpaBneHHA

ObopynoBaHwe Heobxo4umo 3aWMWaTh oT NepeboeB Nogavw 3NeKTPO3HERIUW W

opyrux choer, cEA3AHHBIX C NepefoAMK B oBecne YeHWW N0 408 PHUBAHILLMY YCNyT.
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PexoMeHaauMA No peanMiaumm

Bce nopnepxueatolye yonyrv, Hanpumep, anektpocHabxeHwe , BogocHabweHwe,
KAHaNW3aUWA, OTOMNEHWE/BEHTHNALMA W KOHAWUWOHWPOBAHWE BO3AYXa, A0NMHb OblTh
aAEKBATHEIMW ANA NoLAEpHWBEEMBIX UMW cucTem. [OBbEKTbI] NOSAEpMUBAOLWMY YoNyr
HeoBXoOMMO pEFYNAPHO NPOBEPATE W TECTUPOBATh COOTBETCTEYHWMM ofipazom AnA
obecneyeHWA YBEPEHHOCTM B WX AONMHOM () YHKUWOHWPOBAHWKM W YMEHbLIEHMKM nroboro
PMCKa, CBA3AHHOMD C WX HeWcnpaeHoW paboTol wiw oTkasom. Heobxogwwmo obecnevnTe
Ha N EME LLYH nogavy  3NeKTpONUTaHKUA, COOTBETCTBYHILLYH CReLnd Ka L Am

NpOM3EDAUTENA 060 pYODEAHKA.

CbopyaoBaHue Noo4epHUEa HLLER BaMHENLLME MpoUeccsl BusHeca,
PEKOMEHAYETCA NOAKNHOYATE Yepe3 ucTodHMKkKM BecnepeboiHoro anewT ponutanuA (MBM) ¢
TeMm, uToBbl obecnevuts ero Be3onacHoe BeIKNHYEHWE W (WNW)  HENpepbiBHOE
dyHrmoHupoBanwe. OnA ofecnevyeHns HenpepblBHOCTW anexTpocHabweHws chnegyert
NpeaycMoTpeTe AeWcTBMA Ha cnydal oTka3za MBIl PeaepeHeld renepatop cnepyet
WCNONb30BaTe, KOTAA § yHKUWOHMpoBaHwe ofopynoeannA Heobxogumo obecnevnTs BO
BPpeMA ANWTENBHOMD 0TKa3za nodadud 3nekTpoaHepruw. Ona obecnevyenuwa paboTel
reHepaTopa B TEMEHME  ANWTEABHOMD  BpeMeHW  Heobxogumo  obecneynTs
COOTEETCTEYHWILWYHW nocTaeky Tonnwvea. Obopynoeanwe MBI w reHepatTopbl gonsHbl
PEFYAAPHO NpoBepATLCA, YTobbl 0BECNEYWTE YEEPEHHOCTE B HAaNWYWKW  afeKBaTHOM
NPOMIBOAMTENLHOCTH, @ TaKKe TECTHPOBATECA B COOTEBETCTEMM C  PEKOMEHZAALWAMM
npousgoguTena. Kpome Toro, cnegyeT obpallaTe BHUMaHWE Ha WCNONb30DBaHWE
HECKONBKMX WCTOMHMKOB MMTaHMA WAW, ecnw  opraHw3auwA BonbwanA, oTaenbHORN

ANeKTPONOOCTaHLU MK,

ABapWiHEI2 BLIKNHYATENW 3NEKTPONWTAHWA Heofxo4uMMO pacnofowWTe OKoNo
3ANacHbIX BbIXOAOE NOMELWEHWA, rae HaxogutcA obopynoBadue, vTobel yckopuTe
OTKNHMEHWE 3NEKTPONUTAHWA B CNYYae KpUTUYECKU X cuTyauui. Heobxogumo obecneunts
paboTy aBapWiHOMO OCEELLEHWA Ha cnyvall 0TKasa 3NeKTponWT aHWA, noTpefnAsmoro ot

CETH.

BopocHabweHwe ponwHo BbTe cTabWnbHbiM W af4EKEaTHbIM AnA obecnedeHWA
KOHAMUWOHWpOBAHKMA Bo3ayxa, obecnedyeHuA paboTel YCTPOMCTE YENAMHEHWA W CHCTEM
NoMapoTyWeHWA (TaMm, roe oHW wcnonb3ywTcA). HewcnpaeHocTw B pafoTe cucTembl
BOOOCHAMKEHWA  MOMYyT NPUMEECTM K NOBPEMAEHWH 0DOpYOOBaHWA  WAW  MOTYT

MPENATCTEOBATE 3 hekTWEHORN paboTe cucTemsl nomapoTyweHnA. CnegyeT OUEHMEATh
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HeobxoQMMOCTE YCTAHOBKW CHMCTeMEl CMTHanWzaywd onAa DEHEFI]I'H(EHHH HENPAEWNBHOIO

i YHKLMOHWPOB AHMA 0B bEKTOB NOALEPHWE LN X YCN YT

CBA3b TenekoMMyHWKkayuoHHoro obopygoBaHuwA © obopynosaHeMm npoBalgepa
YCAYr DOMMHA OCYLWECTBNATLCA, MO MEHbWER Mepe, No ABYM Pa3NWyHbIM MapLIpyTam,
yTobbl NPEaOTEPaTHTE OTKA3 B OOHOM W3 COEAWHWTENBHbLIX MapLUPYTOE, KOTOPLIA MOMET
CABNATE YCAYry MO NEepegade Pedn HEBOIMOMHOW. YCNyru no nepegave peud 00JHbl
DbITe afeKBaTHLIMK, YTOOLI YOOBNETBOPATL MECTHLIM 33KOHO4AaTENbHBIM TpeboBaHWAM B
OTHOLUEHMKW SBAPUAHORA CEAIN.

PekomeHaauMA No peanniaunm, XapakTepHan AnA TeneKoM MyHHKaLM i

HenateneHo, uyT0bbl CcpegcTBa  3HeprocHabMeHWA B W3ONMPOBEHHOW 30HE,
Hanpumep, MobwneHblx  Basoeeix  cTaHumAx, obecnewueanwn  BecnepeboiHoe
SNEeKTPONUTAHKE ONA BCER HArpyskd ¢ BOIMOMHOCTEH BblgepwaTe nepebow B pabote
OCHOBHOMD WCTOMHMKE NWTaHWA B TEMEHWE BO3MOKHBIX Nepeboee. Ecnw 3To HEBOIMOXHO
pomkeH BeITe  ycTaHoBNeH  WexaHwaMm  gnA  obecneveHwA  BecnepebofHoro
SNEKTpONUTaHMA  KpuTWueckoro obopygoBaHuA.  AkkymynaTopel  mMoryT  TpeboBatb

OCHALEHWA NEPCOHANBHEIM 3NEKTPOreHE paTOPOM, 0COBEHHO B M30NWPOBAHHLIX 30HAX.
NononuutensHaa nHpopM auuAa

BEPHHHTUM OOCTUWMEHWA HeENpPepbIBHOCTH  JNEKTPONWT aHWMA E]I',D,ET Hanu4ue
HECKONBKWY WCTOMHMKOE NWTAHWA, YT0 MNO3B0NWT WabewaTe eOWHOW TOMKW 0OTKa3a B

ANEKTPONUTAHMWK.
DononuutensHana MHthopMauna ANA TENEKOM MY HHKALMA
TenekoMMyHWUKALWOHHLIE OPraHW3auWMK  OONM¥HBEl ONPERAeNWTE B COMAalUeHWAX
HeoBxogumocTe  Hagnemawero obcny»WBaHWA W NOCTOAHHOMO  NpeAocTaBNEHWA
nogaepwuBaOWnx  yonyr, 4Tobel ofecnevweats bGecnepeboliHoe npegocTaBneHWE
T ENEKOMMYHMKALKMOHHBIX YCayr.

923 beionacHOCTL KaOeNnkHOH CBTH

MpumMeHATe 9.2.3 cTangapta MCOM 3K 27002,

924 TexHuueckoe ob cny>HME aHWe o bopynoBaHNUA

MpumenAate 9.2.4 cTangapta MCOM 3K 27002

925 bezonacHocTb 0D OpyROBAHWA EHE MOMEW,EHNWIl OPraHW3 ALK

MNpumenAaTe 9.2.5 cTangaptra MCOM 3K 27002
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92.6 bezonacHaA yTHNH3aUWA HAKW NOBTOPHOE HCNONbL30BaHHE

obopynoeaHnA

MpumenAaTe 9.2.6 cTtangapta MCO/M3K 27002,

92.7 MNepemeweHHe HMY LWL ECTEA

Mpumenate 9.2.7 ctangapra MCO/MIK 27002,

10 MeHe PKMEeHT KOMMYHUMKaLWIA 1 paboT

10.1 3kcnnyaTauloHHkIe npoleAypkl 1 06A3aHHOCTH

Lene:  ObecneynTs  yEEpPEHHOCTE B Hajglewawewm W besonacHom

PYHKLMOHMpOBaHW W cpeacTE obpaboTkr nHdopMmaLmuw.

OonxHel BelITe ycTaHOBNEHEl 0BA3AHHOCT M W NPOLEAYPLI B OTHOLWEHWY YNpaBNEHWA
W akcnayaTayumm Bcex cpeacTe obpaboTkw wHdopmagumn. 3To BKNHOMABRT  TaKke

paapaboTky COOTRETCTEYHILLWY 3KCNAYATALMOHHBIX NP OLEAYE.

c UeNbH CEedeHWA K MAHWMYMY PUCKa HENPAEWNBHOMD WCNONB3IOEAHWA CHCTEM
BCNEACTEWE HEEPE}KHUCTH MK 3n0ro ymbelCna, Cnefyet, N0 BOIMOXHOCTH, pealW30BaTh

NPUHLKMN pa3rpaHUYeHMA ob A3aHHOCTER.

10.1.1 JokymenTansHoe othopMAEHHE IKCNNYATALMOHHLIX NpoLEenyp

Mepa w cpencTBO KOHTPONA M yNpagneHHA

JKCNNYATALUMOHHEIR NPOUEAYPEl CAeAYeT ACKYMEHTANEHO O OpMAATE, cobnoaaTe
W AeNaTk SOCTYMHBEIMW ANA BCEX HYMOALWWXCA B HUX NONbL30BaTENE .

PexoMmeHpauMAa no peanM3auum

OokymeHTaneHo ogOpMNeHHBLIE NPOUSAYVPLl LOMMHEl BLTE NOArOTOBNEHEl ANA
OEACTEWA CWCTEMBI, CEA3AHHBIX CO CpeAcTBaMW obpaboTkn WHD opmaL K W CBA3KW, TaKMX
Kak, NpoLenypsl 2anycka W 3aeepweHnA paboTel KomneloTepoB (cepBepoB), NpoUedypsl
pE3EPEMPOBAHMA, Tekywero obcnysweaHuA W pemodTa obopygoeaHwA, ofpalwgruA c

HOCWMT &NAMW WHEp OpMaLKK, yNpaeneHne paboTol B MalWWHHOM 3ane W paboTel © NOMTOWM,

a Takke npouesypel obecneveHnA BesonacHocTy.

,D,EHHI:IE npouedypbl QONHHB COOEpHaThk AeTalNbHbIE WHCTRYKUWKW N0 BbINONHEHWH

kawaol paboTel, BKIHYARA:
a) obBpaboTky W ynpagneHue WH opmaLmen;
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b) pezepedpoEanke [cm. 10.5);

c) TpeboBaHWA B OTHOWEHWW rpadiuka paboT, BKNKYAR B3aWMO3IEBMCHMMOCTW
MENLY CHMCTEMaMKU, BPEMA Havana camoro paHHel paboTel W BpeMA 33BepLUEHMA camoi

nocnenHel paboThl,

d) wHcTpykumw no obpaboTke owwbBok wAw Qpymx WCKNHYWTENBHBIX CHUTYaUWi,
KOTOpPbIE MOMAW Bkl BOZHWKHYTE B MPOLECCE BINONHEHKMA paboThl, BKNHMYAA OrPaHMYEHW A

Ha WCNONE30EAHWE CHCTEMHBIX YTUAWT (cw. 11 5.4 8 MCO/MEK 27002);

E;'I HEDE}{G,D,HMI:IE KOHTEKThl Ha I'_‘..I'I}I"*-IEI:I:I HE MW OaHHBIX 3KCNANYaTauMOHHBIX WNW

TEXHUMECKWX NP obnem;

f) cneywansHble WHCTPYKUWKM MO YNPaBNEHMH BLIBOAOM AaHHbIX W oBpalleHuw c
HOCMTENAMKM  WH OpMaUMKM, HanpWMep, WCNONL3OBAHWE cneywansHoW Bymarw anA
NeMaTalwLWyx YCTPOACTE WAW  YNpaBNEHWE BbIBOAOM KOHM MAEHUWANBHBIX  LaHHbIX,
BKIHMYEA NpoueAypel No De3onacHof yTUAW3AUWK BRIXOLHEIX OaHHeIX B cnydae choee B
pabote (cm. 10.7.2 w107 3 g MCO/MIK 27002);

g) nepe3anyck CUCTEMBl M COOTBETCTEYHLWME NpoUuedypbl BOCCTAHOBAEHWA Ha
cnyyail cucTemHelx choes;

h) ynpaeneHwe wHbOpMauWel, COOEpPWALWEACA B KOHTPOMBHBIX 3anWCAX W
CMCTEMHBIX ¥ypHanax (cm. 10.10).

JKCNNYaTaUWoHHblE NpoUEaypEl W AOKYMEHTAaNbHO oOf OpPMAEHHBIE NpOLELYE bl
OEWCTEMA  CMCTEMEl  AOMMHEl PACCMATPMBATBCA KAk o MUMaNkHBIE LOKYMEHTHI, &
W3MEHEHWA B HWX LOM¥HbLl CAHKLWOHWPOBATLCA pykoBoacTBoMm. Ecnu TexHWyeckw
BO3MOMHO, MEHEDKMEHT  WHf OPMaUMOHHBIX CWUCTEM  Heobxogwmo  OCYLWECTBNATH
eaWHOOBpasHO, UCNONB3YA OOHM W Te e Npouedypbl, WHCTPYMEHTANbHBIE CREACTEA W
YTHINTEL.

PexkoMeHaauMA No peanM3auui, XapakTepHaa AN A Ten eKoM MyHHWKaLK A

TenekoMmMyHUKAL N0 HHbIE OPTraHW3aUMK 40NMHEl ONPefendTe B 3KCNNYaTaL o HHbI X
npoueaypax YCNOBMA, NPW KOTOPEIX 8KTMBWPYTCA npouedypel 0bpaboTkn MHUMAEHTOE,
HENP 80BWIE HHBI X CUT yaLWia Win Kpuancoe (cwm. 13.2).

10.1.2 ¥npagneHne H3M eHEHHAHMH

Mepa u cpeacTBO KOHTPONA W yNpaeneHHA

MameHeHwA B koHgwurypauwm cpeacte obpaboTkw wHpopmayuw W cucTemax

AO0N#HHBl KOHTRONWMPOEBATECA.
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PekoMeHaauMA Nno pean M3aunu

EKCI'IJ'I]I'ETHP]I'EMI:IE CHCTEMEl W NPpUENagHoe NporpamMmMHoe obecnedeHne A0N¥HbI

BbITE NpEAMETOM CTROrOro KOHTPONA YNPABNEHWA U3MEHEHWAMK.
B wacTHocTH, HeofixogMMo paccMoTpeTe CNEnyHLWME aCNEKThI:
a) onpejeNeHne W PErUCTPaUMH CYLLECTE RS HHEIX HIMEH BHW A,
b} nnaHWpoBaHWE W TECTUPOBAHME M3MEHEHWA,

L':}I OUEHKY BO3IMOMHbBIX I'ICII:J'IL'-'.‘,D,ETEHﬁ, BENHMaA nocnedCcTeBMA OnA EEHUI’IEEHGCTH,

TaKWX WIMEHEHWQ;
d) b opManv3oBaHHYH NPOLUSAYEY YTEEPHAEHMA NPeANoNaras MblX MIMEHE HUI,
e) nogpobHoe WH opMUpoBaHKe 06 MAMEHEHWAX BCE X 3AMHTE PR COBAHHBIX NUL,

f) npouenypel BO3BpATa B MCXOAHBIA pEXWM, BKNHYEA NpolUeaypel W 0BA3AHHOCTM
B OTHOWEHAW OTMEHBI M MOCNELYHLWEro BOCCTAHOBIEHWA B CHNYYaE HEyYLauHbIX

M3MEHE HWA W HENpedEWOE HHbIX obCToOATENLETE.

C uyeneto obecneyeHUA YEEPEHHOCTM B HAANEMALLEM KOHTPONE BCEX WIMEHEHWIA B
obopyaoBaHWMW, NpOrpaMMHOM 0BeCneNe My UNKM NpoLeaypax, BOoNXHE BeiTe G opmManeHo
onpefeneHa  OTBETCTEERHHOCTE W pa3paboTaHel  COOTBETCTBYHLWME  Npouesypsl
ynpaeneHnA. [pw BHECEHWW W3IMEHEHWR, BcA Heobxofduman WHb opmMaumMA JomwHa

COXPAHATLCA B KOHTPONBHOM HypHane.
PekoMeHpaU kA No peanM3aUMK, XapaKkT epHaA ANA Ten eKoM MyHHKaLL Hid

T enekoMMyHUKALMO HHbIE DpraHn3aUui 4oNxHbl paccMoTPET b NPoLeLypbl U 3aNUCK

ANA YCTAHOBKW, MEPEMELLEHWA W MMKBNLAUWKW CPpeaCTE.
DononHuTensHaA wHcop Mauma

HeafeKEaTHLIA KOHTPONE M3MEHEHWA CPedCTE W cucTem obpaboTm wH opmagun —
pacnpocTpaHEHHAA NPUYKMHE CMCTEMHBIX cBoeB W MHUKWAEHT 0B De3onacHocTk. MameHeHuA
3KCMAYaTauMoHHOA cpedbl, ocobeHHo npw nepexoge oT cTaguu paspaboTkn kK cTagww
KCNNYATALWM, MOTYT OKa3blBaTk BAWAHME HA HAaJEWHOCTE NPUKNaHEIX NROMpaMM (M.
125.1 e MCOM 3K 27002).

M3IMeHEHUA IKCNNYATHPYEMBIX CUCTEM CNefyeT NPpoBOAMTE TONBKO B TOM CHYyJae
BCNM Ha 3T0 MMeeTcA obOCHOBaHHaA NpWYWHA, 3aTpamMEawwan GuaHec, Hanpumep,
BO3PACTaHMe pUCKA B OTHOLEHWW cucTembl. OBHOBNEHWE CUCTEM HOBERLLMMKW BEPCUAMM
IKCNAYATUPYEMON CUCTEMBl MKW NPUKNAAHBIX NPOTPaMM HE BCETLA OTBEYERT WHTEpPEecam
BW3Heca, NOCKONBKY OHO MOMET MPWBHECTM Bonblies YMcno YAIBMMOCTEW W Bonbluyw

HecTabuneHOCTE, MM OedcTEyWLWEA BepcWA.  Moryt  Tawke  noTpefoBaTkeA
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AO0NoNHWTENRHDE DEFHEHHE, pacxodbl Ha NWUEH3IWPpOEaHWE , NO40 DHKE, CONPoOBOMOEHWE
M E,D,MHHHCTFIETHBHI:II:‘I Ha430p, a Tak¥e annapaTHbele CpelCTBa, ocofeHHD B TeuveHuWe

Nepuoga MUTPaLmnK.

10.1.3 Pazpenenue obAzaHHOCTEH

MpumenaTe 10.1.3 cTangapta MCOIMIK 27002,

10.1.4 PazpeneHue cpencTB pa3paboTKH, TECTHPOBAHWA W IKCNNyaTauM
Mepa u cpeacTBO KOHTPONA M yNpaEneHHA

YroBbl  CHW3WTE  pUCKWM  HEABTOPW3OBAHHOMD  JOCTYNA  WAW  W3MEHEH W
IKCNNYaTMPYEMOR CUCTEMBbI, cneayeT obecnevyneate paigeneHwe cpedcTe pa3paboTm,

TECTUPOBAHWA M SKCINYaTaLWM.
PekoMeHpauMa no pean H3auuu

YpoBEHs pa3feNeHWA  MeXAy  CpefaMu  3KCNAyatauwn, TECTUPOBAHMA W
paspaboTkn, HeobxoguMbIR ONA NpefOTEPALLEHWA Npobnem 3kcnayaTauuu, Lomked beiTe
ONPEfENEH W NpW 3TOM A0MKHEl BbiTh pEaNU30BaHEl COOTEETCTRYHILLME MEpPLI W CPRACTEA

KOHTPONA W yNpaBneHuA.
Heobxoaumo paccMoTpeTb CNefyHLLWe BONPOCH:

a) npaewna nepeecia NporpaMMmHoro ofecnedeHun 3 cTaTyca
paspabaTeliBa@MorD B CTaTyC NMPMHATOrD K 3KCOAYATaUuMW GONMHLl BeITe ONpegeneHsl W

LOKYMEHTANBHO 0 0 pMNEHBI,

b) paspaboTka W 3KcnnyaTauwA  nporpaMwMHoro ofecnedeHwA  gonmHa
OCYLWECTENATECA HA PA3NWYHBIX CUCTEMAX MW KOMNLHTEpaX B pa3nuyHblX LOMEHAX WK
LWPEeKT OpUAX,

C) KOMMNWAATOpPBl, PEAAKTOPLl W APYTME MHCTPYMEHTANbHbIE CpeacTEa pa3paboTkwn
WKW CUCTEMHBIE YTHAWTBl HE JONMHbl BbITE 4OCTYNHLl B CpeARS 3KCNAyaTauun bes kpaiHei

HeoBXooUMOCTK,

d) cpefa CWMCTEMBI TECTWPOBAHWA AONMHA 3MYyNWPOBATL CPeAy 3IKCNAyaTauWw
HACTONbKO TOMHO, HACKONBKO 3TD BO3MOMHO;

e) wTofbl  yYMEHbWWTE pWCK  0OWWBDK, nNONbIOBaTENM JON¥HL  NPUMEHATE
Pa3NWYHEIE NAPAMETPLI NONBIOBATENA ONA IKCONYATHPYEMBIX W TECTOBLIX CMCTEM, 3 B
IKPAHHBIX MEHH) [JOMMHBI NOK33BIBAaTbCA COOTBETCTBYHILWME WIEHTUG MKALWOHHLIE
coobWweHuA,

f) WYBCTBWTENBHEIE JaHHBIE HE [A0MKHbBl KONWPOBATBCA B CREAYy CMCTEMbl

TECTUpOBAHMA (cm. 12.4.2).
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PexoMeHaauMA No pean M3auuK, XapakT epHanA ANA Ten eKoM MyHHWKaL, Wi

B TenekoMMyHWKALWOHHBIX OPraHM3aunAx COARPHEAHWE LaHHbLIX, NCNONbIYEMBIX B
CpeLE TECTMpOBAHWA W paspaboTkn, fomwHO DbITh QOCTATOMHBIM ONA TECTWPOBAHWMA
CMCTEMBl W YCNYIW B KOHTEKCTE peanbHblX TENEKOMMYHWKaUMA. Ecnn TecToBble JaHHbIe
BKNKMAKT YYECTEMTENBHYH WHE 0pMaUWK (HanpuMep, NepcoHansHyH WHG opMaLm 1
3AMMCK O TENed OHHbIX COEAMHEHWAX), TO AOMKHEl PEanM30ELIBATHCA COOTEETCTEYHLLWE
MEPBI W CPEACTEA KOHTPONA W ynpaeneHuA, yTobel M3bexaTe HENpeLHAMED BHHOR YTEYKM

WHEp O pMaLMK, BBISBAHHOM 0LWMBKa MKW B NporpamMmMe WNK IKCNAYAT 3LMOHHBIMW 0 LW Bka mi.

Kpome Toro, LONMHO OCYLLECTENATLCA COOTEETCTEYHLWEE YNPaBNEHWE TECTORLI MM
OAHHBIMWA C YMETOM MMIHEHHOMO LMKNA O3aHHbIX, KAK HAaNpuMmep cBop 3KkcnnyaTawmoHHbIX
DaHHbIX, BHIHYAHLWWY  YYBCTEWTENbHYK  MHb opMaun, $opMUpoBaHue TEeCTOBbIX
OAHHBIX W3 3KCMNYaTaUMOHHBIX AAHHBIX M YHWYTOMEHWE TECTOBBIX JOaHHBIX MNOChe

TECTUPOBaHKWA.

OcywecTN AWM paspaboTky nepcoHan MOKET Nofb3oEaTbCA
SKCNNYaTALWOHHBLIM NapoaAM TONLKO TOM4E, KOTAE UMEHTCA MEpLl M CPELCTBa (KOHTpONA
W YyNpaBneHWA) BbINycka naponel, NoAAEpXWEBAHWWE 3KCNAyaTauWk cucTem. Mepbl W
CPEACTBA KOHTPONA W YNPpaBNeHWA LonxHbl ofecneyweaTe M3MEHEHWE Takux napofei

nocle WCNoNb3oBaHuA.
DNononHuTensHan nHop MauMAa

[eATenbHOCTE, CBA3aHHAA C pa3paboTkod W TecTupoBaHWem, MOMET ObITb
MEMYWHOR Cepbe3HblX Npobnem, HaNpWMEp, HEMENATENbHBEIX M3MEHEHWA alnoe wiw
CMCTEMHOR Ccpefbl, a Tawke cucTemdelx choee. B a3tom cnydae Heofxogumo
NoOAOEPHUBATE W3BECTHYH W cTabuneHyw cpegy ANA BRINONHEHWA  KOMMONEKCHOM

TECTUPOBAHWA W NPEA0TEPaLLATE HE CaHKLMOHMP OBAHHBIA focTyn pa3paboTunkoe.

Tam, rog coTpyOHWKW , 0TBEYAHOLWWE 38 pa3paboTky M TECTUPOBAHWE, UME T A0CTYN
K DEACTBYHLLER CMCTEME W 88 OaHHBIM, OHW MOTYT MMETh BOIMOMHOCTE YCTAHABNMBATh
HEAETOPWIOBAHHYH W HENPOTECTMP CBAHHYH NPOrpaMMy WK WEMeHATE pabodme AaHHbIE.
MpUMEHMTENBHD K PAAY CUCTEM, TAKaA BO3MOMHOCTE MOrNa Bel BeiTe MCNonb3oBaHa ANA
COBEPLUEHWA MOLUEHHMYECTEE, WIW YCTAHOBKW HENPOTECTMPOBAHHON MNKW BpeLOHDCHOMA
Nporpammel, YTO MOMET ABNATBCA MPWMWMHON Cepbe3HblX Npofnem, CEA3AHHBIX ©

IKCNNyaTaLWE i,

PazpaboTyuky W CNeyWanucTel, NPOBOAALLME TECTHPOBAHWE, MOTYT Takke ObiTh
MEMYWHORA yrpo3 KoHG MOEHUWANEHOCTH 3KCNAYaTauWoHHOA WH opMauun. Kpowme Toro,

2CNK paapaﬁnma W TECTHpOBAaHWE MNPOW3IBOOATCA B I'_'I,EI,HUH I{DMI'IhI-UTEpHUﬁ Cpefe, 3TO
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MOMET CTaTk NPWYMWHOA HENpEAHAMEpEHHBIX WIMEHEHMA nporpammHcro obecnedeHWA
N Wi opmagun. PazgeneHwe cpedcTe pa3paboTi, TECTMPOBAHWA M 3KCNNYaTaLl W
ABNABTCA, CHEAO0BaTeNbHO, UenecoobpasHelM ANA  YMeHBLWEHWA pUCKE CRyualHoro

H3IMEHEHWA WNKW HEABTOPWI0EBAaHHOMD QOCTYNa K NPOMPamMmMHOMY obecneveHuo W OaHH bIM

Guaneca cpes skennyatau (cvr. SRS

10.2 MeHeKMeHT OKasaHWA ycnyr TPeTbeil cToOpoHON
MpumenaTe 102 ctangapta MCO/MSK 27002,
10.3 NNnaHupoBaHe U NPUEeMKa CUCTEM
Mpumenate 10.3 ctangapra MCO/MEK 27002,

10.4 3awWwuTa oT BpefoHOCHOI U MOGHUNBHOI NporpaMMel

Llenk: 3awmra UeNOCTHOCTH NPOrpaMMHoro obecneveH A W MHD opMaluu.

Heobxogumo NpMHUMAETE Mepel NPpefocTOPOMHOCTH ONA NPELOTBPaLUEHWA W

oBbHap e HWA Bp eLOHOCHOW NPOrPaMMEl W HE ABT OPM30BAHHOW MO BWNEHOR Nporp aMmel.

MNporpammuoe obecnedveHwe W cpeacTea obpaboTkw WHp opMauMw YAIBMMEl K
BHEAPEHWH BPEAOHOCHOW NpoOrpaMmbl, TAakKOW KakK KOMNLHTEPHBIE BWpPYChl, CETEBLIE
ZMEPBME, «TPOAHCKWE KOHW® W noruuecke Bombel [Mone3csatenn ponsHel ObITh
DCBEAOMMEHEl 06 ONacHOCTW, CBAZ3HHOW C BPEAOHOCHOM nporpammoi. PykoBogWwTenu
LOomkHbl, npW HeobxogumocTw, obecneywTe BHELPEHWE MEp W CPeACTE KOHTPONA W
YNpaBNeHWA C UeNbH MpeAOTEpalWeHwA, obHapyxeHwA W yO4aNeHWA BpefoHOCHOM

NporpaMmel M KOHTPOAMPOBAHUA MOBUNBHO A Np orpamMmMbl.

10.4.1 Mepbl u cpepcTBa KOHTPONA M YNPaBn eHWA NPOTHE BEPELOHOCHOM

nporpaMMel
Mpumenate 10.4.1 ctanpapta MCO/MIK 27002

10.4.2 Mepbl u cpeacTBa KOHTPONA W yNpaBneHWA NpoTHE MobUNb HO
nporpaMMel

Mepa u cpecTBO KOHTPONA M yNpagneHHA

Tam, roe pa3zpeleHo MCNONbL30BaHWe MOBWNBHOW NporpamMel, KoH WrypauwA

OondHa obecneyneaTh YEEPEHHOCTE B TOM, MTO pa3pelleHHanA MoBuneHaA npoarpamMma
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P YHKUMOHUPYET B COOTERTCTEMKM © ACHD i OpMYNMPOBAHHOR NONWTMKOA Be30nacHocTK, a

WCNONHEHWE HEpPa3pelwerHHo A MoBnneHOR Nporpammel BygeT 3anpeweHo.
Pexomenpauua no peanuiaumu

OnAa npenoTEpaleHWA BbINOAHEHWA MOBMNEHOR NPOMPaAMMOA HEpa3pe LUEHHBIX

OeACTEWI CNEQYET NPUHUMATE CHEeLYHOLWWE ME phl:

a) obecneymeate SEINEENE DEACTERA MobuneHo A APOrPAMMER B normyeckn
WIONWPOBAHHOW Cpeae;

b) GnokvpoEate nNwboe  HECAHKUWOHWPOBAHHOE  MONE30EEHME mobuneHOR
nparp am v,

c) BnokwpoRaTk npHem mobunsHoi nporpammil;

d;'l dbTHEW3WPOBATbL TEXHWMECKWE MEDLI, O0CTYNHBIE B OTHOLUEHKWH DHpE,ﬂ,EﬂEHHDH

CHCTEMBbl, MTOBLI 008 CNeYNT b YERPEHHOCTE B YNPaBNABMOCTM MOBWNBHOMA Nporp ammel;
8) KOHTPONWPOBATL PECYPChl 4OCTYNHBIE MOBUNBHOR NporpaMme;

f) NpUMEHATb KOUNTOrpad MNECKUE MEpPbl W CPRACTEE KOHTPONA W YNPAaBNEHWA ANA

OOHOIHAMHOW 3 YTEHTH G MKaLMK MOBMNEHOR NP OrpaMmel.
NononHuTensHanA nHop Mauma

MobuneHas nporpaMma npeAcTaBnAeT coboil nporpaMMmHBIl KOG, KOTOpLIA
NeEpexoduT C OJHOr0 KOMNBHTEpPA Ha LPYrod, 3 3aTeMm MCNONHASTCA 3BTOMATMYECKW, W
BEINONHAST ONpPeABNeHHYw §yHkuwo Beaz kaworo-nubBo  wAM NpW MUHWMAENEHOM
B3aWMOLEACTBMM C Nonb3cBaTenemM. MobwneHas nporpamma cER3aHa C© pPALOM YCHyr

BCNOMOMATENBHOTD NpOTpaMMHGRD obecnevyeHUA,

B pononHeHwe Kk obecnedveH YBEPEHHOCTM B TOM, YTO MOGWNLHAA NporpaMma He
CofepwuT B cebe BpRAOHOCHOTO KOAE, BAWHO KOHTPONWPOBATE MOBMNBHYH Nporpammy c
UeNbHo NpefoTEpalleHWA  HeaBTOPMI0BAHHOTD  WCNONBIOBAHWA  WNM padpylUeHuA
CHCTEMHBI X, CETEBBIX MNW NPUKNAAHBIX PECYPCOB M APYIMX HAPYLUEHMA MHE 0 pMa LM OHHOA

Be30MacHoOCTH.
DononHuTensHaA wHopMaUMA ANA Ten exoM MyHHKauM i

HekoTopele npumepsl MoBWNBHOW NpoOrpaMmesl BKNHOMEHT BCTPOEHHBIE CKPWNThI,
ActiveX® w Java™. [Mockonbky MoGWNBHBIE MNpPOrpaMMmel CEA3AHL © PAGOM YCOyr
NPOMENYTOMHOrD TEXHONOMMMECKDro nporpammHoro obecnedveHuA, B JONONHEHWE K

oflyM Mepam w cpeacTeaMm koHTpons W ynpaenedud, ENNEEISHEEN NpoTHE
BpegoHocHelx nporpamm) AomkHel BbiTh paccMoTpeHsl Mepsl W CPEACTBA KOHTPONA M
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YNpaenedWa NPpMMEHWTENEHD K NPOMEXYTOMHOMY TeXHONOrMMeCKOMY nNporpaMMHOMY

obecneyeHwo.

10.5 PesepElpOEaHHE
Mpumenate 10.5 ctangapra MCO/M3IK 27002,

10.6 MeHeQKXMeHT Ge3onacHOCTH CeTH

Uenk: CbecneynTe YBEPEHHOCTE B 3alMTe WHOpMauMw B CETAX W 3alMTe
NogAepuBAOLWEN MH G pacTp yKTYpbI.

MeHeowmeHT Be30nacHOCTW CETel, KOTOPBIE MOTYT NPOXOOMTE 33 NPegenamu
opraHuaaymM, TpebyeT nNpWCTaneHOrD BHMMaHMA K NOTOKaM JaHHbIX, MpaBoBbIM
NocCNefcTEWAM, MOHMTOPHMHIY W 33LLWTE.

[ononHuTenbHble Mepel M CPeACTEA KOHTPONA M YNPaBNEHWA MOTYT TaioHe
noTpebogaTecA ANA  3AWMTEL  YYBECTEWTENEHOW WHp OpMauMW, nepefagaemoi no

0B L LOCTYNHBIM CETAM.

10.6.1 Mepbl ¥ cpencTBa KOHTPONA W YNPABNEHWA CETAMHM

Mpumenate 106.1 cTangapra MCOMIK 27002,

[ononHuTeneHanA pekoMEHOaUMA No peanu3aunin npueegeHa B [lpunoxeHun B
(cnpaeoyHoM).

10.6.2 bezonacHoCTb CETEE LIX YCAYT

Mepa u cpeicTBO KOHTPONA M yNpaBneHHA

Cpeactea obecneveHnn BelonacHocT, YPOBHW yocnyr W TpeboBaHMA B 0THOLIE HUW
MEHEIMMEHTE BCEX CETEBbIX YCNyr AoMMHbl ObiTh Onpefenedsl W BKNMEHbl B Ntoboi
LOTOBOp NO CETEBbIM YCNyraM, BHe 3aBWCMMOCTH oT Toro, ByayT nu oHu obecnedyneaTtsen

CHNnamy opraHWaalli MNKW B pamMEay QOMEODOE ayTCOop CHHra.

PekoMeHOauMA No peanM3aumm

CnocoBHocTe NpoBaigepa ceTeBsl X Yoy MEauE RGO G TSI e HeJHME HT

YCTAHOBNEHHBLIY YCNYr CNeayeT onpefendTe W NOLEEPraTe PETYAAPHOMY MOHUTOPUHTY, 3

Npaed NpoEEOEHWA ayouTa g0 nNxHO BLITe cOrNacoRaHO.
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OonwHel GeiTe onpegenedel Mepel BesonacHocT, HeoBXoQuMele ONA KOHKPETHBIX
yCNyr, Hanpumep, cpeacTea obecneveHnA Be3onacHoCTW, YPOBHKM yonyr W TpebogaHuA B
OTHOLUEHWW MEHe IMMEHTE. JpraHn3aauna qomkHa obecneyrBaTe YBEPEHHOCTE B TOM, NTO

NpoBai g pbl CRTERLIX YCNYT pEaNUIYHT 3TH MEPSI.
NononHuTensHanA HHoOp HaLKUA

CeTeBble ycnyrn BrnwodawT B ceba obecneveHwe coefWHEHWRA, YCNYr MacTHblX
CETEN M CeTell © OONONHUTENbHBIMKW ¢ YHKLMAMKM, a8 Takke pELUEHWA, KacarLWWXCA
yNpaBneHWA Ge30nNacHOCTeK CETH, HAaNpUMEep, MEMCETEBbIE 3KpaHel W CHCTEMEI
obHapy#eHUA BTOPMEHWA. Tame YCnyrd MoryT BapeMpoBaTecA OT MNPOCThIX PELWEHUEA,
KACAWLWMXCA HEeYNpaBNAEMOA NponyckHod cnocofHOCTW, A0 CROMWHBIX pEWEHWA C
obecnedeHWEM 40N0HWTE NBHBIX YCOyT.

Cpencteamu obecneyeHMA Be30NacHOCTH CETEELIX YENYT MOMyT BbiTh:

a) CpeAcTBa, NpMMEHAEMble anfA obecnedeHwA Be3onacHocTW CeTEBLIX yonyr,
HanpuMep, ayT eHTHE MKaLWA, W poBaHWE, W MEpLl W CPEACTEE KOHTPONA W YNpaBneHUA

CETEEBBIMKW COg JWHE HUA MW,

h}l TEXHWMECKHE NapaMeTphl, TPEE]I'EMI:IE anA BezonacHoro NooKNHYEHWA CRTEBLIX

YCNyr B COOTEETCTEWKW C NpaBrnamMuy BEIONACHOCTH CRTEBLIX EUE,D,HHEHHH;

c) Npouenypsl MCNONbIOBAHWA CETEEON YCNYrW, NEUMEHAEMBIE ONA OrpaHUYEHWA

AOCTYNa K CeTEELIM YCNYram WNW NPpUKNASHEIM NPOrpamMMan, rae 3To Heob xogumo.
HononHuTencHaA HHhop MALKWA ONA TENeKo MMYHHKaUHIA

OnAa TenekoMMyHWKALMOHHEIX oOpraHw3auui obecnedeHwe BesonacHocTw yonyr,

NPeaocTaBNASMEIX NONL3ICBATENAM CETH, BKNHYAET CNeQyHOLWEs:

a) obecnevyenue BesonacHocTw CAMER, a TawKe KOHPWIYpWPOBAHWA CETEBLIX
ycnyr,

b} obecnevsHue FBe3onacHoOCTM YNPaBNAKLWER W CMTHANLHOR  WH$ oOpMaymK,

MCMONB3YEMOR CETEBLIMW yonyramu (Hanpumep, SIP ona yonyr Yol F);

I:}I 3dWMTa JaHHBIX W ronoca KOHeMHOro none3oeaTtefld Np ACNONb30BaHUK WM

CETEeBOW ycnyrk (Hanpumep Tpad wea VaolF).

10.7 OGpaweHne ¢ HocUTeNAMH WH hopMaL MK

MNpumenate 107 ctangapra MCO/MIK 27002,
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10.8 O6MeH MHt opmaunei

MpumenATe 108 cTangapra MCO/MIK 27002,
10.9 Yenyru anekTpoHH O TOProBnmn
MNpumenate 109 ctangapra MCO/MEK 27002,

10.10 MOHWUTOPUWHT

Lenk: OBHapy»eHWe HEaBTOPM3OBAaHHLIX LEACTBWA, cBA3aHHbXx c obpaboTkon
WHD o pMaum i,

CUCTEMEl BONMHBEl KOHTPONWPOBATLCA W COBBITHMA WHG 0pMauMoHHol BeaonacHoCTw
DOMKHE BbITh 3aperncTpupoBaHel. [nA obecneyeHUA YEEPEHHOCTH B TOM, 4T0 Npobnemel
WHEp OpMaLUWOHHOM CWCTEMbl BHIABNAKTCA, CNeAyeT BECTM MYPHansl 3KCOAyaTauuu M

PEFTACTRPWPOEBATE HEWCNPABHOCTH.

OPFEHHEEU'HFI Oon¥Ha BeINONHATE BCeE ,D,EHCTE]"I-ULLLHE NMPaBOBLIE TPEEDEEHHH,

MPUMEHWUMBIE K22 OBATENBHOCTH, CBAZAHHOA C MOHWUTOPWUHIOM K pEFHCTpELl'HEﬁ.

MOHUTOpMHT CHCTEM CHefyeT MNPoBOAWMTL © UENbK NpoBepkd 3ddiekTUBHOCTH
NPUMEHABMEIX MEP W CPEACTE KOHTPONA W YNPaeBNeHMA, a TaKKe MOATERPHOEHWA

CNefoEaHWA MOOdenW NONWTHEW JO0CTYNa.

10.10.1 KoHTpONBHaA pericTp auMA
Mepa u cpecTBO KOHTpONA M yNpaen eHHA

Heofxogumo BECTM W ¥paHWTe B TEYEHWE COFMNACOBAHHOMD NEPWOAE BPEMEHW
KOHTPONEHBIE  XYpHaNe, PETMCTEMPYHLWME AOEACTEMA NONB30OBATENEW, HELWTATHLIE
CUTyauuKu W cobbiTwA wHG opmaywoHHod beaonacHocTv, YTobbl momous B Bygywwx

pacclefoBaHWAX W NpOBEAEHWK KOHT PONA YNPaBNEHWA LOCTyNomM.
PexomeHpauMa no peanM3aumuu
KOHTpONEHBIE MYPHANEl LONMHLl BKIHYATE, NPW HE0b xo AuMoCTH:
a) WOEHTW MKATOpPLEl NONLIOBATENE R,

b) maTel, BpeMA W A&Tann KNHYeBblXx cofLITWA, Hanpumep, Havano ceaHca M

JaBepleHHE CeaHCa,
I:]I MIAEHTHMHOCTE W MECTONONOMEHWE TERPMHHAN A, BCIW 3TO BOIMOXHO,

d}l PErMCTPal W YyeNelWHbIX W OTKNOHEHHBIX NMONBITOK OCTYNA K CHCTEME
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B) PETMCTPALMK YCNELIHBIX M OTKNOHEHHBIX NONLITOK AOCTYNA K OaHHEIM WM
ApYrMM pecypcam,

f) W3MEHEHMWA KOH( UTYpaLWKM CHCTE MBI,

g) WCNONB30BAHME NPWEBWNETHIA;

h) WEMONBE3CBAHME CHCTEMHEIX YTUAMT W NPUKNAZHEIX NPOTPAMM,

() daAnel, KKOTOpbIM BbIN OCYLWECTEBNEH OOCT YN W BWA A0CTYNA,

j) CeTeBbIe agpeca W NpoOTOKONLI;

k) cHrHanel Tpeeord, NOGABAEMEIE CHCTEMOM YyNPABNEHMA JOCTYNOM,

[} aKTMBALWA W LEAKTWBALWA CUCTEM 3ALUMTEI, HANPUMED , AHTWEWD YCHBIX CUCTEM W

CMCTEM OBHAPYWEHWA BTOPMEHNA.

PekomeHpau KA No peanM3auMH, XapaKTepHanA ANA Ten eKoM MyHHKaLL Wil

TenekoMMyHUKALMOHHBIE OpPraHM3aunn LONMHbl YCTAHOBWTb COOTEETCTBYHLLEE
BPEMA XpPAHEHMA TENEKOMMYHUKALMOHHBIX LaHHbIX (HanpuMep, YYeTa WCnonb3yeMblX
PECYPCOB, NNaTewel, pearpoBaHuA Ha wanolel, 3awwTel oT 3noynoTpebneHnA u
3aKOHHOTO AOCTYNa COOTBETCT BYHLUMX MHCTAHUMIA) M HE3aMEANMTENbHO YOANWTE A3 HHbIE
o MCTEMEHWW BPEMEHM  XPAHEHMA WIW N0 LOCTIMEHMM Uenel. 3To  JQONMHO
OCYLLECTEBNATLCA B COOTBETCTEMM C NHBBIMM NpUMEHMMBIMKA TpeBoeaHuAMK BuaHeca,

NPaBoBELIMK W HOPMAaTHEHLIMW TpeBoBaHuAMK.
HDononHuTensHaA wHopMauma

KOHTpONbHBIE  MYPHaNbl  MOTYT COOEPKaTh  AaHHbIE 0 BTOPMEHMAX W
KOHEh M OE HUWANEHbBIE NWYHbIE AaHHblE. Heofxo4AMMO NPUHWMATE COOTEETCTEYHLIWE ME bl
ONA 3aWWTel NpUEATHOCTW (cMm. Tawke 1514 8 MCO/MIK2700Z). Flpw BO3MoM¥HOCTH
CMCTEMHBIM  a4MUHWCTPaTOpaM CclNedyeT 3anpewats CTWpaTe WM e aKTWBMPOBaTb
WYPHANL! perucTpaukn nx cobeTeenHbix geicTewi (cm. 10.1 3]

DononHutensHaA WHOp MaALKMA ANA TENEKo MMYHHKaUMi

OonwHel GwITe  NPUMHATEL  COOTEETCTBYHIWME  Mepel  AnA  obecnedeHuA

Hepa3rnalweH WA WH( opMaLKMK 0 coegrHeEHWAX (cm. A15.1.7).

10.102 Wecnonb30BaHWE CHCTEM LI MOHWTOPHHIA

MpumedaTe 10.10.2 ctangapta MCOM3IK 27002,

10.103 3awuTa MHhopM ALK HYPHaAN OB PErMcTpaUni
MNpumenate 10.10.3 crangapta MCOM3K 27002,
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10.10 4 HypHanel perucTpauMy agMHHHCTpaTopa W ONepaTopa

MNpumenAetcA 10.10.4 ctangapra MCO/MSK 27002,

10.105 PerncTpauMAa HeMCNpae HOCT el

Mpumenate 10.10.5 crangapta MCOM3K 27002,

10.106 CHHXpOHH3AUMA YACOR

MNpumenaTte 1010 6 crangapta MCOM3K 27002,
11 ¥YnpaeneHWe gocTyriom

11.1 TpeGoBaHWA G1ZHECA N0 YNpaBreHo A0CTYNoM

Llenk: YNpaenATe 4ocTynom K MHE opmMaLmum.

Ooetyn K uHd opmaywm, cpegcTeam obpalboTi vHp opmayrw v npoueccam BusHeca

LomkeH BblTh yNpaenAEMbIM C y4eTomM TpebogaHnil BuaHeca W Be3onacHoCTH.

HPBEHIIE YNpaeneHWa AoCTYNowm AO0JHHBl YSYWMTRIEATE NONWTHKY B OTHOLWEHWKA

pacnpocTPaHEHKWA U 3aBTOPU3ALMK MHD OpMaL UK.

BN Nonutuka ynp aenedna noctynom
Mepa U cpeACTEO KOHTpP ONA W yNpaBneHNA
MonuTuka ynpaBneHWA AOCTYNOM  JOM¥HA CO3[aBaThCA, JOKYMEHTaNbHO

0t OpMAATECA W NEPECMATPWEATLCA C yMeToM TpeboeaHwi BuaHeca w BeaonacHocTH ANA

AocTyna.
PexkomeHpauma no peanMiauuu

MpaBuna ynpasnexuA JOCTYNOM W MpaBa KawLoro NoNs30BaTens MnW rpynnsl
nonsacBatensi JOM#Hl BbiTh NeTko ciopMynMpoBaHsl B NONMTMKE YNpaBneHWs
noctynom. CyWEcTBYeT Kak NOTMMECKOE, Tak W (IM3NYECKOE YNpaBNEHME AOCTyrom
(cw. TERCIEIINESEEE] 0), v WX CcNefyeT paccMaTpuBaTe COBMEcTHo. [MoNb30BaTENAM W

NocTaBLMKaM  ychyr  fonkHel  BeiTe  npedcraeneqsl  ERGEGIG DU SRR

BEEEEESENE 6v13+eca, npeabABNAeMble K yIpaBIEHAK LOCTYNOM.
Heobxogumo, utobel B nonuTHKe BeIN0 yYTEHO CNEAyHLWee:

a}l TPEEDEEHHH B OTHOLWEHWKM Be3aonacHoCTH KOHKPETHBIX NpWUENadHblXx NporpamMmM

BuaHeca;
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b} onpegeneHWe Bcel WH$ OpMaUWKM, CEA3AHHON C NPUKIALHEIMA MpOTREAMMEMKA

BuaHeca, W pUCKOR, KaCAHLWMXCA MHE op Ma LMW,

C) Npaenna B OTHOWEHMKM pPECNpOCTPaHeHWA WHhopMauwn W aBTopM3alLWn
[ocTyna, HanpuMep, HeobxofumMo 3HaTb NPWHLMNBEL W YpoBHM Be3lonacHocTw W

KnaccHf WKaLKKm WHG opmayuu (om. 7.2);

d) COrNacoBaHHOCTL MEXQY yNpasneHWem 4ocTynom i ADANTMKEN knacou g ukagun

WHEp OpMaLUMK PAINUYHBIX CUETEM W CRTER;

B) COOTEBETCTEyHLWME TpefoBaHMA 3akoHOAaTENbCTER W Nofibie  AOroEOpHbIE
0DA3aTENLCTEA B OTHOWEHMW 33WWTEl OOCTYNA K GaHHelM waw ycnyram (cwm. 1571 B
MCOMIK 27002);

f) cTaHpapTHele npodunKW QOCTynNa NONb3IOBATENER ONA OONWHOCTHBIX pONed B
opraHu3IaLum;

g) MEHE¥MEHT Npag 40CTyNa B pacnpeieNeHHOA CpeAe WKW CETAX C YY4ETOM BCeX
THNOB L0CT YNHBIX COS4WHEHKM A,

h) paspeneHWe ponei B OTHOLEHWM YNPaBNeHWA AOCTYNOM, HanpWMep, 3anpoc
AOCTyNa, aBTOPM3aLUMA JOCT yNa, agMWHMCTPUPOBAHME JOCTYNaE;

i) TpeboBaHMA B OTHOWEHMW (OpMaNbHOTD pPa3pelleHWA 3anpocoB AocTyna
fem. 11.2.1 g MCOM3IK 27002),

J) TpeBoBaHWA B OTHOLIEHMW NEPWOAMYECKOTD NEPECMOTPA YNPaBAEHWA A0CTYNOM
fem. 11.2.4 g MCOMIK 27002),

k) aHHynupoeaHwe npae gocTtyna (cwm. 8.3.3 g MCOM 3K 27002).

PexoMeHpauMA No peanM3auuK, XapakT epHaA ANA TeN eKoM MYH MKaLHiA

TenekoMMyHWKALMOHHBIE OpPraHM3auWM AOMKHLl ONpPEAENUTE COOTEETCTBYHLUME
Npaeuna ynpaeneHWA [OCTyNoM K cBopyAoBaHWH, PacnoNoMeHHOMY B NOMELLEHMAX
none3oeatened. Joctyn gonsed BbITe OCHOBSH Ha BRaSeHWM WHf opmauMel, a He Ha
BNaJEHH K i M3 YECKI MK aKTMEAMN. Hanpumep, TONEKD NnonkL30BaTENk
TENEKOMMYHMKAUMOHHOrO 0bOpyA0BaHKMA [JOMMEH WMETL AOCTYN K afpECHON KHWIE,
XpaHALWERCA B MobuneHoM Tened oHe, HO HE WMETk JocTyna K nwbol vH$ opmagmm,
OTHOCALLEACA K CTPYKTYPEe CWCTEMbl, TAKON Kak MAEHTUD WKaTOp TEPMWHENE.

HNononHuTensHaA HHOp MaUHA

Mpu onpedensHWd NpPagun yNpaBNEHWA [OCTYNOM, CHAEAYET MPWHWUMAaTL BO

BHWMaHWe CleyHllee:
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El}l paanudue  Mexgy npaedwnamu, 0BA3ATE NEHBIMW AnA  HWCNonHeHWA, W
pekOMeHdaUnAMK, KOTODBIE2 ABNAHKITCA HeobA3aTeNEHEIMIU WK DE]"EJ’IDBJ’IEHHI:IMH e M-

nnbo;

b) ycTaHOBNEHWE NpaBWn, DCHOBAHHLIX HA NpeAnockinke «Bce B obwem cnydae
B &
3aNpelleHo, NOKa ABHO HE pa3pelleHos, 3 He Ha Gonee cnabom npuHuMne sece B obwem

CNyyae pa3peLueHo, NOKa ABHO He 3anpeLleHos,

C) W3MEHEHWA B WH( oOpMauWoHHBIX MeTKaX (cM. ¥ 2), WHULMWMPOBEHHBLIX KAk
aBTOMAaTMMYECKM cpegcTeamu  obpaboTkv  wHopmaumw, Tak M N0 YCMOTPEHWH

NoNe30BaTENA,

d:l M3MEHEHWA B NpaBax NONb30BaATENA HKAaK YCTAHABJKWEBdEMblE ABTOMATHYMECKW

WHIp DPMALWMOHHOR CUCTEMOR, TAK W ONPELENEHHbIE A4MUHUCTPATOROM,

g) npaewna, kotopble TpefywT ocoforo paspelleHWA nepen NPUMEHEHWEM, 3

TAIOKE TE, KOTOPEIE HE TPeb YT pa3pewweHuA.

Mpagwna yNpaeneHWA AOCTYNOM A0N¥HL NOLAEPMUBATLCA ) OpManbHLIMAW
NpoUsoypami M YeTKO OnNpefeneHHelMW of0A3aHHOCTAMK (oM. Hanpumep, 6.1.3, 113,
10.4.1, 116 e MCO/MIK 27002).

11.2 MeHeKMEHT AocTyna nonbk3oBarenen
MpumenaTe 11.2 cTangapta MCO/MEK 27002,
11.3 O6A3aHHOCTN NoNkL30BaTenNsA
MNpumenate 11.3 ctangapra MCO/MIK 27002,
11.4 YnpaeneHie 4ocTynoMm K ceTu

MpumenaTe 11.4 ctangapta MCO/MEK 270032,

11.5 ¥YnpaBneHne QOocTYyNnoM K aKCnnyatupyemoii cncteme

Mpumenate 11.5 ctangapta MCO/M3IK 27002,
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11.6 ¥npaBneHe gocTYyNoM K MH(OpMaUMKi U NPUKNagHLIM
nporpaMmam

MNpumenumesl 11.6 ctangapra MCO/MIK 27002,
11.7 MoGMNeHaA ELIMMCNUTENEHAA TEXHMKA M AMCTaHUMOHHAA paBoTa

MNpumenaTte 117 ctangapra MCO/MIK 27002,

12 NMpuobpeTeHne, paspaboTka WU aKCcMNyaTauna
WHhOpPM aLMOHHBIX CUCTEM

12.1 TpeGoBaHWA K 6e30NaCHOCTH MH OPMALMOHHEIX CUCTEM
MNpumenaTe 121 ctangapra MCO/MIK 27002,

12.2 KoppeKkTHan o6pa6oTKa B NPUKNaAHLIX NporpamMmmax

MNpumedaTe 122 ctangapta MCO/MIK 27002,

12.3 Kpunt orpatu4acKiie Mepbl U cpaAcTEa KOHTPONA U yNpaBrneHuA
MNpumenATe 123 ctangapta MCO/MSK 27002,

12.4 Be3oNacHOCTE CUCTEMHEIX ﬂ.’liﬁl‘lﬂB

Llenk: ObecnevnTe yEepEHHOCTE B BE30NACHOCTH CHCTEMHBIX § ailnoB.

Ooctyn K cUCTEMHBIM dalinam M WCXOOHBIM  TEKCTaMm Nporpamm  chnefgyer
KOHTpONWpoBaTe, @ npoekel WMT W peATensHoOCTM No Wx nognepxke Heobxogumo
ocyWecTeNATe BeaonacHelm obpaszom. Heobxogumo NpoABNATL OCTOPOMHOCTE B CpPeAe

TECTUPOBAHKMA, YTo Dbl HE NOABEPraTh pUCKY MYBCTEMTENBHYH MHG 0p MALWHD.

12.4.1 ¥npaeneHne akcnnyaTtMpyeMbIM NporpaM MHbIM obDecnevyeHneM
Mepa u cpencTBO KOHTPONA W YyNp aBn eHHA

HeobxoAWmMo nNpUMEHATE NpoUEAYPel  KOHTPONA  YCTAHOEKA  NPOrpamMMHONG

obecnedyeHwA B JKENNYaTUR YeMbIX CHCT E2Ma X
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PexoMeHaauMA No pean M3aumu

Ytobel CEBECTM K MUHUMYMY pUCK NOBPEXOEHWA SKCNAYATWPYEMBIX CHUCTEM,

HEI'_'IE}{D,D,HMI'_'I YMECTb CNegyHle pekoMeHLaUWA B OTHOLWWEHWK KOHTpONA M3MEHEHWIA:

a) ofHOBNEHWE 3KCANYaTMPYEMOro NporpaMMmHoro ofecneYeHMA, NpWKNagHbIX
nporpamm W BubnuoTek nporpamm, JONMHe  BRINOAHATE TONbBKD 0BYYEHHBIE
AAMWHWCTPATOPLl  NPW  HAaNW4MW  COOTBETCTEYHLWErND pa3pelleHWMA  pPYKOBODACTEA
(em. 12.4.3),

b) akcnnyaTupyemble CUCTEMbl  OONMHEl COLEPMATh TONBKO  YTEEPMIEHH bIA
WCNONHAEMBIA MpOrpamMMHBIA KO4, W HE QONWHB COAEPWaThk KOOk pa3spaboTku wiw

KOMMOWNATOPR B,

C) NpWKNagHble Nporpammsl W NporpamMmHoe obecnedeHue chelyeT BHELpATh B
SKCMAYATHP YEMYHK CHCTEMY TONbKO NOCNE BCECTOPOHHEro M YCNELIHOMO TECTWPOBAHMA,
KOTOpPOE AO0MMHO BbINONHATECA Ha W3ONMPOBAHHLIX CUCTEMaX W BKNHYaTe B ce0A TecThl
Ha NPUrogHOCTE K 3KCNAyatauwn, Oe3onacHOCTb, BAWAHWE Ha APYIME CUCTEMBL W
yoobcTeo  AonA  nonb3oBaTens  (cwm. -1[].1.4}; Heobxogumo ofecnevMeEaTth
YEEPEHHOCTL B TOM, 4TO BCE COOTERTCTEYHLWME BUBNMOTEKM WCXOOHEIX TEKCTOE NPOTPamMM

Beinym 0BHOBNEHE;

d) Mepel M CpeAcTBA  KOHTPONA W YNpaEneHWA  KOHpUrypauweld  cHCTEMbl
HeoBXoAMMO WCMNONB3OEATE COTMACHO CHCTEMHOA JOKYMEHTAUMM ANA COXPAaHEHWA

YNpaeNeHWA BCcem pealayeMbiM NPpOrp amMmH bl obecneyeHuem;

L'-".;I npexne Y4emM H3IMeHEHWA E]",JJ,}I'T PEalW30E dHbl, HEL‘IEIU,D,HMU MPUMMEHATE METOL

OTKATH,

ﬂl B KOHTRpONBHOM MYpHane LOOJHHEI BeITh COXpaHeHel BCe oBHOBNEHWA

IKCNAYaTUpye Mol BrbnwoTern nporpamm,

g) NpenblgyliMe BepcMi NpUKNagHoro nporpammHoro  ofecneveHus  cnepyet

COXpaHATE Ha Eﬂ]l"'-laﬁ HenpelBEWadeHHBI X 0BCTORTENBCTE;

h) cTapele Bepcii NporpaMmHore ofecneyeHWA cnelyeT apXMBMPOEATE EMECTE CO
Bcel Tpebyemol wH opmaumeid W napaMeTpamu, NPoUEdYpamu, KOHD WIypaLWoHHb MK
LETanAMW W NOAAEEHUBAHLLMM NPOTpaMMHbLIM obecneyeHem, oo TeX Nop, NoOKa LaHHbIE

XPaHATCA B apXWESR.

HeoBxogumo, wTofel NOCTAaBNAEMOE NOCTABLWMKOM NporpammHoe ofecneveHue,
WCNoNb3yemoe B 48 ACTBYHOLWER cucTeMe, NoA4e pwnBanock Ha ypoeHe, ISENEHNGE SN
nocTaBwmkoM. Co BpEMEHeM MOCTABLWKWM NporpammHore ofecneveHna npekpallaoT
nogaepwueate Gofee cTapele BepcMM nporpammHoro obecnevedns. CpraHM3ayuAa
=14
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AOoHHE YMUTEIEATE PUCKK, KOTOa OHa NonaraeTcA Ha HenogdepxueEaeMOe NporpamMmHoe

obecneveHwue.

Iioboe pewexnwe ob obHOBNEHWW NporpamMmHoro obEcleYeHMA 40 HOBOW BEPCHM
JOMMHO y4WThIBaTe TpefoeaHwA BW3aHeca B OTHOLWEHWM W3IMeHEHMA W BesonacHocTH
HOBOW BEpCWM, T. 8., BEROEHME HOBbIX ) YHKUMOHANBHLIX BO3MOMHOCTER Ge3onacHocTw
WNKM KONWYECTED W CEpPBE3HOCTe Npobnem DeaonacHoOCTW, CEA3EHHBIX C 3TOW BEpPCHER.
Wcnpaenenwa (natyu) nporpammHoro oBecneyeHWA cnefyeT NPUMEHATE, BCAM OHK
MOMOTawT  yOanATe WAW  CHWWaTb yA3BMMoOcTW  BeszonacHoctm  ([cm. 1261 B
MCO/MMIK27002).

DUINYECKAR WA NOMMYE CKWMRA AOCTYN cnefyeT NPedOocTaBNATE NOCTaBLMEaM
TONBKED O0NA LLEJ'IE‘.‘ﬁ nooae pxHen, na Mepe HEDE}{D,D,HMGETH M Ha OCHOBaHWW pa3pelUsHWA

PYKOBOOCTES. OeicTeNA NoCTaBWWES O0NMHBl NOOEEPraTeCcA MOHWTORPWHTY.

MporpammHoe oBecnevyeHWe KOMNBHTEPOE MOMET WCNONbIOEaTh NOCT aBNAEMbIE
BHELUHWM (WHOCTPaHHbLIM) NOCTAELLMKOM NporpamMmHoe oBecnedeHne U Mogynn, KoTopble

A0 NHH bI BhiTh KOHTPONWPYEME W YOpaBNAeMBl BO nabexarue HECAHKUWOHWPOBaHHEI X

usmeHe Hiii, koTopele moryT EE R NSO

PexoMmeHpauMA No pean M3aunK, XapakT epHanA AN A Ten eKoM MyHHKaL,Hi

TEJ'IEKDMM}'HHI{EU'HUHHI:IE OpraHu3zadly  OonMHbl CBOAWTE K MWHWUMYMY PpUCK
NoOEpEdAEHWA HaXOOQAWMWMXCA B IKCONYaTauklu CHCTeM, YYWUTEIEEA CRelyHLUWe

PEKOMEHOaUNKA N0 KOHTPONHY 38 W3MEHEHWAMM

a) ecnW NpWKNagHble NPOrPamMmbl W ONEpaUMOHHOE NporpaMmHoe oBecnedeHue
DOMMHEl BbITh YCTAHOBNEHBl HA YYBCTEWTENbHBIX CHMCTEMAEX, TAKMX KAK KOMMYTE LM OHH b

KOMONEKCRl , TO CcnegyeT NPpoBEECTH TECTUPOEAaHWE C NONHEIM OXEATOM MapLUp YT a,

h}l 2CNW NpUENagHoe NporpamMmmMHoE obecneyeHne ABNAETCA MYBCTEWMTENEHBIM, TO

CNELYET COXpPaHATL, N0 KpalHE @ MEpE, TPW NOKONEHWA NporpaMMHoro obecneyeHIA.
NononHuTENEHaA HH(pOp HAUHA

JkcnnyaTWpyemyw cucTemy cnedyeT oBHOBNATE Tonbko NpW HeobxogumocTw,
HanpUMep, BCNW TEKYLLAA BEPCUA KCNAYaTUPYEMORA cHCTeMBl Bonble He yOOBNETBOpPART
TpebogaHuAMm Buaneca. ODHOBNEHMA He cCHNefyeT NPoBOAMTE TONBKO NOTOMY, u9TO
OOCTYNHA HOBaA BEPCWMA ONA 3KCNAYaTWpPYeMod cWCTembl. HOBbIE BEpCcHM CHCTEM,
HaXoAALWMXCA B NP OMbILUNEHHORA 3KCNAYaTauun, MoryT BeiTe MeHee Be3onacHelMU, MeHES

CTORKMMW W MEHEE MOHATHBIMK, MEM TEKYLUWME CHUCTEMbI.
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12.4.2 3aUTa TECTOBLIX OAHHLIX CHCTEM bI

MpumenATe 12.4.2 cTangapta MCOMMIK 27002,

12.4.3 ¥npaeneHue pocTynoM K MCX0 AHBIM TEKCTaM NporpaMmM

MpumenATe 12.4.3 cTangaprta MCOMSIK 27002,

12.5 Ee30oNacHOCTE B NpPoLeccax paspadoTKi U nogaepmKn
Mpumenate 12.5 ctangapra MCO/MEK 27002,

12.6 MeHeMKMEHT TEXHNYECKUX YA IBMMOCT el

MNpumenATe 12.6 cTangapta MCO/MEK 27002,

13 MeHe KM eHT MHUMAEHTOB MHopMalMoHHOW Be3onacHOCTH

13.1 OnoeeweHne o0 coBLITUAX U YAIBUMOCTAX MHg OpMaLMOHHON

6e30NacHoOCTH

Uenk: OBecneywTe YEBEpeHHOCTE B TOM, WTo o COBBITMAX W YAIBMMOCTAX
WHD opMauMoHHOR  Be3onacHoCTW  onoBeWwaeTcA  cnocobom, KOTOPBIR  NO3BONAST

CBOEBPEMEHHO NPEANPUHATE KO PP EKTHP YHLWES EACTEHE.

Heobxogumo Wcnonb3oeaTe @ OpMalbHele NPoOUEAYPbl  MH( OPMWPOBaHMA W
sckanayun’’. Boe coTpyOHMKN, NOAPAAMMKW W NPELCTABMTENM TPETLEN CTOPOHEI JONKHEI
fblTe OCEELOMNEHEl O NPOUEBAYPaX WHHOPMMPOBEHKMA O PA3ZNMYHBIX THNax cobeITHR W
YAIBUMOCTAX, KOTOPLIE MOTNM Bbl 0KazaTe HEraTMEHOE BIMAHWME Ha De3aonacHocTe
AKTMBOB OpraHW3aumu. JHW JOMKHLl HE3aMeANMTeNbHO coobWwate o Nobblx cobbITHAX W

YAIBUMOCTAX MHh OpMaLMOHHO R BE30NacHoCTH oNpe el @HHOMY KOHTAKTHOMY UL Y.

13.1.1 OnoBeweHHe 0 CoDLITHAX MHhopMALMOHHOR DezoNacHOCTH
Mepa u cpeacTBO KOHTPONA W yNpagneHHA

0 cobbTAX WHD opMauwoHHoW Be3zonacHocTk HeobxoAWMo He3amMedNWTENLHO

EDDELIJ'aTI: MEpel3 COOTBETCTEYHILWLWKWE KaHalbl ¥yNIpaBlEHKWA.

"B KoHTEKSTE MEHELHMEHT WHUWILEHTOB WHpOopMEUMoHHOR GesonacHocT Noj TEPRMAHOM
£MNPOLE AYP bl ICHANALMM 2 NOHWMEE TCA NEREL A48 PACCNEROEAHMA MHUMA EHTA Ha Gonee BoICOKMIA YpOBEHE B
CNYHEE HEEOIMOKHOCTA NPo BELEHMA AAEKBATHO M0 PACCNEADEAHW A HA BONEE HWIKOM VPO BHE (MPUMEYEHME

pEfaETo pa).
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PexoMeHaauMAa no pean M3aunu

Heobxogwmo BHegpuTe GopmManbHyH nNpouedypy oOnoeeweHMA o cobeiTuAx
WH opmaumroHHoR Be3onacHocTW, BMECTE C NPOUBAYPOA pPearMpoBaHWA W 3cKanauwu
MHUMOEHTA, B KOTOPOWA W3naraeTcA gedcTewe, HEOBXGOWMOR npu nonyyeHun coobweHnA
o coBbiTWKM WHG opmaynoHHoR  BezonacHocTWw. HonwHa ObiTe YCTAHOENEHE aToYKa
KOHTAKTE® ANA YEELOMAEHWA 0 coBBITWAX MHp opMmaumoHHol BesonacHocTH. Heobxogumo
obecnevynTe YBEPEHHOCTE B TOM, YTOD 3Ta €TOYKA KOHTaAKTa» W3BECTHA B OPraHM3auuM,

BCErOa LOCTYMHa W cnocobHa K 402 KBEATHOMY W CEOBEREMEHHOMY DEAMMDOBAHWUHD.

Bce coTpyaHukW, NoApASMWKW M NPeACTaBUTENW TPETEEW CTOPOHBI A0MMHEl OBITE
DCBEAOMNEHbEl 0 CBOE obAzaHHOCTM He3zamednuTensHo coobwate o Nwbbix cobbTnAx
MH opmayroHHod BesonacHocTr. OHW BonxHeEl BEITE TakKe OCBEeQOMIEHEl O NpoOUEdype
WHp OpMUPOBAHWA 0 CODBITWAX WH( OpMaALMOHHON BE30NacHOCTM W &TOMKE KOHTAKTas.
Heobxopgumo, yTobbl Npoyeaypel WHD OPMWPOEGHWA BKITHYANN,

a) COOTBETCTEYHLME npoueccel 0bpaTHoM cBA3M, ANA obeCNeYeHWA YBEPEHHOCTH
B TOM, 4TO COTPYAHWK, cooBWMBEWIMA o cobbITWAX MHd opMaynoHHo i BesonacHocTi, Gein

VEeLOMAEH O pe3yNbeTaTax, NOCne TOr, Kak I'IFIEIEJ'IEI'I.I'IB Bena peweHa W 3akKpbBITE,

b) dopmel cooBuwennit o cofeiTuAx wHdopmauronHoi BesonacHo ot viREEE
noModb WH opMupyWEMY nuyy DEECAEYNTE CODTEETCTEYMLIME "AEACTEHA, KOTOpLIE
HeobXogWmo COBEpWWTE B Chy4ae, eciW npow3oRgeT cobeiTwe WHG opmaunoHHO R
BesonacHocTK;

C) Npaeuna NoOBEEHWA B CNyYae, &ciW Npow3oAgeT cobbiTwe wH opmaunoHHoR
Be3onacHOCTH, @ MMEHHO!

1) cpa3y we obpallaTe BHMMAHWE HA BCE BawHLIE AETaNW (Hanpumep, THN
HECOOTBETCTEMA WNKW HEAOCTATKa, BOIHMKUKME HEMCNPABHOCTH, coobweHnA Ha
3KpaHe , CTPaHHOE NOBEAEHWE CHETEMBI);

2) He NpegnNPWHMMATE CAMOCTOATENEHO HWKAKOrO OEACTBMA, 3 HEMELNEHHO
COOBWNTE B a TOMKY KOHTAKT 3%,

d) ccelnky Ha  YCTAHOBNEHHbIE (oOpMalbHblE  AWMCLWNAMHAPHBIE  NPOLUECCH
OTHOCMTENBHO COTPYAHMKOE, NOAPALMMKOE M MONL30BaTENel TPETEEN CTOPOHLI, KOTOpLIE

Hapylak npaguna besonacHocTy.
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Cpepa © BbICOKMM YPOBHEM pWUCKa MOMET ObiTe OCHALLEHA CMTHanWa3auuveid o

nprHyK e Hn

, C NOMOLLBH) KOTOPOR NWUE, HA KOTOPbIe OKa3blBaeTCA QABNEHWE, MOTYT
yKkazaTe Ha Takwe npobneme. [lpouefypa peamMpoBaHWA Ha  CWUMHANWM3auWw o
NPWHYOEHWM  LOMKHE OTpawaTe MECTO BbICOKOTO pUCKa, KOTOPOE NoKa3blBaeT

CHTHANM3Ia LKA,
PekoMeHaauMA No pean M3auWK, XapakT epHaA ONA Ten eKoMMyHHKauHi

OnA  coTpyLHWYecTBa C© TpyNnoi  pearMpoBaHWA  HE  MHUWASHTB  AOMMHAE
CYLWECTBOEATE &TOYKA KOHTaKTas, NOATOTOBNEHHAA [ANA OUEHKW, pPEArMpoBaHWA W
W3BNEYEHWA YPOKOE W3  WHUWAeHToe GezonacHocTw. B TenekomMyHMKaLWoHHBIX
OPraHW3auWAx Takof NYHKT MoeT DbiTh ©034aH BUpPTYyaneHo. [pynna pearMpoBaHWA Ha
WHUWAOEHTEl fonwHa BbiTh YNONHOMOWEHE NPUHUMAETE HE3IAMELNMTENbHBIE PELUEHWA O
cnocoBax obpaboTkn wHUMAeHTa. Kpome Toro, AomkHel BeiTe YCTaHOBNEHLI B3AWMOCEAIN
MENLY TpYNNoA  pearvpoBaHWA W BHELUHWMKM  CTOpPOHamW  (Hanpumep, rpynnof
pearMpoBaHWA  HA  KOMNbHTEPHbIE  MHUMAeHTel — CERT, npaBooxpaHWTenbHBIMW

OPraHW3 aLuAMK, 3BapuiAHBIMK cnywBamu, KIMeHTaMKU M NapTHepamu no Guanecy).

Mpu  HeobxoAWMOCTH TENEKOMMYHWKALWOHHEIE OpraHWzayun  AonwHel BelcTpo
coobware of MHUMOEHTAX CBOMM KIMEHTaM C NOMOLWGH COOBLWEHMA NO ANeKTpOHHOR
noyTE MWW NpegocTaeneHHon ww Web-cTpaHnybl.

NononuutensHana nHipopMauuAa

Mpumepamn cobeITHH W MHUWAEHTOB, GBAIAHHEIX € HAPYLUEHWEM WH( OpMaLMOHHO A
besonacHocTH, MoryT BeITE:

a) noTepr ycnyr, obopyAoBaHWA WNW cpeacTE ob cnywuBaHuA,

o

HEWCOPABHOCTW B CHCTEME WNK Neperpyaky,

%]

=1

| owwbkn onepatopa,
] HecobnwogeHWe NONUTHKW MW pEKOMEHLELWA,

B) HapyWeHWA Mep dhu3Wdeckod BesonacHocTw;
f) HEKOHTPONWpPYEMBIE M3MEHEHMA CHCTEM,

g) NporpamMMHBIR WM annapaTHeld choi;

h) HapyweHWA gocTyna.

I:'ElI}IaLLl'EFI OJon#¥HOEe BHWMaHWE Ha achekThl KDHEIJH,D,EHLI'HEIII:HDCTH, MOX¥HO OnAa

NoBbILLEHWA OCBEOOMIEHHOCTH NoNb30BaT 2nei WMCMNONb30BaATh HMHUWOEHTEI

" CUHanMaaLMAa o NPUHYLEHM — 3T0 cnocol, © Mo ILBID KO TOPOME MOKHO HEIAMETHO NoKa3aTh,
uTD RERCTEME COBERW S8 TCA «No A NP HYHAEHWEME |

B0
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MH opmayroHHod BezonacHoctr (cm. 522 8 MCOMIK 27002) B kayecTE: NpUMERDE
TOro, 4T0 MOrAo Bbl NPOWI0ATH, KAK PEArMPOBaTE Ha TAKWE WHUMAEHTEl W Kak n3bexa@Te wx
B byoywem YTobbl MMETE BO3MOMHOCTL ONMHBIM 0DpazoM paccMmoTpeTe cobbITHA W
WHL WO EHTEI WH opmaloHHoi BesanacHocT, HeoBxogumo cobupaTe CBMAETENLCTEE Kak

MOMHO ObICTpee NoOcne NpoWcWecTeMA (ow. 13.2.3).

HewcnpaeHas paboTa wiw gpyroe aHoMansHoe MOBEASHWE CUCTEMEI MOMET
CNy#WTL NOKazaTeNeM aTakk Ha De3onacHocTe  WNW pealbHOTO  HeAOCTaTKa
BesonacHocTW, MOSTOMY 0 HWX cnefyeT coofwaTte kak o coBbiTMM WHE o pMmauWoHHoR
beaonacHocTw.

JononHWTeneHyw  WHG OpMaUWK  OTHOCHTENBHO  OTYETHOCTM o  cobbiruAx

MHp opmayroHHoR Be30macHOCTM W 0 MEHEOMWMEHTE WHUMAEHTOB WHE 0 pMaUWoHHOR
besonacHocTW moxHo HalTk B MCOMM3IK TO 18044,

13.1.2 OnoBeweHne 0D YAIEMMOCTAX DEIONACHOCTH

MNpumenaetcA 13.1.2 ctangapta MCOM3IK 27002

13.2 MeHeXKMeHT MHUMOEHTOB MHOPMaAUMOHHON Ge30nacHoCTU N

HeoGXo4NMOe COEEpPLUEHCTEOBaHNE

LLEJ'II:Z ObecneynTs YBEPEHHOCTE B TOM, MTO B OTHOWEHWW MEHEeOIHMeHTa
MHUWOEHTOE HH¢DFII'I.I'IELI|HDHHEIIT1 BesonacHoCTH NEpMMeHAETCR NocNeA0BaTENEHEIR W

ap ¢ EKTMBHBIN NoAXO A,

SN o 6p a6 o coBuiTwit w1 yAasumocTed

MHp opmayroHHod Be3onacHOCTM OO0MMHBI OCYWECTEBNATLCA 3t ekTWBHBIM obpazom,
ecAM o HMX Beno  coofuweHo, xoTA Bel ogWH  pa3. [lpouecc HenpepklBHOrO
COBEPLUEHCTBOBAHWA HeobxoAMMO NPUMEHATE B OTHOLIEHMKW PEarMpoBaHWA Ha obwwi
MEHEAMMEHT WHUWAEHTOR WH OpMaLMOHHON BE30NacHOCTM, 3 TAKOKE WX MOHWTOPWHT K
OLLEHKY.

Ecnn HykHel A0KazaTenscTea HapylUeHna WHHOpMalnoHHoN BesgnacHocrin, wx
cnenyet cobpate, uTobel ofecneywTs YEEPEHHOCTL B COOTEBETCTEWMW 3aKOHOLATENbHEIM

TpefoBaHKAm.
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13.2.1 OB AZaHHOCTH H NP0 UEAYPEI
Mepa W cpeCcTBO KOHTPONA M yNpaBneHHA

Heobxogumo ycTaHaBnWEaTh 0BA33HHOCT M QONMHOCTHEIX WL NO OCYLLECTENEHWHD
MEHEOWMEHTE W Npoueaypbl AnA obecnedeHWA GeicTporo, af g eKTWEHOMD W LOMMHOMD
PEarnpoBaHWA Ha WHUMAESHTEl MHG OpMaunoHH ol bezonacHocTw.

PexoMeHpauma no peanM3aumun

B mnononHeHwe K MHpOpMWpoOBaHWIG 0 cobBITMAX U HEQOCTATKaX WHE 0 pMaL Mo HHO R
GezonacHocTw (cwm. 13.1), HeobxooMMo Takke WCNONB3OBaTh MOHWTOPWHT CUCTEM,
CMIHANnoE TPEBOMW W YAIBMMOCTER ANA obHapPKeHWA WHUMASHTOE WH{ OpMaLWMOHHOMA
bezonacHocTw (cm. 10.102). B oTHoweHWM npouedyp MEHEOMMEHTA WHUWIOEHTOB

WHEp opMaunoHHoi Be3onacHocTH HEoB XO4UMO YYUTEIBATE CNEfyHILLWE PEKOME HLALMN:
a) HeobxoAWMmO YCTaHOBWMTE Npouedypel 0bpaboTkW pasnuyHeIX THNOB MHLWLEHTOR
WH opMaunoHHoR Be3onacHoCTH, BKIKMAA:

1) chow WHOPMALMOHHLIX CMCTEM W NOTEpH 0BCnywMBaHWA,

I

)
| BpeAOHOCHBIE nporpammel (cw. 104 1);
J) oTkaz B 0BCnyPHUBEHU K,

-l'l]l DLIJHEI{H, ABNAHNWKWECA cNedCTEMEM HENONHOTBI MW HETOMHOCTW OaHHbIX

EuzHeca;
5) HapyweHWA KoHp MOEHLMANEHOCTH M LENOCTHOCT M,
B) HenpaBWNLHOE WCNONL30BAHWE MHE Dp MaLWOHHBIX CUCTEM;

b) B mononHeHue K oBbiYHBIM MNaHam obecneyveHWA HenpepblBHocTH GW3Heca

(cm. 14.1.3), npoyeaypsl LOMKHE TaKKE 0XBaTbIBATE (CMm. Taoke 13.2.2):
1) aHanwa u BEIABNEHKME NPHYUHE MHUWAEHTA;
Z) orpaHMYeHWe pacnpocTpaHEHWA NOCNeACTEMA,

3) NnaHWpoOBaHWE W pPEANW3ALUMH  KOPPEKTUpYHLWEro LeCTEMA  ANA

NEedoTEpaWeHWA NOEBTOPEHWA, BCNK 3TO Heob xogumo;

4'1) EEEHMD,&EHCTEHE C TemMHW, KO HWCNBITANl EBIAWAHWE WHUWOEHTAa WKW

YYHacTEOBan B BEOCCTAHOBNEHWKW NOCNe MHUKWIOEHTA,

5) coobWweHWe o NpeANPUHATOM LEACTENM B CODTEETCTEBYHILMA 0praH;
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L‘}I KOHTPONEHEIE 3anHMCKH W aHanorkMyHel2 O0Ka3aTenbCTEA Heob xogumo CDEHFIETI:

fcm. 13.2.3) v 3awmwaTe cooTEETCTEYHOWMM obpasom, ang:
1) aHanwsa BHyTpeHHWX Nnpobnem,

2} MCNoNk30BEaHWA B KaMECTEeE C]I',D,EEHDFD OOKa3aTeNLCTEE B OTHOLWEHKWHA
BO3MOMHOMD HapyWweHWA A0roBopa WNWM HOPpMaTWEHOrO TPEEDEEHHH, d TakHe B
Chydae Tpa¥AaHCKOro UK yronoeHOTo NpOW3BOACTEA, HANPWMED, Ha OCHOBAaHWK
HENPAEWNBHOO MCNONB30EAHWA KOMNBHITEPE WNKW 3aKOHOaTeNbCTEA O 3alluTe

OaHHbIX;

3) obcy#neHWA  yoNoBMW 0 BLINAETE  KOMMEHCAUMW  MOCT8BLLM KaMK

nporpaMmHoro obecnedeHnA u yonyr,

d) BefcTEMA NO BOCCTAHOBNEHWK NOCNE NPOABNEHWA HELOCTATKOE Be3aonacHocTw
W nNo yoTpaHeHWw chHoee cMCTEM CRefyeT TWATENBHO KOHTPONWPOBATE, NpoUedypbl

Aon¥Hbel obecneyneaTte YEEPEHHOCTE B TOM , MTO.

1) Tonkko veTko waeHTMduumpoBanHomy o [REONECEREEME nepcoHany
pa3pELleH AOCTYN K 3KCANYaTHP YEMBIM CUCTEMAaM W 4aHHBIM (M. TR
2) BCe NpeANPWHATEIE aBaPUMIAHEIE EACTEMA JOKYMEHTHRYHOTCA B ETaNAX;

3) pykoBoAcTEO WHG opmupyeTcA of  aEapwAHoM  OefcTEWMM, W Takoe

,EI,EI-II:II:TEHE AHANW3WUPpYETCA 00NMH bIM DEFIE:ICIM;

4) UeNOCTHOCTB cnmem_mep W CPeACTBE KOHTPONA W ynNpaBneHWA
BusHeca NOOTBEPWAAETCA © MWHUMANEHO N 380 8P KD A,

Llent mMeHenwMeHTaS WHUWAEBHTOE WH OpMayWoHHOW GesonacHocTW cnegyet
COMAacOBaTh C PYKOBOLCTEOM, @ TaKKe Heo BX04MMO DB eCcneynTs YERPEHHOCTE B TOM, YTO
NWUA, OTBETCTBEHHBLIE 38 OCYLWECTBAEHWE MEHEAMMEHTE MHUMASHTOR WHHOPMaUNOHHO W
Be3onacHOCTH, NOHUMA T NPUOPKUTETEl OpraHuaaymnn no obpaboTke TakMX MHUWOEHTOB.

Pexom eHaauMA No peanM3iaunu, XapaKTepHanA anA Ten eKoM MyHHKaL M

Ecnu COTNACOBAHHbI A YP OBEHb ycnyr  Bonbe He BbINONHAETCA,
TENEKOMMYHUKAUWOHHBIE  OpraHM3auMW  LOMMHbl  OCYLUECTBMTE  3ckanaunw  nrobbix
WHWUMMPpOBAHHLIX KNWEHTaMW BONPOCOB, 3aTpaMMBakILWMX KIMEHTOE MW CHYHALLWX
OTHOCWTENBHO ) YHKUWOHMPOBAHMA CYLLECTEYHLWNX KOH urypaumit obbekToB, Tamix Kak

BbIXDJ W3 CTPOA annapaTHblX CPEACTE, CRTERLIE NpobaemMbl M rpyNNoELIX KoHG Urypaumi.

Bce wnueHTel fonwHbl BbiTh NONHOCTBHY NpPoWHD OpMWPOBaHBEl 0 NpoUeAypax

acKanayuu npobnem v MMeTs COOTEETCTEYHILLYK SOCTYNHYH 00 KYMEHT 3LMH.
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HEI'IPHI'I.I'IEP, WHHULWWp OBaHHEIE KENWEHTaMW BONQOCEl MOTYT BeITE pacCTagneHel B

COOTEETCTEWK C NPUOPUTET AMKW Ha OCHOEBE NPeOACTABNEHHBIX KpUTERpHEE!

a}l KIWE HTCKWMRA NYHKT MNONHOCTEHY HE pEEDTHET HMnK He OTBEMYEET TPEEDBHHHHM

CcomaweHwi ofh ypoBHE yenyr;

b) KNWEHTCKMA NYHKT CEpBEIHO 3aTPOHYT HapyweHWem!) o4HE WNW HECKDNbKD

cuctem He pab ora ot NN SNSRIl 1 (1.1v) 3312 pXka NakeToE;

£} yxyoweHwe obcny:KMBaHWA KNWEHTOB,
d) 3anpockl KTMEHTOE.

TenekoMMyHUKAUWOHHbIE OpPraHM3alun, OTEETCTBEHHbIE 33 NpefocTaBNeHMWe
TENEKOMMYHUKALWOHHEIX YCNYr B KaJYeCTBE BaWHOW YTWAWTH, LONMHbl YCTAHOBWTh
MEXAHW3MEl W (MNK) NpoUeAypbl ANA  COEPMWEBAHMA W NWUKEMAALMM  MHUWLEHT OB
WHip opmaumoHHoA Be3onacHOCTW W BOCCTAHOBNEHWA MOCHNE HUX, 8 TakKe TOMHOTD W
CBOEBpEMEHHOTD  ODHapyweHWA W aHanW3a  WHUWAEBHTOR, BO3HWKAKLWMX B

TENEeKOMMYHHMEKaUWOHHBIX CUCTEMA X.

Takue MexaHWaMel W (UWNK) NPOLEaypsl A0N¥HEl BKNHOYATE CNedyLIME LERCTEBMA:

a) aHanWa WHAWKAUMK W B3aUMOCBAIAHHON WHD OPMALMK C Lenblo [T
b) knaccuWkaUWA W ONpeAeNeHWE NPUOPWUTETE MHUWAEHTA B COOTEETCTBMN C

NAAHOM MEHELHMEHTA MHUWOEHTOE,

c) coobwenne of MHUMABHTE COOTBETCTEYHILUEMY MNEepCOHanNy OpPraHu3auny W

BHELUHWM Op raHW3aLMAM;
d) cBop, coXpaHeHWe, 3aLUUTA W LOKYMEHTUPOBAHWE CEWLETENLCTE,

B) BCNW  BO3AMOMHO, WIDNWPOBEHWE  TRNEKOMMYHUKAUWOHHOA  CHCTEMBL W
NpekpalleHWe 8 WCNONb30BAHMA, BCNW CUCTEME AONMHA BblTh NOLBEpPMHYTAE NpPOBEpKE
To £é HeoBxogWMo OTCOROWHWTE OT NBbIX TENEKOMMYHMKALWOHHBIX CETel Ao ee
NOBTOPHGOrD BKHYEHWA,

f) nukBMZauMA  WHUWAEHTA NYTEM  BbIABAEHMA W YMEHbLUEHWA  BCEX
WCNONBIOBAHHLIX MM YAIBWMOCTEW W YCTPaHEHWA BPEOHOCHOTO  MporpaMmHoro

DEECI’IEHEHHH, HECOOTEETCTEYHOLWKWY MaTepHanoe W OpYIHX KOMNOOHEHTOE,

g) BOCCTAHOBNEHWE TNOCNE WHUMAEHTA C MNOATEEPHWOEHWEM HOPMANEHOMD
§ YHKUMOHWPOBAHMA BCEX  3aTPOHYTBIX  CMCTEM, NpM HeoDxogumocTW  peanuaauwA
LONONHWTENBHOTD MOHWTOPWHrE  ONA  CHNeweHWA 33 Oyaywed  B3aWmocBRA3aHHON

OeATENBHOCTBHD.

B4



NoCT P UCO/MIK 27011-2012

NononHuTENEHaA HHOPp HaUHA

MHUWOEHTE WMH opMauMoHHOR De30nacHoCTW MOTYT  BbIXOAWTE 33 FpaHKUbl
opraHuaaumia W ctpad. B oTHOWEHWW pearMpoBaHuA Ha TakWe WHUWAEHTB MMEETCA
pacTywas noTpebHoCTE B KOOPAWHELMW pearMpoBaHuA W COBMECTHOM WCMONb30EaH WK

WHEp opMaLMK 0B 3TUX MHUMAEHTAX C BHELUHWMKW OpTaHW3ALWAMK, NpKW HED B X0 AMMOCTH.
HononHuTensHaA WHhop MaLKMA ANA TENEeKo MMYHUKaLWIA

TenekoMMyHHMKALMOHHLIE OPraHW3aunM gonxHel obMeHWBaTecA WHb opmaunel ob
WHUMOEHTaX WH opMaLWoHHOA BesonacHocTH © COOTBETCTEYHILLMMM OpraHW3aLWAMM,

Takumu kak T elecom-ISAC.
13.2.2 U3ene4eHHe YyPoOHOE U3 MHUKWAEHTOB WHipopM AL MOHHOA Be3onacHoCTH

Mepa M cpencTEO KOHTPONA W yNpaeneHus

OonxHel GbiTe CO303aHEl MEXIHWIMB No3EONAHLWWE YCTAHOBWTE THNBI, obBEMEl W
CTOMMOCTE WHUMWAEHTOB HHI:IJ DpMiaLl'HDHHDﬁ beaonacHocTK, KOTOpblE A0N#HEI ObiTh

W3MEPEHBI W NPOKOHTPO WP 0BA Hbl.
PekoMeHpaUHA No peanM3aunu

MHb opMaumnie, NoNYYEHHYH B pe3yNbTaTe OUSHKW MHUWAEHT OB WHE D pMaLnoHHORA
fesonacHOCTW, CchNefyeT WCNONL30BaTe ANA MABHTUG MKALMWM NOBTOPRKOLLPNXCA  MIW

OKa3blBAHLLM X 3HaYWT BNIbHOE BNMAHME MHLUWAEHT 0B,
PexoMeHpaU kA No peanM3aUMK, XapaKkT epHaA ANA Ten eKoM MyHHKauHi
TenekoMMyHUKaLMOHHLIE DpPraHW3auMn LONWHL YCTAHOBWUTE MEXaHMaMbl W (MNw)

npoueaypel 4nA ofMEHES HaKOMNEHHBIM ONBITOM W COBEpPLUEHCTEOEAHWA MeHeHMeHTa

HMHUWOEHTOE, YMWUTRIEAR CNedyHLlWe LEACTEKA

a) NpoBefEHWE COBELUAHWA nNOCNe WHUWAEHTA, B MNOBECTKY JHA KOTOpPOro
BKNHMAKWTCA YCEORHHBIE YPOKW, HA COBELWAHWM JONMHBl paccMaTpuBaTecA cnocobbl
COBEPLUEHCTBOEAHWA Mep Be3onacHocTi W camoro npouecca ofpaboTkn MHUWLEHTOE;

b) cbop AaHHelx o  WHUWOEHTax, Takux Kak KonwuvecTeo ofpaboTaHHbIx
WHUMAEHTOR, NONHOE BpemA Ha obpaboTky, pacxodsl W T. 4., M MCNONB3OBAHUE WX ANA

COBEPLUBHCTEOBAHWA NNaHa MeHe JMMEHT 8 MHUWAEHTOE,

l:]l CoXpaHeHHe COOTEETCTEYHILLUMXY  OO0Ka3aTelbCTE, C YHETOM I:}",EI,EEHI'.'IFEI

MPECNeA0BaHKWA, 3aKOHO4ATENBHLIX/HOPMaTHBHBIX aKTOEB W pacxodoe [cm. 132 .3).
NononHuTensHana nHdop MauMA

OueHKa WHUWLEHTOB WHG opMalMoHHof DHe30nacHOCTM MOMET YKa3blBaTb Ha

HeobxogumocTe COBERPWEHCTEOEAHMA CYLWECTEYHWWX MNKW EHedpeHWA JONONHWTENEHBIX
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MEp M CPeACTE KOHTPONA W YNPaBNeHWA, YTobkl CHMAWTE YacToTy, ywepb W cToumocTe
ByaywWx NpoWCLUECTEWMA, WKW JoM¥Ha BbiTe NPUMHATaE BO BHUMAaHWE NPW NEpeCMOTpE
nonutukkn BeaonacHoctr (cm. 5.1 2 e MCOIM3SK 27002).

13.2.3 Chop poKkazaTenbCTB

MpumMeHATe 13.2.3 cTangapta MCOMIK 27002,
14 MeHe ¥MeHT HenpepbIBHOCTK DKU3Heca

14.1 AcCneKThl HHﬂIﬂPMiL{HﬁHHﬂF‘I 6e30NacHOCTEID B paMKax

MeH&mMKMEHTA HENPEepPLIBEHOCTH BH3IHEca

Llens: TMpoTWBOARACTEOBATE NPEpPLIBAHWAM BWLOB JeATENbHOCTW B pamMKax
BuaHeca opraHMzayMM W 3aLUMWLATE BaMHedWwe npoueccel BW3HECa OT NOCNELCTE W
IHAYMTeNkHelx cOOBB WH( OpMALWOHHBEIX CMCTEM WA  WPE3BLIMAAHBIX CHTyauWd W

obecnevyneath Mx CEOBBEpEMEHHOE BoaobHOBNEHME .

HeobxoauMMo BHELPWTE NPOLECE MEHEIMMEHTA HENPEPLIBHOCTH BU3HECA © UenkH
MWHWMW33LMKW HETATMEBHOMD BIAWAHWA Ha OPraHW3auu M BOCCTAHOBNEHMWE nocne NOTEpM
WHEp 0 pPMaLWOHHBIX AKTMBOE (KOTOpPLIE MOMYT DbITh PE3YNLTATOM, HaNpWMEp, CTHXWHAHLIX
BeAcTEWA, HECYACTHLIX CNYYasE, 0TKA30E obopyYOOBaHWA W NpEfHAMEREHHBIX OeACTEWM)
A0 NPUEMAEMOTD  YPOBHA C© MNOMOWEH KOMOWHWPOBAHWA Npod MNAKTUMECKMX W
BOCCTAHOBWTENEHEIX MEP W CPEACTE KOHTPONA W yNpaeneHWA. YkazaHHeli npouecc
LOMKEH BLIABNATL KPWTMYECKWE npouesccel Buaveca w obwegwHATe TpeboBaHmA K
MEHE LMMEHTY WH OpMaUMoHHOW Be30nNacHOCTW B YacTW HenpepelBHOCTW Bu3Heca ¢
ApYyrUmK  TpeBoBaHMAMW  HENpPEepPBIEHOCTH, KACAHLWMWXCA Takwx BONPOCOE, KAk
i YHKLMOHWpOBaHWe, kafnpoece obecneyeHwe, cknafckoe X03AWCTBO, TPaHCNopT M

obopynoBaHwe.

MocnegcTBMA  CTWXMAHBIX BegcTBWA, HapyweHwi Be3onacHocTW, OTKAa30E B
obcnypKMBaHKMKW M NOTEPW AOCTYNHOCTH oBCcnyKMBaHWA HeolbxoAWMO aHanW3IWpOBaTE Ha
NpegMeT WX BAWAHWA Ha buwaHec. Heobxogwmo pa3paboTaTe W BHEJPWTE NNaHbl
obecneyeHWA HenpepblBHOCTW BUaHeca © Uenbto oBECNEYEHMA YBEPEHHOCTW B TOM, YTO
3HauMMble onepayun MoryT ObiTe Bo30BHOBNEHB B TeMeHMe Tpebyemoro BpEMEHW.
MHp opmaymoHHaA Be3onacHOCTE AOMKHA CTaTk COCTABHOW YAacTeH BCEMO Npougcca
obecneyeHWA  HeENpepbIBHOCTM  BW3Heca W ApyrMx  NPOUECCOE  MEHEOMMEHTE,

peanuayemblx B 0praHu3aguu.
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Heobxooumo, yTobbl MEHEAXMEHT HENPEPLIBHOCTW DW3Heca BrAWYan B ceba mepbl
W CPeACTEa KOHTPONA M YNpaBNEHWA N0 BbIABNEHWK M CHIDKEHWH PUCKOE B AONOJHEHWE K
ofWwemy npoueccy OUBHKW PUCKOB, OFPaHMMEHMA NOCNEACTEWA  Pa3pyLUMTENbHbIX
WHUWAEHTOB W obecnedeHMA YBEPEHHOCTWM B TOM, 9TO0 WHpopmauwnAa, Tpebyeman ans

npoueccoe EHEHEEB, Nerko oCTYNHA.

14.1.1 Bxnw4eHue uHopMauHOHHONH DE30NACHOCTH B NPOLECE M EHEMKM EHT a

HenpepbIBHOCTH DU3Heca
Mepa M cpencTBO KOHTPONA W yNpaeneHus

Cnepyet pa3pabaTeiBaTe W NoOSOep®WBaTe  YNPaBNAEMbIA  npouecc ANA
obecnevyeHWA HenpepblBHOCTW BM3HECA BO BCEM OpraHM3auWM, KOTOPLIA yYMTBIBAET
TpefoEaHkA Kk WHb opmauWoHHoR GeaonacHocTd, Heobxogwmele AonA oBecnedeHWA

HENPEPBIBHOCTH BU3HECA OpraHM3aLum.
Pexomengauna no peanuaaumm

,D,EHHI:IIH npayecc AonxeH UE]:.E,D,HHHTI: cCnegywouwne  KNHMEBEbLIE  3NEMEHTHI

MEHEOMMEHTA HENPEPLIEHOCTH Buaneca:

a}l NMOHAMEHWE PWUCKOE, C KOTOpPbLIMW CTAalNKWBAaeTCA OpraHW3alWnA, C TOYMEW 3pEHWA
BEPOATHOCTH W NPO4ONMKWT ENBEHOCTH BDH,D,EﬁCTBHH, EKNHOMaRA onpefeleHWe KpUTUMECKA X

npoueccoB BuaHeca W YyCTAHOBNEHWE WX NpMopuTeToR (cwm. 14.1 2);

b) onpedeneHWe BCeX AKTWBOE, BOBNEYEHHBIX B KPWTHYECKME npoueccel BWaHeca
fem. 7117,

c) NoHWMaHWe nocnencTeuil AnA BuaHeca, koTopble MoryT BeITe BbI3E3HbI
NpepblEaHWAMK, 0BYCNOBNEHHBIMW  WHUWOEHTAMKW  WHG opmayroHHol  Be3lonacHocTu
(BaxwHo, yTobbl BbINM HaMgeHbl PELIEHWA, KOTOpele BYAYT NPUMEHATBLCA Kak B chydvae
HEAHAUWTENbHBIX, Tak W CYLIECTBEHHbIX WHUMAEHTOE, MNOTEHUMANBHO YIpOMaE KLWWX
WW3IHELEATENLHOCTY  OpraHu3aywmW), a Tawke onpejeledHne  Uened  Bu3Heca

NPUMMEHWTENBHO K cpeacTBam obpaboTi uHd opmaumu;

d}l PacCMOTpEHWE BO3MOMHOCT M NOOX04ALLETD CTPAaX0BaHWA, KOTOPOE MOXET CTaThk
YACTBH GEIJJ'EFU npouecca HENPEPLIEHOCTH EHEHEEE, d Takde MacCTehH) MEHE JHMEHTA

AKCANYaTaUWOHHOTD pUCKa,

E:I onpedeneHWe W paccMoTpeHWe BHedpeHWA JONONHWTENEHBIX NPEEEHTHEHBIX W

HERTPaNU3YHLLWMX MEp W CPEACTE KOHTPONA W YNpaBNeHWA;
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f) onpedeneHWe AOCTAaTOMHOCTW ) WHAHCOBLIX, OPraHW3aUMOHHBIX, TEXHWYE CKAX
PECYPCOE W PECYPCOB OKP\WKAKOWER cpedsl ANA pearMpoBaHWA HA  BbIABMEHHbIE

TpebogaHuA MHg opmauroHHol BesonacHocTw,

g) obecnevenve BesonacHocTW nepcoHana v 3awmTa cpepcTe obpaboTew

WHIp DOPMALMK W UM YLLE CTBA OPraHW3aLNUM;

h) pazpaboTky W  JOKyMeHTaneHOE o oOpMAEHWE nnaHoe obecneyeHwA
HENpEPBIBHOCTH BU3HECE, yuMTHIEAOWMY TpeboranuA WHg opMaywoHHo W BesonacHocTy B
COOTBETCTEWM C COFNAcOBaHHOW cTpaTerwed obecnedyeHwA HenpepslBHOCTM BWaHeca
(em. 14.1.3),

i) perynApHoe TECTWPDBaHWE M O0BHOBNEHWME LaHHLIX NAAHOE M NPHMEHAEMBI X
npouaccoe (cw. 14.1.5);

j) obecneveHWe YBEPEHHOCTW B TOM, NTO MEHEOXMEHT HENpepblBHOCTW GuaHeca
OPraHM4HO BMUCEIBAETCA B MPOUECCHEl W CTPYKTYPY OPraHW3auwW;, OTEETCTEEHHOCTE 33
NPOUSCE MEHEAMMEHTa WHpOpMauWoHHoW De3onacHocTW cnefyeT Ha3HavaTe Ha
COOTERTCTE WHILLEM YPOBHE B pamMkax opraHw3agum (cm. 6.1.1).

PexomeHBauma No peanM3auui, XapakTepHaa ANA Ten eKoMMYyHHKaLK A

TenekoMMyHUKALMOHHBIE OPraHW3aunKn LONMHel 0BECNEYMEATL YBEPEHHOCTE B
fe3onacHoOCTM TENEKOMMYHWKALWOHHEIX CPEACTE, T. 8. B WX COOTBETCTEBWW TpeboeanuAm
WHEp opMaunoHHoR Be30NacHOCTH KAk B OQHOM M3 OCHOBHLIX 3NEMEHTOE MEHEAMMEHTA

HENPERBIEHOCTH BuaHeca.

14.1.2 HenpepbIBHO CTL DM 3HECA W OLUEHKA PHCKA

Mpumedate 14.1.2 cTangapra MCOMM3IK 27002

14.1.3 PazpaboTka v BHeOpeHWE NNAHOE 00 ecne4YeHUA HENpPepLIEHOCTH

DH3Heca, yYMTLIBAW W MX HH(pOPM ALK OHHYD D e3onacHoOCTb
Mepa 1 cpepcTBO KOHTPONA W yNpaeneHus

CnepyeT paspaboTaTe W BHEAPWTb NNaHel 0BecneveHWA HeNpepeiBHOCTH Bu3Heca ©
Uelb MOAAEEHKA WAWM BOCCTAHOENEHWA onepaurid v obecneveHWA AOCTYNHOCTW
WHip opmaumK Ha Tpebyemom ypoBHE W B TpebyemMble cpokW Nocne NpepslEaHWA unn chon
KpMTUYECKWX Npoleccoe GusHeca.

PexomeHpauMa no peanMiaumm

Mpouece NNaHWPOBAaHWA HeMpepblBHOCTW DW3Heca JonMeH nNpejycMaTpuBaTh

CnefyHLes:
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E}I onpedenedHWe W COrNacoEaHWe BCeX oBAzaHHOCTRR W npouenyp, CEA3AHHEIX C

obecneyeHWEM HENpepBIBHOCTH BUaHeCE;
b) onpefeneHWe NpUEMNEMblX NOTEPb WHD Op MALLWK W YCO YT,

¢} BHEOPEHWE NpOUEnyp, NOZBONAKLWNY BOCCTAHOBMTL M BO30BHOBWTE onepauuu
Bu3Heca M JOCTYNHOCTE MHG opmaumnn B Tpebyemele cpom; ocofoe BHMUMaHWe chnegyeT
YOENWTb OLEHKE BHELHMX M BHYTPEHHWX 33BMCHMOCTER DW3HECA W CYLIECTBYHLMX
A0T0BOPOE;

d) 3kcnnyaT aUMOHHBIE NPOLEAYRbLl, KOTOPLIM HEOBX0AMMO CNER0BaTE B OMWLAH WM

33aBEPLIEHMA BOCCTAHOBAEHWA W Bo30BHoBNe HWA NPOLUEEEE;
8) BOKYMEHTaNbHOE o OpMABHWE COMNACOBaHHLIX NPOLEAYP W NPOLECCOB,

f) cooTeeTcTEyHWEE ofyyeHWe COTPYOHWKOE COMACOBAHHBIM NPOLELYPaM W

NPOUSCCAM, BKNHMARA YTPAaBNEHNE B KPUT MMECKMX CHTYaLMAX;
g) TECTHMpOBAHWE M 0BHOBNEHWE NNAHOE.

Heobxogumo, yTofel B npouscce nnaHupoBaHwA ocofioe BHMmaHwe bBoino
obpawgHo Ha Tpebyemele Uuenw GWaHeca, HanpuMep, BOCCTAHOBNEHWE ONpPELENEHHBIX
YCNyr CEA3W ANA KNWEHTOER B NPWEMNeMele cpokd. CnedyeT yduTeIBATE NoTpebHoCTE B
HeoDXoAWMBIX ANA  3TOrD  yCNyrax W pPECYpcax, BKNKMYAaA YKOMNIEKTOBAaHHOCTb
MEpCOHANOM, PECYPChl, HE CBA3aHHble c obpaboTkol WHg opMauwmw, a Takke Mepsl No
Nepexoly Ha ABapWAHbIA pexwum cpeacte obpaboTkd wHdopmauwd. Tawde Mmepsl Mo
Nepexody Ha ABAPWAHBIA PEeXMM MOryT BKNHMATE B ce0A NOroBOPEHHOCTW C TPEeTkER

I:TDFIDHDI;I B BWOE B3aWMHbI X COrNaLIEHWA UK KOMME PMECKWE EEDHHP}I’EMI:I}{ YCnyr.

MnaHel obecnedeHWA HenpepblBHOCTH OW3HECA OOMKHE YYMTLIEATE YAIBWMOCTW
OpraHW3auum W NO3TOMY  MOTYT  COOLEPMETe  MYBCTEWTENBHYH  WHE opmMayno,
HPKOAWWYHWEA B COOTBETCTBYHLWER  3awmwte.  Konuw  nnadoe  ofecnededus
HEMPEepbLIBHOCT BU3HECA CNEAYET XpaHWTh Ha A0CTaToMHOM pacct oaH i IETEHaEHe
SEEENEREEN Py koo ncTEO oMKHO 0B ECNEUMTE YBEPEHHOCTE B TOM, yT0 0GHOBNEHME W
3aWmMTa nnaHoe obecnedeHWA HenpepblBHOCTW BW3HECE OCYWECTBNAETCA Ha TOM e
YPOBHE , MTO W B OCHOBHOM 34aHun. Opyrue Matepuansl, Heobxogumele oNA BeINOAHEHKMA
nnaHoB no ofecneveHno HENpepbIBHOCTH BW3HECE, CNEQYET TAKKE XPaHWUTh B Y4 AN EHHOM

MecTe,

Ecnw ansa ¥paHeHHWA MWCNONBIYHTCA pPa3fWdHEBIE EpéI'I.I'IEHHI:IE nomelweHWAa, TO
YPOBEHE peannayemblx Mep W CpeACTE KOHTROMA W YNpaBNEHWA Be3aonacHoCTW B Takux

noMe lWeHWAX J0N4EH DABHATECA YPOEHH Mep pealW3yemMblX B OCHOBHOM 30aHWUH.

B9
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PexoMeHaauMA No pean M3auKuK, XapakTepHan AN A Ten eKoM MyHHWKaLH i

Mpu paspaboTke W BHegpeHWM nnaHa obecneveHWA HenpepblBHOcTW BGu3Heca
TENEKOMMYHWKALWOHHBIE  OpPraHW3auMu  JONMHbl  pPaccMaTpuWBaTbh  BO3MOMHOCTh
sikniovenns  SIMNEEE nNnaHa BOCCTAHOBNEHWA TENEeKOMMYHWKAUMOHHBLIX  YCAYr W
ofecnedyeHWA YEEPEHHOCTM KNMEHTOE TENEKOMMYHWKALMOHHBIX YCNYr B BawHe ALnx
KOMMYHWKa LM AX Npl agapui. Ecni cocedHue CTPORHWA WAKW NNOLWEAKN NOBPEXDEHbl MW
TpebyT 3Bakyaunn, CPpeACTBa TEAEKOMMYHWKAUMOHHBIX YCAyr MoryT dakTMMeCKW cTaTk
HEKOHTPONWPYEMBIMKM,  JaEwe BCNK 3 Mu CpeLcTEa He NOBPEWIEHBI.

TEﬂEKﬂMM}I'HHKBLl,HﬂHHhIE OpraHu3aauMid gonxHel NpegyCMaTRMEATE MeERBl Mo YCTREHERH

TaKux cuTyaunin. P77

DNononuutensHana nHipopM auuAa

CnegyeT 3ameTUTb, ¥TO NAaHLl N0 YNPABNEHWH B KPWUTMYECKWUX CHTYaUWAX W
genctenn, (cm. fe 14.1.3) moryT oTAWYATECA OT MEHEAXMEHTA HENpepLIBHOCTH BuaHeca;
T. 8., MOMET CNYYMTLCA TaK, 4TO KPU3WUC MOMET ObITe ynameH obbIMHBIMW NPOLUE LY aMKU

yNpagneHmuA.

14.1.4 OcHOELI NNaHWPO BAHWA HENpepLIEHOCTH DHIHECa

Mpumenate 14.1.4 cTangapra MCOMIK 27002

14.1.5 TectupoBaHMe, NOANEPHKA U NEPECMOTP NN AHOE HENPEepblIEHOCTH

oM iHeca

Mpumenate 14.1.5 cTangapra MCOMMSK 27002
15 CooTBeTCTEWNE

MNpumenATe pa3gen 15 cravgapta MCOMSK 27002,
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MpunoxeHie A
(o6A3aTenkHoE)
OononHuTenkHeIl Nepe4yeH Mep U CPencTB KOHTPONA U yNpaBneHua
ANA TeneKkoMMYHNKaLMI

B paHHOM nNpunomeHWW npedcTaBNeHsl ONpefeNeHWA HOBbIX UENEeH, HOBbIX MEp W
CPEOCTE KOHTPONA W YNPaBNeHWA, 3 TaHe HOBLIX PEKOMEHAALUMA NO peanu3aulk B BMAE
AONONHUTENBHOTD NEpeYHA Mep W CPeACTE KOHTPONA W YNPaBNeHWA ANA TeleKo MMYHMKE LKA,
Uenw ynpaeneHwa wa MCOM3IK 27V002, cEA3aHHBIE © 3TUMW HOBBIMM MEPaMKM W CPEOCTEAMM
KOHTPONA W yNpaBNeHWA, NoETopATCA Be3 wamenenwi. JloBol opraHu3aumu, peanwayrowei
3TW Mepbl M CPEACTEA KOHTPONA W ynpaeneHwA B koHTekcTe CMMBE, npegHasHadeHHol anmA
cooTeeTcTEMA MCOMISK 27001, pekomeHayeTcA SONOAHWTL CEoH BelomocTs MPMMEHEHWA
MEpP W CPefACTE KOHTPONA W yNpaBneHWA (CHOpPMUPOBAHHYH HAa OCHOBE NpUNOXEHWA A
cTaHpapta WMCO/MIK2Z7001), BNOYME Tyoa WMepbl W CPeLCTEa KOHTPONA W YNPaBNEHWA,

YKa3aHHbIE B OaHHOM NPKNOHE HAK.

A1 Dnanyeckan 6e3onacHOCTbL M 3alUMTa OT BO30EeNCTBUMA
OKPY>KAIOLLEN Cpeabl 30Eeck W fanee 3To He owmnbia, a 4ONoNHEHWE K
COOTBETCTEYHLUEMY pa3genyinoapasaeny cTaHgapTa (CM. 3aronoBKu)

A.1.1 3oHBI GezonacHoCTH

Lenk: [lpegoTEpallaTe HEABTOPWM3IOBAHHBIA ) W3WMECKWA  OOCTYN, MOBPEMAEHWE W

BO3ZAEMCTEME B OTHOLLEHUW NOMELLEHWUA W WHE 0 pMaLMN OpraHW3aL MK,

Cpeactea ofpaboTkm KpWTWUMECKOW WNW MYBCTEWTENBHOA WH( opmauun Heobxogumo
pasmellate B 30Hax De3onacHocTW, 0B003HAMEHHBIX  ONPEAENEHHBIM  NEPUMETPOM
fesonacHocTn, ofnagaklMm COOTEETCTBYHLMMN 33WMTHEIMW Dapbepamn U cpeAcTBamu,
KOHTPONMMPYHOLLWMK  BXOZ4.  3TW  30Hbl  J0NwHbl  BbiTe B W3IMYECKM  33LWMLIEHB  OT

HEABTOPWIDBAHHOTD AOCTYNA, NOEPEMAEHWA W BO3LAEACTEMA MABHE.

?pUEEHb JalWLLEHHOCTA O00HeH BbiTh CopaimepeH BeIABNEHHBIM pWUCKa M.
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A.1.1 3awmTa y3N0B CBAIM
Mepa u cpepcTBO KOHTPONA W yNpaegneHHA

[OnA yanoe cBA3W, T4e pasmellatTcA TeNeKoMMYHMKaUMOHHBIE CPeACTEA, Takue Kak
KOMMYTauWoHHoe  ofopyloBaHwe,  JonMHa  NpoekTWpOBAaTbCA, paspalaTelBaTeeA W

NPUMEHATECA I MINMECKEA 3ALLMTA.
PexoMeHaauMa no peanM3auum

OnA  33WWTel  TENEKOMMYHMKAUWOHHEIX CPEACTE, TakMX Kak  KOMMYT aLWOHHOE
obopynoeaHwe, ofecnedynBarwllee TENEKOMMYHMKaUWOHHLIR  BusHec (B ganbHedwem

Ha3blEae MBI X Y3na MK I:EH:-!H]I LonxHel cobnwoaTecA cnefyHlwWe YyCnoBWA!

a) ANA yanoe ceA3n fonxHa beiTk BeibpaHa nnowanka Ha TBepAod NOYBE; B HEKOT OpblX
CNY4aAxX MoXeT BolfMpaTecA MeHee TBEpAAA NOYEA NPW YCNOBWW NPWHATHA 34EKBATHLIX MEp
ANA NpefoTEPALESHUA HEPOBHO W DCAKK,

b) anA yanoe ceA3w gomwHa ObiTe BeibpaHa nnowadka C© OKPWHAKLWER Ccpegoi
HaMMEHEE BOCMPUWMYWEBON K NOBPEXOEHWAM OT BETpa, BOoAbl WM T. 4. B chyvasx ewibopa
NNOWanKM C OKPPKAKLWER Cpefod BOCNIPUMMYMEON K NOBPEMAEHWAM, LONKHEl BbiTh NPHUHATEL
COOTEBETCTE YHILLWME MEPLI ANA 33WMT LI 0T BOSAEWCTEMA CTHXMMN;

C) ANA y3noE CBA3W JomwHa DeiTe BeibpaHa nnowaika c© OKPWHAKLWER Ccpegon
HaMMEHEE BOCNPUUMYHECH K NOBPEXAEHMAM 0T CMNBHOTD 3NEKTPOMArHWTHOTO NONA; B CNY4anX
Beifiopa nnowank, NogEEEMEHHON AENCTEWH CMNbHBIX 3NEKTPOMArHWTHEIX NONER, LONMHGI
ObITE NPUHATEI COOTEBETCTEYHLWWE MEPEl ANA 3ALWMTEl TENEKOMMYHWKALWOHHEIX aNNapaTHeIX C

MOMOLWBH 3NEKTROMATHWTHBLIX 3KPaHOE,

d) yanel CBA3W HE [LONMHLI pacnolaraTbCA HAa NNoWaZkax, pacnoNoMeHHblXx pALOM C
COOPYMEHMAMW  ANA  XPAHEHWA ONacHbIX BELWECTE, HECyWMWX yrpo3y B3pblEa  WAMW

BOCMNAMEHEHWA;
8) 30aHWA Y3NOB CEA3N LONMHBI MMETh CEACMOCTORKYH KOHCTP YKL WHD;
f) 3naHWA yanoE CEBA3W LONMHBI MMETE OTHECTONKYH MAKW OFHE YNOPHYH KOHCTPYKUM K,

Q) 30aHWA  y3NOB CBA3W  AomkHbl  0bnapnate  COOTEETCTEYHLIER  NPOMHOCTBH

KOHCTPYKUWW, YAOBNETROP AKOLLEA Heo BXoLMMON HArpy3Ke Ha NepeKpeITHA,

h}l B Yanax CBR3W Oon+Ha BhITh YCTaHOBNEHA dBTOMETHME CHA A NoXapHaA

CHMHanu3ayua.
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A1.12 3awmTa TEN eKOM MYHHKALLHOHHBIX annap aTHbIX
Mepa u cpencTBO KOHTPONA W YNpaBn eHW A

,D,.I'I:-'-I dnnapatHelx, e pa3MellaloTcA TelekoMMyHWKaUWOoOHHBIE CpedcTBa  A4nA
obecneyvyeHuA TenekKo MMyYHHKaUWOHHOID BuaHeca, OonxHa NPEoOEeKTHPOBAaTLCA,

paspabaTelBaTECA W NPUMEHATECA h M3WYE CKA A 3aLUMTA.
PekomeHgauma no peannaauum

OnA  3alWmMTel NOMEWEHWA, TOE pacnolaralTcA cpefcTBa ANA  NpeLocTaBieHWA
TENEKOMMYHUKEUWOHHBIX  YCnyr (B AafbHEdlWEM Ha3bIBaEMbIX TEJEKOMM YHWKaLW0HHbIMAW
annapaTHbIMK), O0JKHLl PaccMaTpUEBaTBCA CNEelyHLWWE Mepbl W CpencTBa KOHTRONA W

ynpaBneHuA:

EI:I TENEKOMMYHHKa UM OHHBIE annNapaTHbele O0NXHbLl pacnonarateCcA B MeCTax, HalnMeHee

YAIEWMEIX K BHELLHEMY BO3LEWCTBMH, TAKOMY Kak NpUpoOHE 2 bencTEWA,

h:l TENEKOMMYHHUEaUNOHHBIE annapaTHele O0NHHbLl pacnonaratTeCA B MeCTax, HaWMeHee
YAIEWMEIX K BTOPHMEHWH HEYNOMHOMOMEBHHOMD nNepcoHana, AnAa NpedoTEpaleHWA Takux

ETDFI}KEHHH A 0n¥HbI BbITh NMPWHATEl a0EKBaTHBIE ME Pkl

I:::I TeneKOMMYHHKEUWOHHBIE annapaTHele JONMHEl pacnonaraTeCA B MECTAX, HaWMMEHER
YAIEWMbEIX K 3aTONNEHWH, eCll OHW O0JIMHbI BbiTh pacnonoxsedHbl B YAEWMEIX K 3aTONNEHWH
MECTAX, TO O0MHHBI bbITh NPHUHATEI HEDE}{D,D,HMI:-IE MEpBl, TaKWe KaK NOOHATKWE YPOBHA Nona,

YCTAaHOEKA EID,II,HEIIH nperpaiel WNKW cNeyWanbHbly CPeqCcTe ANA OTEOLAa BO4LI,

d:l TENEKOMMYHWEKaUWOHHBIE annapaTtHbele O0NX#HbBl pacnonaratTeCA B MeCTaxX, HaWMeHee
YAIEWMEIX K NOBPEROEHHUAM OT CHNBHbIX 3NekKTPOMAarHMTHEl X NONER; BCNK OHW O 0NHHbI BbITh
pacnonoseHbl B MECTaX, NOJBEPMEHHBIX BENWAHWHKD CHNBHbBIX 3NEKTROMarHMTHBI X nonen , TO OHHA
L0N#HbEl BbITh JallWeHEl C NOMOWBH 3NeKTROMETHWUTHBIX 3KPDEaHOE WKW KaKWX-TO APYIHWY Mep | B
CNyManx, Korg s B TeneKOMMYHWKal WO HHbI X dNMNapaTHel X YCTaHOBN EHbI MCTOMHHEMW
INEKTPONWTAHWA, O0JHHEI BhITh MEWHATEl COOTEBETCTEYHILLWE Mepbl ONA NpeldynpedaeHWA

NOMEX 0T 3NEKTPOMATHMTHOTO NONA;

) BawHeALWMNeE CpeAcTEa 0,001Hbl pPaIMELLAT bCA WEKNHMUTENEHD B
TENEKOMMYHW KA LWOHHBIX aNNapaTHeIX C COOTEETCTRYHLWER d W3nde cko i 3amToR;

f) momwHel BbITe NPUHATBE MEpbl ANA NPELOTBPALLEHWA Pa3pyLUEHWA W NajgeHuA
MaTEpMan0oE, WCNONb3OBAHHLIX ANA CTEH, NONAa, NOTOAKA M T. 4., HanpUMmep, B CBA3W ¢

3EMNETPACEHWEM C HOPMANBHOA NPEACKAZYEMOH MATHUT YL 0M;
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g;'l MaTepHankl, WCNONE30OEBAHHBIE ONA NONa, CTeH, NOTONKa W T. 0., OO0NMHE BhITh

HEropHYAMW WM OTHECTONKMMMK;
h) ponsHel DbiTe NPUHATEl Mepbl A0A Bopbbbl CO CTATWYE CKMM 3NEKTPUYMECTED M,

i) kabenbHble KaHanbl, COEAMHARLLME TENEKOMMYHUKALWOHHBIE aNNapaTHbIe, 40MMHbI
BBITE CNPOEKT MpOBaHBI TAK, YT 0DBI 3aMedNATE WKW NPEAOTEPALLATE PACNPOCT PAHEHWE OTHA,

I} nmpw  HecobxogumocTk  gonxHel  DBITE  NpWHATEL  Mepsl  ANA  3aWWTel 0T
SNEKTPOMarHUTHOMD BO3AEMCTEWA NOMELWEHWA, NPEAHAZHAYeHHbIX ANA XPaHEHWA LaHHbIX, W
cefd 0B © O3HHBIMW;

k) npw HeoBXoZWMOCTHM A0NMHEl BBITE NPWHATE Mepbl N0 0BEeCNeYEeHWH OTHECTOMKOCTK

I'IDI'u'IEI_IJ'EHHﬁ ANA ¥paHeHWA aHHBIX H CNedlalbHbBlX XpaHWIWLW OaHHBI X,

[l B TENEKOMMYHWKEUWOHHOR ANNAPATHOW M B NomeweHWd c obopynoBaHkiem AnA
KOHOWUWOHWPOBAHWA BO3AYXa JA0MHa OeITe YCTAHOBNEHA aBTOMATWYECKAA MNowapHaA
CHMHANnM3aLusa,

m) B TeNeKoMMYyHWKaUWOHHOA annapaTHoOW W B NoMeleHwy c obopydoBaHWem OnA
KOHOWUWOHWUPOBAHWA BO3AYXA OONM¥HE BbITe YCTAHOBNEHL! OTHET YLUMTENM,

n) e TENEKOMM YHMKAL WD HHO i annapaTHOM LONMHO obecneyreaTbcA

KOHOWUWOHWPpOEBaHWE BO30YXaE,

D:I TeneKOMMYHWKAUWOHHaA annapaTtHaA, rae paiMellaHdTCA BadHbIE CpeAcTBa CBA3W,
LomiHa obecnevyMBEaTeCA CHCTEMOR KOHOAWUWOHWPOEBAHWA BO3OYXE, OTAENEHOW OT TOM, 4TO

NpegHa3HauYeHa aAnA og WCoB U SpYruX NoME LLEH WA,

A.1.3 3awuTa PUINHECKH HZONHPOEB AHHBLIX pabo4Mx 20H

Mepa u cpepcTBO KOHTPONA U yNpagneHHA

Ona MM YL CKH M30NWP 0BAEHHBIX paboynx 30H, roe pa3MeLlarnTcA
TENEKOMMYHMKALKMOHHEIE cpeacTBa AnA obecnevyeHwA TenekoMMyHWKauWwoHHoro BuwaHeca,
LOMKHEI NPOEKT MPOBATLCA, pa3pabaTelBaTeCA W PEANM30BLIBATECA MEpLI W CPEACTEE KOHTPONA
W ynpaeneHuA uandeckol BE30NacHOCTEH.

PexoMeHpau A no peanMiaumn

InA 3awpTel ¢ M3MYeckn W3oNWpoBaHHoN pabodel 30HB (Hanpumep, basoeol cTaHuwMK
MOBWNEHOW CEBA3W), FAe PacnoNarakiTcA TENEeKOMMYHWKAUWOHHEIE CpeAcTEa AnA obecneyeHuA
TENEKOMMYHWKAUWOHHOMD BuaHeca (B JanbHeAWEM Ha3bIBAEMOW M3ONMPOBaHHOW paboved

30HOM), LONMHE BblTe paccMoTpEHbl CNEAYHILLWE MEPBI W CPEACTEE KOHTPONA W YNPaBNeHUA;
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3) WIoNWpoBaHHele paboune  30HEl  pomwHBEl BBITe  CEACMOCTORKWMW, OTEBEYaRA
DB A3aTENBHBIM HALWOHANEHBIM MW PETWOHENEHEIM CTaHLAPTAM;
b) wacnmpoBaHHele pabouwe 30HB A0NXHLI ObITh OCHAWEHB ABTOMATHMECKUMW

NMPOTHEONOWAPHBIMKW CHCTEMAMK,

€] W3ONMpPOBaHHee paboune  30HEl  DOMKHBL  NOABEPraTeCA  AMCTAHUWOHHOMY
MOHWTOPUHTY © Uenew ofHapyweHwA choes obopyLoBaHWA, HAapYWeHWA 3HeprocHabweHnA

BOIMOPaHWA, KOHTPONA BNAXHOCTH, TEMNEpATYPRI W T. 4.,

d) nepumeTpbl §u3nudeckoll Be3onacHocTH fonMHbl ObTe ofecnedeHbl HALNEME LMW

EIEFIE:IDM, Hanpumep, © WCNONBIDOEaHWEM  HafekHblX GFFIBH{,D,EHHH, OXEATHIE aH LMY

W3ONWp OBaHHYH pabouylo 30HY, Nockonbky oHu 0BbiuHo paboTanT SRS RGN E

tpebyetea ocHawenne [l aBTomatueckolh cucTemol ONDBRLUEHMA ONEpaUWOHHOTD LEHTPE B

cnydag WHUWOEHTA.

A.1.2 BEe30NacHOCTE MECcT, HaXOAAWMXCA NOA KOHTPONEeM APYroi cTOPOHEI

Uenk: Obecneynears 3awurty obopynoBaHWA, Pa3IMELWEHHOMD BHE  MOMELLEH WA

TENEKOMMYHWKALWOHHOA OPraHu3ayun (HanpUMep, COBMECTHOR PasMeLLEHME) OT UandecKux

Yrpo3 M yrpos BHELWHE R cpenbl.

A.1.2.1 ObopynoeaHue, pasMelleHHOE B NOMELLEHMAX APYTOH OpraHMIaumm,

npenocTaEnAwWEen ycnyru cBA3N

Mepa M cpencTEO KOHTPONA W YNPABN eHUA

P yeraHoBKe DBOpYOOREHNA BHe coBCTBEHHLIX NoMeEHWA, obopyaosanue gonwHE
BbiTe pa3MeLlLEHD B 3aLUMILEHHLIX 30HAX, CHUXGEHOLLWX NobbIE pUCKM 0T Yrpo3 WKW ONAcHOCTERA
0 CTOPOHEl BHELLUHEN CPeabl W OT BO3MOMHOCTH HECAHKLMOHWPOBAHHOrD 40 CTyNa.

Pexomenpgaumua no peanniaunu

OnA 3awwTtel 0bopyLoOBaHWA TENEKOMMYHWKALWOHHOA OPraHuIaumn, pa3MeLlLeHHOoro B
NOMELEHWAX OPYrMX  TENEKOMMYHWKALWOHHBIX OpraHn3auuni, [onwHel obecneuweartsca
CRefyHLLMe MEpPLl M CPRACTEE KOHTPONA W yNpaBneHUA

a) jomHbl  BeITe  onpefeneHbl  rpaHWUel W B3aWMOLEACTBME ©  Apyroi
TENEKOMMYHWK3LMOHHO A OpranM3aunel, a obopyaoBaHne AomkHo nerko [EGINGHEE o7
obopyaoBaHWA Apyroll opraHu3aunK, ecnu 1o notpebyeTen;

b) monwHo BeITe 3aKNKMEHD COFNAWEHWE C  APYrol  TEAEKOMMYHMKE LW OHH O

UFJFBHHEEILI'HEI;I 0 NOCTABKE NOANE PHUES KILLWME YTUINT,
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c) pYKOBOACTBO AOMKHO NOATEBEPAWTR, YTO  MecTo, rae 6OymeT  ycTaHoBNEHO

obopynoeaHue, cooTEETCTRYET obecneyeHno enaeMore ypoeHA besonacHocoTy.
NononuutensHana nHihopMauua

Oomwdel BbiTe 3apaHee NpoBSpeHsl COMNALLEHME W NPABWNE, KACAHLUWECA 00 CTUMEHUA
WENaeMoro ypoBHA De30MacHOCTM C BpYTMMM TENEKOMMYHWKALWOHHEIMA OPraHu3auwamMm, c
UEeNb COMNAacoBaHWA ypoBHeR De3onacHocTM  NOMEeWEHWA  OpYrod  opraHu3aguu  w

coBCTEEHHBIX NOMELLEHWI TEME KOMMYHWKALWOHHO W Op raHW3aLMN.

A1.2? ObopynoeaHMe, paiMellEHHOE B NOMEWLEHWAX NONbLI0BaTEne

Mepa ¥ cpepcTBO KOHTPONA W yNpaeneHuA

A e e G616 5 6 & i T E i K i WA KB/ D I E1 D RTAHMBELMEN B NOME WE HH A ¢

KM EHTA TENEKOMMYHWKALWOHHBIX YCNyr ANA CORLWHEHWA C 0BopyooBaHMEM KNWEHTE , LONMHE
obecneyreaTecA 3awwTta obopynoBaHWA OpraHM3auMK ANA CHUMEHWA pUCKa 0T Yrpo3 MAK
ONAacHOCTEA BHELIHE | CpeAbl M 0T BO3MOMHOCTH HECAHKUM OHWPOBAHH DM A0CTYNA.

PexomeHpauna no peanMiaumun

OnAa  3awuTel ofopyAoBaHWA,  pa3MeLLEHHOr Ha  Nnowajgke KNWEHTa
TENEKOMMYHMKALKMOHHBIX YCOYr, AomsHbl 0becneynBaTbCA CNEfYHLWME MEpbl W CpPeACTEA
KOHTPONA W yNpagneHuA:

a) obopynoeaHWe, Takoe Kak, HanpuMep, CToOMkKa ANA pasMeLlUsHWA annapaTypbl,
YCTAHOBNEHHOE HA NNOLWAAKE KNWEHTE, A0NMHO BEITE NPOYHEIM, 4TOBEI ero Henk3A Belno nerko
DTKPBITE HEYNOJHOMOYEHHEIM NONLI0BATENAM;

b) nonmuel BeiTe onpegenensl rpanvull B3aMMOERCTENA c knneHToM, 1 obopyaoBaHne

AomkHO BbiTe nervo [EGEUMMMEEME 07 060 pyacBaHUA KIWEHTE, ecnu 3To noTpebyeTcs;

I:]I Aon#Ha BelTe BOAMOMHOCTh OCYLWECTENEHWA Y4anNeHHOro MOHWTOpWHIA COCTOAHWA

obopynoBaHWA MNW YNpaBNeHWA obopyaoBaHUE M.
A1.2.3 BzanmocBAzaHHbIE TENEKOMMYHH KALMOHHLI & YCAYIH

Mepa M cpeacTEBO KOHTPONA W yNpaeneHus

B cnyyae npedocTaBNeHWA BIAWMOCBA3AHHLIX  TENEKOMMYHWUKALWOHHBIX  yCNyr
TENEKOMMYHWKALWOHHBIE OPraHW3aLMM O0MMHbl ONpefenuTe rpaHuyy. BSaMMOSENCTEWR C
OPYTUMKM  TENEKOMMYHMKAUWOHHBIMKM - OpraHW3aumnAmu, uyTobel moxHo Oeno obecnedwts
DbICTpOE pasbefWHEHME W MIONALWK Ka¥OOW OpPraHW3aunW Torga, Korda WAeHT ud uywpyeTcA

cobbITHE pUCKa.
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PekoMeHaauMAa no peanniaunu

HonwHel BeiTe obecnedeHsl COOTEETCTEYHLUWE Mepel M CPeACTBa KOHTPONA W
YNpaBneHus, NpefHa3HAYEHH IR oN# NpoBEpKA yCnyr BIAMMOLE ACTEYHILLA X
TENEKOMMYHWKALMWOHHEIY OpraHwsauMii B NNEHE CNPOEEpKA WX pPEENMIEUMM B yCnoBWAX

HOPMANBHOR 3KCANYATALWKA UMK HET.
OnA guardocTWpoBaHuA npobnem W NpUHATWA KOPPEKTWPYHLLWX Mep Y OpraHu3ayui

OO Ha BbITe BOIMOMHOCTH H3ONWpOBaTeL CEBOE DEDP]I',[I,DEEHHE oT UEUP]I',[I,DEEHHH AP Yrux

npraHmaau,Mﬁ M 3aHOBO NOAKNHMWTE M0 B TOMKE B3aWMHOIO CoedWMHEHMA.

TEJ'IEKIJMM}I'HHKBLLHGHHI:IE OpraHHv3aun i O 0N HHBI nocnedoBaTenbHO NPOEOOWTE
MOHWT OpWUHT COCTOAHKA TFJEEIJ WKa B TOMKE B3dWMHOMD COedWMHEHWA.

TEHEKDMM]I'HHKEU'HI{JHHI:IE OpraHy3aunin JO0N#HbLl onpefeldTe B COMnaleHWW  KMnK
AOrogpope BO3IMOMHOCTE NpekpalleHWA NpefocTaEneHWA TenekoMMyHHUKa LW OHHBIX YCOYr Tem
KNWEHTAM, MbM  KOMMYHWEaUWW NpedCTaENRAKT I'IFIDEJ'IEI'I.-'I}" AnA EECHPEI’IHTETEEHHDFG

B3aMMDOEHCTEBNA TENEKD MMYHWKA LM OHHBIX OpraHU3auni.
A.2 MeHegXMeHT KOMMyHUKaLUMIA U paboT

A.2.1 MeHemXMeHT 6e30NacHOCTH CeTH

Llene: OfecneyuTs yYBEPEHHOCTE B 3aWWTe WHGopMauWu B CETAX W 3alluTe
noLnep#uEa HWER WHD pacTpYKTYp b,

MeHegwmeHT Oe3onacHOCTW CETeR, KOTOPBIE MOMYT MNpoXogWTe 3a Npegenamu
opraHuaaunu, TpebyeT NpUCTanLHOro BHUMaHWA K NOTOKaM AaHHbLIX, NpaBoBbIM NOCNEACTEMAM,
MOHWT OpMHTY W 38 LLNTE.

LononHWTEenbHble  Mepbl W CPEACTBA  KOHTPONA W YNPaBNEHWA  MOTYT  Takwe
noTpeBoBaTeCA  ANA  33WWTel  MYBCTEWTENBHOW  WHG opmauMKk, nepejaBaemol  no

0B WEA0CTYNHBIM CETAM.

AZ2.1.1 MeHenmeHT De30NacHOCTH NOCTABKA TeM EKOM MYHUKaU HOHHBIX yonyr

Mepa u cpencTBO KOHTPONA H YNPaBN eHU A

TenekoMMYHWKALWOHHBIE OpraHM3aLMKy JONMHbLl YCTAHOBWTE YpoBHW Be3aonacHocTw anmA
PA3NUYHLIX NpeanoxweHuid BuaHeca o NpefocTABNASMBIX TENEKOMMYHWKALWOHHEIX YCyrax,
WIBECTWTL O HWX KNWEHTOE 40 NPeA0CTaBNEHWA YCNYT M Hagnexawum obpa3om nofdep#uBaTh

W OCYWECTENATE MEHEOMMEHT CEOMWMX TENlEKOMMYHKWKE UKW OHHBIX YCNYT.
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PexoMeHnauMa no peanM3auum

TenekoMMyHMKaLWOHHBIE OpPraHW3audi LOoNHeEl BBINONHATE CNeAyHWWe ¢ yHKLMA oA

FNWEHTOE TENEKOMMYHWER UMW OHHBIX YNy

a) NpefocTaBNATE NEepedeHs W METKOE MANOMeHWe yonoBul BeaonacHocT, ypoBHER

yonyr W TpeGoBaH Wi MEHE DKMEHTA TENEKOMM YHUKAL WO HHBIX YCNYT;

b) ofecrevneats HENONOONMEE vHb opMupoeanne RNEHIEE 33WWMTe NONL30DEATENEN

TENEKOMMYHUKALMOHHBIX YCAYT 0T cnama, MHTepHeT-NpecTYNNeHUR, KOMNLHTE PHEIX BAPYCOB
WT. A

TenekoMMyHUKALWO HHBIE 0praHu3ayun 4omHel Taoke lEayeuanpene:

c) WEENMEENME orecuatowmx COOTBETCTBYIOWMM 3aKOHaM W NPEANUCAHMAM Mep W

CpeqCTE HKOHTPONA W YNpaBneHWA, Takdx KakK npedynpesjeHWe HEeCaHKUWOHWEPOBaHHOro
nNepexXeata M ofecneyvyeHMA E33aMMOLEHCTEMRA [ APYMIMHK NOCTaElLMEE MK

TENEKOMMYHHEKGUWOHHbLIX YOOI,

d) NnpenocTABNEHWE KOMMYHWKAUWA, HeobXogWMmblX ONA CNEUWanbHBIX YPOBHER yCRyr,

TAKWX KAK BaMHEALLWE KOMMYHHMKALMK B aBapHiAHel X cuTyaunax (cm. A15.1 8);

o) [ESMMESENE rep v cpeACTE KOHTPONA W yNpaEneHuA Be3onacHOCTEH ANA Kawgoi

NpefocTaenAEMol yenym, nogobHelx cnegyrowpmm:
— yenym IP coeguHe HURSYCR YW WHD 0p MALKWOHHOMD LEHTRA:
1) wmepbl W CpRACTEA KOHTPONA W YNPABAEHWA NpoTHE cnama (cm. A10.6.4),

2} wmepel W cpepcTea KOHTpoRA W ynpaeneHwA npotwe DoSDODoS-atakm
[em. AM0B.R);

3) Mepel M CPeAcTBAa KOHTPONA M YNPAaBNEHWA MNPOTHE TEXHUMECKMX
yAseumocTen (om. 12.6.1 8 MCO/MIK 27003),

— cCTaywoHapHaAMobWnbHAA TeNed OHHAA CEA3L
4)  obpaboTka BAaWHEALUWY KOMMYHWKILMWRA;
5) obecnedeHWE NPUOPUTETHLIX BEI30BOE B YPE3BLIMANHOW CHTYaLU MK,

B) Mepbl W CPpeOCTBA KOHTPONA W yNpaBneHWA NPOTUE Neperpyakn Tpad uka

Tened oHHLIX BLI3DEOB,
— yNpaBhAEMbIE YCHYM:
7] Wcnonb3oBaHWe ayTEHTWH KaUWMW/WKg poBaHwKA,

B) TwaTeneHo cnnaHupoBaHHan obpafoTka B NPUBUAETMPOBEHHOM PEXUME;
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f) FESRMEEIE v cp v cpeacTe KoHTPONA W ynpaBneHMA Ge3onacHOCTE ANA CTPOTON
NOAAEPMKKM CNESYHLWMX 3NEMEHTOR YNPAaBNeHWA WH( opMalned Npu NOCTABKE YCNyr:
1)  obecnedeHWe HepasrNaWeHWs WHP OpMaLMK 0 COEAWHEHWAX, BKIHIYAA

LETann Tened OHHbIX BLI3OBOE;
2] 33WMTa NepCcoHANBHOR MHD OpMaLWK.

,D,J'IFI nognepxen NPedocTaBNAEMbl X TeENeKOMMYHWUKaUWOHH bIX yonyr
TENEKOMMYHWEAUWOHHBIE OpraHW3allk JondHbl NPUMEHATE CHelywlWKWe Mepbl W CpeACcTEa

KOHTRONA W YNpagneHMWA:

g]l COOTEETCTEYHLWER TeXHWMECKOE DECJ’I}"H‘IHBEHHE CpeldcTE nNepeldaMl AaHHBIX, TaKWX

Kak kabenw, W onepaTHEHBIA pEMOHT B 8BAPWAHLIX CHTYaLNAX,

h) cooTBETCTRYHLWEE TeXHUYecKoe obcnywMBaHWe KOMMYyTauwoHHoro ofiopynoBaHwuA
ONA TeNeKkoMMYHWKAUMOHHBIX YCOYT MAM NOCTOAHHBIA MOHMTOPWHT WX WHG OpMaLMoHHOR
Harpyakd;, nepekndeHWe Ha peaepeHoe obopygoBaHue wnw gpyrve MapwpyTel, YT0ObI

W3bewaTh Neperpyakn Tpad Mka B YPe3BblNaRHbIX CHTYaLNAX;

ij MeTOAbl W CPeACTEE NOAOEpH#KW 6 YHKUWA TENeKOMMYHMKALWOHHEIX CPEencTE B
cnyyae DoS-atak, KoTopele MOTYT BbIHYAWTE KOMMYTAUMOHHOE o0bOpyAOBaHWE, TakKDe Kak
MapLpyTuaaTtopel, obpabateieats bDonbwwi obbem Tpadwka Mo cpaBHeHWH C© 0DbIYMHBIMK
CUTYaLMAMK,

j] COOTEETCTEBYHLWMWA MEHEIMMEHT MAPLUPYTHOR WHH OPMaLWM W yNpaBNAHLWE A

WH opmagmi, Takod kak DMNS.
HNononHuTensHaA WHopM aumn A

MpW NocTaBke TENEKOMMYHMKALWOHHBIX YCRYT TENEeKoMMyHMKALWOHHBIE OpraHU3amnue
DONMHEl Y4UTRIEATE NogpobHoe onvcanwe aTux yenyr, 4Tobbl W36 exaTbh HABAILIEAHWA NONHOMO
npefcTaeneHws ob yocnyrax nocpefcTBOM YMblLWNEHHOMO cokpeiTMA oTobpamednna URL ot
NoNb30BATENEl TENEKOMMYHMKALWOHHBIX YCOYr N0 HECOOTBETCTEYHLMM NPUYMHEM, W Takux
onepaumi, W3-33  KOTOPbIX NONb3OBATENAM TENEKOMMYHWKALWOHHBIX yCnyr npUAeTCA

NEHWOCTAHAEBNWEATE WK ocnabnATe ¢I}I'HI{LI|HI-CI NpoEEPEA De30nacHOCTM HA CBOEM TepMUHane.

A.2.12 PearnpoBaHMe Ha cnam
Mepa n cpeacTBO KOHTPOINA W YNpaBneHn A

TEJTEI{EIMM]I'HHKBLI'HGHHI:IE opraHHdaau il A0 NHHEI NpedyCMOTpRETE NoONKUTHEY

pearnpoBaHWA Ha CchaMm W pealW30BaTk COOTEBETCTEYHLWE MEpPbl W CpelCTEa KOHTPRONA W
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YNpaenedWAa AOnA YCTaHOBNEHWA EJ'IBFDI'IFIHHTHﬂﬁ M MWenaTensHoMN Cpegbl AonA nepefadd

COO0BLWEHMIA NO 3NEKTPOHHOR NOYTE.
PexoMeHpau A no peanM3aumm

Ecnu TenekoMMyHWKAUWOHHBIE OpPraHW3alMW yaHawT o dakTe cnama w3 wanobol
NONbL3CBATENA TENEKOMMYHWKALWOHHBLIX YCAYr M 0 TOM, MTD COOTEETCTEYHLUWM CNaMepom
ABNARTCA WX CODCTBEHHBIA KNWEHT, OHW QONMHbl 0BPATUTECA K COOTBETCTBYHILWEMY KIMEHTY C

3aNpocoMm O NpekpaleHl paccelKM Chnama.

Ecnw B OTERT Ha TakoW 3anpoc cnamepom He NpednpUHKWMaTCA WNHW HEe OMKWOaHTCA
COOTEETCTE YHILWLMWe OeACTEMA, TO TeneKoMMYHW KA LW OHHBI & OpraHuW3auni O0N¥HbBI
MPAOCTAHOEWT b NOCTABKY TENEKOMMYHWEKaUWOHHEI X YCNYr COOTEETCTEYHILUEMY KINHEHTY, Y10 Bkl

BNoKMpOBaTE pacchiNKy cnama.

Ecnu cnam paccblnaeTCA W3 CeTH ApyrHx TeneKoMMYyHHEKaUWOHHBIX DpFEHHEEMHH, [
KOTOP bIMH EﬁaHMD,ﬂ,EﬁL‘TE}I‘mT TenekKD MMYHHKAUWOHHBIE Cpe ACTEA O aHH ol OpraHW3aUKWKl, TO OHa
AON#¥Ha NpoOCWTE COOTBETCTEYHILLYH OpraHW3auli NPpAHATE HEDE}{D,JJ,HMI:IE‘ MEpBl  NO
EJ’IDHHPDBEHHI{] Chnama, a COOTBETCTEYHILWAR OpraHW3auWA LONHHa NPWHATBE HEUEKD,D,HMI:IE

Mepkl BE OTEET Ha Takoi 3anpoc.

OnA npuHATHA 3t h EKTUEHBIX MEp NPOTHE CNaMa TENEKOMMYHWKE LW OHHBIE 0praHW3aunu
JonwHbel paboTaTe B TECHOM  COTPYOHMMECTBE C  APYTMMK  TEleKo MMYHWKE LW OHH bl MY
OPraHW3 aLWAMK, @ TAIOKE HALWOHANEHEIMI W 23apY 0 eXHEI MY OpraHu3auMAMKM, 33HUMaHLWWMUCA

bopeboi co cnamom.

TEJ'IEI{I'_'IMM}I'HHI{EU'HUHHI:IE OpraHiaayvn  OO0NXHbI paapaEaThmaTh M PEANKWI0OELIEATE
MNONWTHEY, HanpaBneHHyw NpoTUME chamMa, B COOTEETCTEWMW C HaUWOHAalbHBIMHW 3aKOHaMK W

HOpMamKi W BenaThk WX O0CT YIHBIMK AAA NyBnuky.

[ononHUTENEHAA peKOMEHZAUMA N0 peanw3agumd  npueoduTcA B [punoweHun B
(cnpaBoyHOM).

A2.1.3 Pearuposanue Ha DoS/DDoS-araku

Mepa u cpescTBO KOHTPONA M yNpagneHHA

TenekoMM yHWKaL WD HHbI & DpraHW3auMK  40NMHbI NpeaycMoTpEeTh NoONUTHKY
pearvpoeaHkA Ha DoS/D0oS-atakw M peanM3oBaTe COOTERTCTEYHILLWE Mepbl W CpeAcTES
KOHTPONA W YNpaeneHWA ANA YCTAHOBNEHWA BnaronpWATHON W akom$opTHOR: cpedsl ANA

TENEKOMMYHWEKAUWOHHBIX YCIYT.
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PexoMeHaaumAa no peanniaunm

Ecnv TenekoMMyHWKALMOHHEIE CpraHW3IauWMi y3HawT o cnyvae DoS/0DoS-aTak, oHW
LONMHBl NPUMHATE COOTBETCTBYHLLME KOHTPMEpbl ANnA Toro, 4tobel obecneduTs crabunsHoe

NEedocTaeNeHne Teneko MMYHKHUKA LW OHHBIX YCIYT.

XOTA  KOHKpETHel® Heobxogwmels wMepkl  3aBWcAT  oT  eBwga DoS/DDoS-atak,

TENEKOMMYHWKALWOHHBIE OPraHU3aLnKn S0 MKHbBl YMWTEIBATL CNEQYHLME KOHTPME bl
a) GWNBETPaLWA 3ArON0BKOE NAKETOR, HANP ABNAEMbIX HA CAWT, NDABEPNUMACA aTaKe,

b) BBEOEHWE OTPaHWMEHWA ANA KOMMYHWKaUWOHHOrO nopTa, WMCNOoNb3yeMmoro  AnA
DoS/D00S-atak

I:]I YMEHBLWEHWE WK NpPUOCTaHOBNEHKWE JKcnnyataunu OTOENBHBIX

Tene KOMMYHWEa UWOHHBI X CpeacTe.

Ecnu DoS/DDoS-ataky ocyWecTENART COBCTBEHHBIA KNMEHT TEeNEKOMMYHWKaL MO HHBI X
opraHu3auMi, To CclhegyeT nPUOCTAHOBMTE OK33aHME TENEKOMMYHWKAUWOHHBLIX  yCnyr
COOTBETCTEYHLLEMY KIMEHTY, yTabbl BnokwpoBaTe DoS/00o0S-atakn Ha

Tene KoMMyHWEa UWOHHBIE CREenCTES.

Ecnn DoS/DDoS-atakv MCXOOAT W3 CETH OPYIUX TENEKOMMYHWKA LM OHHBIX OpraHK3aumni,
C KOTOPbIMKM CEA3AHLI TENEKOMMYHMKALUKMOHHBIE CPEACTBA AaHHOW 0praHW3aunmn, To OHa A0NXHa
NPOCWTL COOTBETCTEYHILLYH OPraHW3auni NpUHATE HEoBXogWMble Mepbl ONA BnokupoBaHwA
DoS/D00S-atak, a COOTERTCTEYHWARA OpraHW3aUMA OONMHA NPMHATE HEoDxoQWMBIE MEpLl B

OTBET Ha TaKOW Janpoc,

LnAa npuHATKA 3 derrueHslx mep npoTue DoS/0DoS-atak TENeKoMMYHWKE LM OHHbIE
opraHuIauMK  40NMHbI paboTats B TECHOM COTP YAHWYECTEE . Apyrami
TENEKOMMYHUKALKMOHHEIX  OPraHW3auMAMK, a TalKe HauMoHaneHeIMW M 3apyBexHeIMU

OpraHW3auKAMK, 3aHMawuMucA bopeboi c knbep-Teppopuamom.

,D,DI'IUJ'IHHTEIII:HBH peEKoMeHdaUMA  nNo  peann3aymi NPUMEOOWTCA B HpHJ’IDH{EHHHB

(cnpaeoyHom).
A.3 YnpaeneHwe oOCTYyrom

A.3.1 YnpaBneHne ocTynoM K ceTu

Llene: MpeaoTEpaTUTE HEABTOPW30BAHHBLIA LOCTYN K CETEBLIM YCNyram.

,D,DI:T]I'I'I K BEHYTRPEHHWM W EHELUHWM CETEEBIM YCNYram J0HEH BbITh KOHTR QTP YE MEI M.
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310 HEGEKD,JJ,HMD 4nA nonyvyeHWA YEEpPeHHOCTW B TOM, MTO MONB30BATENW, KOTOpPbIE

MMEHT OO0CTYN KCETAM W CETEEBIM YCNYram, HE HAPYLLIAHT WX EEEDI’IEDHDCTI:, nyTe M.

a) obecneyeHUA COOTBETCTEYHLLMX MHTEPD 8 ICOB MEXIY CETEH DPraHW3aumKu 1 CETAMM,
NPWHALNEXALLWMA 4P YTUM 0praHu3alnmAM, 1 obWenocTyNHEI MW CETAMM,
b) BHEOPEHWA COOTEETCTBYHLUWX  MEX3HWIMOB  ayTEHTMg MKALWM B OTHOLUEHWW

nonb3oBaTensi W obopy4oBaHKn A,

C) NpefnWcaHHoro yNpaeneHWs  AOCTYNOM  NoNb30BaTeneldl K WHG OpMayMoHHEIM

yonyram.

A3.1.1 MpenTudpukaumna W ayTeHTH(PIHKAUWA NONbLI0BEATEN AMH NOCTAB L HKA

TenexoM MyHHKaLWOHHBIX yCnyr
Mepa u cpepcTEO KOHTPOMNA W yNpaBneHus

TenekomMMyHUKaLMO HHbIE OPraHWu3auuK JONMHE 0DecneYiTe COOTEETCTEYHLLYH MEpPY W
CPEACTBO KOHTPONA W YNpaBNeHWA ANA NONb30BATENel, MToBLI Te MOrNK MABHTU MUWPDBATE W

AYTEHTU I MUMPOBATE TEMEKOMMYHMKALWOHHBIE DPraHWu3aUnu.
PexomeHpauua no peanniaumu

Ecnw TenekoMMyHWKALWOHHBIE YCOYrW MCNoNb3YKTCA Yepe3 MoBWneHYHw CEBAZE WIW
nocpeAcTBOM YOANEHHOTo NoAKNWYeHWA (T. 8. yepe3 obopyaoBaHue Apyrvx OpraHu3ayni), To
CYLWECTBYHT Yrpo3bl He oBecneveHWA Hepa3rNalleHnA WHf opmauum o coefWHEHWAX W3-3a
WMUTaLMM kem-nnbo ponw nocpegHuka. [Mo3ToMmy ANA NONL30BATENER TENEKOMMYHMKALWNA
BoNwHBl BbITe 0BecnedeHsl COOTBETCTEYHLME MEpPBl W CPEACTBA KOHTPONA W yNpaBneHus,
YToBbl OHW MOrAKM WABHTUG WUWPOBATE W AYTEHTWG MUMPOBATE  TENEKDMMYHWKE LW OHHbIE

OpraHW3 aLud.

B cnywae, korga nNoNb30BATENM TENEKOMMYHWKAUMOHHBIX  YCOYr  HE  MOTYT
AYTEHTM G WUMPOBATE  TEAEKOMMYHWKALUWOHHBIE  OPraHW3aywu,  TeNEKDMMYHWKaLWOHHbIE
OpraHW3ayuy LoMKHbl YEEAOMNATE NONBIOBATENEl 0 TOM, 4TO ¢ YHKUMA ayTeHTW MKalum
HEAOCTYNHA, EMECTE C BO3MOMHBIMKW PUCKAMK, KOTOPBIM OHW NOABEPralTCA.

NononuutensHana nHihopMauMA

CylecTBYET HECKONBKO anbTEpHAaTMEHbLIX BApPWAaHTOB C WCMNONL30BAHWEM TEXHONOMMMW

Wi poBaHWA ONA WOSHTUH MKALMKM U aYTEHTHD MK UMK,
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OpHOW W3 BO3IMOMNHBIY ATaK B CNy4ae, KOMLE MNONB3IOBATENM HE MOTYT MNPAEWNBHO
WOEHTM G WLMPOBATE W AYTEHTUG MUMPOEBATE TENEKOMM YHUKALWOHHEIE OpraHu3 auuK, ABNAKT CA

dTakW eMeNIOBEK B CEPELWHER .

A4 CooTBETCTBME

A.ﬁ.'l COOTEETCTENE TRESOBEAHWAM 3aKOHOOATENECTEA

Llenb: M3bemaTb Hap yleH Wi Noboro 3aKoHa, NpaBoBbIX, HOPMATHEHBIX MKW 40T0BO PHbIX

obA3aTenscTe, a Tawke Nobeix TpeboeaHmi BesonacHocTw.

MpoeKT MpOBaHKE, i yHKLWOHWp DBAHNE, WCNONB30BaHWE W ynpaeneHne
WHE OpMALWNOHHBIX CUCTEM MOMET BbiTe NPELMETOM NPUMEHEHWA NPAaBOBLIX, HOPMATUEHBIX W

LOroBOpHbIX TpeBoBaHWR Be3aonacHocTK.

CnengyeT KOHCYNETWPOBATBCA C HPWCTAMW OPraHMIauWW B OTHOLUEHMM KOHKPETHBIX
HPUAWYECKMY BONPOCOE, WAW C© NpakTUKYHLLMMU HPUCT aMU, WMEHLLWMY CODTBETCTRYHILLYH
KBANWD KAl M. 3aKOHOLATENbHbIE TPeBoBaHMA pa3HelX CTPAH OTNWMAKTCA Opyr oT Apyra, W
OHW MOTYT MEHATECA B OTHOLEHMU MHD OpMaLKMKM, CO3NAHHON B 04HOM CTpaHE W NepefaHHOR B

LPYryw cTpaHy (Hanpwmep, MHD OpMaALWMOHHEIA NOTOK, NEpeaaBacMelil Hepe3 rpaHuuy).

A4.1.1 Hepazmawenune nHpOpMALHK O COBOMHEHWAX
Mepa ¥ cpencTBO KOHTPONA W YNpaBn eHN A

,D,DJ'IH{HD obecneynBaTLEA HEpa3arnaleHWe HH¢I OpMalMK 0 COBOMHEHWAX,

obpabaThiBacMbIX TENEKOMMYHWKALWOHHBIMW O praHu3 aLuAmMM.
PexoMeHgauma no peanniaunm
TenekoMMYHWUKa LW OHHBIE OpraHW3aLMI SONMHbl YMUTLIBATE CNEAYHILLME pEKOMEHLALWM:

a) Hagnewalwwum ofpazom obfcnywWBaTh TENEKOMMYHWKALWOHHBIE CpencTEa  ANA

obecnedeHuA YEEPEHHOCTW B HEpaarnalleH MK HHIZI.'.I OpMalUlK O CoeOdWHEHWRA X

b) npuHumaTte HeobxogWMmble Mepsl ANA  NpefOTEPaLLEHMA  HENPEeLHEMEpEHHO M
Pa3rNaleHWA WHD OpMaunK 0 Opyrix COEOWHEHWAX BO BEPEMA 0fbIMHOrD WCNONB30BAHWA B
TOMKE MOJKNHYEHWA TEPMWHANLHOTO 0BopyLOBaHMA NONE3CBATENEA TENEKOMMYHMKAL WO HHEI X

YCAYT K TENEKOMMYHMKALWOHHOMY KaHany,
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£) NpWHUMATe HeofxoOWMble Mepbl ANA NPEAOTEPALEHWA HECAHKLMOHWPOEAHHOM
BOCTYNA, YHAMTOKEHMA WM danecud Mkauum  3anuced W AaHHeIX  NONb30EATENEN

TENEKOMMYHHUKAUWOHHBIX YOOI, XpaHALWWXCA B TENE KOMMYHWKaUWOHHBIX Cpe QCTEA X

d) 3anpelaTe HECAHKIWOHWPOBAHHOE WNM HE3AKOHHOE WCMONL3OBAHWE MNEPCOHANOM
TENEKOMMYHMKALWOHHEIX opraHw3aumil nwoboll WHG opmMauWu, CBA3aHHOR C COBLWHEHWAMM

FNWEHTOE,

L'-".}I YCTAHOEBWTE CDDTEETDTE]I'I-DLLI'Hﬁ Nepuol XpaHeHWA Tene KoMMYHUKaUWOHHBIX OaHHbIX,
B paMkax EBpeMEHHOMD nNepyoga, TFIEE}I'EI'U'IDFEI OnA BbINONHEHWA 3afa4d, CEBR3IAHHBIX C
COXpaHeHWEM OaHHBIX, W HE3AMEONWTENBHOS YoaleHWe WX N0 WCTeMEHWW Nepuoda XpaHeHKWA

MKW No JOCTHHEeHWK LLEJ'IEI:'I;

ﬂl 3aNpeTUTe NPedoCcTaBneHWE Kakwx-nubo CEKpeTOE 0 COBOWHEHWAX TPETBEMM
CTOpOHamMm, He MWMeR 33KOHHOMD OCHOBaHWA WAOW COrnachAa CamMx NONL30BATEN 2

TenekoMMYHHUKAUWOHHBIX YOO,

g) NpesnoMuTe § YHKUWOHANBHYH BO3MOMHOCTE, NOCPEACTEOM KOTOPOR NONb30BaTENN
TENEKOMMYHWUKALWOHHEIX YCAYT MOTYT B KaMOoM KOHKPETHOM CNyJYae NPWHATL pPELUEHWE,
HanpaenATe WAKM HeT CBOM WAEHTWd MKATOp (HAanNpWMep, WOEHTWG MKATOp EBbI3LIBAHLLEND
aboHeHTa) anA  obecneveHWA  BOIMOMHOCTW  BhINOAHEHWA  YCNyrW  aWAEHTWg MKaLuA

BblI3blBaHILLETO aboHeHTa ®,

h) 2anpeTWTe NpefOCTABNEHME WAEHTMG MKaTOpa EBbi3biEaklWero abloHEHTAE TPETbBMM
CTOPOHAaM, HE MMER 33KOHHOMD OCHOBaHWA WAW  COMNAacMA  caMWy  Nofb30EaTenei

TENEKOMMYHHKAUWOHHBIX YCOYT,

) NpepnoMuTe KIWEHTAM TENEKOMMYHWKAUMOHHBIX YCOyr EBo3modHocTe Bolbopa,
3JAHOCHMTE WNW HET WX HOMEpa TenedioHOE WNW MOAEHTW WKATOPBl B CMWCKW, CEA3AHHLIE ©
APYTUMK ycnyramu (B nog4epKy yonyr «CNpaBoMHOMO CTONEz); BCOW NONB3I0BATENW NPOCAT He
3JAHOCMTE MY HOMEpPa B CNMCKA, TO TENEKOMMYHWKaUWOHHbIE OpraHW3auum  LonwHbI

HE3AMELNWT ENBHO WCKNHMWTE WX JaHHbBIE W3 YCNYT €CNPaBoOMHOND CTONa »,

j] BCnNM TEneKkoMMYHWKALUMOHHBIE OPraHU3aLWMK NONYYAKT 33NPOCkl 0 NPeAOCTABNEHMM
WHIp OpMaLWK, CEAIAHHOA C NONL30BATENAMW  TENEKOMMYHWKALWOHHEIX YCOYr, BKIKMAA
HepasrnaweHe WHH opMaLMn 0 COBOWHEHMAX, TO TENEKOMMYHWKALWOHHbIE OpraHu3aynn
HYWOAKTCA B NOATEEPHOEHWW, WTO 3anNpockl NPEBOOXPAHWTENBHBIX WNW  CNEACTEEHHbI X
OpPraHoE NPOWAM NEeMTUMHYH NPoUBAYpY B COOTEETCTEWM C HaLMOHANBHBEIMKW 3aKOHAMW W

HOPMAaTHUEHBIMKW aKTa MK,
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A4.12 BakHed nHe KOMMYHHKaUHH
Mepa u cpencTBO KOHTPONA W YNpaBn eHH A

B cnyyae cTuxwidHoro BeAcTEMA, HECMACTHOMD CNYYanA, ApYroOA YPE3BLIMARHON CHUTYaL MK
WM PWCKA WX BOIHWKHOBEHWA TENEKOMMYHWKALMOHHBIE OpPraHW3auWW LOMWHB OTAEEATh
NPUOPUTET  Ba¥HELMM  KOMMYHWKALMWAM, nNOoALepXaHWe  KoTopelx  Heobxogwmo  AnA
NPeLOTEPALLEHMA, NOMOLLW  WNW  BOCCTAHOBNEHMA NpW  Takix WHUWAEHTAX, MAW  ANA
obecneyeHwA Be3onacHoOCTW NepeBO30K, CBA3M WAW  3HeprocHabxeHws, a Takke AnA
noAfepxaHwA obwecTeeHHOMO Nop AAKE.

PexoMeHgauMAa no peanuiauun

TenekoMMyHWKa LW OHHBIE DpraHuzauum D0 NHHEI YMUTLIBATh BO3MOMHOCTh
NPUOCTAHOBNEHWA WNKW OFPaHMMYEHMA YacTW CBOEH TENeKOMMYHMKALWOHHON AEATENLHOCTH C
uensl  ofecnedeHMA  BaMHEWWMY  KOMMYHWKaLUWRA,  OCYWECTENAEMBIX,  Hanpumep,
NPMEEOEHHEIMW HUME OPraHu3auMam U (MNK) B COOTEETCTEMM C HALWOHANEHEIMU 33KOHAMKW W

HOPMETHUEHLIMK akTaM M.

E}I MeTeoponardde CKMMKW OpraHizagam,;

L=

) OpraHW3aLMAMK NO NPEfoTEP ALLEHWH 33TONNEHWA;

[y

] noxEpHBIMK CN kb ama,
d) opraHW3aLMAM NO OKa3aHWH NOMOLWLW B Ype3BkIMaRHbLI X CHTYaUWAX;
B) OpraHW2auMAMKM, HenoCpPeACTBEHHD CEA3aHHEIMW  © o0xpaHoll obwWecTeeHHOrD
nopAgka;

f) opraHvzaywAMW, HenocpefCTBEHHO CBA3AHHLIMKW C 0B opoHo;

g) OpraHW3aLMAMM, HEMOCPEACTEEHHO CEBA3AHHEIMI C BE30NACHOCTEH HA MOpE,

h) opraHwzauMAMM, HEMOCPEACTEEHHO CBAZAHHLIMK C 0BECNeYeHMe M TPaHCNOPTa;

i) DpraHW3aLMAMK, HENOCPEACTEEHHO CBA3AHHBIMK C YCNYramMy CBA3N,

J)  OpraHM3aLMAMM, HENOCPeACTEEHHO CEAZAHHEIMW C 3HEProcHa BXeH e M,

k) opraHwzauMAMK, HEMOCPEACTEEHHO CEBAZAHHEIMK C BEOLOCH BXE HIMe m;

[) opraHWzaLMAMK, HEMOCPEACTEEHHO CBAZAHHLIMK C ra30cHa be HUE m;

m) W3BWpaTeNEHBIMW OpraHK3aLHAMK;

N} ®ypPHaNWCTCKUMUW OpraHW3aLuAM K,

0) GWHAHCOBLIMKM YHPEXOEHUAMMK,

P} MELMLWHCKUMI YMPENILE HUA MU,
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q:l OpraHuzayMAamMK, HenoCpe ACTEEHHO CEA3AHHEIMW C NOCTaBKaMK NPOOOEONECT BEWA,

) APYTHMW  HALWOHANBHBIMM - WNW  MECTHBIMM - OpTaHW3aLUWAMW, YNpaENAHILLMMA

B aMcHE ALLMMK KO MMYHK K LKW AMKA .

TenekoMMyHUKALMM OPraHusauMu B CHydae, KOr4a WX TENeKOMMYyHWUKALWOHHBIS
CPeACTEa  BIAWMOLEACTBYHT € TENEKOMMYHWKALMOHHBIMKW - CpeAcTEamm  Opyrux
TENEKOMMYHWKALWOHHEIX  0OpraHu3auwi, [onwHel NpWUHATE  Heobxogwmele  Mepsl  4NA
IJAKNHYEHMA LO0MEBOPE O NPUOPUTETHOM 0BCNyWWBAHUM BaMHERLLWNY KOMMYHWKaLWR, yTo6bl
ofecnedynTe YEEpEHHOCTE B BECNpPEnATCTEEHHOM M HENpPEpPBIEBHOM  § YHKUMOHWPOBAHUW

B @HE ALLIWX KO MIMYHW K3 LW .

AX1.3 3akoHHOCTL AR CTEMA B 4P E3BbLIYAN HLIX CHTYaLMAX
Mepa w cpecTBO KOHTPONA M yNpagneHHA

Bce MEpBI, DCYLWECTENASMEl & TeneKoMMYHWKS UKW OHHBIM KW OpradWaaunamu B
'*-IFJEEEI:I*IEI;IHI:I}{ CHTYaUWAX,  OONMHEI OrpaHMYMBEaTEEA MEpamMHK, HEUE}{U,JJ,HMI:IMH [yl
OOCTAaTOMHBIMK O0.0NA 3aKOHHON EBMUDEUPUHI:I WK EI{CTPEHHDﬁ JBakyayun. Takue MEP Bl LONHHBI

BbiTh YMECTHEIMMK U HE 4P E3ME PHbBIMM.
PexomeHpauma no peanMaauuu

TenekoMMyHUKaLMOHHLIE OpraHM3auun OoMkHbl 3apaHes paspaboTaTe npousaypel Ha
cnydalit  HenpeABWAESHHbLIX 0OCTOATENBCTE, BKNHMYAKLWMY  WHUMOEHTHL  WHG OpMaLWUOHHOR
Be30nacHOCTM, M NONYYMTE COBETHl W DEKOMEHOALWA OT KPWCTOEB NO BONPOCAM, HE ABNAKTCA
MW YCTAHOBNEHHBIE Mpe3BblYallHble Mepbl MPEe3IMepHBIMW, W YTD OHM Heobxodumbel W

OOCTAaTOMHBI 4NA 3aKOHHOM CEI‘U‘IUUEDPDHI:I MK BKI:TFIEHHUH ABakyal kK.

TenekoMMyHUKaLWMOHHLIE OpraHW3alnun OOMKHLl 03HAKOMWTE M WHG OpMWpOBaTe CBOMX
KNWEHTOE TENEKOMMYHWKAUWOHHEIX YCNyr O TOM, NTO OPraHW3auWW MOTYT HyWOaTeCA B
NPUHATHW  HeobXo4MMbIX  Mep,  Takux  Kak  NpPWOCTaHOBKAa  NpegocT aBjeHusA
TENEKOMMYHWKAUMOHHBIX  YCAYr, ANA pearMpoBaHWA  Ha  WHUWOEHTH, HanpuMmep, Korga
COBAMHEHWE €0  CPeACTEAMM  KNWEHTOB  TENEKOMMYHWKaUMOHHBIX  YCIyr  MewaeT
i YHKUMOHWPOBAHWK CPEACTE TENEeKOMMYHWKALUWOHHBIX OPraHW3auMi MnM CpepcTe Apyrix
KNWEHTOE TENEKOMMYHWKALWOHHBIX YCNYT W ApYrMX NNOWAL0K, @ TakKe MOMET 0Ka3blBaTb

ENWAHWE Ha 3allMTy K Be3aonacHoCTh J'II-D,EI,L'-‘.‘ﬁ.
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MpunoxeHie B
(cnpaBovHoOe)

OononHUTenbHbI& pekomMeH gali1 no peanialn
B.1 Mepb! Ge3zonacHOCTA CETHM ANA 3alUKMTEI OT KMDepaTak

a) 3JawuTa ceTeBoro obopynoBaHuA

Teneko MMYHWUKaLMOHHEIE CPEACTBA OONMHL ObiTe Hagnexawum obpasom 3aWMEHsl,
YTobbl W3bemaTe CYLECTEEHHLIX NOMEX B NPeAOoCTABNEHMM TENEKOMMYHWKALUWOHHLIX YCIyT,
BbI3BAHHbIX HE OXMWAAHHLIM NOBEASHUEM, KOTOPOE MOMET ObiTh HEHAMEPEHHO CNPOBOLMPOBAHOD
BPEAOHOCHBIMKW NPOrpaMMani, NoNaBWWMK 0T NONLICBATENEW TS KOMMYHM KA LW OH HBI X YeNyr

WNW TENEKOMM YHWKALMOHHBIX CPEaCTE APYIHX OpraHu3anmi.

OnA zawmtel obopygoeaHwA |P-ceTel, Takoro Kak CEpBEpBl W MapLpyTW3aTopkl, OT
kwbepatak (Hanpumep, DDoS-atak) y TENeKOMMYHMKALWOHHEIY OpPraHW3auuil gonmHel ObiTh
MEXaHW3Mbl §MNLTPauUMK cooBLUEHWA MK DrpaHWYEHWA Nonocel YacToT ceA3W B |IP-agpecax,
KOMMYHMKALMOHHEIX NOPTaX W NpUKNAJHEIX NPOTOKONAX, COOTBETCTEEHHD. B 3aewcumocTu oT
TENEKOMMYHW KA LMOHHBIX YCOYT TAKME MEXaHW3Mbl  MALTPaLWMKN LONMHEl PEANW30ELIEATHCA B
ceA3n c obpaboTkoR cMMHanoE yNpaBReHWA, ayTeHTWg WKAUWER MONbB30BATENA, MEpaMW W

CPELCTBAMMW KOHTPOA W YNPaBNEHWA JOCTYNOM.
b) Mepbl, Hanp agneHHble NPOTHE HMMUTALKWW HCTOYHHKA

TEJ'IEI(DMM]’HHKEU'HDHHI:-IE OpraHu3ayni 0oJHHE pEanW3oBbIEATE MEPBI ONA 33alLWTEl OT

wMmuTauMK IP-agpecoe (IP cnyd wHr).

OnA  npedoTBpalleHWA  MMMTALWW  WCTOMHWKE  J0MMHel  OBITe  peanM3cBaHsl
COOTBETCTEYHILUME Mepsl M CPeACTEA KOHTPONA WM ynpaBneHWA Be3lonacHocTew AnA
NpefoTEPALLEHWA  HECAHKUMOHMPOBAHHOTO  JocTyna B cucTemax, obecneunearownx
ayTEHTU( MKALWK NONb3OBATENed, NYTEM BEBOEHWA CTPOTMX Mep W CPeicTE KOHTPONA W
YNPaBNEHWA MApoNAMM, a TaloKe CTORKMX @ yHKUMA  ayTeHTUd MKauuKn, Hanpumep,
obA3aTENBHOMD WCNONB30BAHWA Napofel, He NOSAAHLLMXCA NPEACKA3aHWD M ONWHOR Bbile
ONpEAENeHHON, W BEELEHWA 04HOpP 330 B6IX NAPONed U CTPOrMX ayTEHTUE] MKALMOHHBLIX TOKEHOB.

Teneko MMYHWKaLUMOHHBIE CPeACTBa, CBA3AHHBIE © BaMHEWLLUMMM  KOMMYHUKALWAMM,
LONWHEl  MNPUBOOMTE B WCMONHEHWE MEXaHW3Mbl  ONA  NpefOTEPALLEHWA  MMWTaLMK
WoeHTUMKaTopa WCToYHWEKS (Bei3blBatoWwero aboHeHTa). Hanpumep, peKoMEHAYETCA BBELEH WE

TEPMWHANOE Ha baze WeCTHO 3ak0gWpoBEaHHOID H,.'J,EHTH¢I HEaTopa WIK  MEXaHW3IMOE
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EEFIH¢I MKEa UMK H,D,EHTHdJ MEaTOpa BbI3bIBEAHOLWETD aboHeHTa B Teneko MMyHHUKAUMOHHOM CETEEOM
DEDP}I',D,DEEHHH NyTemMm WCNONEB30EaHWA B MOMEHT pPervcTpaudnn W 3anpoca cCcoegWMHEeHWA

3apErMCTPUPOBAHHOMD Napons.
c) MNpuEneYeHne BHUMAHWA NONb30BaTeNel TENEKOM MYHH KALWOHHBIX yenyr

OnA coepKWEaHWA HEMNpegHamepeHHelx kMBepaTak ¢ MHPMUKMPOBAHHLIX NEpCOHANBHEIX
KOMNBHTEPOE NONGIOBATENER TENEKOMMYHMKALWOHHEIX YCNyr unu BelcTporo W Hagnexawe o
peardpoBaHWA  Ha kubepaTakmn TENEKOMMYHMKALWOHHBIE  OPTaHW3auMM  LONMHbl  YETKO
YKa3LIBATE CPOKA M YCNOBWA NPeA0CTABNEHMA YCNYr, @ Takwke WH opMaygu of orpaHuyeHui
WCNONBI0BAHMA TENEKOMM YHUKALWOHHBIX YCNYT B CIYYae NEeperpy3k TN KD MMYHMKE LW OH Hbl X
CPEACTE.

TenekoMmMyHUKALMOHHbIE OpPraHW3aLu JofwHbel 0BpallaTe BHUMaHME NOoNb30BaTENEN
TENEKOMMYHWKALWOHHBIX YCNyr H3 TakWe Yrpo3sl, KaK BUpycel W GOTHETHI, KOTopsle MOMyT
NPWEECTW K kBEpaTakam, W NPU3LIEAT b WX K NPUHATHH COBCTERHHEIX HE 0B X0 QM MBI X MEp.

NMpumedaHe —TeptiH  «BoTHET:  ofbMHO  MECNONBIVETCA  AAA YNOMWHEHWA  MYNnkl
CEOMMPORMETARO BEH HbIX KOMIGOTEROE (HA3bIBEAEMBIX KO MIBHTE PEMU-30MEK), JANYCHA LMK NP0 MPEMMe!, 06LIMHO

Ha3blBaeMBIE TR OAHCKMMIA KOHARMM, Yep BARA MNK Bapopani, B oBwe i MHhPacTRYKTYRE KOHTRONA W yTRABNEHMA.
MHuumaTop BotHeta (exo3swH GoTaz), ofbiyHo gefcTeyA © HeBnaroBMgHbIMKA LENAMM, MOMET VWianeHHo

YORAEN ATE MEYNNoH ofbibHD © NOMO LI TaKKMX CPelcTE, Kak MHTepHe T-yaT (IRC).
B.2 Mepbl 6e3onacHOCTH ceTH ANA 3alUMTEI OT CETEBOW Neperpy3Iku

a) MexaHnzMbl oDHapy¥eEHWA H OTPaHHYEHHA CETEB0A NEpPerpyInu

Y TENeKOMMYHWKALWOHHEIX CPeACcTE A0MMHEl ObITE MEXaHM3IMbl 0BHapyYWEHWA CETEBOM
neperpyaky [INSEBERERIE KoH L2 HTPALMW CORBAMHEHWA B CIYNae CETEBON Neperpyam.

OnA TenekoMMyHWKaLMOHHBIX CPEACTE, CEAZAHHGLIX C BaXHEWLWWMW KOMMYHWKaLWAMK,
CNeAYeT YYMTHIBATh, YTO OrpaHMYEHWE CBA3W, Takoe kak GuneTpaumAa coobweHui, He
BbI3bIEAET NoBodHEIX 3t eKTOE B HENPEPBIBHOM NP A0 CTaBNEHMM BAMH & LM X KOMM YHWKEL WA

TenekoMMyHUKALWMOHHBIE OPraHW3auMK NON¥HEl 0CO3HABATE Npefensl 3 f eKTHBHOCTH
COOTBETCTEYHOLLMX KOMMYHWKALMOHHBIX CPeAcTE M pPEaNM30BLIBATE MEXAHM3Mbl KOHTpONA
YMCNa 2anpocoB Ha NPeAMET QOCTUMEHWA Npedena. Kpome TOro, ecnK 3To BOIMOMHO, Tpad K
AomkeH obpabaTeiEaTeCA pacnpefen e HHEIMKM CRE CTEEMK.

b) 3abnaroepeMedHsld cbop wuHipopMauMKu o0 cCoODBITHAX, KOTOPLIE MOTYT

BbIZbIBATh NEp erpy:Ky
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TenekoMMYyHWKALWOHHBIMW OPraHW3auWAMK OORXHEl BbiTe NpegycMoTpeHsl Npagwna
paboTel no chbopy wHdopwauww, kacarwweWcA BGefcTEMA W NAAHMPYEMBIX MEpOnpUATHR,
KOTOPBIE MOTYT BbI3BaTk NEpErpy3ky CETH, Hanpumep, YcTaHoBneHwe cTpykTypel cbopa
METEOCBOACK W WH( OPMaLWKM © NNaHWpyemblx MeponpuATHAx. JonwHel BeITe YCTaHOBNEHEI
MEXaHW3IMB W npouenypel obofweHWA cobpaHHol WH$ opMaLWMK, © LERbH NOLOEDEHWA

WH OpMUMP OBAHHOCTH NepCcoHana.
c) Mepbl no yny4yweHHD EPEMEHHON NPONYCKHOW CNo CODHOCTH

MpW HeoBxogWMoCTH, YYWTBIEZA MAcWTab NoTEHUMANBHBIX paspyleHWA W BeacTeWi,
LONMEH PAacCMaTpWBaTLCA BONPOC MCMONLICEBAHWA pPacnpeleneHHelx UeHTpoe cbpaboTm w
BEOJA B 3IKCNNyaTauWH AOMONHWTENbHBIX CRPEACTE, 3 TAlOKe COOTBETCTBYHILUWX M3IMEHEHMRA
KOH G MrypaLumm.

d) WpeHTH(PHKALHMA U NPHOPUTET BaXKHEeAI MX KOM MYHH KaUMid

BasHe dwum KOMMYHWKa U AM OONMHD YAERNATECA ocoboe BHUMaHWE,

B cnyvaAx, korga TeNEKOMMYHWKaUWOHHBIE OPraHW3auuWw  CBA3aHbl C  ApPYTMMM
TENEKOMMYHUKALUMOHHBIMKM - OPraHW3auMAMKM, Jon¥Ho BeITe  3aKNHWMEHD COFNAWEHWE O
MPWOPWTETHOW 0DpaloTke BaMHEMLWWX KOMMYHWKALWA W NPWHATEl  COOTEBETCTEYHILLME

NPUOPUTETHBIE MEPLI.
e) 3JabnaroBpeMeHHbld cbop wWHipopMauWM o CODBITHAX, KOTOpbLIE MOINYT

HHHUHHpPOBATL chbou

Mockoneky BefCTBWA, HECWACTHBIE CAYYaW W COLWANBHBIE RABNEHMA, Kak NpaBwno,
ABNAKTCA NpUYMHORA  cboeB  TENEKOMMYHWKaUMOHHBIX CPEACTE M MEpPErpy3ok  CeTH,
TENEKOMMYHUKALWOHHBIE OPraHW3aymm LOoMwHBl 33apaHee paccMoTpeTs Mepsl no chopy

COOTBETCTEYHLLER WHG Op MALWK W PETYNAPHOMY HAKONNEHWH 3HAH KA.

g9



MMOCT P HCO/MIK 27011-2012
Mpunoxexue OA
(cnpaBovHoe)

CeefeHlA 0 COOTEETCTENM CChBINOMHBIX MEXAYHAPOAHEIX CTAHAAPTOE

CCBINOYHLIM HaUNOHANLHLIM cTaHAapTam Pocculickoil degepauni

Tabnwya OA1
Cbo3HaveHue CTeneHb Db03HaYeHME M HAMMEHOBAHWE COOTEETCTBYHILLE M
CChINOYHOrD COOTBETCTBUA HayWoHanbHOMO CTaHgapTa
MENLYHapOAHOro
cTaHgapTa
MCOM3IK 27001:2005 IDT MOCT P MCOMIK27001-2006 « MH opmaymoHHan
TexHonomA. MeTogel v cpeacTea obecneyerHnA
besonacHocTn. CHCTEMBI MEHE OMMEHT A
WH opmaumoHHoR BesonacHocTd. TpeboeaHuAs
MCOM3K 27002:2005 IDT FMOCT P MCOM3IK27002-2011 «MH opmaymoHHan
TexHonomA. MeTogel v cpeacTea obecnedeHna
feszonacHocTn. CEOL HOPM W NPABKMA MEH EOMM EHT 8
WH opMaUMoHHOR Be3onacHocTHe

MpumMmedaduwe — B HacToAwed Tanuue Wenonb3oBaHo chedywlles ycnoBHoe ofo3aHadeHue
CTEMNEHW COOTEETCTEWA CTAHOARTOE!
- IDT — WOBHTWYHBIR CTaHOAPT b
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WHI O PIALMOHH OM b OHAE TEXHWYECKWX PEMMAMEHTOE U CTaH LapTo B.
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