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Mpeaucnoewne

1 NOOQroToBNEH OowecteoM  © OMPaHA4eHHON  OTEETCTBEHHOCTED  aMudgopmaunonio-
AHANHTHYECEMA BRYUCAWTENRHER geHTp: (000 «MABL») 1 ObDwecTeOM © OMPAHWYEHHOR OTBETCTEEHHO-
CTe0 «HayyHo-npoMaeoacTeerHan dmpma aKpuctanny (000 «HMND «Kpuctanns:) Ha ockope cobocTREHHOND
ayTEHTHYHOID NEQEBECAA HA PYCCKUA ALK CTAHOAPTA, YHA3AHHOID B NyHKTE 4

2 BHECEH TexHWYeciM KOMUTETOM NO CTaHgapTHIauUMy TK 22 «MudopMadioHHsIe TEXHONOMWs

3 ¥YTBEPINEH 4 BBEOEH B AEMCTEWE Mpurasom feaepansHoro areqTcTEa No TEXHHYECKOMY pa-
MYNHPOBAHKMED KW MeTponora oT 09 cexdTaGpa 2014 r. Me 1028-ct

4 HacToAWKWA CTAHAAPT HOBHTHYEH MesOyHapoaHoMy cTaqaapty MCOM3EK 27033-3:2010 aHudop-
MALKMOHHAA TeXHONOMMA. MeToasl 4 cpeacTea obecnededus Ge3aonacHocT. beaonacHoCTe caTel. HacTe 3.
JTanoHHele CETEELIE CcUeHapuW. Y¥Tpodsl, MEeTogsl NPOSBKTWODOEBAHMA W BONPOCE  YNDABMEHWAR
{ISOAEC 27033-3:2010 «Information technology — Security technigues — Metwork security — Part 3.
Reference networking scenarios — Threats, design technigues and control issuess )

MpK NpUMMEHEHMH HACTORALWEND CTAMAARTS PEKOMEHOYETCA MCNONEIOBATE BMECTD COBMOYHEI MENTY-
HAPOOHLIX CTAHOADTOR COOTEETCTEYIOWLME MM HALMOHANLHLIE CTAHOARTH Poccuihckol Degepaun, ceege-
HHMA O KOTOPGIX NpHBESEHE B DONOMHATENEHOM NPANcHeHna OA.

5 BEBEJEH BMEPELIE

MNpasuna npuMedesLs HacmoAwess cmardapma yomawoanaksl & FOCT P 1.0—=2012 (pazdan 8).
Mughopaauua 08 USMEeHBHUAX K HACMOALWEN)y cmardapmy nyEnukyemcA 8 exeaodHoM (M0 COCMOAHUND Ha
1 Anaaps mesywe2o 20da) UNQopMaULoHROM Yrazamene sHauuokansssie crnandapme s, 8 oghuLiUamsHsi
IMEKEM U3MEHaNUL U MONpasoK — & EMEMECAYHOM UHDODMALUOHHOM Yasamene «HayuoMansHele ciman-
dapmeiz. B ciydag NepecMompa (FaMeHs) WL omdenb! Haomoaleso cmaxdapma coomeemomeyiouwjes
yeedomneuue Sydem onybnukoeano @ OAusaliwen Saifycke UHBopMaYUoOHHDED Ykazamena « Hayuoxans-
Hbie cmakdapmels. CoomEemomeyiyan UHbopManus, yeedoMnexUe U imekcifibl DasMellanmcs MmaKye &
uibopMayuonHol  cucmese  oOWES0 NoNL208aMUA — Ha odhuyuansdonm calime PedepansHozo
ASEHMCITIEA 10 MEXHUYEBCKOMY DESyNLPCEaHLI0 U Memponoeuy @ cemu Mumepnem (gost.ru)

© Ctasgaptvrcopm, 2014

B Pococuiickoh ©epepayyd HACTOAWMA CTAHOAPRT HE MOMET GbiTh NOMHOCTER MW YACTHYHO BOCNRO-
HABEOEH, THPARMPOBAH W PACNPOCTPAHEH B KaYecTEe odMuManeHOro vafgaqya Ges paspewesnws $ene-
panbHONG argHTCTEA MO TEXHWHECKOMY DEry TMPOBAHHIC M METDONOMMK
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BeepeHue

MCOM3IK 27033-3 Bein NogroToRNEH COBMECTHLIM TexHudeckms koMuTeTom MCO/MIK CTE 1, «ln-
driopMagvoHHan TexHonoruayr, Noggosmutetom MK 27, «Metoow v cpegctea ofecnedeHqA BeacnacHocTy
HTe.

WMCOMIBK 27033 cocTOMT M3 CNeqyuMs YacTed, nod ofwum HadMmesoceaduen «MudopMagmoHHan
TEXHOMOrAA. MeTogsl W cpegcTea obecnedeqinn BelonacHocTH. Be3onacHocTh CETaN Y.
= HacTe 1) O63op M KOHLENLMH,
= Hacte 2; PekoMeHdauny No NPOeKTHPOBRaHMID W pEanMaayny DeaonacHoCTH CRTH,
= Hacte 3: 3TanoHHbIE CETERLIE CLUEHARKH. YIDO36I, METOAL NPOSKTUDOBAHKA W BONPOCK! YNPABNEHHWA.

CrnegywouWe YacTi HAXOOATCA B NpOWECCE NOOroToBKK:

- HacTe 4: OGecneveque DEaonacHocTH MEKCETEALIX COBOUHEHHA C NPUMEHEHKEM WMN30B BEIonacHoOCTH.
YIDoakl, METOOL NPOEKTHDCRAHMA W BONPOCK], KACAKLLWECH MED M CPEOCTE KOHTEONA M YNPARNEHUA,

= YacTe 5. OBecnedyeHre GEIONACHOCTA BUDTYANLHLIX YACTHBIX CETENA. YIpoak, METOOL NPOEKTHROBAHMA M
BONPOCH!, KACAKWHWECH MED W CPEOCTE KOHTDOMNA M YNPaBnaH«a.

MoryT BbiTh BeINYLLEHE CHEREOHLIE YACTH CTAHOARTA ONA 0XBATA TAKKMX TEM, HAK! NMOHANLHLIE BbIMWC-
nuTensHee CeTH, MobdansHee cetH, BecnpoRodHEIE W DaOWOCETH, WHPOKONONOCHEE CETH, CETH Tenedion-
HOR cBA3W, caTh IP-koHBEpredUMd (QaMHLIE, ronoc, BWOSC), ApXMTEKTYDE Beb-X0CTa, apXHTeKTYDbL Jnek-
TOOHHON NOYTEl VIHTEPHETA (B TOM YMCNE WCXOORLWEA OHNAAHOBEIA A0CTYN K MHTEDHETY W BXOOALWMA QOCTyn
W3 MHTEpHETA) M OTCOPTUDORAHHEBIN OOCTYN K CTOPOHHKM CRIaHH3aLNARM.
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HAUWOHANBHBIA CTAHOAPT POCCUMHACKOW dEOEPALMWM

HHpopMaLUHOHHARA TEXHOMNOrHWA
METOOLI UM CPEOCTBA OBECNEYEHWA BE3ONACHOCTH

BeionacHoOCTs CETEH
Yacte 3
JATANOHHLIE CETERLIG CLEHADWKA
Yrpoakl, MeToqkl NPoeKTHPOBEAHMA W BONPOCE] YNPABNeHWA

Information technology. Security techniques. Metwork security.
Part 3. Reference networking scenarios. Threats, design techniques and control issues

Dara esegennA — 2015—11—M

1 OBbnacTe NpUMeHeHHUA

B vacToAweM cTandapTe WanoweHs yrpoisl, METoge NPOeKTHPOEAHWA WM BONDOCK, KACAIOWMECA Mep
W CO8OcTE KOHTRONA W YNDABNEHKA, CERAIAHHLIE C THNOBLIMK CETEBLIMK CUEHApKAMMK. [NA kawaoro cueHa-
pHA B HER NPpeACTARMEHE NOAPOGHEE DYEOBSOCTEA NO Yrpo3am Ge30nacHocTH, METO0AM NPOSKTHDOBAHMA
GE3onacHosTd W Mepan W CPeaCTEAM KOMTDPONA W YNPaBRneHdHda, TReOyemMeiM ANS YMEHELUEHMA CEAIAHHBLIX
PHCKOE.

WudopMmayma, cogepyallancs B HACTOALWEM CTaH4apTe, NPeqHaIHa4YeHa anA WCnonNbLIoBaHWA NpK
MepeEcKMoTPE TeXHHYECKOH apXMTENTYPEIBADHANTOR NPOeKTMROBAHMA DRA0NACHOCTI, a Talkke npW Belbope K1
OOEYMEHTUDORAHMK NPEANCYTHTENLHOR TEXHWYECKDNW ADXMTERTYPRINpoeKTHpoBaHka BeacnacHocTH 1 can-
AAHHBIX C HHMK MED W CPEOCTE KOHTRONA M yNpaBneHUA, B cooTeeTcTard ¢ MCOMISK 27033-2.

BuiGop HoHEpETHOR wHbDopMauui (Hapagy c© wHdopmaywed, eaatol wa MCO/MOIK 270334 —
MCOM3K 27033-6) GygeT 3aBMCceTs 0T aHanMia XapakTepHCcTHE CETEEOR Cpedbkl, T. 8. KOHKDETHOMD CueHas=
pHA CETH{EA) K aTEXHWYECKDID DELUEHWAR BONPOCOR, MMEKLLKK K 3TOMY OTHOLLSHHE.

B uenom, HacToRwan yacts WCOIM3K 27033 ByoeTt cnocobcTEORATE BCECTOROHHEMY CNPEOENEHKIO
W pEannaayuK GesonacHoOCTH ONA CETEROH cpegk Nndol opradMaaum.

2 HopMmaTHUBHGLIE CCLINKK

B HacToAlwes cTadHgapTe WCNONs3I0BaHbl HODMATHBHLIE CChINKW HA CAEOYKOWME MEXOYHADOOHEER
CcTaugapTel. [AnA QarvpoBaHHB OOKYMEHTORE MCNONBEIVIOT TOMNBKO YHasauHoe wagadwe. [na vegaTuposan-
HbiX JOEYMEHTOR WCHONL3IYVIOT CAMOE NOCNEOHes WA0AHWE CChUNCUYHOMD OOKYMEHTA (C YYSTOM BCEX &8I0 Wi-
MEHEHIA ]

WCO/M3K 27000 MudopMaynonsas TexHonora. Metogel v cpegctea ofecnededun Se3onacHocT.
CHcTeMbl MeHeHMEHTa WHPOpMaUWoHHOR BeaonackHocTi. O6a30p 1 TepmuHonoria (ISOAEC 27000, Infor-
mation technology — Security technigues — Information security management systems — Overview and vo-
cabulary)

WCO/MBK 27033-1 Mudropmaumonian TexHonoma. Metoge W cpegeTea ofecnededs GesonacHocTi.
beaonacHocTe ceTel. YacTe 1. O630p W koHuenuwd (ISOAEC 270331, Information technology = Security
techniques — Metwork security — Part 1: Overview and concepts)

Hagauue odmumansHoe
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3 TepMUHBI M onpeaeneHls

B HacToAWeM cTaHpapTe npumeHeHs TepMuHi no MCOMIK 27000 v MCO/M3IK 27033-1, a Takxe
CRegyiowme TEpMUHE C COOTBETCTEYIOW WM ONPeaenaHHaMM;

3.1 epegonocHan nporpamma (maklware, malicious software). Kateropwa nporpammel, paapaboTam-
HOR CO 3NBM YMBICNOM, COQeDHALER dYHELKMKA W BOIMORHOCTH, KOTOPRIZ NOTEHUMANBHD MOMYT NPAMO WK
KOCEEHHD NPHYHHATE BPED NONLICBATEMO W {MNK) KOMNBKOTEDHOR CHCTEME NONBIDBATENA.

Mpuemedadne —Cm MCOMIK 27032,

3.2 Henpo3paYHOoCTE (opacity). 3awmTa oT BelOeneHMA KHpopMaU My, KEOTopas MoxeT DeTe NonyyeHa
nacpegcTecy HabnoaeHua 33 CeTERoR OA8ATENEHOCTRI0, TAKOW KaK aOpeca KOHEYHLIX ToYek obSMeHa ronc-
COBBIM TRADWKOM N0 CETH MIHTEpHET.

Mpumedadne - HanpoipayHooTh BACIETGR HEOOXOOMMOCTH JAWMTE ONEPAYWA © kHdOpMagWeR 8 4onon-
HEHHE K 2831ATES camon KHdopsanma.

3.3 ayTcopcWHr (outsourcing): MpuobpeTeHuwe NoKyNaTenamM Yonyr OMNA BeNONHEHWA Je8TENBHOCTH,
TpebyeMoi ans noagepxil OyYHELME Gradeca nokynaTens.

3.4 couMansHaa MHMeHepua (social engineering): NedcTBME N0 MaHKMYNWPOBAHKIO MNOOsMWA B CO-
BEPLUEHMA SEACTBHA MKW PA3rNaweHuin KoHgHUoeHUMansHoR MHQOpMaUMK.

4 OBo3Ha4YeHUA M COKpaLYEeHHUA

B HacToAWEM CTaHOAPTE NPMMEHEHE! CNEQYHLKME COKPALULEHMA M YCNOBHBIE cB0aHaqYeHKa:

ABS — AYTEHTHRHKALWA, CAHKLWOHHEORaHWE W y4eT (authentication, authaorization and accounting);

DHCP — npoTokon guHaMMYecKor KoHfMIyDUpoBaHuA xocta'l {dynamic host configuration protocol):

DNS — cnyeGa noMerHelx MMed (domain name sarvice),

DMSSEC — pacwhpenke Be30nacHocTH cryxbsl gQomerHsx mmed (DMNS Securnity extensions),

Do — oTkaa B obcmysueandl (denial of service);

FTP — npotoxon nepegaqn daitnoe (file transfer protocol);

IDE — cucTema obHapyHe A BTopweHKA (intrusion detection system);

IP — WuTeprer-npoTokon (Intermet protocol);

IPSec — npoTokon BeaonacHocTy MuTepHeT-npoTokona (IP security protocol),

OAME&P — akcnnyaTauma, agMUHUCTPUPOBAHKME, TexHrYeckoe oBcnysueanne ¥ obecneyeHne (opera-
tions, administration, maintenance & provisioning);

PDA — nepocolaneHoe HdopMaywonHoe yeTpoicTao (personal data assistant);

QoS — kayecTeo obBocmywHBaHKA (guality of service);

SIP — npoToKon MHEUMaUMK ceadca (session initiation protocol),

SMTP — npocTol NpaTokon Nepadadd NoYToRkx coobwendi (simple mail transfer protocol);

SMMP — npocTolt NpoTOKON CETEROID ynpasnexnka (simple network management protocol);

35L — npotokon Be3cnacHblx COROMHEHHR (MPOTOKON WWHpoEAHME W ayTedTrdMkauud) [secura
socket layer (encryption and authentication protocol));

VolP — nepapada ronoca no MHTepseT-npoTokany (voice over Intermnet Protocol);

VPN — pupTyaneHan YacTHanA ceTs (virtual private network),

BOC — pranmMOo0eRcTRME OTEPRITRIX CHCTeM (open systems interconnaction — OSI);

ThOlN — TenedoHHan KOMMYTHDYEMaA CeTe obwero nonssoceadna (public switched telephone net-
work — PSTHN).

5 CTpykTypa

CTpyETypa HACTOALWEMD CTAHOADRTS COCTOMT Ma:

= KpaTkoro of3opa nogxoga K peweHMo npotnemes Ge3onacHocTh ANA KAaXEOro TMNOROMD CUEHaDWA,
NepEYHCNEHHONS B HACTOALWEM cTaHaapTe (paagen 6);

= paagen AnAa kaxgore Gailcacro cueHapHA (pasgents 7 - 13), 8 KOTOPOM ONWCHIBAINTCA!

= YIpoasl GNA Ga3080M0 CUEHapMA;

" Koet — Mofoa YyoTROACTED, POAKNKYEHHOE K CETH W MENONL3y0LLes npotokanel TGP,



FoCT P MCOM3K 27033-3—2014

= NPEOCTAENEHWE MED W CPEOCTE KOMTRONA W yNpasnedra De3onacHoCcTh M METogel, OCHOBAHHLIE Ha

NOOXOAE, MANCHEHHOM B paitens 6.

CUeHapKK B HACTOALLEM JOKYMEHTE YNOPAGOYEHE! B NPEOCTARNEHHYIO HHME CTRYVETYRY, L8N KOTopoi

SAKMOYAETCA B OUEHWBAHWA JaHHOND CUEHaPpHWA B JaGBACHMOCTH OT:

- TMNa OOCTYNa NOoNL3ICBATENA, ABNAETCA NW NONEI0BATENE PAGOTAKLLMM BHYTRK NDeanpUATHA,
MNY NONLACEATENEM ABNABTCH COTPYOHWE, KEOTOPRIA NONYYSeT O0CTYN K KODNOPATUBHLIM DECYRCAM WARHE,

WMNH NONE3IGRATENE ABMNASTCA KNASHTOM, NOCTABWMWEON HNW GEN0BELIM NARTHEDOM,

- THNa OOCTYNHOCTA WHGOPMALWOHHEIX PECYPCOR, OTEDBITHE, OMPaHWYEHHEIE WITH BHEWHWE pa-

CYPChI,

Takum ofpazom. CTDYKETYRAa NOMOTAET NESacTABWTE COTNACOBAHHYIO CHCTEMY W OenaeT OoGaBnaHme
HOBBIX CUBHADWER YyNDABNASMEIM, 3 Takke 0BOCHOBEIBAET HeoDXOOMMOCTE PaINMYHBIX CUBHADWER, Npea-

CTABNEHHBIX B HACTOALLESM CTaHnapTe.

Tabnwuya 1— Crpyerypa yNOpAROCHEHWA CETEERIX CUAHAPMER
Manssosarens
COTRYQHMAKR,
BHYTREMHHAE FHEDTHDLI..“E BHEWHEE
BHE MPpEANPARTHR
OocTynHOCTE MH- OTHPEIThIE - WENYr gocTyna | MeTepse- -yonyrd BuaHes-
HOOMALMOHHEDN Ty ONR COTPYOHMEOR KNWEHT
pECYpCOaE

- yEnyrd Duadec-Ouades

nepska Mobune-
HiIX  MOML30EETE-
ne

OTpEHHHEHHEIE - PACIMPEHHOE  NpMMEHEHHE | - mobnnsHas - PACLUMPEHHDE
YCINYr ONR COBMECTHOMO Mo- | CEA3L NEHMEHEHNE YENyT
NONL3IDSAHHR ONA  COBMECTHOM

MCTNONEI0EAHUA
- YNy GUasec-OuaHec - CETEBERA nag- | - yenyrd  Guadec-

Branec

- CArMEHTaUMA CeTA

- yoryry BasHes-
KIHEHT

- CETEBAR Nogaepska pabore
HE JOMY WNW B MANLX Nped-
MPWATHAX

BHEWHME - VCNYrH Ay TCOpCHHIa

- YOOYTM @yToop-
CHHrA

Tawaw obpazom, NOPAOCK, B KOTOPOM CUSHADMM NEpEYUCNeHE B HACTORLWEM CTaHgapTe, SENAETCA

CIE0YHWLMM:
= YCNYIA OoCTyna K MHTepHETY ANA cOTpYOHARESE (pasnen 7);
= yCnyrW Guadec-Guanec (paagen 8);
= YCnyrn GUanec-knuesT (pazgen 9);
- PACLUMPEHHOE NPUMEHEHHE YCIYT 0NA COBMECTHOMD WCNONLICBAHMA (paigen 10);
= CETMEHTaUWA ceTH (paagen 11);
- caTeBad NogaepHka paboTel HA QOMY WM B MaNLEX NDEANDUATHAX (paszgen 12);
= MOBWNBHAR CBAIL (pasgen 13);
- CETERAA NOOAeDHEa MODHNEHEX NoNBE3oBaTENSH (pasgen 14);
= YCNyTrW ayToopcuilra {paagen 15).
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6 OBzop

PykoBoacTea, NPeCTABNEHHEE B HACTOALWLEM CTAHOAPTE ONA KAWOO0ro M3 ONpegensHHEX THNoBsX
CETERBIX CUEBHADWER, OCHOBAHE! HA HHENEREYHUCIEHHLIX NOOX00ax:

= NPOBEPKa BEOOHON MHDOPMaLMH 1M PasMoK CUEHADKA;

- OMWCAHKE YTP03, CODTEETCTEYIOW WK CLUEHaDHMIO;

= NpoBE8OaHHes aHaniia prcka OTHOCKTENEHD OOHAPYHEHHLIX YAIBHMOCTEH,

« AHAMNKI BIWAHHA HA BUIHEC PACCMATPHEIEMbIX YAIBMMOCTEN,

- anpegensHyie PekomMeHdanqi no peanmaaguy obecneyedva Ge3onacHocTH CaTi.

B uenax pewesya Bonpocol Ge30nacHocT NeBol CeTH, #enarenkieliM ABNASTCA CHCTEMATHYECKDE M
poeobbemniowes oueHHEaHre. CNOMHOCTE NoGoDHOro adanyaa 3aevcKkT OT XapakTepa | paimepa ceTd B
ofnacT gercTeqA. Tem He MedHes, NoCNedosaTensHan MEeToOUEa OYeHb BaWHa ANA MeHsLxMeHTa Gea-
ONACHOCTH, GCOGRHHO B CEBR3W C DAIBMBAOLMMCA XADAKTEDOM TEXHONOTIAN.

MNepBEkiK paccMoTpeHen NpY oueHke Se30NacHOCTI ABNRETCA ONDEAENEHME SKTHROR, HYWA0LWKICA
B 3aWHTe. OHW MOoryT BeiTe B 3HAYWTENEHOW CTENeHW KATEropHIWDOoBAHE HA aKTHMBL MHDpACTpYKTYDEI,
YCIYT WNK npanosednid. NpegnpyaTie MoweT BebpaTe W ONPELENdTe CEOW COODCTBEHHLIE KATETOpWH, HO
Takoe pasndy|e BamH0, NOCKoNEKY NOOBEMEHHOCTE YIPOIAM 1 aTakamM ABNAETCA YHUKANLHOR ONA KaMaoH
KATEMOPWA WM THNA 3KTWBOB. Hanpyumep, ecni MaplpyTHIaTop OTHOCWTCA K KaTErcpu aktweca wadipa-
CTPYETYDBl, & NEpefada ronoca no P paccMaTpUBAETCR KAK YCNYra KOHEYHOD NoNBI0BATENA, TO ATAKa «0T-
Ka3 B oDcnysMEaHay (Do3) B kasgom cnyYae noTpebyeT pasndiHore paccMoTpeHna. B YactHocTn, mapiu-
PYTHUAATOP HYXOAETCA B JALMTE OT NABMHHOMD PACNPOCTPaHEHMA DUKTHEHLIX NAKETOE HA dM3nYecti nopT
MApWPYTHIATORA, KOTOPLIE MOMYT NOMELWATE WNW BOCTIPENATCTEORATE NPOXCHOSHWID NEMMTUMHCMO Tpadi-
Ka. AHanorvyHo, yonyra nepegags ronoca no [P (VolP) HyxgaetcA B awmure MHQopMauie yHeTHOR 3anucH
afoHEHTAYCNYIW OT YOAMNEHWR MNW NOBPEMOEHKA, WCKOOA M3 YCNOBKMA, 41O JOCTYN K YCNYyre ANA 3aKoHHON
MONEIOBATENS HE Ghin NPEOTEDALLEH.

BeaonacHocTe CaTH TakKe NpegnonaragT 33WnTy pasnvqHbix JeATenNsHOCTER, NoOSepHHBAEMEX B
CETA, TAKHX KaK, YNP3ABNEHYSCKAA JEATENEHOCTE, 3 TAKEE CHIHANL YNDERMNEHHAONOBEWEeHWA, W JaHHEE
(pEIMOEHTHEIE 1 NEpEOaBaeMbIE) KOHEHHBIX NONbiceaTenel. Hanpwwmep, ynpaenexwe GUIY momeT OwiTe
NoegMeToM packDsITHA B pPEIYNILTATE HECAHKLMOHWDOBAHHOND O0CTYNA (NPOCTOM ONA OTrageBadia naponks
W WoeHTWdWMEATOD aOMUHUCTRAaTopa). ¥npaenedue TpadWuonM camo SENABTCA NPEAMETOM HCHEHEHWA B pe-
YNBETATE NOWHBIX KoMaHD OAEM? ¢ nomHEMK IP agpecami onepauMoHHbX CHCTEM, HNW PAcKDbITHA MyTemM
MaCCHBHOMD NPOCNYLUWBAHMA CETH WNK NPEPLIBAHKA B DE3YNLTATE ATAKM NABWHHOMD PACNPOCTPAHEHWA Na-
KETOH.

Takoit Nogxon K ONPEOenedll SKTHE0B W J8ATENLHOCTER QeN3eT BOIMOMHLIM MOOYNEHOE W CUCTE-
MATHYECKOE DacCMOTREHWE YIPod. Kawdeiid THNOBOA CETEBOR CUEHAPWA WCCNedyeTcA B OTHOWEHWA MABBCT-
Hore Habopa yrpod ONs BuACHEHWA TOrD, KaKMe YIpo3kl ARMAKTCA NpMMeEHdMeMK. B npunoxesvy B npuee-
OEH NEPEYeHh HABECTHBIX OTPACNEERIX YIPOI. XOTR 3TOT NEpEYEHs HE CNedyeT PAcCMaTPWEATE KAk WCYep-
NuIBAKLWA, OH CIYHWT OTNpaBHOR TOYKOR OnA nioGoro asandaa. Kaxk TonssD BeBOAMTCA Npofunt yrpodsl
CETH, AHANUIKPYIOTCA YAIEHMOCTH, YTo0L ONPEOennTE, KAKMM ODpa3od Yrpoisl MOryT GeiTh PRANWMA0BAHE B
KOMTEHCTE KOMEQETHOM DACCMATOMEARMOID aKTMea. Taxkod aHanda NoMoONeT onpegendTe, KaKuwe orpadude-
HHA OTCYTCTEVIOT, M KAKME KOHTPMEPs TRebyeTcR NPpHMEeHnTs GNA JoCTHHEHHA Uenad 3awuTe. KoHTpMepsl
CHWIAT BEQOATHOCTE TOrO, 4TO YTpe3a OyOeT yonewHol | (vnu) ocnabat ee poagelctede. Mpw avannae
pHCKa WCCNEOyeTCA DMCK, COOTEETCTEYIOWHWA 0BHADYMEHHEIM YAIBWMOCTAM. AHANWI BNWAHWA HA OHaHec
JAKMOYABTCA B NPHUHATHKR PELLBHWA © TOM, KAKWE MEDLI NDHHAMATE NC KAMOOH YAIBMMOCTH! MEpkl Mo Kc-
MPABENEHHI0, NPUHATHIO PHCKS MM NepEHOCY DUCKE.

MposkTWMpOBAHME KOMTDMED W PEANKIALMAE MED W CPeOCcTE KOHTRONA W YNPAENeHWA, 3aLKWaLW KK
cnabeie MEeCcTa aKTHBEORE OT YIpoa, ABMAETCA YAcTh MOGDNR MEeTOOMEM oueHEM BelonacHocTH. B cooTBET-
CTEMM ¢ TpebopauuaMir cTanaapTos cepun MCOMBK 27000 othop v peannaaums cooOTRETCTEYIOWMYE MEp M
CREACTE KOHTDOMNA W YNPABNEHWA HMEET DEUANIEE IHAYEHHE ANA 3ALWTE SKTHECEMHEopMaumw. CTan-
napt Tpelbyer coxpaseHWA KoHMUISEHUMANBHOCTH, UENICTHOCTH W OOCTYNHOCTH WHROPMALKWH, W O0M0NHK-
TEMNEHO OH 3ATPAMMBAET W ODYTHE CEOHCTEA, TAKKE KAK NOONHHHOCTE, HEOTHAIYEMOCTE K AOCTOBEDHOCTE.

" GUI (Graphical User Interface) — Mpat-sckii MHTepda s NoNe3oeaTens.
* DA&M (operations, administration and managemant) — NakaT NPUKNANHLE TPOTPAMM N0 SHCANYATALWA, SAMIA-
HUCTPHPOBAHNK M YNPEENSHAK CETH.

4
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Huwe nepeuncneds cBolcTea DEI0NACHOCTH, KOTOPBIE MCNOMNB3YIOTCA B HACTOAWENM CTaHdapTe ANA
COBEDUESHCTREOBEAHKA COBDMUBANLLNY MED W KOHTEMED COBEKTUBEHBIM CNocoBom. YTOUHEHWA, KACADLWacH
KAWOOMD CROWCTEA DEIONACHOCTA (B JONONHEHKE K KOHDWIeHUHANLHOCTH, LENoOCTHOCTH W OOCTYNHOCTH),
OMHCHIEAITCR HAHE:

= KOHDWOEHUKMANSHOCTE CEAIAMA C 3aWMTON JaHHBX OT HECAHKLMOHMDOBAHHOrD DACKDBITHA,

- UENOCTHOCTE CBA33HA C COXPAHEHWERM NPABMMNEHOCTA WK TONHOCTH JaHHBIX W 33WWTOR 0T HeCaHk-
LUAOHMPOBAHHOMD WAMEHEHHR, YOANEHWA, COA03HWA W THRaMKDOBAHHA,

= QOCTYNHOCTE CBAZAHA ¢ 0DeCNEYeHHEM YEEDEHHOCTH B TOM, 4TO HE CYLBCTBYET OTEAIA B CAHKLYMO-
HWpOBAHHOM QOCTYNE K ANEMEHTAM CETW, XPaHWMOA WHGOoPMALMH, WHEODMALHOHHEM NOTOKAM, YCIYTaM K1
MEHNCHEHMAM;

= yNpasneHne JocTynoM ofecnedyreacT, ¢ NoOMOWLD ayTeHTWRWKALKKN W aBTOPHIALKWK, YNpasneHe
JOCTYNOM K CRTEBLIM YCTPOWCTEAM W YCNyras, 3 Takse oDecnedwBaeT yBepeHHOCTh B TOM, 4TO ToNbED
YNOMHOMOYEHHOMY NEDCOHANY MAW YCTRORCTEAM paIpellan JOCTYN K ANEeMEHTaM CETH, XDAHHMON Hedop-
MALAK, HHPOPMALUMOHHEBIM NOTOKaM, YCNyram | npunoxeHdan. HanpuMep, npd WenonbIcBa || PV of-
H2 M3 MABBCTHEIX PEXOMEHZALMWA MO De30NacKocTH — OTENYeHKMe HHTepdeRca oTnagey Ha aboMenTCKoM
KOMNNBKTE NPUCTABKK — NOAYYEHa WCXOQA W3 DACCMOTDEHWA CBONCTE IMNEMEeHTa YNDABMEeHWA OOCTyNonm.
Amnanua koHdWeEHUHANEHOCTH, UWBNOCTHOCTH HNWM QOCTYNHOCT HEe NPHUEE0ET K KakdMm-nubo apyrdm peso-
MEHOALMAM,

= AYTEHTHOMKALUMA CEAZAHA C NOOTEEDHASHWEM WNW JOKAIATENLCTEOM 38ABNEHHON WOSHTHYHOCTK
NoNLICBATENA WKW BIAMMOOSRCTREYIOWMWY CTOPOH NPU MCNONBICBEIHWY YNPABNEHHA QOCTYNOM 0NA ABTOpH-
3aLMM, 3 Takke oHa 0DecnedYHBasT YEEDeHHOCTE B TOM, YTO CYLWHOCTE HE NBITASTCA HMWTHMDOBATE HNKW He-
CAHKUWOHWPOBAHHD BOCNPOWIBOOWTE Npegsdywees coobwedre. Hanpumep, YenoBex MOKET NONyYWTe O0-
CTYM K CHCTEME YNPABRNEHHA CETeM, HO NOTpedyeTeA OCYWECTEMTE ayTeHTHuEaumio gna obHoaneHna aa-
NUCEd aboHeHTCKME yonyr. Takus 08pasos, BOIMOMHOCTE OCYLWECTRNEHHA A8ATENSHOCTH NG YNDAENEHHID
CEThE HE MOMET ObiTe oDECNEYEHA NOCPESCTRCM NPOCTONS DACCMOTREHWA KOHDMOEHUWANEHOCTH, LEnocT-
HOCTM, ACCTYMHOCTIA WNK YNPABNEHWMA QOCTYIOM.

Mpuma4Yadde —B ynpasnexiy QOCTYNOM, OCHOBAHHOM HA POMAX. ABTOPNMIALMA OCYLUSCTEMNABTCA B OTHO-
LWEHKA NONLI0SATENA, HAIHEYEHHOM HE ponk. TAkES B NPOLBCCE YNPAENEHHA JOCTYNOM S0 NPEgoCcTRENEHWA 4OCTyNa
NPOBEPABTER POk, HAZHAMEHHAR NONb3osaTen. Kpome Toro, MO CNWCKaM YNPAENEHWA QOCTYNOM S0CTYN NpegocTas-
MABTEA BOEM, KTO YAODENETEOPSET NOMMTHKE, TAxwM 00pa30M. BCNM Bel YAOBNETEOPRETE TPEGOSEHWAM NOMMTHEY, Bkl
MMEBTE NPasn QOCTYNE. B 3Tom cnyqas hyHELMY 8y TEHTHHEaLMA 1 BBTOPH 3ELKMH RENAINTER HECYLLBCT BEHHEIMM,

- BE3oNAcCHOCTE CBAIW W De30NACHOCTE Nepedayr WHOopMaLMHK KACARTCA ODECNEYEHHA YREDEHHOCTI
B TOM, 4T0 MHQopMAUWA TONBKD NEPEMELLRAETCA MEXY ABTOPHIORAHHLIMK KOHEYHEIMK TOYkamMu Gea nepe-
HanpasneHWa ¥ NepexeaTos;

= HEOTHAIYSMOCTE CRAIAHE C NOAOEDKAHWEM KOHTPONBHED 3aNHCel © Tewm, JTobsl HE Morng GelTe OT-
KA3aHo B MHDOPMALMK 00 HCKOOHLIX JaHHBD, NpWYMHaX cobsTHA MW dedcTerA. Onpegenesne asTopKao-
BAHHOMD NMUA, KOTOROE OCYLWECTBMNG HECAHELMOHWDOEAHHOE O8ACTEME C 3AWWWEHHBIMHA O3HHBIMW, HE
CEAIAHO C KOHPUIEHUNANEHOCTED, UBNOCTHOCTE, DOCTYMHOCTEN O8HHEX;

- HENPO3IPAYHOCTE CBASAHA © 32WMToN HHQOPMALKMY, KOTODAR MOMET BelTe NONYYeHa K3 Habnogexdia
33 CETER0H ANTWBHOCTEID. HENPOAPaYHOCTE NPMIHAET HE0GN00MMOCTE IALWTE DERCTBMA B AONONHEHHE K
MHDODMALWA. 38WWTa WHMOPMALIWK pellaaTCcA MyTem ofecnedyasiA KoHMUIeHUMANEHOCTH. 3alWTa Tena-
(hoHHOro pasroeopa Mexdy NUUomK A ¥ nHuosM b sawmwaeTt wx KoHQUIEHUMaNsHOCTE. 3awKTa Toro dakTa,
YT MM & w ndyo B eena Tenediorieil pasroeop, cbecnedsvBasT yEEPEHHOCTE B HENPOADAYHOCTH.

0OnA acex CUSHAPHER, ONWCAHHLIX B HACTOALLEM CTAHOAPTE, BEIWSYKAIAHHEIE CEBORCTES De30nacHoCTH
PRCCMATPHBAINTCA KaK 4acTh METOQWEW NPoeKTUpoBaHMA DesonacHocTW K graael kouTpona. B rabnwue 2
NPHEESEHE NMDPHMEDB! MEXAHUAMOB oDecneYeHnA BEIoNacHOCTH CaTH, KOTOPRIE MOTYT ObiTe DeanyisBaHs
AnA ofecnederya CRoRCTE Be30NacHoCTH, BeGpaHHe ONA YMEHBLLEHHA NOTEHUKANBHOTS DICKA.

"IPTV (Intemet Profocol Talevision) — Mepenays Wahposoro TENESMIROHHOM CHIHANE RO npoToxony 1P,
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Tagtnuwua 2—MNpuxeps metogoe obecnededHrn BE30NACHOCTH CETH

Pacemarpanna Geianachacte Mesannimeseroge sfecneyannn GeanacHacTi

Whnpasnasve OocTyTos Cucrama nponyceoe (MOSHTWHHEALUMOHHEE KSPTOSEK), CNWCKM YNPEsnasds 0o-
crynos (ACL — Access Contred List), pasnanesws obraaHHocTeR

AyTeHTARHERUMA HecnomHan perncTpauMs BxO4a B CHCTEMYINApPONE, UWhpOBsE CERTHOIMEETE,
uncbpoBese nogmick, TLS ' sepowu 1.2, S50, CHAP™.

OoCTyHOCTE MaBiTouHonTs M PE36PEH0S KONWPOSAHWE, MamcaTeawe skpasl, IDSIPS® (onm
Enorapoeanns aragn Do), HenpepeeHoCTE GWMaMeca, CETES0R MEHEQMMEHT H
MEHBIHMEHT yoryr ¢ SLas™

BeannacHOCTE CBAZM IF"SEC.ILETF'", HACTHRE MMHNK CBRAK, oBocobneqHHme cam

KoHds o eHEHANEHOGT L Wwdbposanme (IDES ", AES™), cnucks yNpaeneHWA O0CTYNOM, NPEES OCTYNE K
chamnam.

LienocTHoCTL IPSec HMACs" {Hanpumep, SHA'"-258), umkniqecsuil HabbiTouHLIR KOHTPOMNE,

HHTHEMPYCHOE NPOTPEMMHOE CRBOCTRD,

HeoTkaayamocTs ParveTpayns cobemhi, ynpasneqHme qocTynon, CCHOBEHHOES HE ponAx, M ywdpo-
BEIE NOONWEH

HenpoapasHocTs WwhpoeaHwe IP-zarancekos (Hanpumep, VPN © pasmsion TyHHanuposaHueR 1P-
Sac, NAT'" (anr IP aapoan 4).

B wacroAwen Jactk ctangapra MCOMIK 27033, sce paccMOTpEHHOE BILE ABNSATCA HEOTLEMMEe-
MONA YACTHI0 NPOSKTHROBAHWA W DeanWiauWy, chcymiaemMalx B KOHTEKCTE KaXO0ro THNOBOID CETEROND CUe-
Hapua. Kak npaewno, gna yOoBN8TEOPEMAA CEOMX Uened DWIdeca opradkiauyksa ewbupaeT Mepsl W cpeg-
CTEa EOHTEONA M yNpaenesda, cooTeeTcTByiowme WCOMEK 27002, a Takke pesoMeHdauqs HacToAWEN
yacTk cradgapTta MCOVMO3K 27033, npegHasHadeddse ona obecnedeH e aHaniaa ceTeeorn ypoRHA, Heob-
KOOWMOTS ANA PEand3auny BelipadHeX MEp W CPEACTE KOHTRCNA W YyNPABNEHKA.

7 Yenyru goctyna k MHTepHeTy ANA coTpyAHWKOB

T UcxogHsie OaHHLE

Opradnaaumy, KoTOpEE OOMN#HE NPpeJoOCTABNATE YONyrd gocTyna £ MHTepHeTy OnA caoMx COTDYOHK-
KOB, OOM#HE NPOOYMaTE 3TOT cueHapMit, YTobke ofacneydTe YEEDEHHOCTE B TOM, YTO OCYWECTRNAETCA O0-
CTYN C YETEO CNPEaEenaHHBMM M CAHELWOHKDOBAHHBIMIA LENAMK, 3 He obLL\i OTEpHETEIE GocTyn. Dpraqmaa-
UMK oonm#HEe BeiTe oBecnokoeHsl BONPOCAMM YNDABNEHHWA GOCTYNOM, YTo0E MabexaTe NOTEpM NPONYCEHON
cnocoBHOCTH CeTH M cnocoBHOCTH K pEarMpoBaHWED, A TaKke NPMBNEYEHMA K NPABOBON OTRETCTREHHOCTH
COTEYOHMEDE, MMEI0WNY HEKOHTRONMPYEMEIR QOCTYN K yomyram MHTepHaTa.

" TLS (Transport Layer Security) — Mpotokan Be3onacHocTi TREHERopTHOM ypoaHA.

* 880 (Single Sign On) — TexHoMNOmMA aoMHorD Exoga [B cuoTemy].

' CHAP (Challenge Handshake Authentication Protocol) — MpoTokon s23mHoR ayTeHTHRMEALMH.

*IPS {Intrusion Prevention System) — CUCTEME NPSOOTEPALLEHAA BTODMEHWA.

LA (Service Leval Agreement) — Cornawenne ob ypoaHe yonyr.

" LZTP (Layer 2 Tunneling Protocol] — NpoTokon TyHHENMpOBAHKA BTOP0M YPOEHA.

" ADES (Triple Data Encrypfion Standard) — NpoTokon TpoRHGN wihpns e

* BAES (Advanced Encryption Standard) — YAyullsHHEIR NpoToRan wHhposaHns.

* HMAC (Hash-based Message Authentication Code) — MexaHuiM, WCNONL3Y0WMA KENTorpafiEieckes Xau-
YHELIMM B COMBTEHMA © CERPETHBIM K0,

" SHA (Secure Hash Algorithm) — AnropaTs 8y TeHTHRELAA W NPOESPRK BN0ETHOCTH MHEBaPMALIHIA.

" NAT (Network Address Translation) — MNpotokon ApeaBpaEs0BaHKE COTERLY AAPECcoa.
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YnpaeneHwe QOCTYNOM COTPYOHHMECE K MIHTEpHETY BeldbiBAET pacTywee DECnoKORCTROD, YYWMTRIBAA KO-
NA4ECTEO NOABNAKWMECA Cygebubix NpeUefeHTOR CBAIaHHEX ¢ MuTepHeToM. TakuM obpasom, opraKdaa-
LKA HECET OTBETCTEBEHMHOCTE 33 YCTAHOBNEHWE, MOHWTOPWHE W NPETEOPEHWME B MHIHE TOYHO BbIDIMEHHON
NoNMTHKKW WCnonsaosauus MHTepHeTa NocpeicTEOM OUBHWBAHWA CNEOYHLUME CUeHApWesa W obecnedeHia
COOTEETCTEYIOWMX Tpeboaanui B NONKTHKE:

- focTyn K MHTepHeTy NpegocTaaned B MHTepecax GHaHeca;

= BCNH OOCTYN K MHTEpHETY TaKKe paipewed (OrpaHHYeHHo) B NAYHBIX UEnAx, TO KAKHMK Yonyrama
PaIPELUEHD NONBIOEATECH;

= PRAPEWEHD N PACILMPEHHOE NPYMEHEHKHE YCNYT ONA CORBMECTHOM MCNONEI0BaAHKA,

- paspewweso NM CoOTPYLHMKAM YHACTROBATE B YaTe, popymax u T. 4.

XOTA, 3a4acTyI0, HANUCAHHMAA NONWTHES BRICTYNAET KaK CYLWECTEEHHEIN COBDMHBAMKWMA hakTop He-
MEUEMNEMONT MCNONLICBAHWA WHTepHeTa, CpraHM3ayMA BCE ele NoGBSpraeTcA aHaYMTEeNbHEIM DHCEaM
HHDODMALWOHHOR BeaonacHocT. Yrpoakl Gel0nacHocTH, PEKCMEHTALMKA NO METOOAK NPOSKTHDOBRAHWA
DEIONACHOCTI, 8 TAKME MEDEI W CPEACTER KOHTPONA M YNPABENEHKA, HANPABNSHHEE HA YMEHBLLEHKE DUCKDE
DEIONACHOCTH, HANATANTCA B HMHMECNEOYHILWE NYHKTAX, KAK TOMNLKD ONS BHYTREHHEND, TaK 1 ONA BHYTPeH-
HEMD W BHELLHEND HCNONEICRAHKA.

7.2 ¥rpo3abl 6e3onacHoCTH
Yrpozamu Ge3onacHocTH, CEBAIAHHLIMKM C YCMyraMy gocTyna K MHTepHeTy AnA coTpyOHHKOE, ABMAKT-

- BHpYCHBIE 3TAKW W BHEeJPEHHE BPEROHOCHBIX NPOTEEMa.

= COTPYOHKMEN, NONLIYIOWKecA VINTeDHETOM, ABMAIOTCA TAKKE OCHOBHOR MALLEHEID ANA BRe00H0CHBEX
NEOrpamMm, KOTOPBIE MOMYT NDUBECTH K NOTERE MNH NCBREHAEHHD MRDODMaALMK, NOTEDE HOHTPONA HAO WH-
fpacTpyRTYPoH HHDODMALKMOHHBIX TEXHONOMAA W OrpOMHOLMY DUCKY ANA Ge30NacHOCTH CETH OPrandIaLiue,

- 3arpy=asmele NoNs30saTaneM AN MNy NporpamMMel MoryT COO8MHATE BpER0HOCHLIE NDOTpamMM-
Heig HOOB. ¥YUYWThIBAA NOBCEMECTHOS MCNONBIOBAHWE TAKWX NDUNOMEHWA, Kaxk obMed MrHOBEHHBIMK Ccool-
WEHWAMK, OOHODAHIOBOE COBMECTHOR MCNoNb3oBEaHWe dannos W IP-Tenedoqua, COTDYOHWEN BOMYT Chiy-
HAWHO 3AMDYINTE M YCTAHOBWTE BREOOHOCHEE NOWNOHEHKA, KOTOPLIE 00X00AT 3ALYMTY CETH, HCNONBIYA Ta-
KiE METOOnI, EaK BLICTROTa NPOXOHOEHHA NOpTa (CKAYKoODpa3HoCTE BONMAN OTEPBITEIX NOPTOR), ¥ Whdpo-
paMKe. Kpose TOr, ooHODAHFOBEIE NDUMNOMEHHA MOrYT ObiTe MCNOMBIDEAHL! B KAYECTEE CHDBIThIX KAHAMNOE
ONA ceTeBklx areHToe-poboToR,

= YAIBMMOCTH BEB-GpayIepoB WNM Py BeB-NpUNoEEHAn MOryT GuiTe HWCNONBI0BAHL BDE0OHOCHSI-
MM NpOMEaMBanK, 4To NEMBEOET K IapaEeHHI0 BMEYCOM 1 YCTAHOBKE TROAHOE (& TPOAHCKWY KoOHER: ). [Nocne
33APAMEHWA OOCTYNHOCTE MOMET CEDLEIHO NOCTPAgaTs M3-33 pAcNpOCTPAHEeHWA OEeATEeNsHOCTA BARYCA,
NPUBOOALLEA K Neperpyske ceTH. TPoAHE MOTYT PaipewaTs HECAHELHOHWPORAHHLIN BHELHMA OOCTYN, NpK-
BOOAWMA K HADYLIEHWRD KOHDUOEHUMANEHOCTH,

- yTeYsa MHIDopM ALK

= NPHNOMEHMA, NOIBONADLWE NEPECHNATE WHPOPMAUMK HA BEG-CepBEpbl, MOryT ObiTe NEUYMHON HE-
KOHTPONHMPYEMOR NepegaqYl JaHHLX M3 opraHddiagndg Jepea Matepuer. Ecni McnonsayoTeA sawwdpoean-
HEe CRAHCH (Hanprmep, TLS), TO gake pervcTpauwA TAaKkol JeATENEHOCTH MOXET OKaIaThCA HEBOIMOHHOH.
MogofHee pucsky GeacnacHoCTH NPUAHOCATCA B TEX CNy4asy, Korda HeqOoCTORSpHLIA NEpeHoCHMEIN KOO Bhl-
NONHAESTCA HA CHCTEMAX BHYTDM OPraHHIaLMIA;

- HECAHELMOHWPOBAHHOE MCNONLIOBAHWE W OOCTYI!

- MOTEPA MED U CPEOCTE KOMTROMNA W YNPaBNeHWA WHPacTPyRTYPE, CHCTEM M NPUNOKEHWA MOmeT
MNEUBECTH K MOLWEHHWHECTEY, OTKaZY B oDCNyRWBaHMI, 8 TAIOKE ANCYNOTPEGNEHHI0 BOIMOMHOCTAMI,

= OTBETCTEEHHOCTE 33 HeCoGnngeHHe HopMaTHEOE!

- HOpMAMYECcKaA OTBETCTEEHHOCTE 33 HecobniogeHHs JaKoHOOATeNLCTEa W HOPMATHEHLX obAaa-
TENBCTE,

- HECOMMAacO8aHHOCTE © WCNONBIYEMON NOMNWTHECA OpPraHWIaynd MOMET NDUBECTH K HODMATHEHOMY
HECOOTRETCTREMIO,

= CHWMEHWE O0CTYNHOCTA CETH CBA3W, DbIIBAMHOE HeOOCTATOMHOW NPONYCKHOR CNocOBHOCTLED WK
CTABKNEHBIMA NDODBNEMaMA:

- YPEIMEDHOE WCNONLIOBAHKE YCMYT, CEAIAHHLIY C NPONYCEHOR CNOCODHOCTEID, HANPUMED, NOTOKDBLE
My NMaTHMEIHAMBIE CPEOCTEA WNKW OOHOPAHTOBOE COBMECTHOE WCNONbLIOBaHWE (ARNCE MOMET NPUBECTH K
Neperpyake ceti.
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7.3 MeTogk! NpOeKTHPOBAHMA DEIONACHOCTH M MEP W CPEOCTE KOHTROMA M yNpaBneHMa

MeTogks NPoOeSKTHROBAHKA BE30NacHOCTH M MEDE W CPERCTREA KOMTDOMA M YNPABRNEHWA, CEAIAHHEE C
COTPYOHHEaMM, paccMaTpueanTca B Tabnuye 3.

OnA yCTAHORNEHHOW yTpo3kW GEI0NacHOCTH, KaXOoe CEBOWCTES BEe3onacHoCTH pacCMaTpPUBAeTCA Ana
MOMMEHEHWA C UENsK CHUMEHWA DACKa, BO BTOPOM CTONDUS NpWBe0eH COOTEETCTEYIOWMHA NPUMED TEXHH-

YECcKol peannaagud. H

anpuMep, UBNOCTHOCTE, HOMTPONE GOCTYNA M ayTeHTUOHKALMA NpUMEHRIOTCA QA

JAWMNTE 0T BREA0HOCHOTD NPOTPAMMHOTND KOOa.

TaGnuwuya
E MarepHaTty

3 — Mepe W CpEOCTES KOHTPONA W YNPAEMEHAR DEI0NBCHOCTI ONA CUEHEDWA OOCTYNE COTRYOHWEDE

MpHme A edbe CEOHTTBS
Ge3anacHacTi g4nR MOeH-
THHLH POBAHHBIX ¥TpD3

PEH.‘IH:}'EHHH NPOEETE A eEToH0

BupycHeie artasm 1 B8

EOEHNE BEPE00RICHBIE NPOrparm

- LenocTHoC T

- ¥npaenaHne OocTy-
MOn

- AyTEHTAGEALHMA

- NpagocTasnesye coTpyOHMEaM FIHTepHaT-yonyr, TONLRD COOTBETCTEYIOWME GuaHecy.
MononeaoeadWe “EpHERX CNMCKOE AETOPMIOBSHHEIG yoryr, STodsl COSNaTh BOIMOMHOA
NONPABKY B KEHANAX HATA, YoNyrax eab-naythl iy 0OHOPEHM0BLX CETEBRRX MPOTORONaX.

- Mcrnoneaoeaqre SHTUEMPYCHLL NPOMPaMM HA NYTH GOCTyna & PIHTepHETY GNA CEEHW-
pOBEHMA BCArD Tpadmka o7 coTpyasnEa 0o Metepreta. MNpouecs CREHUpOBRHMA QOMHEH
BHINKHATE B Cce0A BCE CETEBLE NPOTOKDNL, PA3PELUIEHHBIE K NpumeseHeo. DHecnedeH e
YEEPEHHOCTH B TOM, 4T0 SHTHEWPYCHEE ODHOBNEHWA YCTEHABNWBRKITCA SETOMETHECKM,
MW NONe30BETENL NPEaYNPESGEsTCA O aKTe NposedsHnA obdoanaHwA.

- Micnons30BaHWe BHTHBMPYCHOM NPOIPaMMHONTD CPEaCTE HA BOaX KMMEHTCHAX CHETe-
Max, OCOBEHHD HE TEX, HOTOPLIE MCNOMLIYEOTCA COTRYOHNESME ONR 0ocTyna K MHTapHeTy.

- CxaHuposadwe (hafnoe M BCEX XPAHUMLY GEHHED HE HANWHWE BAPYCOR W TPORHOE, 8
TEKME Py BUO0E BRBOOHOCHED MPOrpaMs.

- BepuiprEaUMA LanooTHOCTH JaHHELChannne © MENCNbI0EIHNEM SNMOPUTHIOE, TAEWE
KEK MAMPOBaHLE KOHT PONBHLE CYMMB], COPTHCIMEETEL.

- BNOHMPOBAHKE NORENAKLWKYCH OE0H W B30-pexnamel.

- MapwpyTwaauma TpadvEa, MONOML3YEMOTD GNA YCNyT ocTyna | MeTepsety, nocpan-
CTEOM HEGANLLWOM KONMYECTEE HOHTRONMPYE ML W08 DeaonacHoCTy.

- AKTHEHOE YCTAHOBNEHWE NOAMMHHOCTH COOBPHAHMA

¥TE4EE MHPOPMELLHN

- beannacHoCTs CBAAKM
- LenocTHoC T

- ¥npasnasne OncTy-
nom

- Peami3ayuA funsTpoe ans MobnnsRoro Koga Ha wnodaax qoctyna K MHTepreTy.

- Mpwen mobuneHoro O848 TANBKD © HEXPWTHYHEX CAATOBR, 3aHECEHHL: B Dermsid cnM-
COK.

- Mpran MoDUNBEHOrS BOOE, NOONHESHHOND UWHMRPoSon NOSNWCER TONLKD OT S088peH-
HElX OpraHos CApTAMEELMKY UMY 0T SOSBEPEHHEX NOCTASLWMKDE, BENHHMAR COOTBETCTEYH-
WHE NAPAMETEEl HACTPORKK HE CTOPOHE KNWEHTE, HANPHMER, MyTEM DCYLLSCTENEHWA SK-
THBHOMD YNPESENEHWR ¥ peandaaume Genoro CNWCKE DAIPELWLIEHHLD OprEHOE CEDTAGHAKS-
LM, MOGMMCEIBAHMLWE KO




FoCT P MCOM3K 27033-3—2014

OwaHywarus meadnuisi 3

MNprMEraEMee CRoORCTEA
BEInRACHOETA QAR MOEH Peanuayemse NPOEKTE # MBTOAR
TRIELNPORAHH X YTRad

HEIE-EHHLII.'IDHH[JDHEHHDE WMCNOMBIOBIHKAE M O0CTYN

- Ynpasneduwe gocTy- - MpegocTaenaqne COysawum TONsRD CoOTEETCTEYIWME Duanecy MHTapHeT-yonyT.
lylal 1] Mononeaosasws YepHblx CNMCKDE HEEETOPMZ0BAHHLIX YOMYT, HANPUMED, KAHANOE COMEHA
- HeotkasyamocTe WHOpMagMeR (TERETOROMD OMANOra) B PEANEHOM BRSMEHH, WM yonyr seb-noyvTs. Peane-

3aumA huneTpoE ONA HESETOPMIOBAMHEX NPOTOKONOSE, HANDWMED, OOHOPAHIDELIX CETE-
Bl NPOTORONDE.

- OFpaHMHEHMA HA WCNONEIDEEHWE YOMYT, HOTOpME BECNDENATCTBEHHD OOYLWECTBNRKNT
napenady Bonbw OBEEMOE QaHHLN.

- DBBCNEYSHME YBEPEHHOCDTA B NPOBEASHHY HEONEHEIEN PEMACTPALMK W MOHUTOPMH-
rd B OTHOWSHAM BCEE YOMYT, HOTOPLIE AONYCHEHT BOAMOMHOCTE NEPEME4H QAHHLN Yapad
HuTapHeT.

- YeTeos onpegansHeE BETOPHIOEAHHOM W HESHETORHIDBAHHOMD WONONBIOBEHMA G0~
cTyna & MHTEpHaTY B CNeUWans=HoN NONATELE (CM. NPHMERHYH GOopMy B NpHANomEH &),

- DBecnaqYeHMe YESPEHHOCTH B OCEEQOMNEHHOCTH NOMNLIOBATENEA NOCPEOCTEOM COOT-
BETCTEYHILEN YPORHA 0OpA308aHMA W NPOhaccuoHANEHOR NOroTORKK.

CITBAETCTEAHHOGTE 38 HECODMKOBHWE HOpMATHEOR

- HeoTkaayamooTe - Mcnons208aHKe 3aNHCK CoDBITHA, OTMaTOK ERSMEHH.
- OcBaoMNeHHOCTE U NpOEBCCHOHANLHAR NOAMOTOSKE NONLEIDBETENSA.

CHUMEHWA AOCTYNHDCTIA CETH CBAZA

- UanocTHOETh - Hagnesallvi MaHaEMaHT YRIBNMOCTER W MCNPABNESHNA W3BSCTHRIX CHETEMHLIX YR3-
- DocTynHoET EMMOCTER B DEMESX SbISENSHHOTD MHTEPRHEANS BPSMEHH, OCHOBAHHOM HE KPHTHHHOCTH
YAIBMMOCTH.

- B UgHTpE BHMMBHMA MEHEOHMMEHTE YRIBMMOCTER O0MHHEl DeITe BCE CHCTEME! MPUEME
HMurapHer-Tpadmika, nubo Ha TpaHCNOpTHOM, NWEO HE NPRENAOQHOM YPOBHE, BRNIIYER BoS
CHUCTEML], HONONBIYEMENE C YYETOM LUMED30E N0 HBNpIENeHWe & VIHTepHeTy, a Taoke cH-
CTEME! HOHEYHOND MONL30BATENR, KCNOMLIYEMBIE ONR 40cTyna & MHTepHar-yonyram, oco-
OEHHO, BCNH OHM BONONE3IVHT CNEPEUMIHHYH CHCTeMy Windows.,

- MpepeEasne NpONYCEHoR CNOCODHOCTH OGNA NOTOXOELEE MyNETHMESHARLE CREOCTE,
(BEMAK TONRKD 3T0 PEAPELWEHD NONMTHEOR Du3seca).

- CETH 1 CHCTaMHEE pECypcel 0OmEHel DeTe Nnpoeapans (D5, ®ypHans paricTpagu ,
SYAMTEI U T. A.) HA NpeaMeT obHAPYHEHHR CHCTEMHBIX COoDLMMA, CObETAA DE20NICHOCTA W
ONEpaUMoHHBE CODEITHA

B ¥Ycnyru BuzHec-busHec

8.1 McxogHele gaHHee

3TOT CLUEHADHA OOMEHE PACCMATPHUEATE OPraHH3aUnK, KOTOPRIE OCYLECTRNANT TRAHIAKLIMK C ODyTW-
MM OPraqUIaUMAMA, TAKMMH K3K WIr0OTORMTENE, ONTOBME, PO3HMYHEIR TOProBey.

DEBI4HO YonyTH BHaHec-GMaHec peanyIyioTeA C NOMOLWSEKE CNeUWANBHD BblOeNeHHBE MWHWE WNK ceTe-
BbiX CEMMEHTOR. MHTEpPHET W CEAJAHHBIE C HWM TEXHOMOMMM NPenocTAENAKT GoNblUe BOIMOMHOCTEN, HO
TAICHE BBOORT HOBRIE YIPO3kl GEI0NACHOCT, CEAJAHHEES C PEaNMIaLWER Tarx yenyr. Palaqeaioladcs Mo-
OENE INEKTPOHHOA TOproBnK Guakec-0WMIHEC NOIBONAST OpPraHM3auManM BEcTM Ouadec vepes MIHTepHET u
COCPENOTONMTECE HA NPMIOHEHWAK, WCNONBIYIOWHY MHTEPHET, 3KCTPAHET, MMM W TO W gpyroe, 4Tobe Hana-
OWTe NApTHEPCTES B GM3HEce, NpW KOTODOM ODTaHKn3IaUMK MABECTHEL OPYT ADYTY W BCE NONs3IcBATENM, B OT-
NWHKWE OT CleHapus DUIHeC-KNMMEHT, DEMCTRUPYIOTCH.

DBeYHO Yomyri BuaHec-0MaHec MMelT ceon coboTBeHHble Tpebosanus. Hanpusep, QOCTYNHOCTE W
OOCTOBEDHOCTE ABMAKNTCR OHEHE BEMHBIMK TPEGORAHMAMM, NOCKONLEY YACTO OPraHWIALKMA HANDAMYR 338M-
CAT OT QeRCTRYIOWMX yonyr GuaHeca-Duanec,
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[MpK ncnoneaosauuk MHTepHeTa B KayecTee Gaz0B0H CETEBOM CBAAM ONA pEannIayuK yomyr GuaHec-
GuaKec, Takkwe TPeGOBAMWMA HAK OOCTYNHOCTE W OOCTOREQHOCTRE OOMEHel 0GpafaTelBaTRCA WHaYE, YeM
panewe. MposepeHdEe NogXogE, TAKAMEe KaK NPeanonaraemos Ka4ecTBo YCmyr, WCNoNk3IyemMoe, HAaNpHMER, B
COMETAHHM C BRUOENEHHBM KEaHanos cenad, Gonewe He paboTawT. Hoawle pucsd GE30NacHOCTH J0M#Hb
BBITE YMEHBLWEHE © NOMOWED COOTEETCTEYVIOWME METOOCE NPOSKTUROBAHHMA M MEP W CPROCTE KOMTRONA M
ynpaeneHkA. OcHOBHCR yNop OenaeTcA Ha YEPENNeHWe OCBepHMA MexOy OpraHuasuMamMy, MyTem nNpeaqcT-
BEWEHWA HECAHKLMOHHPOBAHHOND QOCTYNA K JaHHBIM ¥ NOALEMHKH PAIOeneHuA CHCTeM BHaHaca.

B HMMECnaayuMs NyHKTax onWckIBAINTCA YIPodkl GEI0NaACHOCTH W DEHOMEHOALWA N0 METOOAM Npo-
EKTHDROBAHMA DEI0NacHOCT, 3 TaKke Mepkl W CPEOCTRA KOHTPOMA W YNPaRNEHWA, CHHMAKLWMWE Dok Gea-
ONACHOCTH, KaK TONBKD ANA BHYTPEHHE D, TaK 1 ONA BHYTPEHHEND W BHELLHEND HCNONBI0BAHMA.

B.2 ¥rpoakl Bea0onacHoOCTH

Y¥rpoae GEI0ONACHOCTH, CEAIAHHBE C YCNyrami GuaHec-BraHec, cneqyssuue:

- BHDYCHENE ATAKM W BHEODEHHE BREAOHOCHBIX NDOrPaMM:

= MCNONBI0BEAHWE BREO0HOCHED NPOMPamMi NPUBOOKT K NDOHHKHOBEHWID B CHCTEMEI, BEdyLwemy K cBo-
Al WNKH HECAHELUMOHHUPOBAHHOMY OOCTYNY K KOHRDHUOSHUHANEHOR MHEopMaLin;

= YRIBMMOCTH Beb-OpayaepoB Mnv Opyrux BeS-NpuNoseH it MoryT DelTe MCNONBI0BEAHEl BPEOOHOCHE-
M NPSTRAMMARK, HTO NEWBEOET K 33PAMEHWID BADYCOM W YCTAHOBKE TDOAHOE,

= ATaKW THNA «0TKA3 B obcnyxreardds (DoS) W cpacnpegeneHHsi oTkas B obonysuaadine (DDoS —
distributed denial of service) Ha NopTank MNK pacliKpeHHEE CETKH yenyr GuaHec-Buanec;

= MHCANOE0CKEME aTaK C NoOMOLWED ABTODWI0RAHMEIX NApTHEPOB NO GuaHecy,;

- (hansCHUEAL A HHEOPMBLMOHHOND HANONHEHKA TRaH3aKuMy (CooblWeHHA He NEPERaNTeA Nony4a-
TENID WK JaHHEIE H3MEHRIOTCA B NPOUECCE Nepegad9 ).

10
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8.3 MeToAkl NpOeKTHPOBAHMA Gel0NaACHOCTH M Mepkl M CPeCTEA KOHTPONA W YNPARNEHHA

MeTogel NPOEKTHPOBAHMA MHMODMALMOHHOR BEI0NaAcHOCTH M MEDE 11 CPEOCTEA KOMTPONA M YyNpaena-
HWA, CER3AHHEIE C YCmyramK Buanec-Dnanec, npueeneHs B Tabnuue 4.

Tabnuya 4—Mapw v CREACTES KOHTRONA M YNPAENEHWA DEICNBCHOCTA ONA CUSHAPKA yonyr Duasec-Buanec

MpwMeraemee caoncroa Ges-
CRACHDETH QA W enTHdgmyn-
DOB3HHEK YTpas

Peamu IYEMEE NPOEETE M METOOR

BupycHmE BTEKM M BESQEHNE BPEODHOCHE MPOrpamMs

- LanocTHocTe
- ¥npaenedwe qocTynam
- AyTeHTmdbHEaYMA

- Mcnons308aHMe SHTHEBMPYCHBEIX NPOTREMM HE wnozax & FIHTepHeTy QnA ceaHms-
pOBAHWA BoEro Tpadwka, o7 coTpyoHuxa 0o Wetepdeta. Mpousce cEaHMpOSSHUR
OOM#EH OXEATLIBATE BCE CETEELE NPOTOKOML!, PRIPEWEHHEIE K npuMedasnn. Obec-
NEYEHWE YBEDEHHOCTIE B TOM, YT0 SHTMBUDYCHLE DOHOENEHNA YOTEHSENWBREITEA a8-
TOMATHHECEH, WM NONL308aTaNs: NpagynpessasatcA o dakre npoeegeHns obHoane-
HEAM.

- Cranvipogadie ainae 1 BoEX XPaHMMBIX OAHHEX HA HAMMHWE BMPYCOE W TROR-
HOB, 8 TACHE OPYINE BUG0E BPeQOHOCHED NROrPEm.

- Bapudkauus BenocTHOCTY AaHHLdaRnoe © MCNonNbL30BAHMENM ANropuTMoR,
TEHMX KEK XIWMPOBAHHE KOHTRONEHEE CYMMEL, CEPTHHKKETEL

- MapwpytmaayuA Tpadiaka, MCNons3yemMors GnA yomyr goctyna & MHTepHeTy, no-
CRefoTEOM HEEONEWOM KOMMYECTES KOHTPONHPYEMEL W020e De3nnacHOCTI.

- BETHEHOE YCTAHOBNEHHE NOONWHHOCTH COOBPHAHNA.

ATakM 20TEAZ B 0DCNYHMBAHNMY

- JocTynHocTh
- HenpoapayHocT s

- BnokMpoBaHKME HEWCNONLEIYEMEX NOPTOE W yenyT, 4To0kl NPESOTERETHTE WX pEE-
IMpPOBAHHME H3 HEABETOPH30BAHHOE CREHMPOBEHME I0HOWDOSBAHAE, KOTOROE NPHBOOUT K
BOAMONHOCTH NAEMHHOMD pacnpocTpadedun Tpadmxa Do,

- Moxnoysasne onqcaTensHoR WHopMalKe M3 npegynpesianiumy DadHepos
NPEOOTEPALWAET NONYHEHNE 3N0YVMELLNEHHEKEMA CNELMANEHOR WHEOpMALHA

HMHCaRgeporae aTEH

- ¥npasneHuwe gocTynom
- HeoTkaayamocTe

- YeTtro onpeganeHHLE NoNATHIEM DE30NBCHOCTA N0 YNPAENEHWH OOCTYyNoM (GnA
YNPEBNEHNA B3AMMOOTHOWEHWAMI B GuaHeca).

- Yaruo onpenansHHse pone 1 00R3IaHHOCTH.

- BHECEHWS HAMEBHEHWA B NPEOYNPEMOaIYMe BaHHepe.

- DIrpaHrHEHEE NPUERNSMTMA,

- Parncipauia nons3osaTenAMe Boex HpUTIHHELY HEXPUTHHHEIX TREHZ SRR

danscrMkEUMA MHEOPMALMOHHOMD HENOMHEHWA TRAEHIAKLWKA

- HeaTEaayamocTe

- Mogpobdele BYPHANLI PEMMCTRALMK TREHISKLHA.
- Menoneaceaqns unpoasix Nnognecar

9 ¥Ycnyrm BUzZHEC-KNUeHT

9.1 MexogHbIe QaHHBIE

3TOT CUBHADMA O0MKEH PACCMATOMBATLACA OPraHM3IaUMAMK, OCYLIBCTRNAKLLMMA ONEPALMA C KINHEH-

TaMH.

YEyriA BUAHEC-KNWEHT, TAKKE MIBBCTHRIE KAK YCOYTH ANekTpoHHonn Guaneca, BrnoYaloT B ceda Tamwe
YCIYTA, 3K INeKTpOHHAR TOProanA, ANeKTpoHHEE GAHKOBCKME YCNyTW, 3 TAKKe INeKTPOHHOE NpaBWTeNk-
cTao. B yonyrax GWaHec-kNUesT BeaonactocTs A0MNHHA YDABHOBRIUNEATE BOAMOMHOCTE CABMOK C COXpaHa-
HWEM TODrOBOH MapKK W LEHHOCTH GHaHeca.

11
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K Tpefosanram MHopMauModHon BeIoNacHocTH OTHOCATCA TpeboBaKKA, CRAJAHHEE C:

= KOHDWABHUHANBHOCTBIO [OCODEHHD B OTHOLWEHWK OKaIaHWA INEKTPOHHEX GAHKOBCEMX YCNYT);

= ayTeHTHDMKALWERA;

- LBNOCTHOCTER,

= BEIONACHOCTEID MEPEeqaqr JaHHBX TaM, MQe KOHEeYHLIA NoNsaceaTens oMndaeT obecnedeHus yony-
ramu Guadeca OnA 3AWMTel MApLWpYTa TRAHIAELMKM MEsdy NoNLIOBATENeM ¥ nocTaewmeos. ConpoTyane-
HAE WIOLWIPSHHEIM 3TaKamM (TAKMM K3K, aTakd a4enoses NoCpeduHe s WK «4Yenosey 8 Gpayaepeas);

= QOCTYNHOCTEID, KOTOPEA AENASTCA BANHEIM ACNEKTOM ONA NOCTABLLMKE INEKTROHHOND BlaHeca.

XapakTepucTHkW MHAopMaUNoHHOR Be30NacHoOCTI BKMKAY3I0T.

- f@30NacHOCTE, KOTORAA rapaHTMPOBaHas TOMLED Ha oxoHevHol nnardopme ', ofbivHo HAXDOAWER-
CA Nog yNpasneqdden opraHduiaguy, 410 obecnedraasT SnNarcnpuaTHeE YCNOBWA ANA PEanKaIauMK mMep W
CPEOCTE KOHTROMNA W YNDaBNEHWA, 3 TaKHe NoAOEDMIH XopoWens ypoaHa GeaonacHocT nnardopmel;

- BEAONACHOCTE Ha KNHEHTCKOR NNaTdopMe, YacTo 3TO NepooHaNbHbIR KOMNBIOTED, KAK NPaBMN0, wMo-
WET GbiTe HEOOCTATOUHON. Mepsl 4 CPEACTEA KOWTPONA W YNPABNEHWA PEanMIoeaTe B TAKOW cpene Tpyo-
HES, NOITOoMY KNWEeHTCKAA nnatdopma ByO0eT NpegcTaBnNATe IHAYMTENEHEA prcy (Gea aycnoadil ona Sea-
ONACHOTD COBOMHEHHAY — Habopa Tpebopavuit B DOroBOpE, KOTOPEE MOMET ObiTe TRYOHO HABA3ATE B TAKKX
YCIOBKMAX).

B HrMecneqyowmMs NyHETax oNUCLIBAIOTCA YIPo3kl G230nacHocTH U DEKOMEHZALMK N0 METOgaM Npo-
EXTAPOBAHWA BEI0NACHOCTIA, 8 TAKKE MEDL ¥ CPEOCTES KOHTROMA W YNPABNSHHAA ONA YMEeHBLEHWA COnyT-
CTEYHILMY PUCKDB, KAK TONBKD ONA BHYTPEHHEMD, TAK 4 ANA BHYTPEHHEND M BHELUHEND MCNONbI0OBaAHMA.

9.2 ¥rpoaw GeaonacHocTH

¥rpoakl GR3I0NACHOCTH, CBAZAHHEIE C YCNYramMy GHIHEC-KNWEHT, CNegyowHe:

- BUPYCHBIE ATk W EHEADEHWE BPEACHOCHBIX NDOTDamMM:

- MCNONBIOBAHKWE BREO0HOCHBIX NPOMPaMM NPUBOAMT K NPOHMKHOBEHMID B CHCTEMB, BEOYLIEMY K ChO-
AN UMK HECAHKLMOHWPOBAHHOMY JOCTYNY K KOHPUOSHUMANBHOR MHDODMAaLIWM,

= YAIEMMOCTH Beb-Opayaepol HNK OpyTHY BeG-NDMNMKEHHA MOryT GulTe WCNONLIOEAHE BPEO0HOCHE-
M NPOTLAMMAERK, HTO NEMBEOET K 3IAPAMEHWID BUDYCOM W YCTAHOBKE TDOAHOR,

= HEABTOPWIDBAHHEIN DOCTYN:

- HEARTOPMIOBAHHLIR JOCTYN K CEpEEPHBIM Gasam 0aHHBIX [HANDUMED, aTasn, pacnpocTpaHAEMBIE Ha
Aabike SOLY, 1 MecalToRLIE CRpMNTOBRE S aTaxm),

- cBop YY4ETHRIX 3anucedt, YTo JAeT BOIMOKHOCTE, B JABMCUMOCTI OT TOMD, KAk Bef-NpMNoMeHne pea-
MAPYET Ha NONBITEW ayTEHTUGMUWDORATE NONBIOBATENA, NOMYHHTE QOCTOREDHYID WHbopMauwo of akTue-
HOCTH NONL3ICEATENnA. ABTOMATMIWPOBAHHLIE CUEHADKW YaCTe WCNONLAYKDTCA 4NA cfopa OedcTEMTENEHEIX
HOEHTHRHHATODOE M MMEH YHETHEX JANWCER NoNLICEATeNeH,

- Hpa#A WOBHTUOHMHALWOHHBE JaHHBX B DEXHME OHNAAH, MCNONB3YA YCNeWHee aTakd COLMansHoM
WHMEHEDWN (G MCNONBIOBAHNEM MOLESHHMHECKHE METOOO0R), HANDHUMED, ATakM DULIHMHIA M aTaKd Ha OCHOBE
DMS, coegMHaKWHMe NONBIOBATENSA C MOWEHHHYECKWUM BEG-CopREpOM, KOTODGLIH BRIrMAGUT NErMTHMHEM,
MO HE ABRMASTCA TAKOBLIM,

= HECRHKUMOHHMPOBAHHEIM OOCTYN K CHCTEMAM MMM CETAM CO 3MbiM YMBICNOM, YTo0M CKONWDOBaTE, W3-
MEHUTE MM YHUSTOMATE Q3HHEIE,

- HEJAKOHHAR paclWdpOBKA COOSDMAHWMA NPMBOAMT K HAPYLLEHWID SBTOPCKMX NDAR W Kpawe coaep-
WAHWA;

- ATAKK 40TKAD B oBCNyEHMBaHKMNE

- NoQAEenNka WHDOPMALKOHHOTD HANONHEHHA TpaHaakK (CooblLUeHHs He QOXOAAT A0 NOMYHaTENA W
OAHHEIE MIMEHAIOTCA NPW Nepegaqe).

" Mnatcthopaa — oBWMA TepMUH, OBOIHSYEINWLME NPOTPAMMHYID, SNNAPATHYID M (KNM) CETEEYO Cpaay, B (Ha) wo-
TOROH BEINONHABTCR WA CTPOMTCR, HANPWMER, NPUENBOHEA CACTEME | NPHNOHEHKE ).

“ B0L (Structured Quary Language) — Rk cTpyETYKPOBSHHLI J8NPOCOE.

" CrpoinT — HEBANLLUAA NPOrPEMME MM MEKPOS, MCMONHSEMEE NEHNCHEHAEM WK ONEPALMOHHOR CHCTaMGR npwr
HOHKPETHEX ODCTORTENLCTEAX, HANPUMBR, NP PEFMCTRELMA NONE30EATENR B cHoTEME. CHPUNTE YS0TO XPEHATCA B BH-
ne TexcToBsl (hARnN0e, HOTOPGIE MHTERNPETURVIOTCR BO BREMA MCNONHEHNA.

12
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9.3 MeToAkl NPOSKTHPOBAHMA Gel0NACHOCTH M Mepkl M CPeCTEA KOHTPONA W YNPARNEHHA

MeTogsl NPOEKTHROBAHKA GE3I0NACHOCTA W MEDB W CPEOCTEA KOMTPOMA W YNPaBnNeHda, OTHOCALLMacA
K yCnyram Buasec-knienT, npreegeHs 8 Tabnuue 5.

Tabnuya 5— Mapw v CpeAcTES KOHTRONA M yNPAENEHWA DEIoNSBCHOCTA ANA CUSHAPKA yonyr GuaHec-knwanT

MpwrmMeErnemee cooicToa Beaonas.
HAGSTI ANA MOEHTMEMU AP0 BAKHLE Prandayesein NPOEKTH M MET0B
yIpos

BupycHme aTakM M BESNEHNE BPEODHOCHOR MPOrpamMs

- UanocTHoCTL - Micnonb2o0BaqHne BHTHEMDYCHEX NPOrPamMM HE WNHax K MHTepHeTy ana ceaHnpo-
- ¥NpEeneHwe AocTynom BEHWA BCero TpadiMea o7 coTpyaHMEa oo Mutepreta. Mpouecs CHEHWPOBEHWA OOMMEH
- AyTeHTwhHEaLRA OXEATLIEATE BCE CETEBLIS NPOTORONEI, PA3PEWEHHEE K NDHMEHEHAHD.

- CraHupoBaHws GERN0B W BCEX XPAHWMEIE DAHHEX HE HEMHHAE BHDYCDE W TROR-
HOB, 8 TAEHE OPYIHE BIUG0S BPeQOHOCHELX NDOTPamMe.

- Bapudivkaume LanocTHOCTH aHHEIRTIEaAN0R © HEMONBEIDEAHWEM BRMOPUTMOR, Ta-
KM KEE XILHPOBAHNES KOH TPOMNEHLE CYMMBI, CapTWKETRI.

- MapwpyTHaaumA Tpadiuka, MCNaneayamMors one yonyr goctyna K Mstepeary, no-
CPegoTROM HEBANLWORT KONMMHSETES ROHTPONMPYEMEL W08 BE30NSCHOCTA.

- AKTHEHOB YCTAHOENEHHWE NOONMHHOCTH COOEPHEAHNA

HeasTopuasosaHHelR QocTyn

- ¥NpaeneHuwe SoCTynom - (MpAHHYEHHOR EONWYSCTEO PAIPBUEHMA One Bed-NpUnoseHaR Npe S0cTyns K
- Ay TeHTwhHEaUMA cepaepHon Daze naHHBX.

- KoHMOEHUMANEHDC TS - CErmEHTaLHA CETH W ypoBHK Ge20nacHacTe BHYTPH SEMANHTIPMIDBEEHHOE 30HEI
- BazONACHOCT L CBAIN (OMZ) gnA NpEOOTEPEWEHWA KBHANDE CBA3M, HANPABNSHHEIL K KOPNODETHEHLIM SHTH-
- UanocTHocTe BEM J3HHLIX.

- HenpoapauxocTe - BE3onacHan perucTpaurA NoNsIoeaTend QA obacnadyeqHns YBEPEHHOCTH B TOM,

HTO NOMHOMOYKMA SO0CTYNE BbUGEHE NOGMMHHEM NONLI0BATANAM — HANPMMED, © NPH-
BRE4EHMEM K OaHHOMY NPOLECcCY HEZAENCKMOND DOraHE PEFCTRALMN.

- AyTeHTwdHEAUMA © Menone3oeardven ywdposex cepTiudwraroe, naponed, Guo-
METHAK WM CMBPT-KAPT.

- MMEdCaTaE0E SHPaHEl M COMCHH YNPEBNEHHR QOCTYTOM QN7 NpesoTBpawEHR He-
CHHKLWOHHPOBEHHOM OOCTYNE NONE30BATENSN.

- ¥npasnediea OOCTYNOM, OCHOBAHHOE HE PONAX, OMAA OFPEHHHEHMA (YHKLWA Nons-
IOBATENA, DEIPSLEHHE K BRINOITHEHWI.

- AHANKME PErHCTPALHOHHE HYDHAR0e Bab-npunaEeHda Ong rasHTeiEaumry aTar
M P GOS PHMBEHIA.

- Hagmnaxawme ypoeHH WG pOBaHWA SpaH tMon HHOpMaLHMMT,

- DEacnaqsaHne yBEPREHHOCTH B DEA0NACHOM COSONHEHHE Memgy seb-Gpayaepamy 1
Bef-CEPEEDAMH C MENONEI0BIHWEM TRAX TexHOnorwA, kak SSLvAMLS.

- 3OEMTA OCHOBHOR CEA3M C BR0-COPSMCaMH C NOMOWLEK, Hanprvep coodweasai
soAP'.

- Bepuirkauma LanNGCTHOCTH QaHHEIXHERN0E © HENONE30BaHHEM BITOEATMOR, Ta-
KM KA X3LUHPOSAHMES KOHTRONBHEIE CYMME], CEPTULIMKATEL

- Ha ypoeHe seb-NpunoseHMi LEnoETHoCTE AakHen URLY wwd-dannoa™ wnw
ANBMEHTOE CRpeTey hopam obecnewuBasToR:

- WO BEHMEM BOax OEHHEY (0888 Stnd HontoneayeTos S50LvE)C

- MCNONBIDESHWEM HIMEHREMEIX BOEMEHHE METON

- MCOONE30BAHWEM W pOBORE NOGNMCH MW EM0HEE00 X3WE ONA YYBCTEMTaNEH L
OEHHE.

- Menone3ansaqws 4MHEEPTHROBAHHOMOY NPORCH-CapEepa Mesny seb-cepsepom n
BHELLHERA CHTLI

_" SOAP (Simple Objact Access Protocal) — MNMpocTol npoTorRan gocTyna & oD bekTam.

* URL {Uniform Resource Locator) — YaudbWUrposaHH=i yeasatens pacypea (MHTepHaT).

* Kykw — HEBONLWOR ParMaHT ASHHLIX 0 NPEAMCTOPAM OBPALLSHAR AAHHOM NONL30BATENS K seb-copeapy, as-
TOMATHHECHA COASE838MEIR CENEEROM HA MALIMHE NOMLI0BATANA.

13
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OnosvaHue matnuls 5

MNpumenstunie ceoicTea Geaanac-
HOCTH GRS WQEnTHG MY APOBA HAHELK Paannaysme & NPOEETH W METOGE
yrpas

ATasd £0THS 2 oBCNyYRUBEHMN R

- ocTynHOCTE - BnorMposaHMe HEMCNONLIYEMEIX NOPTOE MPOTORONOE ¥ yonyT, 4Tods npegoTepa-
- HenpoapasHooTs THTE Mx PEArMPOBEHWE HA HECAHKLWOHMPOBAHHOS CRAHWDOBAHWE 30HIHMPOEaHHE, KOTO-
phIE MPMBOOAT B BOAMOKHOCTH NEEWHHOMN pacnpocTpaseqHA Tpadmea DoS.

- Mcoknwosesde onvcaTensHol wedopMayKsn M3 npeaynpesnanme  basHepos
Mp&O00TEPAWEST NOMYHEHWE 2N0YMBILLNEHHNKAMH CRELBANEHDR MHDOPMAaLWH

TanscHduEaLKA MHPOPMELIMOHHOND HANAONHEHNA TRAHISKLWA

- HeorsaayemocTs - MNonpobHLe HYPHANE PEMCTRAUMH TREHIEHLMA.
- MononsaoeadKe yrdipoBss nOgNEMcen

10 Pacw HpEeHHOE NPpUMEHEHWE YCNYr ANA COBMECTHOMO HCNONB2OBAHWA

10.1 HexoaHuie paHHBR

3ToT CUEHAPWA O0MEHL DACCMATDMBATE ODTAMWIALKK, HOTOPBLIE WCNONLIVIOT YCNYIK, KACAKLWKECH
MHOMAX COTRYOQHAKSR. [puMepasia TakMx yonyr ARNSIOTCA!

- NECIPAMMHOE CRENCTED KONNEXTHEHOMD NONBIORAHKWA,

- halnopLIe CepRepLl;

= CIWCOK aOpeCcoB ONA PACCHIEH MO ANEKTROHHOA NOYTE;

- yomy i, Basupyiowmrecs Ha MHTepHET-TEXHONCTWAK.

FacluMpeHHose NpUMEHEHWE YCyr OnA COBMECTHOMD MCNOoNe3AoBaHWA, 00beOWHAIOWWE paINUYHbLIE
CPEOCTEA CBA3M M BOIMOMHOCTH COBMECTHOMD WCNONLI0BAHUA OOKYMEHTOB, ABMABTCH BaMHbIM ACMEKTOM
cpens Guadeca.

Takoe pacliMpeHHos NpUMEHEHWE YCNYT 078 COBMECTHOM MCNoNbL30BaHWA O0bMHO obkeduHABT Bi-
Oeo-TenedoHWn, rNocoByio CBA3L C YaT-KEaHancs, CHCTeMEl ANEKTROHHOR NOYTE, 3 TAKKE COBMECTHOE WC-
NONEIOBAHWE JOKYMEHTOR M COBMECTHOE UCNONLICBAHKE 0G0PYI0BAHHA B DEXUME OHNARH.

CyWecTByI0T 084 OCHOBHEIX CNOCODa HCNONEI0BAHWA TAKMX YCMYT ANS OpraddaanHia;

- MCNONBI0BAHKE WX TONLED B KAYECTEE BHYTREHHWX YCNYr, HO HEACCTATHOM aToro cnocofa AanAeTca
TE, YT YCNYIA HE MOTYT BhiTh HCNONBI0BAHL NDW PAGOTE C BHELUHWMKA NADTHEDAMK W T. 0.

- MCTIONB30BATE HX B HAYSCTEE BHYTREHHWX YCMYT W YCNYr, BHEWHHE N0 OTHOWSHWIG K OLraH|aaumM.
Takoe WCNONLICBAMWE YCNyr GONes BhifoAHS, HO UMEET BOMNBLLE CEAIAHHEY C HWUMK PUCKOB BEI0NACHOCTH
Mo COARHEHMIO © MCNONLIOBAHKEM YCNYT TONBKD ONA BHYTOEHHEND NoNLA0BAHKA.

YTo KacaeTcR pEAanWIaLKMA, YCYTH MoryT BbiTk:

- QEANWICEAHE! BHY TN, MK

- TRETREH CTOPOMHOH.

Ecri yenyri gon#Hsl STe MCNoNL3IsEaHE BHYTEW W BHE Opradu3auuMy, To Bonee Noaxoasiwnem pewe-
HAEM BO%ET ObiTe NOKYNKS YCNYT ONA COBMBCTHOMND MCNONBIOBAHKA Y TRETEWY CTODOM.

B cnegyolKy nyHKTax onuMcaKed yrpoas SeaonacHocTd M pekoMesgaurd no MeTodaM npoekTrpoea-
HYA De30NACHOCTH, 3 TaKse MEepsl U CPeAcTEa KOHTPONA W ynpaeneqda DeaonacHoOCTH ANA yMEeEHbLUEHKA
COMYTCTEVIOWMY PUCKOB, KaK TONLKO ONA BHYTPEHHEND, TaK U ONA BHYTPEHHETD W BHELLUHEND HCNONLI0BaAHWA.
Mepki 1 CPEACTRA KOHTPONA W YNPABRNeHWA Ge30nNacHoCTH NDUMEHAIOTCA K YNDABMNEHWI0, NEDENAYE CHIHA-
Noe W TpadMky NoNL30BATENA.

10.2 ¥rpoakl 6830NacHOCTH

K yrpozas ©e30nacHoOCTW, CEBAIAHHLIM C PACLUMPEHHEM NDHMEHEHWEM YCMYT ONA COBMECTHOMND WC-
MONEICEAHWA, CTHOCATCA:
- HEABTOPMICEAHHEIN OOCTYN, BEOYLMA K PACKPRITHE KOHDWOSHUWANEHOR KHpOpRaLMA:
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= anoynoTpebneHre CoOBMBCTHEIM WCNONMLI0BIHWENM MHCTRPYMENTANEHEN CPEOCTE, YTOOE HEIAKOHHD
BOCAONBIOBATECA MATEPWANAMH, OXpPaHACMEIMH SBTODCKMM NPaBOM, NONY4aTe KOHDHISHUKANBHBIE OaH-
HESE 1 HABAILBEATE NOMNLI0BATENAM HENENATENEHYIO MM NEONAraHgUCTCEYIO MHORMaLIID,

- HADYLWEHWE HENDOIPaAYHOCTA NOCPEOCTEOM MOHMTORWHME WCNONBI0BAHMA WatnoMon, craMHHra W
OEYIAX WOEHTHYHEIX aTaK;

- BUPYCHEIE ATAKK M BHE0DEHWE BPEEOHOCHE NPOrPEaMa;

- pacnpedeneHie 1 BeNoNHEHHe EPEOOHDCHED NDPOTPaMM NYTERM WCNONEI0BAHKWA 06W M pPECYDCDE;

- CHWMEHWE OOCTYMHOCTIA CETH CEAIN

- NEPETDYIKE CETH C NETMTHMHEM TRpadMKom,

- YAIBUMOCTH SKCMNYATHRYEMOND NPOTOKONAa, MCNOMNsIYeMBIE B YCNYTax 4nA COBMEBCTHOMD MCNomkdo-
BAHMA.

10.3 MeTofkl NPOBKTHROBAHWA BEIONACHOCTH W MEPEI M CPEACTEA KOHTROMNA W yNpaBNaHWA

MeTogk NPOEKTMPORAHMA MHMOPMALMOHHOR BEI0NACHOCTH 1 MEDE M CPEOCTES KOMTPONA 1 yNpaena-
HWA, OTHOCALLMECA K DACLUMDEHHOMY NPHUMEHEHMIO YCNYT ONA COBMECTHOMD WCNONLIDEAHMA, NPpHBEOeHE B
Tabnuue 6.

Tabnwuuya B — Mapw ¢ CpegcTea KOHTPONR M YNREENEHMA GE30NACHOCTA QNA PECLUMPEHHOND NPUMEHEHHR YONyT
007 COBMEBCTHOM MCMONL30BAHNR

MpumerseMbie coDRCTEA
BEA0NACHOGTH AR WLERT s Peannsyemue npoeaie i METOOR
S ALMOOBE RN YTRG3

HeasTopuasoeaHHEIR QOCTYN, BEOyIWAR K DACHPETAR EoRIMOaHUMANEHOR HEopMaume

- ¥NpaeneHwe qooTynom - Ooctyn, OCHOBAHHEIA HE POMAX, AMA NPANDHEHAR, CETEA W 3ENOMAHEMH0LWN
- AyTeHTwhuEaUrA YOTROAGTE.

- KoroaHUMANEHOC T - HasnayeHue NoNbICBATENEA HE PAIHLIE DONH © DAZNMYHLIMA NRABAMKE O0CTYNE
- BEAONACHOCTE CBRIN OMA pazneHHes caral WILAM,

- HeoTraayamocTe - ManuTHEY, OCHOBEHHLIE HA PONAY, HSCAHLLMECH MCNONLI0BAHMA NPEE W QOCTYNE B

pECYPCan, TEXKMM KK NPUNDEEHMA, KOTOPRE NOMLI0BETENL MOMET J3NYCKETh.
- CAMCKM YNPEBNEHWA O0CTYNoM.
- CTporas ay TaHTuhUsEUMA W AETOPUIaLME.
- Cemn WLAN anA caTes0n BHpTYANMIALMN,
- 103E, OCHOBAHHBLIE HE XOCTE.
- IUmthpoBakme OaHHBIX.

BUpyCcHL®E BTakH M BEE4eHIE BPEQOHOCHOR MpOTREMME

- UanocTHOCTE - Menons3osaHde NporpaMs Nepenaql MaobpaseqHus SKDAHOS, TAKWX KEK TEQMU-
HEMLHLIE CEPEEPEL, 4TG0 CEECTH K MHUHUMYMY BEOD B HOPNODETUEHYH CPegy DaHHLL
M BOZMOMHEX BDEOOHOCHEL NP0 DEm.

CHUMEHWA AOCTYNHOCTA CETH CBAZA

- DocTynHocTe - Mcnone3oBaHWe BHDTYAMLHOR ADXHTEXTYDE KCEPEEP-XPAHMNWILE OSHHLXDY ONRA
NOBBILEHAR AOCTYTIHOCTI M BE3CNACHOCTH XPAaHALLMACH JaHHLIX.

- MpegaTEpalLEHME WIBNEYEHWA WHHOOPMALMK NYTEM WCNOMLI0BAHAA NPOMPamM-
HEX WMHCTRYMEHTANLHER cpafoTs, 4Tofs npegoTepatTe HONWMPOBAHWE/BCTABKY WH-
thopmadi, BROKMPOBAHNE NONBITEW 3AMWEH HA ChEMHLIA HOCHTENE MK NEYATA.

- MOHMTOPAHT NPOrpaMMHBX CPEACTB ANA OBHAPYSEHWA HADYLLEHWA NOMMTHEN —
TAKME, KAK HEPYLUEHMA NPEE A0CTYNA K NPHANOHKEHMAM W O0YNAM COTEBLIM DECYPCaM.
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11 CerMeHTaUMWa ceTH

11.1 HexoaHbie paHHBIE

3TOT CUEHapWiA CnegyeT paccMaTPMEATE OPraHWIauMAM, KOTODRIE XOTAT DAINENHTE CEOID BHYTDEH-
HIO CBTE HA HECKONBKD QOMEHOE, COMMaCcYUMECA C OPraHMaauMoHHoR CTPYETYDO.

CerMedTauMa CeTelr ABNABTCA METOOO0M, KOTOPEIA MOWET DbiTe WCMONE3I0OB3AH ONA YOHNEHWA MED W
CRPEOCTE KOMTPONA M YNPABNESHMA B OTHOLWEGHWH CUCTEMEl W JOCTYMA K NPHNOKEHHAM. CermMeHTauWMa Catm
MO#ET OblTe WCNONE30OBAHA ONA TDYNMMPOBAHMA ONPEOEneHHBY BHOOCE OEATENBHOCTH, NPWNOMEHNAA M
CHCTEM Takum 0GpaszomM, 4Te QOCTYN BYOET BOIMOMEH TONBKD OQNA TEX, KTO WMEET OOCTYN K CEMMEHTY CETH.
Tarmm cbpazon, MEDBl M CPEOCTEA KOHTRONA W YyNPAENEHHA CETEROMD A0CTYNA JONONHAKT OPYTHE MEepbl M
CRPEOCTRA KOHTROMA W YNPABMeHKa GOCTYNE K KOHEYHLIM Toukam W ofecnayqBeanT SononHATENEHBIR Ypo-
BEHE 3AWWTE B rNyGUHY. Hanprep, CErMeHTanna ceTii MokeT GelTe MCNONLIOBAHE ONA:

- OTOENEHMA AOMHHHCTDATUBHEX BOIMORHOCTEN WM BOIMOMHOCTEN TexHWUeckors OBCMyHMBAHWA OT
ONepauUMi gocTyna NoNLIoEATENan K npunokeHnam nasneca,

- OTQEMEHWA EPHTHUECKH BAMHBIX NPHUNCHEHWA 0T Qpyrix NEANCEEHKR;

= paaneneHyA Da3 gadHsx DoNEWHHCTEA NoNBE3IoBRATENEH.

OnA cTpad ¢ MHOTMCHALKMOHANLHEIMKA OpradMaaunamy SoNeLWoe BnKaHKne Ha Tpebopanua nHdopmMaLi-
OHHOH BEIONACHOCTH OKAIRIBAET CNEUMANEHOE 3AKOHOOATENECTED. DEkTHYSCKDE BRINONHEHWE OpraHuIaLk-
8d 0GRIAHHOCTEN N0 CErMEHTALUMM CETH B COOTRETCTEMM C HALWMOHANEHBIMH MRAHMLAMH MO$ET GbiTe -
PekTHEHLIM ¢ NOOXo0oM ONA oxBaTta TpefoRaHud WHGOopMaUMoHHOR DEeIonacHocTH pasnrYHelX CTpaM.
Hanpumep, 3aKoHOQaTeneCTEo TOW WM MHOR CTpaMsl MOMET NoTpedoBaTe CNeyManeHoR 3aWWTe KIHEH-
TalgQaHHLIX KNHEHTA, W HE NOIBCNWT Nepenadyy Takux QadHex Apyrod cTpake. ObeivHo aTo TpebyeT gonon-
HATEMNBHEX MED W COBOCTE KOHTRONA W yNpasnedHud MuhbopMauroliol BelonacHocTi, YTob rapadTupe-
BaTe COOTRETCTEME TAKOMY 3aKOHOOATENECTRY.

B nyHETax HAHE ONMCAHE YTPO3kl GE30NACHOCTH M DEKOMEHOALHMK N0 METOOaM NpoeKTUROBaHHA Gea-
ONACHOCTIA, &8 TAKKe NO MEepaM W CPedCcTEAM KOHTPONA M YyNPaeneHia Ge3onacHocT, KK TONBEKD GNA BHYT-
pPEHHErD, Tak W ANA BHYTREHHETO W BHBLIHETS WCNoNs3I0BaHWA, ANA YMEHLLIEHKA pUckoB BeacnacHocTH.

11.2 ¥rpoael BeaonacHoOCTH

K yrpoian Ge30NacHOCTA, CRAIAHHBIM C CEMMEHTALMEN CETH, NP BRINOMHEHWA B OPraHHIaUMAx CooT-
BETCTBYIOWME HALMOHANLHLX TpeSoBaHMil OpYrvx CTpad oTHOCATCA:

- OTEETCTREHHOCTE 38 HECOBNIOOEHHE JAKOHOOATENLCTRA,

= YTEYKA OaHHEX:

= HApyWeHne KoHMDUOSHUWANEHOCTH, HANPUMER, WOM0a OAHHBIE 3AKAIHUKAKNHEHTA OOCTYNHE W3
CTPaH, U3 KOTOPLIX OHA HE O0M#HHE BiTe AOCTYNHBL,

= HapylwaHue TpeGoBaHHA KOHDUOEHLWANEHOCT KOHKDETHONR CTPaMB,

- PHCHKY, CEAZBHHMLIE C penyTauuern, aneyT 3a coboll HeyQoBNeTROPEHWE OHMWOAHWMA JaKaIqHu-
KAKMHEHTA B OTHOLWEHHK KOHDUOEHLWANBHOCTA MW HENPOAPAYHOCTH.
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11.3 Meroakl NpOEKTHPOBAHHMA BEIONACHOCTH W MEPLI W CPEACTEA KOHTPONA H YNPaBNeHWMA

MeTogsl NPOEKTUPOBAHMA MHEODMALKMOHHDNA BEIoNACHOCTH M MEDSI M CPEOCTRA KOHTDONA M yNpasne-
HWA, OTHOCALMECA K CEMMEHTALMM CETH NP BLINCNHEHHKW B ORTAHW3AUWAX COOTRETCTRYIWM: Tpebonanui
KOHKDETHOR CTRaH, NpHBEgeHEl B Tabnuue 7.

Tabnuya 7T— Mapw W cpaacTea KOHTRONA W YNPAENEHWA DEI0NSCHOCT ANA CErMaHTALMK CaTH

MpumeHAErse cooRcTes GE30NACHICTA 4N8

F"EL'lI'IH!jI'EM BB MPOSETE W METOAkR
MOEHTAHLUMP OBS HHEIX YO

OTBATCTEEHHOCTE 38 HeCOBnKaeHWwe HOpMATHEDB

- HenpoapayrocTe MonMTHE |1 OCEEQOMMABHHOCTE NONEI0BETENSN:

- KoM OEHUMaNEHDETE - HOPME! NPAEBEA {HENPHECCHOBEHHOCTE NMMYHOR HA3HK];

- DOMYCTHMBIE METOOL! LWHEDOEEHKA;

- XQAHEHANE JAHHBIX, JAKOHE O NEQEeAHE,

- ZAKOHLI, KACAKILLMESA NDASOMEDHOND NEPEXEATA WHEROpMALMN

¥TEYKA QEHHLIX

- ¥NpasneHuwe gocTynom - Wnkael BeaonacHoCTI.
- Ay TeHT whHEALMA - MNMposcn-nparpamss NPAENSOHOMR Y POBHA.
- LlanoeTHacTe - WnhpoEaHWE NEHHBLL

12 CeTeran nogaepxka paboTbl HA AOMY UMK B ManbIX NpeanpUATHAX

12.1 MexoaHbie AaHHLIE

3TOT CUSHAPHA AOMKHLl PACCMATRHEATE OPraHMa3aUMi, KOTODbIM HeoBXOOUWMO NPegoCcTABMTE JOCTYN K
EHYTDEHHAM PECYRCaM ANA CBOWX COTRYOHMEOS, paboTamilMy Ha oMY WK B MANsX NPegnpuaTHAx.

PafioTa Ma JomMy WNW B Mankx NEeanpyATHARX JYacTo TpebyeT paciiMpeHUA BHYTREHHER CETH OpraHU-
3ALMH 00 MECTOHAXOWISHNA J0Ma MMM Manoro NPpegnpUaTUR. 3aTpatel Ha DACcWUMPEHMe CETH J0 MECToHa-
XOWOBHWA GOMA WM MANoTe NPeanpMATHA ABNAKTCA BAXMEIM BONPOCOM, NOCKONLKY DEanHIauMa, OTpawa-
IOLLAR COOTHOLWEHWE 1aTPaATEUBRINO4L:, KAK NPABKN0, He QonHHa TpeGoRaTe BLICOKMK 3aTRaT. 3T caHavaeT
OrpaHdHeHne CTOMMOCTH MED W CDEOCTE KOHTPONA W yNpaeneHyA Ge3onacHoCTH, KOTOPLIE WCNoNbIYKTCA
anA ofecneveHWA Taxkoro pacluMpeHMA caTH W ObbIMHO NPENATCTEYKNT WCNONBIOBAHWIC CYLLECTEYIOLIMX
MENCETEERIX MED W COBOCTE KOMTPONA W yNpasnedda Ge3onacHocTi, WCNONkIYeMEel OMNA NOQCOEaHHEHWA
HAWBOoNBLLLErD KONUYecTEa carmanTor MHTpaHeT.

Ona MEOMMX cugHapHen paboTel Ha OO0MY WNM B MAaNkX NpEONpHATHAX MHOPACTPYRTYDA MOWET GeiTh
HCNONB3I0BAHA KaK ANA wensi Buadeca, Tak U NS NUYHBIX UENEH — YTO MOMET NPUBECTH K Q0N0NHUTENL-
HEIM DHCEaM MHDOPMALMOHHORN Ge30NacHoCTH.

B nyHKETax HUHE oNMCaHel yrpodkl GE30NacHoCT W pEKOMEHOAUMM No paipabaTeiBaeMeiy METOOaM,
KACAWMMCA DEa0nacHOCTH, 8 Takke MEpaM W CPeqCcTREAM HOHTDONA W ynpapneddAa GeionacHocTd AnA
YMEHBLUIBHWA COMYTCTRYOWME DHCKOR, KaK TOMNBKD ONA BHYTPEHHErD, Tak W ONA BHYTPEHHETD W BHELWHEro
HCNONEI0BAHHA.

12.2 ¥rpodkl Be30NacHoCTH

K yrposam Ge30nacHocT, CERIEHHLIM ¢ ceTenoll nofgepwkol paboTel Ha oMY MMM B Mansx npea-
NPWATHAX OTHOCATCA:

- HEABTODHIOBAHHLIA QoCTY:

- cnafibie HACTPOHKEM KoHDUrYPUPOBAHKWA B OTHOLEHMM CeTeoro oBopyI0RAHMA JOCTYNA, HANPHMED,
CETEBLIX MApWpYTHIaTopoe SOHO Y,

" Mapwpytwaatop SOHD (Small Office’Home Offica) — MaplupyTHISTOR, NPUMEHSEMLIA & othucs MaNDM npei-
NEHATAR WK AnA pabots Ha ooy,
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= MCMNONEI0EAHWE PAIOENEHHOMD TYHHENHMPOBAHKA,

- OTCYTCTEME WNK cnabbie GuakYeckise Mepsl ¥ CPEOCTRA KOHTPONS | YNpasne ks BesonacHocTy,

= NpPOOOMHHTENEHOE OTODPaMEHWE HA IKPAHE MOHHTODA OKHA B OTHOLWEHHK NOGKITIOYEHWA K CETH C
BOIMOMHOCTAMM, COYCNOBNEHHEIMKA BTPWEYTOM ¢BCErOA BEAKHEHO,

= MCMONEIDEAHWE YHETHBIX IANMCEA MOCTA M HACTPOEK NO YMONYAHKD,

- BUDYCHBE ATk W BBEOEHWE BPEJOHOCHBIX NPOrpamMe:

- 0GopydoeaHHe, BRNOYAA KOMNBKTEDE, WCNONL3IYEMBIE B OOMALLHER CETH WNK B CATH Manklx nped-
MpHATHA ¥ paboTalolwWMe ¢ HEQOCTATOMHEIMWA MEDAMY W CORACTEAMM KOHTRONA W yNpasneHya GelonacHo-
CTH, HANPUMEDR, OTCYTCTEYET WNM cNabas 3alMTa oT BpefoHOCHEX MPorpams 1 T. 4.,

- NpofnemMsl, CoSOaHHBE CMEWMBAHKMEM YacTHuIX W BWaHec-cpen, HANpMMEep, WHIMBWOYANLHOID WC-
MNOMNEICBAHWA NDOTOKCMNOE C NDMCYLYMMIA MM BLICOKMMIA DHUCKAMA, TaKWx KaKk 0QHODaHNoase NpOTOKONSl COB-
MECTHOM MCNONBACBAHWA drainos,

- MCMNPARNEHWA HEQOCTATONHOCTH,

- MOCAE JaPaKEHHA AOCTYNHOCTE CETH MOMET CEDLEIHD NOCTPANATE B PEIYNLTATE PACNPOCTPAHEHMA
BUDYCOR, BEOYLLEMD K NEPErPyINe CaTH,

= HECAHKLWOHWDOBEHHOE PRIrMALeHNE KEOHgHUIEHUMANEHOR HHEODMaLIMHL

= OTCYTCTEME WWdpoBaHMA JaHHBY, XpAaHALLKMXCA B CUCTEMAaX W NepedanWkyca Yepes ceTi goMall-
HEro MY Manoro Guadeca,

- ANOYNOTPEDNEHWE BOAMOMHOCTAMK OOCTYNA, TakMMK kak BecnpoBogHol gocTyn B MHTepHeT Yepea
OOMALIHKE CETH UMK CETH ManbiX NpegnpyaTiri,

= HEQOCTATOMHOE O0YYeHWE KOHEYMLIX NOMLIDEATENEA NepegoBbM NPAKTHEIM OCEEOCMIEHHOCTH K
Be30NacHoCTH,

= HEAOCTOREDHOCTE NPESnoNcHeEHHA KacaTensHo 3aWKTel MHTpaHeTa, Tak kaKk CeTeBLIE W03k, KC-
NONbLIYEMEE NpH pAGOTE HA oMY UMK B MANLIX NPEONPHATHAR, He 0DECNeYUBAINT TAKOR e YPOoBeHE 3aulu-
Thl, BAK WIMNOAE, HCNONEIYOWWECA ANA COBOMHEHWA DMNWANOE OpraduIaLMK.
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12.3 Meroakl NPOEKTHPOBAHHMA BEIONACHOCTH U MEPLI W CPEACTEA KOHTRONA K YNPABNeHWUA

MeToos NpoeKTUPOBaHKA MHMOPMALMOHHONA BE30NAcCHOCTH W MEDEI M CPEOCTEA KOHTPONA W yNpaene-
HWA, OTHOCALMMECA K CETEBOH NOQOBDMWKE NpK paGoTe Ha OoOMY WNH B Manbx NPeagnpuATHAX, NPHBEQEHL B
Tabnuue B.

TaBnuwya 8— Mepsl M CPEACTEA KOHTPOMA M YNPAENEHUA BEIONACHOCTH NPW WENONEIDBEAHWH CETA ANA CUSHAPDHER
paboTe Ha QoMY MK B MANLE NPEGNPHATHAX

MpHs ey e SoodcTe
G sanacHoET ANA WaAaHTH- ﬁEﬂl‘IH!}EHhIE NAOSEETE A METOOB
PP DBANHEX YrOad

HecaH UMOHHDOBEHHER S0CTYN

- ¥NpaeneHwe GoCTynom - DTENMEHHS CATEBEX MHTEPERCcOR M YOMYT, KOTOPRE HE HCNONL3YHITOA,
- By TeHTwhHEagwA - YCTAHOBNEHWE MEMCETEBOND IKPAHA XOCTA — NPONYCK MAW OTKINMEHHME BCEX BX0-
- BAZONACHOCTE CBRIN OALLME MIBHE COBOMHEHNR,

- MNpoakTHPOBAHWE M MATOgE! JALMTE PAIGENLHOM TYHHEMMDOSAHWA.

- B cucramax He 00MHHLl MCNoNL3NBETLEA NAponY, CocTamsWe w3 npodanoe, Hynai,
WNH NAPGNK MO YMONYEHWHD.

- Crporve napony QondHel DelTe 0DA3ETENBHEMKN ANA BCEX NONLI0BATENER. AHO-
HUMHEIATOCTES0R AOCTYN HE QOMsEH BeTe paspe e,

- TexHHYECHAE NPOBSPEM CODTBSTCTEMA ONA obacneaqyseHvA yESpEHHOCTH B HAOne-
HAWEA KOHEArYDEUMKE W HBCTRORKEY BCED YyBCTEMTENLEHOND obopyaoeands Beasonac-
HOCTH, HENPUMER, MAPLLDYTHASTORE HNK TOHER JacTyna & DecnpoeogHoR catk.

- Baonackwe TexHoNorME VPN B BOMNOHEHTAR CETER0MD QOCTYNE, TS HAK Mapw-
PYTHASTORE CATRBOMD QOCTYTA.

BHpycHS®E STAKM ¥ BESNEHWE BREADHOCHOR NPOTPamMME!

- lanoctHocTe - Mognepeksa TEEYLMX BEPCHA NPOrPaMMHEX CREACTE W yPORHER 0BHOBNEHKA.
- JocTynHOCTE - DbecnayeHne YESPEHHOCTH B TOM, YT0 AHTHEMPYCHRE ODHOEMEHWA YCTAHSENUBE-
HTCA BETOMATWHECEH, WK NONL30SATENM NPEqyNpeEs0eHsl O TOM, 4T0 0OHOENSHHA §o-
CTYMHLL.
- HMenons3oeaHue HOCTOBORA CHETEME oOHapyHaHHR BTO[OHEHAA

(HIDS — Host-basad Intrusion Detection System), no kpaiHen mepe, anA obHapyReHnR
LENOCTHOCTH DE3k ABHHLUUNPOrPEMMHOI CREQCTES [SCMM NE WS HAM D).

- CraHnpoBaHne (hafnos ¥ BCEX XPaHMMBIX QBHHLL HE HANWYME BWPYCOE W TRORHOE,
B TEECHE [YTHX BMO0E BPESOHOCHEX NPOTRaM.

- PEagpeHDe KONMPOBAHME 0aHHEIX KOHBMypauMe v ainoe GnA pearnspoBaHtA Ha
WHLMOEHTE M BOCCTAHOENEHHA,

HecaHMOHHDOBEHHOE DRCKDETRE KOHGMOSHYMANEHOR MHOopMAaLKKH

- KoM OEHUMENEHOCTE - DeeaaoMnasHocTE M OByHEHHE NONBEIOBATENEA NYYLLKM NPEETHREM No Be20nacHo-
- Henpoapa4xoctes CTH.
- Wwnchposasue paHumMblx W NEpaaasaambix GAHHEIX.

13 MoBunsHas ceA3L

13.1 MexogHiie AaHHES

3T0T CUEHAPWA OON¥HE PACCMaTPUMBATE ORTAHKIALMK, PAIDELLAKILLKE COTRYIHWEAM HCNoNLIDBAHWE
MOBUNEHBIX YCTRORCTE.

S3TOT CUHAPKWA COCPEQOTOYMEH HA De30NacHEX QRNOBEX OTHOWEHKAX NDeanpUATHA, HCNONBIYIOWAK 1
pazBepTLBAOWKY MoBUNEHEE YCTRORCTEA W NPUNCEEHWA. XOTA OCHOBHEIM dakTopom gna GeicTporo paa-
BWTHA HOBLIX BOIMOMHOCTEN MOGWMNEHEX YCTPOWCTR, TaKMY KAk cMapTgoHsl WNK NepcoHansHse uHbopma-
UHoHHERE yeTpodcTea (PDA = personal data assistants), SENASTCA NOTPEOUTENBCKWA DLIHOK, OHK TAKKE WC-
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NoNe3y0TCA B cpene Bradeca. HacTo Takue yoTpONCTEA ABNAKTCA NMYHOW COBCTEEHMHOCTEIO, H MCNONkIY=
MITCA, KaK ONA8 Uened BWadeca, Tak 1 B NWdHex Uensx. WHorga yeTpoRcTES MoryT BeiTe NpeocTaRnNeH b
KOMMOAHHERA W NPHMEHEHE NS NHYHOMD HCNONEI0BAHKA. Takun 05paiomM, OpHEHTHDORAMHEIM Ha Npodecck-
OHANBHYI0 ABATEMNEHOCTE YCTPONCTEAM HeoBX0OMMo MMETe dyHKUWH, BEEQeHHLIE OnA noTpeduTenscyonn
PeIHES, NOCKONsKY NPOQABUsl XO0TAT NOMYY4MTE HACTOMNLKD BITOOHLIR BHIHEC, HACKONLKD OH BOIMOMEH B
YCMOBWAK KOHKYDE HLMH.

YoTpolcTEa MODHNEHMOA CERIW NOIBONAKT YEaNeHHEM NoNLEI0BATENAM KOOPOWHWPOaAaTE NEpCoHaNk-
Hible Gaiskl QaHHbIX, & Takke oDecneYHBaTE AOCTYN K YCIyram CaTi, TakkM kak GecnpoBoaHas anNekTpoHHER
MoyTa, NpocMoTp eeb-CcTpanuy, a Takke JocTyn K MeaTepHeTy. Korga 4encBek WCnonsayeT OOHM M Te we
YCTROMCTEA ONA YAcTHRIX ¥ ONA AenNobbiX Uenel, BoaHHEaeT TeHadesUma obxo0a NonuTHE Mk KIHoOpHpoRa-
HHE HX WCNONLIDBAHKA, TakkM ofpalom, Ha NPegnpHATHE NDHBHOCATCA IHAYMTENEHEIE DUCKH KHdOoDMaLuK-
OHHOR Be30NacHocTh.

B NyHKTax HA¥E ONWCHBAOTER YIPOodkl BE30NACHOCTH W J20TCE DEKOMEHOALMM N0 METOLARM NDOSKTH-
poBaHKA BEIONACHOCTH, 8 TAIKE NPUBOAATCA MEDL W CPEOCTEA KOHTPOMA W YOPABNEHKWA, KAK TONLKD 4nA
BHYTREHHErD, Tak W ONA BHYTPEHHEND W BHEWHErD WMCNoNs3IoBaHus, ANA YMEHBWEHHA COOTBETCTEYHILMX
PHCKDE.

13.2 ¥rpoael 6e30nacHOCTH

Yrpo3am Ge30NacHoCTH, CEAZAHMHBIMK C MOSUNbHBIMK YCTRPORCTEAMMW CEAIW ABMNAKTCA:

- HECEHELMOHUPOBAHHEKE J0CTYN K MHQopMaUMY, XpaqAllelca Ha mMobunNeHEX YCTRORCTRAaR, Boneg-
CTBHE:

- cnaborn ynpaaneHna QOCTYNOM WK HEQOCTATOMHON 33Tl KOHGUOSHUWANEHONR MHdropaaLIHI,

= HEQOCTATONHOR MHDODMUDOBEHHOCTI M HEAOEKEATHEIX NAPONe,

- cnafol koHdgurypaums,

= KAKESPCKAX TaK ¢ MCNONLIOBAHHENM MOWESHHWYECKAX YCTPORCTE,

- OTCYTCTEWA OCBEO0RMMNSHHOCTH HOHEYHBIX NONbL3DBaTEnsl o Tpedopannax obecnevyeHya nHdopmMa-
LMOHHOW DEIoNACHICTH, HANPHUMED, NPH CMELWHBAHMK YACTHOH HRPODMaLMK W MHGIOpMaUWMK GraHeca;

- HECAHELMOHWDOBAHHOE PasNAeHME MECTONONOHKEHHA KOHDHUIBHUMANEHEX OaHHLIX W WMHdopMa-
LnH, BCNEeOcTane:

- YCMYT, CEAIAHHLEE C ONPEAENSHHMEM MECTONONOMEHHA, KOTOPLIE MOMYT PACKDLIBATE HECAHKLMOHMPBO-
BaAHHLIM TRETEHM MALAM KHOODMALKIC O NONOMEHUK NONLI0BATENA, YTO IATPAMMBAST HENDUKOCHOBEHHOCTE
YACTHOM MKMW,

= NOOCAYLMBAHKA,

- BOANEYEHWA HEAABKBATHE 3ALWILEHHEX TRETEWX MWL, B NPOUSCT NEPEgaY MHOpMaLIMK,

= MCMNONEI0BAHWA OTERETOND TEKCTA MNKM HEZOCTATONHO 33WMILEHHEX NPOTOKONOR NEpagaqM,

= HEMpaBUNEHEX NPOUEOYD YTHUNWIALIMIA;

= HECAHKUWOHHDOBAHHAA MOOWHKALMANYIANEHHE XPAHHMON WHDODMALWA (BRMNIOYAR NPOrpamMmHose
CPEOCTRO). BCNEqCTEHE:

- BEOA BRENOHOCHBIX NPOTDAMM NYTEM YCTAHORNEHWA NPOMDAMMHONG CRENCTREA, NONYYEHHOTD OT Hig-
ABTORUI0BAHHOID WCTOYHKMKA,

= MCNONBICEAHMA YRIBAMOCTER B Bal0R0f oNepauMoHHON CHCTEME,

- CNamM, NPWBoOsLKA K

= NOBLILWEHHOA NNaTe aa obonyEvaanue,

- BOIMOMHOCTH DUWWHI-aTaK,

- aTakam «0THa3 B OGCHyMHBaHWH, ]

= Kpasa unW ciy4aiHan noTeps, NPHBoGALARA K

= NOTEDE YYBCTEMTENEHEN JaHHEX BCAKWA pa3, KOr0a OaHHBE, XpaHALLWEcH Ha YCTPOWCTEE, HE OTo-
pAMAKNTCA, MK PEISPEHOE KONWPOBAHWE BHNONHASTCA B OpYroM MEecTe,

= npofneMan KoHDWOEHUMANEHOCTH, KOr0a KoHQMOsHLWANBHEE AAHHBIE, XPAHALLMECE HA YOTDOR-
CTEBE, HE JALMILEHEl BOMKHLIM 0Gpazom,

- GECHOHTRONBHOMY DEISDEHOMY KONUDOBIHANY DaHHbIX.

13.3 MeToabl NpoeKTHPOBAHMA BEIONACHOCTH M MEPLI M CPAACTEA KOHTPONA W yNpaBneHWA

MeToosl NpoekTMPoBaHHA MHDOPMALMOHHOR GE30NAcHOCTH H MEQE! W COBACTEA KOHTDONA W yNpasne-
HIMA, CTHOCALLWECA K YCTPORCTRAM NEPCoHANBHOR MOBHNEHOW CBAIW, NpUBENeHE B TaGnKLe 9.
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Tabnuwya 9— Mapw v CpaAcTEE KOHTPONA W YNPABNEHWA DEIONACHOCTA GNA CUSHAPMA MODMNLROR CBA3W

MpuMedaemue caofcres Ges-
CRACHOETH QNA WAEHTHE ALYH-
POB3AHHEX YIe0d

Peanu IYEMEE NPCERTH A METOOE

HecaHHMOHHDOBEHHER S0CTYN K MHEOPMALHH, KPSHREACH HE MODMNBHLL YoTRORCTEAX

- ¥npasneHws 4oCTynom
- By TeHTwhHEaUrA
- HeoTkaayamocTe

- QceagomMneHHOCTE NONLI0BATENA O IMZHHECKOM KOHTPpONS.

- Mabarasws CTaH0apT L KOHEMMYDaUMA.

- Crporas ayraHTudiauma.

- BHAKHEHWE ONUWE DETMCTRELMH.

- BNOkMPOBEXA TERMEDA HEAKTHEHOCTIA.

- Maxcareeme SHpaHs.

- POpPMUPOEAHLE NOMATIEEM DEI0NACHOCTA B OTHOWEHAW NAPONER W HENONE30Ea-
HWA B DWIHECEe (OrpaHWHEHNE MCNONBI0BAHNA B NWHHLY LENAX YCTROWCTE, NPEHEO0-
MERALLMY NPEANPUATHO L

HecasrypoHMposasHoe pa

ArnAWeHwe KRG UOSHYKMANEHBIX GAHHEX 1 MROODMALMK, KECAKLEBACH DEIMBLEHHA

- KoM OaH UM ENSHOOTE
- Ay TEHTwhHEELKA

- BE3ONACHOCT L GBRIW

- HenpoapadHocTes

- WthpoeanHe XpaHUME W Nepegasasmey (BecnpoBoOHEIM CNocoDom ) JaHHEIx.

- JawmTa naponai.

- Maberarns yonyr TPETEER CTOROHE, ROTOREE TpabyioT cecBogHore QOCTyna K Tek-
CTY NEPBOABSEMEX OSHHLIX WK, 8 BCNW 3T0 HEBRINONHUMG, To TpebosaTs obecne4e-
HWA YEEREHHOCTH B TOM, 4T0 BOHGHOSHUMANEHOCTE 0OpataTHEaSMLIX QEHHLI TEXEA,
kak TpebyeTca.

- DEacnaqeHHeE YEEPEHHOCTA B BR30NAcHLD NPOUBOYDEN CHHXPOHMIALMNA.

- 0nA yaaneHHor QocTyna KCNonNs3oBsaTe COBOWMHEHMA w2 paz DeaonacHy: VPM.

- Hagnes@awmes npousaypbl yTHAMZE0MA HOCUTENEA ONA YOaN8HWA YYECTEMTENE-
HEl QAHHBLL.

- Cornacws NoNb30BATENA HA ONPEgENSEHME B8N0 MECTONONOHEHNA.

HecaHryWoHHpOBEHHEA MOOAEREEUMANYOANEHME XPaHEMOR MHDOpMAELWH (BKNN4ER NPOrPaMMHDS CPESCTED)

- KoM OEHUMANEHDOTE
- DocTynHocTE
- LlanocTHOGTE

- DTHMNEDHEHAE HEHCNONEIYEMEL DECNPOBOOHEX HHTEpRERACOE, YENYT 1 MPANGSE-
HIAWA.

- CeoespanMeHHOs NpOBEgEHHE HCNDEENEHMA DNEDALMOHHON CHETEMEL.

- Hagnesawse npousgypel YTANKIEALMA ONA YOaneHHA HoHGMOeHUMANEHEX O8H-
HEIX.

- DBECHEYEHNE YBEPEHHOCTH B TOM, HTO AHTUBMPYCHEE OOHOBMEHWA YCTAHARMM-
HEKITCA ABTOMATHECKM, MW NONE30BATENH NPEOYNPEXEaeHsl O ToM, 470 obHoRneHE
BOCTYNHBI.

- darpyasa nporpaMMHoNTD CPBACTEA, NOMYYEHHOM TOMBHG OT NREOnpUATHAR, MMe-
HILUMX MPEED Ha pAcnpoCTREHERHE NPOTPaMMHIND COEACTEA (B0 MabemaHwe yoTasoB-
KIA HEMHLEHEMOHHOND MPOMPAMMEBOTT cpRACTER).

- Uwhpoesie noandck QNS NPOBEDEM WOTOHHMHA 3arpysEasMors NponpaMuMHom
cpencTea.

Cram

- ¥npaeneHwe 4oCTynom

- PUNETPALYHR MHDORMELHHN.
- MoBLLEHME OCBE00MABHHOCT H NONLI0RETANEH .

Epasa wnM cnydanHan nor

BpA

- KoM OEHUMENEHDETE
- Ay TeHTwhHEALKMA

- Y OANEHHOR YyMIP3ENEHWE AETHBAMM (YETPORCTES OTHAKHEHUAGNOKMPOBEH).

- Mepuogmyeckoe HE30NACHOE PEIEPEHOE KONWPOSAHKE.

- LaHTpanuaceaHHLIR MEHEIHRMEHT B OTHOWEHWW OTCNEMWBAHWA SKTHMEDE W CO-
BrsmEHMA NoNMTHEA.
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14 CeTeBan nogoepxka MoBMNbHBIX NONB3IOBaTENEH

14.1 HexogHoie paHHBIE

3TOT cUEHaAPWA O0MeHsLl DACCMATDHRATE CPrAHWMIALMY, DAIDEWLAINLIME COTRYOHHMEAM NepeMelaTsca
ONA NoNyYeHda ASCTYNAa K PECYDCam OprasMaau.

PalaHiA W NpeanoseHda B 3Tl oBNacTi YacTo cocpenoToueHs Ha @yHILWOHANEHOCTIA W OpHEHTK-
DOBAHE B MEREYED O4EpE0E HA NOTPEOUTENLCHHA PiHOK. C TOYKM 3peHUA WHDOPMALMoHHOR BEIoNacCHOCTH
noegnarasMee YpoBHK @yHELKMOHANEHOCTA NPUABHOCAT HOBLIE DUCKW, HANPMMED, BNWAA Ha MHDOpMaLWMOH-
Hylo GE3onNacHoCTe WNW ONPOBRERTAS NDEONONOHEHHA OTHOCHTENLHO Hee. Hanpuwmep, Npegnonoseque o
NOOOEPEES X0POoWD KOHTROMMPYEMOTD W (BHEWHE) IawWwasmore METpaseTa MoxeT DeiTe NoOBeprHyTo
COMHEHWIY N0 CYLUeCTBY, ecni JocTyn K MuTpadeTy ans mobunesoro nonsicsaTens He obecnedqeaseTca
COOTRETCTEYIOLMAMIA MEDAMI M CPEACTEAMH KOHTDOMA 1 YNPaBneHda.

B NyHKTax HA#¥E ONUCHBAIOTCA YIPodkl BEI0NACHOCTH M JAINTCA DEKCMEHTALKMY NO METOOAM NDOEKTIA-
poBaHKA BEIONacHOCTH, a Takwe NPHBCAATCA MEpkl M CPEOCTEA KOHTDONA W YNPABNeHHA ONA yMEHBLLEHWA
COOTEETCTEVIOLMY DHCKOR, K3k TONLKD ONA BHYTPEHHETD, Tak # ONA BHYTPEHHED W BHELWHEN WCNONL3oRa-
ECER

14.2 ¥rpoikl Ge30NacHOCTH

¥rpoaamK BE30NacHOCTH, CEBAIAHHEIMM C CETEBOW NOQOSE#HOE MODUNLHBIX NONLIOEATENSR, ARNAKT-
Cal

- HECAHKLMOHWPOBAHHLIA QOCTYI:

= HENPABHUNEHOE WCNONLICBAHWE TEXHWYECKOH NOA0SPHIM MODWUNBHLIX NONEI0EATENSA CETH ONA No-
Ny4EHWA HECAHKLWOHKDOBAHHOID 00CTYNa K MHTpaHeTy opras3aunmy;

= KOMMPOMETALKA WNN30E BEI0NACHOCTH, MCNOMNBIYEMbIX HA TpaHULE ceTi MHTpaneT;

= HECAHHLWOHHPOBAHHMLIN OOCTYN K JaHHLIM, XPAHAWMMCA HA YCTROACTEAX MOGMNEHOND NoONbL3IoBaTe-
nA,

- CHWUHEBHHE OOCTYNHOCTH CETH CBAIN:

= Npodnesel QOCTYNHOCTH, BOIMHWKAIOWME, KOM4a MONLI0BATENLCKWE OMMOAHHE OTHOCMTENLHO CETe-
BOA NOAGEEHMEA HE MOTYT GbiTh BINONHEHE!, HANPUMER, KOM0A 3TO 3ABMCHT OT QOCTYNHOCTM Nposadgepon
yoyr VIMTepHET.

22



FoCT P MCOM3K 27033-3—2014

14.3 Meroakl NPOEKTHPOBAHHMA BEIONACHOCTH U MEPLI W CPEACTEA KOHTRPONA K YNPABNEHWUA

MeTogel NpoeKTUpoBaHMA HHEODMALKOHHOA BEI0NACHOCTH W MEDELI M CPEOCTEA KOMTDOMNA W yNpaena-
HWA, OTHOCALMECH K CETERCH nofgepHie MobunbHeX NoNk30BaTeNed, nprueedetsl B Tabnuue 10.

Tabnwuuya 10— Mepe 1 cpeacTea KOHTPOMNA W yNPRENEHWA CETEEOA NOOOSPHEN MODUNLHEX NONE30BSTENER

Mpumertewse caodcTes Geas
ANACHAGTIA ANA KaeHTdMumM- Pranvaysssie NPOSKTE W METAON
FOBAHHEE YTpOE

HecaHkyBoHHpOBEHHER Q0CTYN

- ¥npasneHwe AocTynom - YOOSapWeHCTEOSaHHES METOON BYTEHTHRMKEUNA [SyTeHThHEAUMA HS OCHOBE
- AyTeHTwdHEAL KA ceprachukaToe, asyshasTopHoR  ayTedTedMEaLM  WnY ayTEHTHMEEUNE  Beiz0e-
- BE3ONACHOCTE CERIN aTesT).

- KOHMOEHLUM A NEHOETE - CNeysandavpoBaHHEBIE YENYrM GNA MODKNSHEE NONB20SATENSR, OCHOBEHHEES HE

npoTosonax TLES'SELyE aawmed el s seb-wHTapdencos.

- Menoneaoeadue MeTogos Ge30nacHeE BUDTYANbHLIE HECTHLIX CETEH B COMETAHNN
C COOTEETCTEVHILWWMK LWNKGEEMA GE30NacHocTH HE KNWEHTOKWY CCTEMEY (HanpUMen.
NepeoHaneHee GpaHamayspe ):

- pEAMM3AUMK ypaeHeR 253, Hanpumep, |PSec;

- YPOBHA npanoseded VPN, Hanpumap, ocHoBaHHorD Ha TLS.

- IWnihpoBarme XpaHKMsEX JAHHEIX NONLIOBATANA.

CHHMEHME SOCTYNHOCTA CaTH CBA3A

- DocTynHoeTL - MpwBne4exHKe oOWAWIBECTHEX NPOBAROBEE0E YONYT K HCNONEIDEEHWE COMMALEe-
HMR of ypoSHe YCNYT ANA HAAEKHOCTA W NPOHIBONH TENEHOCTI.

15 Ycnyru ayTcopcuHra

15.1 McxogHeie gaHHEe

3TOT CUSHAPKA OONMKHL PACCMATPWBATE ODTAHMIALMK, HCNONBIYHLKWE YCNYTH ayTCOPCHHTE.

DpradMaagMy MCnonbsayioT Yonyrv ayTCOPCHUMTa, NOCKONbLEY OHW DACCMATPUBAIOTCA B KAMECTEE HWIHE-
CNoCoGHOA cTparterMy BWaHeca, Ho 3TO BHOCMT OpTaHMIAUMOHHLIE M ONepaTHBHMLIE CNOMHOCTH, ocobeHHD
Ana obecneYeHMa kavecTea v DeasnacHocTH Yonyr ayTCOpCHHTA.

Takoe pacwwpesve chep QeRcCTEMA NPEANPHATHA HACNEOYeT QONONHWTENEHEE DHCKW B CBR3W C 33-
BMCHMOCTBI OT NOCTABLYMEA yenyr. Hanpumep, NocTaBwMkamM Mnv Npodasuam yornyr MoxeT noTpebosateca
NPAMOA OOCTYN K SKTKBAM BHYTPM Opradd3auqiK Ana nodgepmkd | (MNd) MCXogdA W3 yNpaeneHy A WHUHZEH-
Takid, TEM CAMBIM NOOBEPras KPUTHMHECKWE AKTHER pUCKam GesonacHocTW. HapAgy © TEmM, YTO ONA MHEOMHX
BCNOMOraTeNeEHEX Yonyr TRe0yoTcA NOCTOAHHSIE NPaBa QOCTYNA K NOASeDHMUMBAEM0R KHEPacTpYKTYDE, ANA
OpYTWE, BO3MOMHO, HEoDXoaMM NMLE BpeMEHHBIR 0ocTyn. YacTo yonyrv NooGepskl HyHOamTeA B BLICOKO-
NPHUBHNErMPOBAHHELX NPAEAX GOCTYNA GNA BLINOMNHEHWA CBOMX 33034,

HeaasucHmo OT TUNA CUEHADMA aYTCOPCHHTA paccMoTpeHue BeacnacHocTy v Hagaopa AenawTeA obA-
3ATENEHLIMA ONA BCEX TAKMX OOMCBODHBIX oTHOWEHKMA. O6Wes NpeqCTABNEHME O COOTBRTCTEYIOWMNY YIpo-
3ax W npobnemay NpHBEOEHO B HACTOAWEM AokyMmenTs. Bonee nogpobHwle caegedda ob obecnededin
De3onacHoCTM YCNYT ayTCOPCHHTa MOXHO HaiTi 8 MCO/MEK 27036.

B nyHKTAX HUHE ONUMCLIBANTCA YIPpossl GEIONACHOCTH W DAKTCA PEKOMEHIALMK MO METOOAM NPOEKTH-
poBaHMA BEI0NACHOCTH, 3 TAKKE NPUBOOATCHA MEDE M COEQCTRA KONTPONA W YNPABAEHWSE GNA YMEHEWEHWA
COOTBETCTBYIOWMX PUCKOB, KaK TOMNBLKD ANA BHYTDEHHEND, TAK W ANA BHYTREHHEND M BHELIHErD WCNons3oaa-
HMA_
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15.2 ¥rpoaw GesonacHocTH

¥rposamn De3onacHOCTH, CEAZANHEIMK C YCAYTAMK ayTCOPCHHIA, ABRMANTCA:

- HECAHKLMWOHWDOBAHHEIA A0CTYN K OpPYIMM BHYTREHHUM CHCTEMaM [KOrga NocTaBWwWeE nony4aeT go-
CTYN K BHYTPEHHMM CHCTEMAM ANA YOaneHHON NOOLEDKEH W TEXHWYECKOrD OGCTyKHEaHNA )

- anoynoTpeGneque yoaneHHsIMK NopTamy cbenysneaHmua,

= ANOYNOTpeSneHHe NPaRaMK AQMUHHUCTPATORE,

« HECAHKLMOHWPORAHHOE DACKDEITHE NOCTABLMKOM YCMYT HORDMOEHUMANE B DEHH BN

= NpeHebpexeHHe NPaABaMIK WHTENNEKTYANEHON CODCTEEHHOCTH,

- OTCYTCTEME PEATENEHHA MHOMOEOMMOHEHTHRDY CPE KNHEHTOR,

= OTCYTCTEME My4LUMX NPaKTHE Nno obecnede i MHDopMauMoHHoR Be30NacHocTH (HanpUMED, WHMPOKD
pACNPOCTRAHEHD COBMECTHOR MCNONLI0BaHKE MNapanei),

= HENPaBUNEHO: 0GPALEHME C HOCHTENAMKA WHEOPMALIMK,

= MCNONEI0BAHNE HeBeIonackelx METOQOE NEPERAYH WHOPMALMH,

- BHEOpEHWE BPEOOHOCHEDX NEorpaMM (B cpegy palpaboTk NpoOrpamMMHOne CpeacTeal:

- HEgocTaToYHaA Ge30NacHOCTeE NEpW paspaboTee NDOrpaMMHCTO CREOCTEA M NpOUEOYD BINYCKa Npo-
rpamMMHONG CpeacTea,

- HefeaonacHan nepedada Galinoe v JaHHBx,

= HeGeaoNACHEIE NPAKTHMKN COBMEBCTHOND WCNONBA0OBAHKA PENMWMA OHMAAH;

- OTBETCTREHHOCTE 38 HECOBNIGOeHWE 3aKoHCOATENLCTRA:

= OTCYTCTEME NOHWMaEHMA HOPM W 3AK0HOE KOHKDETHOR CTpaHel 00 OTBETCTEEMHOCTH, BCNM NOCTABLWME
YEIYT HAXOOWTCR B APYroi CTpaqe,

= HEQOCTATOUHBIE NpaR0aLIE TpeboBaHKA K KOHMMOE HUHANBHOCTA M 33LMTE OJAHHEBIX, NDHMEHAERMEIE B
CTpaHe, rge HaxXOOWTCA NOCTABLUME, 3T0 MOMET OKa3aTh CYLUECTBEHHOE HebnaronpuaTHoE BO3gencTEME Ha
KOHDMEEHL MANEHOCTE JaHHEY W 33LLHTY TReBoBaHKE, NpeIRABNASMEIX K MOKYTIATENMH.
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poBaHWA Ge30NACHOCTH M MEPLI M CPEACTES KOHTRONA W yNpaBNeHWA

MA MHPODMALKOHHONA BeI0NACHOCTH W MEDEI M CPEOCTEA KOMTPOMNA W yNpaena-
AyTCOPCUHNE, NpUBeaeHE B Tadnue 11.

Tabnwuuya 11— Mepe 1 cpeacTea KOHTROMA W ynpasnequA BezonacHocTi OnA YENyr Sy TCOpCHHra

Mpumertewse caodcTes Geas
ANACHAGTIA ANA KaeHTdMumM-
FOBAHHEX YTpod

Feranuiyedse NpOeaKTE B METO0E (DEANWIALMD MORST BIATE KA oedn ayTOOpCUHIOBAR OPrann:
JAUMA MK BHELNEE NPEQMNPAATHE B JABACHMaCTH
OT YTOEPELEH M0 AA08HHA ]

HecaHnoHHpDBaHHER SOCTYI K BHYTPEHHAM CHCTEMAM

- ¥npaanedwe qocTynom
- AyTeHT W HEAL KA
- HeoTHasyamooTs

- CTporoe HaIHavaHHe NEProHANLHEX MOEHTAIMEETOROE NONE3NEATENR.

- Crporas ayTedHTidueausA (Hanpusep, aeycakTopHEA ayTeHTUdMEan9A) ane
PEMMCTREUMY BX008 Cynepnans3nearana/anMuHICT paTopa.

- MBCTHER BOHCONEHBIR NOPT HNK pABOYHE NPT, 33WMLEHHSH WAEHTURMEB TOROM
M NEpoNes NONEI0EATENA (B CNYURE, SCNM NOCTABWMKOM YOMYT 3aNPeLUEH yaaneHHeIR
pactyn).

- Boeobwemnowas pemicTpauma OeACTEMA, CERIAHHLIX C OOCTYMOM, W SHanWa
HYPHAMNOE PEMACTPALMM.

HEIEEHIQ.II.'HJHHFDEEHHDH PECKEPEITHE I{CII-I-¢IH,'_'IEIHLII|'EEI'II:|HI:II OAHHBIX

- KoM OEHUMANSHOCTE

- JIy4lMe NpEKTVEA, KECAKMYWECA 3810WTH JAHHBIX KNBaHTa WrdpoeaHisan.

- DeespomneHHocTs B obyserne Ge30nNaCHOCTH.

- CpeacTaa M NPoUsnyphl MOHWTORWHIE M 8y OWTa.

- JoroBopHAR NONWTHEE GE30nacHocTH 1 OMPEKTHELl B OTHOLESHUKW NpoUaayp.

BHegpeHWe BpenoHocHL

Mparpanmms

- HanocTHocTe

- BRAONACHLIE NPABME! NPOMDEMMARDEEHNA.

- MpoUscohl MEHEOMMEHTE MAMEHEHHA.

- DSecne4eHne YBRPEHHOCT B TOM, Y4TO aHTHWEMPYCHLE O0HOBNSHWA YOTAHaEMW-
BEKITCA ABTOMATH-SECKA, WNK NOMBI0BATENW NPEOYNDEXIEHE O TOM, 4T0 oBHoRNEHHA

AOCTYNHBIL

CITBETCTEEHHOGTE 38 HECOBMABHWE 3aE0HOSATENLCTES

- KoHMOSEHUMENEHOETE
- HenpoapayHoeTs

- DcEefOMNEHHOCTE O MECTHOM 33KOHOO0ATENLCTEE.
- MenonsansaHia COBMECTHMOTD NPOrfamMMHOMa CpSacTEa 4nA WwWiwhpoBaHMA.
- MaxaHuamel panpoapadHesTA (IPSec WVPMN)
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Mpunowexsne A
{cnpaBo4Hoe)

n PHMED NONWUTHEKN HCNONL30OBAHWA GE'I:EAHHEH HOW CETH

A1 OBwmin obaop

Hamepenwa InfoSec' B orHomear nyBrMkangmw «MOMATHIG NDBEMABMONT MENOMLIO0BAHWRAR — HE HENATATE DrpE-
HUHEHWA, KOTOPLIE ABNAKITCA HECOOTESTCTEVKOLWMMHA ANA <HAWMEHDBAHWE KOMOSHWA>" © YETORMMEOR KyNeTYPOR OT-
EPEITOCTY, A02EPpHMA W BENOCTHOCTK. InfoSes aenonHAseT 0DRIATENLCTES N0 2FWLMTE COTPYAHWEOE, NapTHeEpoR <Hawme-
HOBAHHE KOMOAHWNE W CEBMOR ROMIAHHA OT HEIBKOHHLL. MNW BPEOHEIX OEACTEWA ODTOENEHLIE MWL, BLINOMHROMBIX 000-
AHAHHD MMH HE0CO3HAHHD.

CeR3aHHbE ¢ MHTepHeTWMHTPaHeT/JRCTRAHET CHCTEME, BENKHARIWWE KOMNsOTEpHOE obopyooeadwe, npa-
rpaMMHOE O08cnayYeHne, ONEpaLHOHHEIE CHETEME!, XPAHAWYEOCA MHGODMALWD, CETESLIE pecypokl, olacneyuBamwme
SNEKTROHHYH NOYTY, MPOCMAOTE cTpadny, MurepHet i FTP, HO HE OrpaqHuHWBREILWECE 3THM, REMAKTCR QOCTORHAEM
<HaWMEHOBAHWE KOMNBHWA=. 3T CHCTEME OO0MHEHE BRiTe HENONE308aHE ANA KOMMEPHECEAE UENSA, OOMNMHE CIYHMTE
MHTEDECAM HOMNEHAK, KNHSHTOE ¥ 33K334WK0E B npouscce oberHpol paborte. OnA nomyHedHsn Gonse nogpobsoR uH-
dropMaLHE, NOXANYACTA, pacckoTprTe «HaapoBse NoNMTHEME,

Sipcherriedan De30NacHOCTE ABNRETCH PEAYNLTATOM COSMECTHEIN YOMNWA NPA yUSCTHE W NOOOSPMKE HaEOoro
COTRYOHWES <HAMMEHIBAHME KOMIAHMK= 1 MNUanGoe, MMEOWErD 0end ¢ MHBOpRaUWeR ¥ (unK} rHEOPMALMOHHEIRM I
crocTaMamy. B 00A3aHHOCTE Rasaoro NoNEI0EATENR KOMNENTENE EXOOHT IHEHWE 3THX DEKDMEHOAUWA, W OCYLSCTENE-
HME CEORR OSATENEHOCTH B CODTEETCTEHN C HMMK.

A.2 Uens

Llere NOnMTHER 3AKMINHEETCA B ONPESENeHnl NDHEMIEMONG MENONsI0BEHNA KDMNBIOTEpH0A TexHu B <Haume-
HOBAHWE KOMOAHWW>. 3TOT NEpeqeHs NPEsWN BRINYCHASTER, Y4ToOL 3aWWTATE paboTHkE ¥ <HAWMEHOBAHME EOMNA-
HHWE>, HEueneaos HenoNb30BEHWE KOMNBTEPHOA TEXHAIM NogseprasT =HauMMEHOBEHWE HOMNAHAWS PHCEAM, BRMHHA-
FOLLMM DHCKH BAPYCHEIX BTEK, PUCKW KOMIPOMBETALMH CETEERIX CHCTEM M YCMYT, W DHCKH KPWONSECHAR Npobnem.

A3 0BnacTs NPMMEHEHHA

HacToAwan NONWTHES PACAPOCTPEHASTCA HA COTPYOHMEDS, NOOPASHMKDS, KOHCYNLTAHTOR, BPEMEHHLI. W OpyTHE
pafoTHHECE <HaMMEHDBEHWE KOMNAHHA=>, B TOM 4HCNE HE NEQCOHAN, CEAZEHHERA C TRETEMMW CTOPOHaMH. 378 NONUTH-
K& PACNPOCTREHABTCH HE Boe 0DOpYOOEAHNS, KOTOROS HEXOAWTCR B cOBCTREHHOCTA MW apeHOyeTeA <HaumeHoBaHue
HOMNEHAN>.

A4 MonuTHEa

Ad.1 OBwes HCNONLI0BAHKE M COBCTEEMHOCTE

1} Xome AAMUHMCTPAUMA caTH <HaIUMEHOBEHWE KOMIEHHNE> HEn3aT oDecneyddTe NPUEMNEMBId YPOBEHE HENpa-
APEHHOCTH, NONEI0BATEMM AOMHHE BbiTe OCEE0O0MNEHE O TOM, 4TO OSHHEIE, KDTOPEIE OHK COINSHT HE KOPNOPETHEHEX
cUCTaMax, ABMNAKTCA cobcTRaHHOCTER <Hammesosadve xomnadwm=. B cERal © HedbxoOWmmMocTeH) 320WTEl CETH
“HAWMEHOBAHWE KOMIEAHHWS MEHSEMEHT HE MOKET FAPaHTHPOEATE KOHGHMOSHUHANEHOCTH MHOPMALWK, XPEHALIEACA
HE NHOOLX CETERLIX YOTPOACTBAY, NPUHANNEXBWHY <HAWMEHOBEHWE HOMNAHNWS.

2) CoTpyOHUEM HECYT OTEETCTEEHHOCTE 38 OCYIBCTBNEHWE NPABMNEHOND PEEHKA, KACAHLWEMICA 0D0CHOBEHHO-
CTH NERCOHANEHOM HENONEI0BaHWA. OTaenesHBIE NDOOPEINENESHNA HESYT OTEETCTESHHDCTE 38 COZNSHWE DEXKOMaHOALWA,
EACAINLMECH NMEPCOHANEHOMT HENONL308aHHA cHeTaM Merapder/MeTpasen/3veTpaser. NpW OTCYTCTEMA NOnNWTHE, co-
TRYOHMEN OOMHHEl DYROBOOCTBOBATECA BEA0METEEHHBIMH NOMHTHESME B NAHHLLE LENAK, W SENM B0SHAKEIT Kakme-nubo
HEONPEJENEHHOCTA, COTRYOHMEN GONRHE MPOKDHCYTNETHROBATECH CO CEOMM DYROSOOMTEMEM HNK MEHEOREDOM.

3y InfoSec pexomedgyeT, 41006 nbad BHEOPMALAR, EOTORYH NONLICBATENM CHUTAKT YYBCTEMTEMEHOR MMM
yRIBAMOA, Dena aawndiposasda. QNS noNyY4eHHA PYROBOSALLME YREISHHA, KECARKIWMANCA KNAccpMESUMH BHRODMAELHME,
cal. «lTanuTury YyeCcTEMTENEROR WHhopmaunes, paspaborasdyo InfoSec. Ons NonyY4eHHR PYROBOOALLME YES33HHE No
WA POBAHMID ANEKTROHHOR No4TE W gokyMedHToR abpamirece & «MHaUMaTes 0CeeoMNEHHOCTHE, paapaboTadHor
InfoSac.

4} B uanax Be3onacHocTH M TEXHWYECkD M oDCnyHHMBAHMA CETaR, yNONHOMOYEHHERE NMUa 8 npaaenax <Hawme-
HOBAHME KOMMAHWKE MOMYT KOHTPONMpOBAaTE abopypoeaqne, cucTeMsl M ceTesalh Tpadwr B moboa BpemA CormacHo
allonuTree ayguTas, paapaboradnonr InfaSec.

5} “HaumMeHOSaHWE KOMNAHWKE COXPEHRAET 33 cobail Npast Ha NPOBEASHME aYOWTa CETER N CHOTEM HE parynap-
HON ooHOEE B BenAY obacnaqyeHna coBNEOEHHA STOR NONWTHEW.

" CrywBa wHhopMaUMoHHOR BasonacHocTI.
* 3Ntk AONHHD YHAZLIBATLECA HAMMEHOBAHUE KOMKEDETHOR KOMASHUW, K KOTOPOI NPMMEHMME PACCMETPMEAEMAR
PANWTIAKS.,
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A.4.2 BeaonacHOCTE M cnyxebHan nHdopMmayua

1) Murepdenc nons3oeatenA onA  wHopManyn, conepsEEeRcE B CWOCTEMAX, CBAZAHHEX C MHTep-
HETHIHTPAHET SHCTRAHET, BEOTOPER 0omyHa OeETe HNAcCHEMUMPoEaHE B HAYECTES ROHMOSHUMANEHOA KN He koHds-
OEHUWANEHOA, K&K ONPpEOsnaH B pesoMasianHay No €opnopatieHon EoHpuasHuWansHosT, Gones nogpobHee cae-
OEHNA O KOTOROR MOHHD HEATY B «Kanpopol nonwmiakes. NpyMepes BEoHDROSHUWMAENEHOA MHOOODMELAK BENKNEET, HO HE
OFPAHMHMBRNTCH: CAPETEl KOMMNEHEA, KOPNOPAETHEHEIS CTRATErME, YYECTEHTENEHY I HHIPOPMEUMK O HOHEYPOHTEN, TOp-
rOBEE CEHPeTE, CIEUNgIMKELMA, CIMCEN KNWEHTOR W GaHHERE Mconeqopaqdii,. CoTRYaHMN OO0IHHE NPHHATE Boe Heob-
HOQMMBIE MEDEI ANA NPEOOTE PALWEHMA HECEHKLMOHWDOBEHHOM JOCTYNE K 3T0A MHbopMaLmi.

2) XpaHnTh Napony B COHPETE M HE JA10EnNATE YHETHRIE IAMMCH. ABTOPWIOBEHHLIE NONLIDSATENN HECYT OTEET-
CTEEHHOCTE 238 COXPAHHOCTE CBOWX Naponed | y4eTHeX zanucel. [Mapony cHoCTEMHDTD YPOEHR SONEHLE MIMEHATECA
SRERBAPTANEHD, NAPONY YPOEHR NONEI0BATENA CREAYET HAMEHATE KEH0LE WECTE MECHALEE.

3] Boce nepooHansHes KOMIOLKTEDR, HOYVTEYEA | pabodwe cTaduWe gonsHe Geme cDetnesesbl 38WMILEHHDA Na-
ponam 3SCTARKOR C ETOMATAHSCKDH BETHBALWER, YCTEHOERMNEHHOA HA 10 MUHYT MNK MEHEWE . WNK OTENKYEHBEM DEri-
cTpauky (pomBuHauwA knaswmu scontrod-all-daletes ons nonsacsearensi 'NinEK”}, korga ®oct OyaeTt Heobonysveas-
MM,

4] Wenoneaogasye WwdpoBaHMA vHdopreagsn B coOTEETCTEMM C alloNuTHEOR NpHEMNSMon HEnonNsInsaHUA
wudpoeaHuAy, paapaboTadHol InfoSac.

5] Mocsonesy HHOOPMEUWA, COOaPHELIBRCH HE NOPTATHEHEIX ROMNLHOTEDAY OCODSHHD YRIENMME, &R DOMHHO BkITh
yOaneHD ocobon BHMMaHneE. JauTa HoyTEYHa ooyWBcTENAETOA B coOTEETETAM & # MAadopaaguen no DeaonacHoomi
AR HOy TEY RS,

B) MoyToBke CoofuBHHA COTPYOHHKDE M2 3APECA 3NEKTPOHHOA NoHTHE <HAMMEHDBEAHHE KDMNEHWA> MR CETEBLIE
TenaraHHepEHUHMA OOMHHE CONBIEATE OrOS0pKY O TOM, 4T0 BEIDEMEHD CTPORD MHOWEBWOYSNEHOE MHEHWE, H OHO HE
OfA3ATENLHO COBNANEET C NOIHUMER <HAWMEHOBAHWE KOMNEHUWS . EDOME NOYTOBLIX COOBWBHWA, YHSCTEY WML B Npo-
uecce Duaneca,

7 Boe ®0CTH, HECNONEIYEMER CNYRBWHMA 4NA noginodedun & Mirepsen Matpaset/3rerpader <HaumesosaHna
KOMIEHHA= W NPMHAgNasawWne coTpyasiey mne <HaumaHosasie soMOaHrn>, DOMHE HENPEPEBHO CHEHUPOBATECA
AHTHEWMPYEHON NPOrpaMMon © AEACTEYHWESR (AKTyansHoR) Ba10/ gaHHs BURYCOS, BCNKM HE NEPECNDEOSNEHEl BEOOM-
CTBEHHLIE WK TPYTINOBLIE NOMATHEN.

B) CoTpyasuxy JonmsHel CoBnoaaTs OCTOROMHOCTE NPA OTHREITHF BRESEHAR 3NEKTPOHHOA NOMTR, RONYYEHHBIE OT
HEHIBSCTHLEE OTNRDESMTENSH, HOTORME MOMYT CONSPEETE BUPYOL, Dombbl SNeKTPOHHOE NoYTR, M g TRORHCRENRD
KOHA.

A.4.3 HeponycTHmMOe HCNONs30BaHNE

MNepeducnaHHBE HHE BUOLl JaRTENLEHOCTH CTPOM Janpewsaqsl. Caysawmws MoryT BeiTe ocEoBOMOSHE OT 3THE
OFPEHMHEHWA B X008 BeINONHEHWA CEOMX J8XOMHLD ODRISHHOCTER [HANPWMED, CHCTEMEM YNPEENSHWR NEPCOHENOM
MOMET NOTREOOBATLER OTEAHEHNWS CATEBOMD SOCTYNA K XOCTY, BCNM 3TOT X0CT HARYLLAET NPOHIBOOCTEO YOIy ).

Hi npw kawax oDCcToRTENLCTEAY COTRYOHAMEY <HaWMEHOBaHME EOMIAHMWS HE DAIPEWSETCH BRNOMHEHNE KaKDE-
N0 GEATaNLHOCTH, ABEMNAKWERCA HE3AROHHOW B COOTEETCTEMH © MECTHLIM, NOCYOBPCTESHHLIM, (hafepansHeM AW
MEHOYHEPDOOHERM NPEE0M, NOKS MCNONBIYVINTOA PECYpck, NpMHagnexane <HaMMEHOSEHHE KOMITEHUW>

MepedHd HUEE, HE ABNAHKITCA MCUEPNLIBEHWAMN, 8 NeTaKNToA obacneynTs Gazy onA QERTENEHOCTER, KOTOPLEE
MNONaOaMKT B HEATEMPHED HEQOMYCTHMOND BCNONLI0BEHAA.

A.4.3.1 CucTeMHAA KW CETEBAR QEATENEHOCTE

Cnegyrollmwe MEepOnprATAR, G832 MCKNEHEHA, ABNAKITCA CTPOM 38N PELLLEHH s

1) HApYWEHNA NPEE M0BOrD NHMLA MAW KOMOAHHA, 3E0LWIEHHLX BETOPCKHMI NPAsEMK, KOMMEPHECEDA TARHOA,
MATEHTOM WM MHOWR WHTENNSKTYANES0A CODCTESHHOCTRER), 8 TAKME HAPYLUEHWMA SHANOMWSHEX 3E8X0HOE MNKM Npaswn,
BHMEHEA, HO HE OIPAHWHMBARCL, YOTAHOBEW MNW PACHPOCTREHEHWA ANADESTONMME MMM OPYTHY NPOFPaMMHLE NPOOYETOR,
KOTOPEIE HE RENAKITCA COOTEETCTEYHIWLAM 00pa30M NMLEHIMPOEAHHBIMW ONA MCNOMNLI0BAHWA <HaBNMEHOBAHWE KOMNE-
HHME;

2] cTpor 3anpeleHl HECAHKUMOHWPOBAHHOS HONMWPOBAHME MATEQWHANDE, J2WWLLEHHEX SETOPCHMM NREE0M,
BHMEHEA, HO HE OFPAHMYMBARCE, UMROERyY W PRCNpOCTpasase HoTorpadmi U3 KYDHENO0E, KHAT WA SPYTHY MCTOYHW-
KDE, JAWMLEHHLY ABTODCHMM NPES0oM, JAWLWILEHHDNR SETOPCEWM NPEE0M My3biia, 8 TEEHe yorasoesa nwdoro npo-
TREMMHOND CREOCTES AWMLLIEHHOM AETORCEMM NPAB0M, HE KOTopoe <HEMMEHOEIHWE KOMNEHMK® WK KOHEYHBIA NONE-
AVEATEM: HE MMEST SKTHEHOR NALEHINK;

3] HE3ER0HHEIM ABNAETCA SXCNOPT NPOMPaEMMHOT 00SCnNE4YeHHA, TEEHHYECHDR WHOPMBLUWMK, NPOrpEMMHD
ODBCTESEHNA WA TEXHONOTHY WHPOSaHHE B HEPYLLEHWS MEMOYHEDOOHLIE WNW PETWOHAENEHLIX 3EH0H0B O ROHTPONS
Hag, awcnopTarM. CooTBETCTEVEIWKMM NPENcTEENTENAM MEHEOMMEHTE CNEgyeT NPOKOHCYNETUPOBATECA NEPE 3HCNOp-
TOM KSKOMC-NHDD DACCMATRHUEASMOND METEPHENS;

4] BHaADEHME BPEOOHOCHLX NPOTPEMM B CETh WM HA CEPESD (HANPUMED, BUOYCOR, a4apsain, « TPOAHCKAE KO-
HEls, obomMbs 3NSEKTROHKON NOYTEL W T 4.0

5] pACKPLITHE CEOBMD MAPRONA Y4ETHOR 3AMMCKH OPYTAM NTHLEM WK DEIPELLIEHWE MCNONBI0BATE CBOMK YHETHYH 38-
Mch OPYIMME. 370 KAC3BTCR HYNEHOBE CEMEN 1 ODYTaE POOCTEEHHEEDE, korna padoTa BENaTeA Ha pomy,;

"'WiInZK — OnapauorHan cuotesma MS Windaws 2000,
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6} MCNONL302AHME BEINVCIMTENLHEX SHTWE0E “HANMEHOBAHKE KOMNAHWW= ONA SETMEHOMD YHECTHA B npwobpaTe-
HUA MW NEPEOEYE MATEPHANS, KOTOPEA HAPYILEAT 33K0OHE O CEKCYANBHBE OOMITETENLCTEEY WNK O BpamaetHom oT-
HOWEHAK HE paDo-HEM MBECTE, HEXDOAWMECH B MECTHOR HPUCOMELMA NONE30SaTENSN;

T} OpOpMNaHHs MOLWEHHWHSEEMY NREONOEEHAR TOBAP0E, NPEOMETOR WNW YONyr, HCEROOALLME M2 KaKoi-nubo
YHETHOH 23nMeH <HAWMEH0SaHHE KOMMEHHK >,

) odropmneEHWe 3ARENEHNA O FAPAHTHAN, NPAMOA MNH KOCBEHHOR, BCNKW 374 HE ABNABTCH YACTeH ofuyHux paba-
s O0AIBHHOC TRIA;

9} ooywecTENEHME HApyWeHWA BaaonacHocTy MM cBose B CETEBON KOMMYHMEAUMK. HapyweHwn BazonacHocTr
EXMIOHANT, HO HE OrpaHWHUBAKTCA, QOCTYN K QEHHEM CTHEWEND, HOTOPEIR B8 AENASTCA NPEANONEraameM Nony4ane-
NEM, PEMMCTREUNK HE CEPEEPE MMM YSETHYH 38NWCE, REHO HE PAIpElUEHHYH ONA A0CTYNE COTPYOHWES, 8CnM 3t obA-
JEHHOCTA HE BROOAT B pamxd chwsHex obRsanqocTed. [ns Wensh HACTORWErD PA3NENS TEPMHAH dHADYLUBHHE S BRMH-
YEBT, HO HE OIPAHWHHEAETER, CHHMHE ' CATH, NEPERONHEHME NEKETAMK KT3ENP0C OTKNMKE:, NEAKETHEIR crythdwnr|
OTEA3 B ODCMYGHMBAHNY, W NEHEA MAPLWPYTHAR MHBHOPMALIKA B 3ANOHEMEDEHHLL LEMAX,

10) CHBHWPOBEHWE NOPTOBR UMM CHEHMposase Del0nNacHOCTH KEaTaropw~eckd anpawaatcn Ba3 npaaeapuTens-
HOrD yeaaoMneHns InfoSac

11) ewnonHeHwe neobsn PopM CETEBOM MOHWMTORWHIA, KOTORRMW DYOeT NepaxeaTHBaTe QaHHEIS, HE NpEOHaIHa-
HEHHLIE ONA COCTA CRNYGEALWEND, BCnM 3Ta QEATENLHOCTE HE RENABTCR HAcTe abbMHoR pabote cotTpyoHusalero gon-
rom;

12) obxon ayTeHTHGMEILMK NONLI0BATENEA HNK 323WKTE NEE0MD KOCTA, CETH MNK YHETHOW ZanNce;

13) BEMBLETENECTEO B MMM OTEE B yonyre modowy NonL30BATENK, 33 WCHNHYEHWEM BMallaTenscTea B pabory
EDCTE CNYHEWET0 (HANPHMED, BTaka «oTEA2 & 0DCcnyHMBaHuKM ),

14) wenoneaocsadpe MoGoR NpOrpaMMECKPANTRROMAHOL! MY OTNpEBRa coobWweHrA Nobora pona, © HamspaHH-
B0 NOMELWETE WA OTHIEHMTE TEPMAHENEHER CEaHE NONbI0SATANA, © NOMOWEED MODEE CPENcTE, NOKENSHD MNK Yapeas
HurapHeTMHTpaner 3rcTpanar,

18) npeaocTaEneHMe HHOOPMEUAK 0 COTEYAHHAERE MMM CNUCRoE cOTPYaHREDE <HaumMeHosaHHe KOMNEHK> CTO-
pOHEM 23 npedenamy <HaumaHosaHe KoMnasHin=,

A.4.3.2 JesTenbHOcTs, CEAZEHHEA © KOMMYHUEBUMER H 3NEKTPOHHOA NOHTOR

1) Ornpaska HeaaTpeboEaHHL COODWSHMA ANEKTPOHHOR NOYTEI, BXAKYAR OTNPABKY CHEHYHHEIX COODWaHUAD
MMM Oy MATEQHANOE PEENESMHOMN $EPaKTEpa NWHLAM, HOTOPRIE CHEUWANEHD HE JANPALLWMBST TEKWE METEMaNns
{CNas 3NEKT POHHOE NoYT=).

2) MoBan thopua npecnegoBaHMe NO INSKTPOHHOA No4YTe, TanspoHy WNKM NeROXMHros0E ceraw, Dynk To Rk,
HACTOTA WNH pasMep coobEH9E.

A} HecasryMOHHPOBAHHOE BWENONLIOBASHME WM fanscndEuns DaHHBE, COABOHALMACH B 3aronoes coobwea-
HHA AMEETRPOHHOA ROYTEL

4} HagRanBaHWe yonyT No 3NeETpOHHOA NoYTE AnA NobsX SapEcos SNeRTROHHOA MOY T, OTNMSAE0LLIWNER OT TeX,
YTO JAPEMMCTRMPOBAHE B YHETHOR 33NWCH OTNREEMTENR, © HAMBEDEHWEM HAOO0E0ETE HNK AnA ciopa oTeaTHEIX coobwe-
HHIA.

5} Cozpaqmne MNM NEpBEcEINED £NUCEM CHACTERR, @cxam MoHLWs N MHLE CEM snnpamegs nodord Tna.

) Mononeaosadws HABRILEAEMBIE NOYTOA, MEXOOALLER K3 ceTel <HauMmeHOBAHHE KOMMAHMN= OT Opyrdx no-
cragyusoe yonyr MHrepHetMHTpaHeT SRcTpaHaT oT 88 MMEHK WK B DEXNAMHLLE Wens:, noex yonyr, BsInonHAeMesx
XKOCTOM <HAauMEHOBIHHE KOMIEHWN> WKW NOOEMOHEHHEIR YEPe CeTe <HEMMEHOBEHNE KOMNEHHK=.

T} Paccwinga no NouTe GOWMHAKOBEIX MMH SHANOWSHE: CoDDLLAHNA, HE CBRIaHHLUE G BHMEHBCoM, MHOMOYMCIEHHEM
TEMATHHECKMM TENSKOHEEPaHUMAM, NPOBOOMMEM B NONEI0EATEMLCKMY CETAX [CNAM TEneroRbepeHlMA).

A.4.4 Begeune bnoros

1} Bagedws Bnorog coTRyOHMEEMK, KAE NDK MCNONLI0BSHAKM MMYLLECTAS M CHMCTEM <HAMMEHOBAHHE HOMMAHHK>,
THE M NEPCOHATEHBIEE KOMNBKTEROE, HAXOOWTEA TAKSE B CODTEETCTEMNA C YCNOBMAMK W OIDEHWYSSHHAMK, HANODXEHHBIMY B
STOA nonuTWke, OrpaHd4eHHos W HEPErYNAPHDE WMCNONEI0EAHNE CHCTEM SHauMEeHOBAHWE KOMNEHWM> ONR Y4ECTHA B
Onoray REMASTCA NPUEMOBEMEM, NPH YCNOBMK, YTO 3T0 OSNASTCR NpopEctMOHAENEHD W OTEETCTEEHHD, HE HEpYWEST
MOMWTARY =HAMMBHOBEHWE KOMNBHWKE, HE HEHOCHT ywepba scamM BOaMOMHbIM WHTEpacaM <HaUMMeHOBIHWE HOMME-
HHA=, 4 HE MeluaeT obsMHEM TRYO0BRM 0DR3aHHOCTAM paboTaMga. Bepanwes Bnoroe M3 cuotan <HaMmMeHOBaHWE Kom-
MAHMK> ABNASTCA TAKKE NPEOMETOM MOHHTORMHIE.

2) ManuTeza xosueHUWANEHoR BHEOPMALNY <HAMMEHOBEHHE KOMNBHMK> TAKKE PACNPOCTPAHASTCR Ha Gnon.
Taram abpazom, COTRYAHNEN HE WMEDT NPEEa PACHPEIEAT: Kasy-nMbo KosthrOaHUMansEHy D um cnyHabdyeo madiop-
MEUKMKD <HauMEHOBAHNE KOMNEHWH>, HOMMBEDHECKHE TARAHE WNK MOGoR QpyroR METEpHMan, QXBa“eHHLIR NONETHEDR
EOHGHASHLYMANEH0E HHBOPRMALKMH <HaWMEHOBRHWE KOMMEHAN>, HOTOPEIR 3aTPArHEANCR NpK senadme Gnora.

3) Mpw BegaqHyn Bnora CoTpyoHAEK HE JON¥HE 3JATParMBaTE Ty MHEOpMALMKD, KOTOPAR MOMET NOBPEOWTE MMM
JEAMATHATE HMIGH, PENYTALMK M (MNW) $HE0CRIZEMEIA KAnHTaN: “HanMEHOBEHWE KOMOAHWA> 1 (WiM) nobore 43 e
COTRYAHWEOR. COTpyQHUKEM TRI0HS 3aNPELBaTCR QENSTE KEBKHE-NHED QUEEPUMHHBLMOHHES, NpEHE0pesUTENEHEE, M-
HPEOMTHRYHILME MM CAA38HHLIE C NPECNEO0BSHILEM KOMMEHTEPWH NPH BS0aHME GNora WM MHOM Y4ECTHH B BEOSHMK

" Crudbrhdr {SHIFFING] — MpocnyluneaHke ceTesora Tpadmea.
* GnydhhiHr (SPOOFING) — MoamMexa nasatos.
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KEKMX-NHO0 08N, IANPeEHHE NONETAKOR HEOONYIEHHE QUCKpEMUHaUME v Bopebel © npecnagoeaqnan <HawmeHosa-
HINE HOMNEHNIS .

4] COTPYOHMEN HE MOMYT MPWNPACEIBETE NHYHEIS 2AR8MEHHR, MHEHUA HNW yiasnsHna 8 oTHOWSHMK <HawmeHosa-
HWAE KOMIEHHNS, KOMOE OHW yuacTeywoT B Bnorax. Ecnu cotpyaHuK seipaxast coboraeHHme yEes0aHiE | [MNK ) MHEHKR
B BROrax, To OH HE MOCHET NPAMOD WM KOCEEHHD NPEOCTABNATL Ca80R B KB4BCTES COTPYOHWED WM NPEOCcTEEWTENA
<HawnmeHoeaHie RoMnade >, CoTpyaHHEN HBCYT OTEETCTEEHHOCTE 38 BCE PUCEK, CEA3AHHEIS © BageHran GBnoroe.

5) Hapagy ¢ cobniogeHmes Boex 3ak0H0e, KRcarwuxcA obpaloTin ¥ packpeTa WHE-OpMaLMK, 33LKIeHHOR ae-
TOPCKMM NPEBOR, WK SKCTIONTE KOHTPONMPYEMEIX MATEpHANGE, TORrOELIE MAPKY, NOrOTHNEl <HauMaHoBaHneE KomMNE-
HAM> 1 M0Gan QpYTas MHTENNETYANEHAA COBCTREHHOCTE <HAMMEHOBAHNE KOMIEHWH> HE MOMET I HE SOMMHE WCNoNb-
I0BATECA B CEAIM © niodemn geRcTEMRMKM N0 BageHun Grors.

ALS NMpUHYHOEHWE K BbINOMHEHMH

MwoBo@ cOTPYAHWME, NPHAHEHHBIR BMHOBHEIM B HADYVILEHHMK 3TOA NONMTARY, MOET Beme NOgEeprHyT SUoUMnim-
HAPHOMY BILICKAHME, BNAOTE 00 YBOMEHEHHA.

A6 OnpenaneHlA
Tepras OnpegeneHe
Bepesue Bnora (blegging) Janmcw B Gnore. Bnor (coxpawedHo o weblog) ABMASTCA NEPCOHaNEHEIM MHTEPHET-
HYPHEROM, KOTOPLIA Y8070 OBHOBARETCA M NPEOHEIHAYEH ANA WHEO PMWEOBAHNA LWK-
poxcEA OOLWSCTEBHHOCTH.
Cnam (spam) HecaHELMOHBPOBEHHEE |1 (M) HEEENATENEHLE MACCOBEE PACCEINKA MO 3NEKTROH-

HOA MoHTE.

AT CTATUCTHMEA MIMEHBHWA
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Npunoweswe B
{cnpaBo4Hoe)

Karanor yrpos

B.1 NoxHoe npegcTABNEHWE NONHOMOYHA M Npas

- MpegcTaene e NeskHbL. NONHOMOYKRA, ByaTo OBl OHK BEPHLE, © HEMEPEHHEM BEECTH B 3abnysinaxwa.

- MpegcraeneHuwe gpyTono NBPONA, KENIO4E WK CEPTMKEATE (HANPHMMED, CHCTEMHOM SOMUHNCTRATORE .

- HecasrywoHHpOBEHHOE NPHOBPETEHWE M MCNRONL30EAHHE SOHSHTOM YONYT, CBASAHHLE € MOBHTHDUEBLWOHHOR
MHOpMALHER [HanpUMB, HOSHTWPUES TORINEpone NONEI0EATENR, CEaHCOBEE (KpunTorpadiisacenes] kmoyum). Orpadd-
YEHO A MEOMENGYANEHER afoHeHToE.

- HecaHiyuoHHpoBaHHOE NPHOBpETEHME 1 MCNONEI0BEAHKME AOMHHBCTRATHEHOR HHODMAELWY No ayTeHTHduLa-
LMH (HENPHMMER, MAEHTHRMEETOR NONL30EATENAMAPONS).

- ATasM BOCNPOHABE0EHHR, BEMIOHAR CUIHENWIALHED.

B.2 Kpasa ycnyr

- HeaaxoHHmR 3axeat NprbbIng NOCTASWMES YONYT G BN MWATE NOCTREWMKE YCNYT J3K0HHOND 00008,
- DfmaH NOCTABLLMES YOIyT.

- HBCSHEUMOHMPOBAHHOE YOANEHWE MM HIAMEHEHWE NNETEHHON BHBOPMALMN.

- KnoHMpoeaHHe yoTpoRcTas.

- Dfxog crcrem yonoeHoro goctyna (CAS — conditional access systams).

- MaGmiTodHoe gy BnvpoeasvepacnpocT paHesne Madhoprauney, Janalse BO3MOKHEMEN KDaMM yEnyT.

B.3 Brop=eHWe B YACTHYH HHMIHE M NPOCNYLWHBAHKE

- OrenedveaHne Mogeny obpawaHns anA obHapyeHHR WOSHThHESLMOHHEIX DSHHEE. NPAHBONEMHOCTA, HANK-
YHRA M MENONE308AHNA.

- 3axeaTt TPafiKka — HECAHHLUWOHWPOBAEHHAR 38NWCE TPAWMKR, BHNHKHAKIWER NAKETHYK 3ANMCE, NAKETHYED pErm-
CTREUMED W DTCNERUEaHWE nasTos. BanoyaeT B cefia ynpasnssolnig ¥ CHIHANLHLIA TR

- HBCaHKUMOHKM POBAHHLIR AOCTYN K A00HEHTCROMY NOTOXY BWOS0- WKW SY0HONEHHEX.

- HBcaHEUMOHUMPOBRSHHBIR nocTyn & Tpadivey DAMEP.

- HECaHKUMOHMPOBAHHEIR ODCTYN K CHrHANeH0My Toadmey.

- Fudoprmauwosian «yDopEa ypomaAr — HECEHEUWMOHUPOBAHHOES CPEacTsd NoNy$SHRA  BOSHTHOMEALMOHHEX
OaHHLL, HOTOPOS MOKET ARNATECA PEIYNETATOM HECAHHLBOHWDOBAHHOMND 0DWEHKA W KpaEd MHopMaume. CocTouT u2
HOMNEEUMA WOSsHTwdMEaTOpoS, KOTOP&E MOryT OeiTe NPESCTABNSHE YWCENAaMH, LENoYEaMH cuMBanoe, anpacam URL u
1.0

- PEEDHCTRYELMM HOCATENEA GaHHEX — HECAHKUMOHMPOBAHHEIA MOHWTOPHMHE, 3ANMMCE, XPEHEHWE, PEHOHCTRYELME,
OCOZHEHWE, TPAKTOBEA, NEPEEOD. W (MNM) BEOSMEHWE NOUIHAKDE MOO0A HACTH BMOSOCEAZM, BRNOYER WOSHTMHMHOCTS,
HANWHWE MM COCTORHME.

- HBCRHEUMOHMPOBEHROE DACKDEITHE BO3MOMHOCTER S00HEHTCROM ODCMyHMBAHNA.

- HecaHMMOHMDOBEHHOE PACKDLITHE NPeOsOyWME Mnd Terywars ObpaleH|uA Wne astieHoCTH aboHedTa
(HANPUMED, COOSPMAHKE NPEOLICTOPMK NPpocMOTpE aBosaHMTOM Tenanapenas wnM kodtesta'' WoD®', wrpopan nes-
TENEHOOTE B DESHME OHMARH W T. 0. ).

- Atarw pocnpownzsensHas 8 CMM (noeTopuos socnpodzeefsHre 8 CMK axeaqvaddex deop MHopsanme,
MPEQHEAHAHEHHDR AMA NTHHHOD NONBIOBEAHWA, © USNEH WIENSYEHHMA HEZEKOHHDN NPHEEINA MNH BTOPHMEHWA B 4ECTHYH
BHAHL].

B.4 Nepexeart ¥ moguduEay A

- MmuTaumna neparoecpos M NEpEXBAT — B0, YOANEHWE, 00DaENaHNE, MEPEMELIEHItE, 3aMEHE MNK NOOCTAHOEKS,
& TAKME MHOE MIMEHEHHE MoBoR 4acTi NEpEN2E3amMoR KHEODMEUMK, KOTOPEIS MEHRAKT NIDYH 43CTh B8 COOSPSEHUA |
(MAK) HOSHTHYHOCTE, HANWSHE MK CTETYC NODoA 13 &8 4a3cTel. Beno4aeT B cobA yNpaenAKWME ¥ CHIHanNeHBIR Tpa-
A,

- HECAHEUMOHHMPOBAHHBIR OODCTYT, MAMaEHEHHE MNK yOaNaHNe UAhposor midophauHH.

- MNoTor gaHHBIX 007 NOXALEHAR; BCTABKM, MAMEBHEHUA W YOANEHWA GEHHLX B NOTONE, NPOBOGMMES HECEHKLWI-
HUpOEaHHEM cnocobom.

- Meobisa BraL cnama.

- HBCaHKUMOHMPOBAHHER NEPeiaYa MATEPHANDE (N0 NONMTHYSCKMM MO OPyTARM NRAHAHERM).

" KoHtedt — COABpsaTEneHan YEETe AaHHEN OOKYMEHTE. MOMeT BEMOYSETL TEkeT, waoBpasedun. Bugen, 18y,
CUEHEPUA (MPOrPaMME ) UMW MEBOR Opyrol MaTapuan.
* oD (vidan on demand) — Buaeo no sanpocy.
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B.5 NaeguHHan MapupyTyHIayvwa TpaturainakeTos

- Arakd «0THA3 B oBCnyYsMBAHMMY HE NONbIOBATAENSA KOHEYHOR TO4RW, NYTEM OTNPEEHY DONBWOND KONMYecTEs
OOETOBEPHEIX NAKETOE, BhI3LIBAA NPEPEBSHUA B OKAZSHWWA YOOI, HEKOTOPLIE M3 KOTODLIX 3A00HO MOTYT NOBAWATL HE
ANBMEHTLI CETH. MNpHNOHMSHWE NERBECTEST OTEE4ETE HE IANPOCH B DEAYNLTATE NEpErpy3d.

- CysHapy¥ NEBMHHOA MAPLWPYTHIALNMK NAKETOE NPHEOSAT ANEMEHTEI KOHEYHOE TOYKM CETHA WNW COPBED K aBa-
PRAHOMY OTEAZY, NEPEIETDYIHE, MMM HCHEPNBIESHT BOS PECYPCLL

- Do — nponyckHan cnocobHOCTE MNK noTpedneqwe pecypca; bonewod 0bbem Tpadmea (HanpUMep, OnNs rpEynnsl
MHOMOEOPECHIN DECCEINIA)L

- MoTeHUMANEHDE BNMAHWE ThicRY abodedToE (Hanpumep, DSLAMY, cepeepoe, NOOOBQHMESIGWMY TEICAYK B60-
HEHTOE].

B.6 McraeHHbia NAKETEI ¥ COODWSHWA

- BNOKMPYHOIWME KOHEHHEE TOMKN © HEQOCTOBEPHEIMK COODLLEHMAMKI — STAKa *0THEI B 00CNYHHMBAHNWE HE HOHEY-
HyH? TOHHEY (HENDUMED, CBpeep) NOCHENcTaoM OTNPAENSEHWA HEXDEMD KONWYasTEa HENERCTEMTEMLHEX CODDWAHWR, KOTo-
PEIE MOTYT NPUEBCTH K 3EAPWAHOMY OTKEIY, NEPEIArPY3RE, N MCHEePNaTts B0 PECYDCHL.

- MexameHHse cooBuwaHia NpoTarana — OTNPEEKE WCHAMEHHE COOBLEHHA NPOTONDNE [HANpHUMep, cooBuaHun ©
NEPENOIHEHEM HNK NOTEREA 3HAYMMOCTH) HE YOTPOACTED, CHIDEAKMUWE NPOWISOOMTENEHOCTE YOTPORCTES OO Tason
CTEMNEHN, YT OH0 HE MoxeT obpaboTaTts obsmHee coobueHuR.

- MoramedHme cobBleHnA, Bel3LIBSHWHE NepenonHeHws Bydepa.

- MoTaHUMAaNEHDE BIMAHNE TGRS AB0HEHTOBR (HENPMMED, CEPBSPE!, NOQIEHWBAKNYHE THCAYM aboHeHTOR ).

B.7T NogoeneHbie coobuweHmA

- ATaka «oTRad B ODCAYHMBAHMIME, KOTODEA HAQDYLWAST YCNyry NOCPeNcTEOM OOCPOYHOND 3R8EPLWBHWA CE3HCA
CHR3M.

- Crydpthudr ympaenAWKEs cooOWeEHWA, 3n0yMBILNeHHESA Tpadus ynpaanedun — Tpadike, BEOOMMEIR B CHCTE-
My CBRIM, BR3LEER HEMCNPABHOCTA NEMMOHEHE W CEPESP0R MKW TPaK, HANPABNAEMEIR HA NOEHEE A0PecE HAZHS-
wEruA. [MORHEE YIPEENAKWWE CODOLUEHMR HCNONEIYKTCH ONF WAMEHEHWA CTPYVETYDLl OPEBO0BMOHEX MHOMOAODECHRX
CHEM PACNPEOenEHUA M HEPYIWEKDT Heobogumoe pacnpeqeneHue JaHHLD Merny yanamu cat. Dol — wupokosswa-
TEMNLHAR PACCENKE GUETHERON CoO0LLEHWA, YyTEENE0AKILETD, YTO CYIECTEYET BERICOEMA YPOBSHE NOTEPE B KEHANS UK
BEICOKEA NApPErpyseHHOCTE. NPHSMHE 3T0M NPHBEOET B CHIHEHWED CHOPOCTH NEpang+«y, aTparieamuwen gpyrux abo-
HEHTOR.

- NMasHes codbUBHWA KOHEMHOMD BENOMLI0BAHUA ¥ OTEETHLIE SEACTEMA NPMNOHKEHAR MNW CepaapE.

- Mamededue IP- w MAC-anpecos, mMyTepyiowma MAGC- » IP-aapeca apyrie NoNE30BaTEnaR ANA 3aX8ETS NOTOKS
OAHHLIX.

B.8 OcHoeMan nnamgopma DoS

- ¥YRA3agMMOCTH DEA0B0A ONEPALWOHHOR CUCTEME WNK BCTPOSHHOND NPOMPEMMHONT CRegoTes, ROTOPLIE IaTRarn-
BET NPANDCKEHWE KIH YOmyTy.

- BLIBpaTE M ETHEMIMDOBATER — MCNONBE2YeT ceoBOaHO aocTynHy B MHTepHeTe MHQOpMaUMED OnA CHaqMBa-
HHH.

- Ararn «0THa3 B obcnyoeMBaHUNY, CHIKEHOWME NPOWMIBOOUTENEHOCTE YOTPORCTER. [pK SKCNNYATALMN 3TH YAZBM-
MOCTH HMEHT BOBMOKHOCTE PACHPOCTREHATECA HA ThICAHH YOTPOWCTE (HANPHMED, EMMEHTCKMY yoTpoRcTe). MoTeHyws-
ANbHBIM PE3YNETATOM RENRETCA NEPSpACNPEOSNaHHE MK NOOOSDHAHWE TECAY YCTPORCTE.

B.9 KoMnpomeTalMA YCTaHOBENEHHOND NPOrpaMMHOre cpencTea, cny#ebHsIX JaHHBIXE MNY EoHDHrypauge
CHCTEMEI

- BEng BpEaaHOCHLE NPOFPaM, WAMOHCKWE NpoTpamm, pyTreroe”.

- HecaHsUWOHWPOBAHHDE KONUPOBRHWE, YOTEHOBKA, WIMEHEHWE YOANeHWs hafnoe SECNNYaTWEYEMOrD npo-
rEAaMMHOND COEOCTEA M KOHEMMY Paumia.

- HECAHEUMOHWPOBAHHOS ROMWDPOBAHNE, PACKDLITHE WHEROPMALMK, COAmEHWE. MIMEHEHHE MK YOENSHWE Crymet-
HElX OEHHBLE (HENPHMMED, CHCTEMHEX KyDHANDE, NNaTEKHbL PEKEBMAWTOR, KNEHER WHHpOBaHNA, KOHTERHEPO0E ONA Xpa-
HEHWA KINEHER pacluwdpoBEd 1 1. N

- ATAEH #pECcNpeOeneHHEN OTEE3 B OBChysHBaHA R, MCNONEIYHILWE CHOMNPOMETUPOBEHHEIE YCTRORCTEE, NpW-
BOOALME K ABSPUAHOMY OTHAZY YCNYTH.

- HecaHsWHOHMPOBAHHDE CO30AHME MNH WaMasaHne wHopsagry aborerTorol cnysisl (HanpyUMep, nposepra
NOOMARHCCTI MRGOopMaL9n, CESHCOBEX KNHOYER).

- HECAHHUMOHWPOBEHHAA WK HEHYHHAR SKTHEALUMASBAKTHEALMA NOTHLECKAX (NPOTORONO0E | NOPTOS.

"' DSLAM (Digital Subscriber Line Accass Multiplaxer) — MyneTennexcop AocTyna & uachpoeol aBosaHTCRoR nu-
HMH.
I Pyrmar {roatkit) — Nporpamma Ml HEE0D NPOMPAMM ANA CORPLITIAR CREA0E NPUCYTETEMR AN0YMELLNEHHWKE.
Ky |
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B.10 Mcwepnanme pecypca

- Hegoctatin 8 NporpaMMHoM WNKW AaNNEpaTHOM CPEaCTeR, HOTOPLIE NPMBOGAT K MCTOWEHWK DECYPCOR NEMATH
{(HanpuMep, Bydepog) B cucTEMAa.

- Hepocrarkw 8 NpOrPEMMHOM WKW ANNEPaETHDM CcHEncTes, KoTopoa naTpabnaer Hawbonblwes KONWYECTED PECYD-
COB UEHTRANEHDID NPOUBCCOpE B CHOTEME.

- DuwmBrn @ o00pyaosaHHn KA NPOrpaMMas, arpaHiH MBS ILME NPONYCEHYED CNoCOBHOCTE KaHENa CER3M.

- HegooTatiy B MpOrpaMmMHOM MM annapaTHoM Cpagores, co30amilme HEHYRHLE CoDbWaHNA, CHUHAWME Npa-
MYCKHYH CNOCoDHOCTE.

- Hampumep, MHOMECTED WMENOE NPOTREMM. WWKNOE MApLWpYToE.

B.11 HecaHskuMoHKMpOBAHHOE CETEEDE CEAHHPOBAHME M TECTOBELIE CODDWEeHWA

- Craduposadwe Noproelz0-TecTHpOBaHME. ATAKYIWNE MOXET BEINONHATE 0BWBNOCTYNHEE NPOrpaMas CRAHH-
POBEHWA XOCTA, KOTOPLA NOOCOSOMHEH K CETH. ¥ENyra ©0CTa QAR YCTPOACTE, KOHTPOMMPYIWEE NopT, GyayT peanipa-
BATh, BOAMIAHD, NPEOCTAENAR MHHORMALIMI BTERYHLEMY.

- CHAHMPOBAHWE ANA MOWCKA YRIEMMOCTER (Hanpumep, nessus''), cetapos oToBpamaHwe (Hanpuuep, NMAP),
ATARYROLMA MOKET BEMNOMHWTE OBWBR0CTYNHEIE NPOrpaMMe HE XO0CTE, NOOKMNKYEHHOM K CETH, KOTOPER 38npaluqBasT
ROHMIYRELME YOTPORCTBE 1 TONOMOHE CETH.

- HecaHHuMOHMPOBEHHER YOAMEHHEM AOCTYN K DEIRSBHTHLIM NPOrpaMuME Wi eyHiumAM Ha yoTpoAcTee:
(HENPHMMED, HENONL3I0SEHWE PYTEATE AnA 0DetneYesHs TaHHhI ).

B.12 KoMnpomMeTauMA GaHHEX npUnoxMeH s abonenTa

- HecaHryWoHWpoSaHHOE PACEDLITHE, CO3OaHWE, WIMEHEHWE, KOTMPOEEHWE, YOANSHME OaHHLL, CO30aHHEX M
(MNK) HENONEIYEMEDX NPANEEEHEA, O0CTYNHBE 3B0HEHTY.

- Bermouaet Mediopmaynio, XPaHRLycE B CATH NOCTIEWNKE yonyr o7 MMede aboredTor (Hanpumep, nadopma-
UMOHHEIS PECYPCR BMOSD HA WApoeoR BuOS03anucH ).

B.13 Kpaxa noHTEHTR

- 3axeat ywhposoro cepTudwiEAaTA  ONR YNPABMEHMA  KOHTEHTOM W 088  WHWPOROSeLAaTans-
HbIMNEPEPACNPEOSNEHHEIM NOTAKOM Opyrx afosarTos.

- JaXBaT NAKETOE NO DOMAWHER CaTH 1 nogcsTy [P,

- Beixog M3 aHANOOBEX NOPTOR BEIB0OE HE BHELWHES 3ANWMCEBAKILLES YCTPOACTED.

- Beixon M3 uhpoeoros NOpTE HE BHEWHSES 3ANHCESE0WSE YETPORCTED.

- Honu4ecTao OCyLUSCTENEHHEX BOCNPOM3EE0SHNA NPEERLISET CYLISCTEYVHILLSE OIPEHW-EHIE HE HMK.

- OocTyn k HEZSKAOHHOMY ROHTEHTY (HANPUMED, NUPaTCHOR nHbopausm).

- Dfxon cructam yoroeHoro goctyna (CAS).

- Konvposasve MHEOpMAaUMK © OMCEOB0MD 3AN0MMHERWEND YCTPOACTES Ha CEPEED WNW YCTPORCTED HOHEYHOMD
ManL3oeaTans.

B.14 QocTyn K HEXeNaTENEHOMY KOHTEHTY

- CiyafHBIR QocTyn.
- ¥MBILLMEHHSIA SOCTY.

B.15 HomnpomeTtayua MHchopmauun ob abonenTe

- MCNons30B8HME COLUMENLHOR MHEEHEDWH ANA NOnyYeHR nHhopMauyy ob abosedTa.

- HacaHrUWMOHWPOBEHHOE DACHPEITHE, COZ0AHNE, HIMESHEHNE, KONUDOBAHKWE WNK yaanaqsHe nHpopsagun ob aba-
HEHTE (HANPYMED, S0pec, HOMBR TENeOHE, YMCNO YyHETHRIX 32NWCER, WHHOPMEUWMA O KPEQWTHBLE KapTax, 38mdcu
DMSEMUM™ u . 0

- OrpaHHYEHHEA OTBETCTEEHHOCTE DTOENEHEE afoHeHToE.

B.16 Nepexsar ceadca CBAIM W YCNYIH MACKHPOEEN HMEH

- FIMHUTHpOBaHWE NErMTAMHOM NOCTABWMES yonyr. 3axear undposore coptidseEara oT nocTasyuea, 410kl Ha-
MEHWTE MOTORH M BENKHATE NOOYI0 MHEOPMALHME N0 HEMaHNE.

- MIMWTELWMA MErMTUMHOND CETEROMD YETPORCTRA, BM0S0-CEPBEDE, MIPDBOMD capeepa, cepeepa DRAM™.

- Araxa eYenoses NOCpEOQMHE.

- MepeHanpagNeHHWe BAOSONATONE K HECAHEUMOHKPOBAHHOMY YCTRONCTRY.

" Messus — MNporpauua ANR BETOMATHSECKOND NOHCKE W OBHADYHEHWA MIBSCTHLIX yRIsMMoCTeR 1 Bpewei & a-
LWMTE MHEOPMELUMOHHBL, CHETEM.

“NMAP — ¥TUNMTA, NPEOHAIHAYEHHER ANA CHAHWPOBAHUA IP-CaTel © MioBem KonMHEcTEOM DELEKTOR 1 ONpene-
NEHWA COCTORAHMA OBLEKTOR CHEHMPYaMOR CETH [NOPTOS M COOTEETCTEYHILHE MM cnysB).

* EMUM (Electronic Mumber Mapping Systam) — SneTpoHHan cuoTema oToBpaeHs HOMSpos.

* DRM [Digital Rights Managameant) — YnpasneHWs NpaBami Ha LWdpoBks MartapiaEns,
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B.1T HecaHKyHOHHpPOBAHHOE YyNpABIEHNE

- HECAHKUMOHWPOBAHHOS WCNOMLIOBEHWE BCTPOEHHOM MPUNOMEHWA NO YNPAENSHUKD MW BEINONHEHWE EOMaHD
YNpAENEHWA. Hanpumep, MEHWNYNMPOSEHHE © HBCTRORKEMY MOOSMa 4nA BRamMpoBxy onpEasnaHHBLIX YonyT.

- NosHeE MAMEBHEHHLIE CODOLWEHNA NPOTORDNS YNREsnsHa. Hanpuuep, MaHunyNAposaHss & HECTRORKEMA MO-
ara anA DNoKMPOERK MO DAE3PELWLEHIEA ONPEaeneHHLIX NPOTORBN0E (Hanpumsep, SMMP).

- ManereHe yoaneHHs cooBueHri no ynpasnedri (Hanpamep, MITM™Y.

- HezaromHea gencTerA abosedToe no camooecneqedun. Hanpumep, peroHurypaumMA cTRoBupyoweans curHa-
na onA yOaneHuA ofpaHMHEHAR NONoCk NPONYCEAHWE © LUSNs0 NOMyPHEHMA MagneHHond CoBaMHEHWA ONA gpyrx abo-
HEHTOR MK YERMW-EHNA NPOMyCKHOR cnocoBHocTr gna cebs.

- CEHEUMOHWPOBAHHEIR SraHT yNPaEREHHR, BRNOMHAKWWA HECSHELWOHWPOBEHHEIE DERACTEMA.

- HECaHRUMOHMPOBAEHHOS YNIPAENSHWE COOBMHMEIM, HENPYMED, 3Arpyaka, YOaneHne CoOepsuMars Mk KImeHe-
HWE GEThl HAYANA paboTel (Q8Te, KOMGE COOSPHUMOE CTAHDAWTER OOCTYMHEM ONA NyGnWHOM NRocMoTpE J.

- HECAHKUMOHWPDOBAHHOE YNDABNEHME ADCHEHTAMK, HANDUMED, HECAHKLWMOHWPOBaHHMOS nNpegocTaeneqHwe abo-
HEHTY OSATENBHOCTH, BEMOYEA NOBRILWEHWE MOHWMEHWE A00HEHTCRNE NPHMBANENMA NPOCMOTRE BU3yankHora otofpase-
HHA.

" RMITH (man-in-tha-middla) — ATaka MeToaoM Nepexsara conBuEHIR 1 NoIMEaHE KNaHaR.
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NMpunosenne IA
{cnpaBo4Hoe)

CBeAeHWA 0 COOTBETCTEMH CChINOYHbIX MEXAYHapOoAHbIX CTaHOapTOB
HaUMOHaNbHbBIM cTaHgapTam Poccidckon Pegepaumu

TaGnwuwua OAA1

OfosnausHne CoumoyHOra Creness DBoaHASENHE W HAMMEHOBEHHE
MEXAYHIDOORIID CTaRGAPTE COOTABTCTRHA COOTEETOTEYHIWEN HAUHOHANLHOMD CTAH4apTa

WCOUMaK 27000:2009 1oT MOCT P MCOIMAK 27000 — 2012 MedopmaumoHHas TexHo-
norvA. Metoge v cpegorea cfecneseduR DeaonacHocTH. CR-
CTEMEI MEHELHMEHTE MHOOPMAUMOHHOA DeaonacHocTy. D5 WA
0820p M TEPMMHONOTAAR

WMCOMaK 27033-1:2008 10T MCT P MCOMAEK 270331 — 2011 MedopraywosHan Tes-
HonordA. Metogel o cpepctea obecnedesns GE30MacHOCTH.
BezonackocTes cater. YMacte 1. O620p W KOHUBENWAK

n PAMBYNEHMNE — B macToAwer TABNKMUE Wonons3oBaHO Crenysoles YCNoEHOE OH0IHAYNEHNE CTENEaHN
COOTEBETCTEMA CTAHgaPTAC

— 0T — HASHTHYHERA CTAHOSPT.
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¥OK 006.034: 004.056: (04.057.2 OKC 35.040

KnioueBkie CcnoBa: WHQOPMALWOHHAR TEXHONOMMA, Ge30NACHOCTE CETW, MEpa W CPeACTEO KOHTRONA W
YIDABNEHWA, CETEBON CUEHAPWA, PUCK CeTeaok De30nNacKocTh, yrpoda GeaonacHocTH, METOO NPOeKTHpOBa=-
HWA GE30NACHOCTH
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