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Mpepucnoeue

1 NCAroTOBNEH @& pepanbHbIM rocyLapcT BEHHBIM YHUTapHBIM NpeanpuATHem «Bee-
POCCHIACKUA HAYYHO-WCCNEL0BATENLCKAR MHCTUTYT CTAH4APTU3ALMKM U CepTUD MKALWMK B MaLuw-
HocTpoeHuns [DMYTT e BHUMHMALL »), ObwecTeom © orpaHWyeHHOR OTBETCTEEHHOCTEH & lMH-
P OpMaALMOHHO-GHANMTMYECKMA BhIMWCIMTENBHBIA UeHTps (D00 «MABLE) w ObwecTteom c
OFPaHWMEHHDA  OTBRTCTBEHHOCTEHY  eHayvyHo-Npou3BoACTEEHHAR  Hwupma  «Kpuctanns
(000 gHMN® eKpucTanns) Ha ocHoBE coBCTERHHOMD aYTEHTMMHOMD NEPEBOAA HE PYCCKMA A3bLIK

MEMOYHAp 04HOTD CTAHAAPTE, YKA3AHHOMO B NyHKTE 4

2 BHECEH TexHuuecwmim komuTeTom no cTavgaptuaaummn T 22 «Hg opmaumnoHHble

TEXHONOMMWE

3 VTBEPHOEH W BBEOEH B ,D,EHCTBHE Mpukazom CegepanbHOro areHTCTEA N0 TEX-

HWYE CKOMY perynupoBaHui u metponormm oT 11 wwoHa 2014 r. Ne 564-cT

4 HactoAwymi cTaHgapT WO EHTHMYEH MEMYH ap 0OHO MY CTaHoapTy
MCOMIR 27 034-1:2011 eWMHd opmaywodHan TexHonorwA. MeToge obecneveHwA besonacHo-
cTu. besonacHocTe npunomedwni, Hacte 1. Cb3op w obwme nowATkAs (ISONEC 27034-1:2011
eInformation technology — Security techniques — Application security — Part 1. Overview and
conceptss)

HawmeHoBaHWE HACTOALUEMO CTAHAAPTa W3IMEHEHO OTHOCMTENBHO HaWMEHOBAHWA YKa-
33HHOMD MEMOYHAPOOHOrO CTAHOApTa ANA NPWBeneHwWA B cooTeeTcTewe c [OCT 15 (nyHwr

3.5).

an NMPUMEHEHKWKW HaCTOALWero CTaHoapTa peKOMeHOAYETCA WCNONBIOBATE BMECTO CChl-
NOMHBEIX MEXOAYHAPOOHEI X CTAHOAPTOE COOTEBTCTEYHILLME WM HAUWOHANbHEIE CTaHAAPTEI Poc-

cHickod Deaepauuy, CEEAEHWA O KOTOPbIX NPWEEAEHEI B AONOIHATENbHOM Npunoxe HuW JA

5 BBEJEH BNEFBLIE
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lpasuna npumMeHeHUA HacmoAleso cmandapma yomaHoaneHsl & FTOCT P 1.0-2012
{pazden 8). Mrdhopmayua ob usmeHerusx ¥k HacmoRWeMy cmaHdapmy nybnukyemcs e exe-
2odHom (Mo cocmoaku Ha 1 AHsapA mewylezo aoda) udgopiayuorHoM yeasamene aHauyu-
OHansHEle cmaddapmels, @ oQUUUANEHEIT MeKCM U3MeHeHUd U NONPasok — 8 EXEeIMECAYHO M
uHghopmayuoHHo M yiazamene eHayuornansHeie cmandapmels. B cnyuae nepeciompa (3ame-
Hbl) Unu omidedsl HacmoAweeo cmaqdapma coomaememayiowee veelomnenue bydem onyb-
nukosano & Gnuwaien eniNycke eMeMecAYH020 UHGhopiayuoHHozo yeasamend «H ayuo-
HaneHbe cmaddapmels. Coomeemcmayiowas uHghopayur, yeedoMneHue U mMeKcmel pas-
MELAMEA makke 8 UHghopiMayuorHol cucmeide ofWea0 NonNk308aHus — Ha oghuLUaNLHo I
calime MedepantHO20 32eHMCMEa M0 MEXHUUECKOMY Peaynuposatlio U IAemponoauy & cemu

Humeprem (www.gostru)

B CtaHgapTuHg opm, 2014

HEDTI:IHLLIIHH CTaHOapT HEe MOMXeT BbiTh MONHOCTLHY WNW Y3 CT MMHD BoCnpoW3BeeH, THUpa-

WMPOBAH W PacnpoCTpaHeH B KawecTee o wuwansHoro wagadws Ges pazpewedHna Pefepanb-

HOTO areHTCTEE N0 TEXHWMECKOMY PETYNTUPOBAHWUE W METDONOTHMKA
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BeeaeHue

0.1 O6Wan NHpopMaumAa

JpraHw3aummn fonxHel ofecnednBaTs 3aWMTY CBOEA WHD OpMaLMKM W TEXHONOMYECKWX
WHip pacTpykTyp, 4Tobbl coxpadHATe cBol BusHec. TpagWUWOHHO 3TO NPOWCXOLMNO Ha YpOEHE
MT nyTem 3aLWMTel MEPMMETPA M TAKWX KOMMOHEHT OB TEXHONOTWMECKWX CTPYKT ¥P , KaK KOMMb H-

TEPBI KW CETH. Ho aToro okasslBanock HELOCTATOMHO.

Kpowme Toro, opraHuzaywn Bce bonble cTpemATcA obecnedwBaTs CEOH 3alUMTY Ha
YPOBHE KOpPNOpaTWBHOMO YNPABJEHWA, WCNONb3ayA  0pManW30oEaHHLIE, NPOTECTHROBAHHBIE W
MPOBEPEHHLIE CHETEMBl MEHEDHKMEHTA WHE opmaymoHHoR BeaonacHocTk (CMKME). CucTeMHBIR

nogxog cnocobereyeT 3d g ektueHocT CMIME, kak onucane 8 MC O/M3K 27001,

C',EI,HEKD B HaCTOALEe EPEeMA OPraHW3aUlK CTanKWMEaHITCA C NOCTOAHHO pEI:TjI'LLLEIﬁ no-

TpebHOCTEH 38 WNTEl CBO&R MHG OpMaLKMK HE YPOBHE NPWUNOHEHWA,

CpraHwaaumam Heobxogumo oBecnednBaTe 3aWMTY NP MNOMEHWA 0T YAIBEWMOCTERA, KOTO-
pele MOryT BeITE CEOACTEEHHBI CAMOMY NPUACMEHWH (Hanpumep, fed @KThl NPOrpaMMHbIX
CPEeACTE), MOTYT NOABNATLLA B TEMEHWE WWIHEHHOTD LMKNA NPUAOMEHWA (HAanpuMep, B pe3yne-
TaTe W3IMEHEHMA NPWNOMEHWA) WKW BO3HWKATE B PE3YNLTATE MCNONBIOBAHWA NPUNOMEHWA B

HeNpeiHa3HaMEeHHBIX 008 HWX YCNOBWA X

CHCTEMHBIA Nnogxod K youneHHomy obecnededuwt BeaonacHoCTW NpWNoMeHWA obecne-
YMBAET CEMLETENbCTES a4 KEATHO M 3AWMTEl MH Op MaL MK, CNONB3YEMOR WNW XpaHWMOR Npw-

NO¥EHWAMWA DpraHu3aun .

MpunoxeHWA MoryT BeITe NONyYEHsl NYTEM BHYTPEHHER pa3paloTkw, ayTcopcuHra Wiw
MOKYNKK FOTOBOTO CTAHZAPTHOrO Npodykra. [MpunodeHMA MoTyT BeITe TakKe NONYYEHBl NYTEM
KOMBWHaUMK 3TUX NOSXOLOB, ¥TO MOMET NPMESCTH K MHBIM NOCNE4CTBMAM B nnaHe besonacHo-
CTH, Tpeb yloLMM paccMOT PEHWA M YNPAENEHUA.

anMEpEMH I'IFJHJ'ID}KEHHIH ABNAHITCA KaOpoOBbkle CHCTEMbI, EIJHHEHCDBI:IE CHCTEMBI, CH-
CTEMEI UEPEEDTKH TEKCTOEB, CHCTEMBl MEHE OHMEHT a EEEHI‘U‘ID,D,EHCTBHH C KIWEHTaMW, MEXCET &-

Eble 3KpaHEl, aHTUEWPYCHBIE CHCTEMBI W CHETE MBI obH dp yHEeEHKWA BTDP}KEHHH.
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Ha npoTAMEHWM CEBOEro MWIHEHHOTO LWkna Ge3onacHoe NPpMNOMEHWE NpoABNAET Heob-
XOAMMEIE XapaKkTepUCTWKM KayecTBa NPorpaMMHOro CpefcTBa, TAakMe Kak Npeicka3yeMoe Wo-
MOMHEHWE W COOTBETCTEWE, @ TAKKE BBINOAHEHWE TpeboBanwi GesonacHoCTH C TOMKW 3pEHMA
paspaloTkn, MEHEOMMEHTE, TEXHONOMMYECKOA WH pacTpykTypel W ayguta. [OnA co3gadHwA
Ha feWHEIX MEWCKE HUIA, KOTOPBIE He YBRNWMWBAKT NOAEEPHEHHOCTE PUCKY BbILLE JOMYCTHMMO-
ro MW NEWEMNEMOTD YPOBHA OCTAaTOMHOMO pUCKa W nogge pxrearoT 3¢ ¢ ektwenyo CMAE, Tpe-
ByroTcA NpoLecchl M NPaKTMYECKWE NPMEMBI YoWNeHHoR BesonacHocT, a Takke KEanWdg ywp o-
BaHHBIE NHLA OJA WX BbINONHEHWA.

Kpome Toro, BeaonacHoe npwnokeHue yyuTeiBaeT TpebogannA besonacHocTw, BRITeka-
OLUME M3 TWNA GaHHLIX, UENEBOA cpeabl (BM3HEC-KOHTEKET, HOPMATHEHEIA W TEXHONOTWYE CKUA
KOHTEKCTSI), AEACTBYHOLWMY cyBbekTor W cneyud Mkauwin ™ npunoxernil. JonwHa cyWecTEOBaTh
BOIMOMHOCTE NMONYYEHWA CEWAETENLCTE, A0KA3EIBAMWWX, 4TO ONYCTUMBIA WK MpEKWE MIEMEIR

YPOBEHE OCTATOMHOMO PUCKE OOCTUIHYT M NOO0e pPHUEIETCA.

0.2 HazHa4YyeHnea

Uensto MCO/MIK 27034 AenAeTcA cofeACTEME OpraHW3auMAM B NNEHOMEPHOR WHTe-

rpayuu Be30NacHOCTM Ha NPOTAME HUKM MWUIHEHHOTD LMKNE NPUIOXEHUH NOCPE 4CTEOM:
a) NpelocTaBNEHWA ofLWKMX NOHATHA, NPUMHUMNOE, CTPYKTYP , KOMMNOHEHTOE M NPOLECCOE,

b) oBecneveHWA NpoLUE CCHO-0PWEHT MPOBAHHLI X MEXaHMAMOE ONA YyCTaHOENEHWA Tpebo-
BaHWA Be3onacHOCTW, OUEHKM pUCkoE BE30NACHOCTW, NPUCBOEHKWA LUENEBOrD Yp OBHA A0EEPWA W
Bblbopa COOTBETCTEYHLWMX MEP M CPEACTE KOHTPONA M yNpaBneHWA Be30onacHoCTE, @ Takwe
Bep Ml MKaLWOHHEI X MEp;

£) NpelAoCTABNEHWA PEKOMEHOAUMA ANA YCTAHOBNEHWA KPWTEpMEB MPMEMKM ONA Opra-
HM3aumMil, OCyLLE CTENAWLWMWY ayTCOPCMHT paspaboTkM WM ONEpUpoBaHWA MPUIOMEHHAMA, W
OJA OpraHu3auni, nprobpeTawm x NpMNOKE HUA ¥ TPETEER CTOP OHbI;

d) ofecneveHWA NPOLECCHO-0PWEHTHPOBAHHLIX MEXSHWIMOE ANA onpegensHuA, op-
MWPOEAHWA W cBopa CEMLETENLCTE, HeoBX0AMMBEIX ANA DEMOHCTPaLUMK TOTD, 4TO WX NpWIOXE-

HWA BeaonacHsl ANA MENONL30EaHKWA B ON FIE,D,EJ'IEHHDH Ccpene,;

11 T NeuMd MKaLMA — 5 OKYMEHT, YCTaHaENW Baowmi TpeGosanma [MOCT IS0 90002011, nyheT 3.7.3].

Wil
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g) nopoepxkn obwux KoHUenuwi, onpedeneddelx B MCOM3IK 27001, v cogeicTemnA
COOTERTCTEYHLER peann3aumm WHD OpMaUMOoHHOR Be30nacHOCTH, OCHOBAHHON Ha MeHeOM-

MEHT & PWCKE;
f) nNpefocTAaBNEHWA CTPYKTYPSl, COOEACTEYHLWER peanM3aynn Mep W CpeicTB KOHTpONA
M yIpaeneHwA besonacHocTe, onpegeneddelx B MCOMGK 27002 w opymx cTangapTax.

MCO/M3K 27034

a} NMPAMEHAETCA K NpOorpamMmMHbelM CpeCTEAM, nNeXalldmMm B OCHOBE I'IpHJ'Iﬂ}KEHHﬁ, MK
dJEHTDpEI'I.-'I, cnocobHbIM BAWATE Ha WX EESDI'IEI:HDCTI:, TAKWM KaK OdaHHBIE, TEXHONOMMA, Npoyec-

Cbl MMIHEHHOTO UMKNA NPUAOKEH WA, NpoLUECcH NOALEPMKM W 4eRCTEYHWME cybbeKTHI,

b) NpWMeHABTCA K opraHuaayWAm nwboro TWMNA M BENWYWHE! (HANPUMER, K KOMMEpYe-
CKUM NPeEfNpWATHAM, TOCYLAPCTESHHBIM YYpEXKOEHMAM, HEKOMMEPMYECKAM OpraHW3ayuam),

NoOAEEpTraWLWMEA PUCKAM, CEA3AHHBIM C NPUNOMHEH MAMA.

HCO/M3K 27034 He npenocTaBnAET:

a) pexoMeHZauMW No g uanyeckol fe3onacHoCTH W De30MacHOCTH CETH,

b) TWUMBI WAMEPEHWA UNKM MEPEl W CPEOCTEA KOHTRONA M YNpABN EHUR;

c) cneywfukaymm BezonacHoro KOAWPOBAHKWA ANA Nloro A3bIKA NporpaMMUpOBaHMA.
MCOM3K 27034 He ABNABTCA:

a) cTaHpapTom No pa3palBoTie NpWKNALHLIX NporpammM;

b) cTaHmapToOM N0 MEHEMMEHTY NP OEKTOB NP WA OMEH WA,

C) CTaHLAPTOM, KA CAHILWWMCA ¥M3HEHHOTD LWKN A PA3EMT WA NPOrpaMMHEIX CPEACTE.

¥iazaHHele B MCO/MIK 27034 TpeboeaHuA W Npoyeccel NpegHA3HAYEHEl HE ONA peanu-
33UMK N0 OTAENEHOCTH, @ CKOPER LNA WHTETPALMW B CYLUECTEYHLLIWE NPOLUECChl OPraHn3anmm.
Mo3romMy OpraHW3auun LONMHE CONOCTABNATE CEOW CYLUECTBYHLLME NPOLECCHl W CTPYKTYPSI ©
TeMmu, koTopele npegnaraet MCOM3IK 27034, obnerdan, Takum ofipazom, ocywecTENEHWE
npumedeHne MCOMIK 27034,

B npunoxeHud A NpeacTaEneH NPpUMEp TOMD, KaK CyLeCTBYHLWMWA npolece paspaboTkn
NporpaMMHbI X CPELOCTE MOMHO COMNOCTAEWTE C HEKOTOPLIMW KOMMOHEHTAMW W NPOLECCami
MCOM3IK 27034, B obwem, opraHwaayna B pamkax noboro »WIHEHHOTO UMKIA pasBqTHA
BOJKHE BBINOJHMTE COMOCTABNEHWE, ONWCAHHOE B NpUaoxXeHun A 1 qobaewTe nrbele Hego-
CTAMLWME  KOMMNOHEHTE M NPOLECCH, KOTOpble  HeoBXogWMsl  ONA  COOTEETCTEWA
MCOM3IK 27034,

gl
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0.3 LleneBan ayauTopuA

0.3.1 Obwue cBeAEHHA

MCOMIZK 27034 nonesed ONA CNegyHLWWX rpyNn DUy NP OCYLECTENEHWKM MMKU CEBOKX

0f 03 HaYEHHBIX OpraHW3auUnMoHHBl X pone i

a)

PYKOBOOMTENEN;

YIEHOE TPYNN NOATOTOEKA K paloTe W akcnnyaTauum;
NWL, OTEEYAHLMY 33 NpuoBpeTerue;

MOCTaE LW KOB;

ayanTopoB;

NoNbL30BaTENE M.

0.3.2 Pykoeogntenu

PFKUEU,D,HTEJ'IH — 3TO NWya, 3302WCTEOBAHHLIE B MEHEeIMMEHTS I'IpHJ'ID}KEHHIﬁ B TEYEHWE

WX NONHOMD XW3HEeHHOTD LUWMKNE. anMEHHEMhIE 3TanNbl MW3HEHHOTO LWKNAE I'IpHJ'ID}KEHHH BHI H)-

MAHIT 3Tanbl NOAFOTOBKK K pEEDTE W 3Tanbl EIJ!I'HKU'HD HWPOBaHWA. Kpjl'}(ﬂ BOOWTENAM OTHOCATCA:

a)
b)
c)
d)
g)
f)
g)

OTBETCTBRHHGIE 33 MHJ 0pMaLMoHHYH Be3onacHocTe,
PYKOBOLMTENW NP OEKTOE;

anMUHWCTPaTOop I,

OTBETCTBRHHEIE 38 NpMoBpeTEHME NPOrpaMMHEIX CPEACTE;
PYKOBOOMTENM pa3paboTk NporpaMMHeIX CpeaCTE;
BNafenbLUbl NPUAOMEH W,

PYKOBOOWTENW CpeOHEerD 3EEHA, KOTOPBIE PYKOEOOAT COTR VA HAKE MH.

B obAsaHHOCTW pYKOBOAWTENEN BXOOMT:

a)

obecneynTe bananc MeEXOY CTOWMMOCTEHY pEanM3aldi W Nogne psaHUe M BeaonacHo-

CTH I'IFIHHD}KEHHH no OTHOWEHWHY K pUCKaM W FIpE,EI,CTEB.ﬂHEMDﬁ UEHHOCTEHD I'IpHJ'ID}KEHHH anA

opraHu3agmum;

b)

NpoEEpATE peKOMEHOdaUWKY ayOUTOPCKAX OTMETOE OTHOCWTENEHO NPWHATHA WNKW OT-

KNOHEHWA DOCTWUraeMoro W nogne p+WBEaeMmoro Npuno:eHWeM Leneeoro ypoeHA OOBEpUA,
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IZ]I obecneyneaTh YEEPEHHOCTE B Co BN HogeH K CTAHOapPTOE, 3aKOHOB W I'IpE,EI,I'IHEEHHI:‘I Ha

OCHOBE PETYNATMEHOMD KOHTEKCTA NpWAo#eHnA (cm. 8.1.2.2);
d) ocyWecTBNATE HAA30p 38 peanv3auneil Be3onacHoOro NPUNOMKEHWA,

B) CAHKLMOHWPOBATH LUENEBOR YPOBEHb LOBEPMA B COOTBETCTEWM CO CEUWd MMECKAM

KOHTEKCTOM OpraHHu3a auni,

f) onpegenATe, KaKME MEpBl W COEACTEA KOHTPONA W yNpaeneHwWA Ge3onacHocTeH NpwW-
NOMEHWIA, 8 TaKKe COOTEETCTEYHOLWMWE BepWf WKALMOHHBIE WIMEPEHWA LONMHBl pealu3oBbk-

BAaTbCA W TECTHPOBATLER,
g) CEOAWTb K MUHWMYMY pacxofbl Ha Bepud MKaLWio Be30NacH OCTH NPWIOHEH WIA;

h) AokyMEHTaNeEHO of OPMNATL NpOUEAYPLl W NONWTUKM BE3onacHoCTW QA NpUnoXe-

i) obecneywBaTh MH opMUpoBaHKWe, obyyeHWe M Han3op 3a oBecneveHnem BezonacHo-

CTH B OTHOLWEHWW BCEX ,D,EﬁIZTE]I'I-ﬂLLl'H}{ E}I‘E]:.EKI'DE;

]} BBOOMTE Hagnewawwe G opMel LONYcka No MHG opMaynoHHOR BelonacHocTh, KoTo-

pblie TpebyoT NPUMEHAEMBIE NP OLELYPEl M NOAWTUKW MHG opMaLWoHHoA Be3onacHocTw,

k) KypWpoBaTb BCE NNaHLl, CBA3AHHLIE © CWCTEMaMKW BE30MacHoOCTH BO BoEW CTpyKType

OPraHW3 aLnm.

033 YneHsl rpynn NoAroTOBKH K padoTe W 3 KCNAYaTauMM

HneHbl rpynn noAroToBkW K paboTe W akcnnyaTaumm (0BWEen3BECTHBIE KaK TP YNNI NpOEk-
Ta) — 3To NWUAE, BOBNEYEHHEIE B MPOSKTMpOBaHWE , pa3paboTky W NoLAep™KY NPUNOKEHWA Ha

NPOTAKEHMM BCEMO WX MMIHEHHOMD Unkna. K HUm oTHocATEA:
a) paspaboTyMkM aprUTEKTYpRI
b) aHanuTukw,
C) NpOrpaMMWCTHI;
d) cheyWanWCTE NO TECTHR OBAHWH;
2] CWCTEMHBIE 8OMWHWCTPATOpR I,
fl agmuHWCTpaTopel a3 LaHHb X
g) CETeBbIE aOMWHMCTPATOpI,
h) TexHWYeCKWA nepcoHan.

YneHwl rpynn NoAroTOBKKA K pEEDTE W IKCNNYaTayuni 0O0NHHbI:
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E]I 3HaTb, KakWe MeEpbl W CpRACTEA KOHTPONA W YNpaeneHWA OOMHHEl NPUMEHATECA Ha

Kax oM 3Tane ¥MWIHEHHOrO LWKNa I'Ipl-dJ'IU}KEHHﬁ M Mo Kakoi NPAUYHHE

b]l 3HaThb, KaKHe Mepkl W CpeACTBa KOHTRONA W YNpaeneHWA 0OoNHHB bbiTh peanW3oBaHbl

B CAMOM NPpUNOHeEHWUW,

C) CEOAMTh K MWHWMYMY BOWAHWE BEOSMMEIX MEp M CPEACTE KOHTPONA W YNpaBleHWA
BE30NacHOCTRI HE MEpONpPWATHA No pa3paboTke, TECTMPOBAHWH W OOKYMEHTANEHOMY O opM-

NEeHWH) B TEMEHWE MHWIHEHHOMD UWEKNa I'IpHJ'ID}KEHHﬁ;

d) NpoEepWTe COCTBETCTEME BEELEHHBIX MEp W CPEACTE KOHTPOJA W ynpasneHwA Ges-

ONacHOCTRH I'IpHJ'IDH(EHHﬁ TPEEDEEHH AM COOTEETCTEYHILLIWX HEMEPEHHH;

L'-"..::I MMETE AOCTYN K MHCTRPYMEHTANbHEIM CREOCTEAM W JYMLWMM NPpakTHYECKAM NpWe Mam

ONA payMoHaneHoR pa3paboTky, TECTHR OBAHKMA W 40 KYMEHT Mp OBAH UA,
fl cnocobcTEOBATE 3IKCNEPTHON OUEHKE,
g) NpPWHWUMATL YYacTWe B NNaHMpoBaHui W paapaboTke cTpaTernn npuobpeTeHmA;

h]l YCTAHAEBNHMEATE AEN0BbLIE OTHOLWEHWA ANA NonyyYeHWA HEDE}{D,D,HMI:I}{ TOEBapOE W Yonyr

(HanpWMEp, B OTHOLEHWA TEHAEPE , OLEHKM M 33KNHYEHWA 40M0BOpOE);

I} OpraHW30BBIEATE YAaNeHWe 3NeEMEHTOE, OCTABLUWXCA NOCne 3aBeplUeHWA pEEDTbI

(HanpwMep, yNpaeneHMe MMYLWECTEOM [ yoaneHue),

0.3.4 lluuya, oTEeYawWw He 2a NpUoDp eTEHHE

KJ’IHU'EM, OTEEMa HOWKWM 34 HPHUEPETEHHE, OTHOCATCA BCe NWUa, BOBNEYEHHbLIE B NpO-

uecc NnpuobpeTeHWA NPOSYKT OB WNW YEIyT.
Ilwua, oTeEvatowme 3a npuobpeTenne, LoNMHEL

a) NogroTABNWEATh 3aNPOC NPELNOMEHWR , BKIHYaWWMA TpeboBaHWA K Mepam M cpeg-

CTBAM KOHTPOMA W yNpaBneHWA Be3onacHo cTeh;
h) EbIfMpaTe NOCTABLLMKOR, COOTEETCTEYLWAY 334aHHbIM TpeboBaHn AM;

£) NpoBEpATL CEWASTENbLCTEA NPUMEHEHWA MEp W CPeACTE KOHTPONA W yNpaBneHWA

Be3aonacHOCTLH YCNYrHa OCHOBE ayTCOPCHHIE,

d) oUEHWEATE NPOLYKTEI, NPOBEPAA CEWLETENLCTEA HAANENALLER pealu3auun Mep W

CpelCTE KOHTRPONA W YNpaBneHWA BeaonacHoOCTLHD I'IpH.I'ID}KEHHH.

Xl
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035 MNocTaBwMKKH

K nocTaBwkam OTHOCATCA NWUE, BOBNEYEHHBIE B NPOUECC NOCTABKW NPOAYKTOE WIW
yChyr.

MOCTaE Wy KW A 0NMHbI:

a) BbINONHATEL TpeboBaHWA BE30NacHOCTW NPWNOMEHWA, NPeACTAaENEHHBIE B 3anpocax
MPE LN OME HKW R,

b) nogbupaTe COOTEETCTEBYHLWMWE 33ABNEHHBIM TpeboBaHMAM Mepel M CPeOCTEa KOH-

TRONA W YyNpagneHWA BeaonacHoCTeH I'IpMJ'II'_'I}i-(EHHH OnA I'IpE,ﬂ,.I'ICIH{EHMﬁ C YEa3aHWem UXx CTOWMMO-

CTH;

c) NpefacTaEnATE CEMASTENLCTEA HagNemallel peanuaaumu Tpebyemelx Mep W CpedcTe
KOHTPONA W yNpaenedwa Be3onacHocTeo NpUNOHEHWA B NpesiaracmelX NpogykTax WM yony-

rax.

036 Ayautopbl
AyOnTopbl — NMLUAE, KOTOPBIE SO0JMHEI:

a) NoHWMaTe 06bEM W NPpOUELYPLl, BOBNEYEHHLIE B BEpM WKAUWOHHLIE WIMEpPEHUA B

OTHOLIEHWW COOTBETCTEYHLLMX MER M CPEACTE KOHTPONA W YNpaBNeHW A,
b) obecneyneaTh YBEPEHHOCTL B NOBTOPAEMOCTW pe3yNbTaToOR ayauTa;

I:]I YCTAaHAaENHWEATE CNHCOK BEpHdJ MEEUHOHHBIX HEI‘U‘IEPEHHH, CO30aWNX CEWOETENLCTEA

TOrO, MTO NPANOHEHWE OOCTHUINO LeneBOro YypoeEHA ,D,DBEPHH,TPEE]I‘EMDFD PYKOBOOCTEOM,

d} NMPAMEHATE CTAHOEPTU3WPOBaHHBIE NPpOUECCE a¥AWTa, OCHOBAHHBIE Ha WCNONbB3 OB a-

HHUW CEMOeTENECTE, N040aWKWKCA NMPOBEPKEE.

03.7 Nonwzoearenwu
Monb3cEaTen — NULE, KOTOpbIE LOANHbI

a} BhiTh YEEQEHHBIMWA B TOM, MTO MCNONBI0OEaHWE WNKW PE3EEpPTRIEAHWE NPpUNOAKEHWA AB-

nAetcA beaona CHBIM;

b]l bbITh YEEPDEHHBIMW B TOM, MTO NMPWUNOMEHWA NOCNenOBEaTENRHO W CEOBEDEMEHHO CO-

304 HT Hade¥HbIe PE3YNbLTATHI,

X
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£) ObITh YyEEPEHHLIMW B TOM, NTO M2pbl W CPEACTES KOHTPONA W ynpaenedua BesonacHo-
CTBH) MPUAOKEHWA W COOTEETCTEYHILUME BEpUd MKALWOHHLI 2 M3MEPEHUA YCTAHOBNEHLl W d yHE-

LMOHMP YHIT HaANexalum abpasom.

0.4 MpUHUMN BI

0.4.1 bezonacHOCTL ABNAETCA TpeboBaHUeM

TPEEUBHHHH BeaonacHocTK A0 NM%HbBI bbITh onpefdeneHel U NpoaHanW3WpoBaHbl ONA KaM-
A0rg 3Tana HWM3IHeEHHOrO UWMKNa I'IFJHJ'IDH{EHHH, I'ID,D,FJUEHD paccMoTpeHbl W ¥NpaenAemMbl Ha No-

CTOAHHOW OCHOBR.

TpeboeaHwA BesonacHocTW NpunoXe HWA (oM. B.4) nonwHel TPAKTOBATLCA TakUM e ob-
pascM, kak W TpeBoBaHnA § yHKLUW OHaNbHBIX BOIMOMHOCTEN, KavecTEa v yaobcTea B skcnnya-
Tayumn (cm. WCOMBK 9126 | roe npedcTagned NpuMep Mogenn kavecTea). Kpome Toro, gonse-
Hbl ObITL BEEOEHE CBA3aHHEIE © De3onacHocTel TpelOBaHWA B OTHOWEHWW COOTEBETCTEMA

YCTAHOEBNEHHBIM NpedenamM 0CTAaTOMHOMD pUCKA.

CornacHo MCO/MIKIAMIP 29148 tpeboeanuA pgonxHel ObiTe Heobxogumeimu, obob-
LWEHHBIMK, TOMHO BbIpaMeHHbLIMKW, NOCNEeL0BaTENGHBIMK, MOJHBIMKW, Na3KOHMYHBIMK, OCYLLE-
CTEMMEI MM, NPOCHEMWBAEMBIMKM M NOASAHLMMUCA NPOBEPKE. ITH ME XapakTepUCTHKW OTHO-
cATCA K TpeboBaHkAm Be3onacHocTy. B QoKYMEHTEUWMW NPOEKTOE NPUICKEHMA CAWLIKOM YacCTO
BCTpEYawTCA HedeTkue TpeboBaHuA, Takwe kak «Pazpabotywk gonxedr obHapywweaTk BCe

3HaMHMBlIE PUCKK beaonacHocTw 4NA NPUNOHEHWAS .

0.4.2 bezonacHOCTb NPUAOMEHWA 3AEMCHT OT KOHTBKCTA

Ha BesonacHocTe NPUNOMEHWA BAMART ONpefdeneHHan Uenegan cpena. Bug v macwrab
Tpebopanwi Be3onacHoOCTM NPWNOMEHWA ONPeeNAKTCA PUCKAMW, KOTOPBIM MOLERprasT cA
NpWUNo#e HWe. PUCKW ¥e 33BUCAT 0T BMOE KOHTEKCTa. CYWEecTBYET TPW BU A KOHTEKCTA:

a) DBW3IHEC-KOHTEKCT: KOHKPETHBIE PUCKW, NPOWCTEKAKWWE W3 o epel BW3Heca opraHwaa-
UMM (Tened OHHAA KOMNAHWA, TP AHCNOPTHAA KOMMAEHWA, MOCYLAPCTEEHHOR YUPEMLEHWE U T. 0.);

b) perynATMEHGBIA KOHTEKCT. KOHKPETHBIE PWUCKM, NPOWCTEKAKWME W3 MECTOMNONOMEH A
BuaHeca opraHw3ayunm (NpaBa Ha WHTENNEKTYansHyW CoBCTEEHHOCTE W NWUEH3Wp OBAHWE
OFpaHWMEHWA HAa KpUNTOrPad WMECKYH 3aWMTY, ABTOPCKOE NMPAED, 33KOHbl M NOCTAHOBNEHWA,

3akoHbl 0b obecneyeHWW NPUBATHOCTH M T. 4.);

X
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C) TEXHONOMMYE CKMIA KOHTEKCT. KOHKPETHBIE PUCKM, NPOWCTEKArOLWWE W3 TEXHONOTWI, nE-
NoNe3yemMelX B BW3HECE OpraHW3aunK [PEMHMEHWPWHT, BE30NaCHOCTE BCTPOEHHEIX MHCTPYME H-
TankHbIX CPRACTE, 2ALLMTA MCXOAHOMD KO4A NP OrpaMmel, MCNONE3I0EAHWE NPOrPaMMEl, 3apaHes
CKOMMUAMPOBAHHOM TPETEEA CTOPOHOA, TECTMPOBAaHWE De30nacHOCTW, TECTMPOBAHWE Ha Npo-
HWKHOBEHWE, [pPaHWYHaA NpOBEpKAa, NPOBEPKa Ko4a Mporpammel, cpeda WHE opmaLuvoHHo-
KOMMYHMKaUWOHHOR TexHonorwn (MKT), B koTopoi paboTaeT NpuAoXeHWE , KOHG MIYPaLWMOHHBIS
P adns W HEKOMNMNWPOBAHHEIE OaHHbIE , MPUBWIETMM ONEPALUMOHHON CMCTEMB! ONA WHCT anns-
UK WMWK § YHKUMOHA POBAHWA, TexHWYeckoe obcnywueanne, BesonacHoe pacnpocTpaHeHWe W
T.4.]

TexHonoMYeckMi KOHTEKCT OXBATHIEART TEXHWYECKME cneuund nkauu npunoxed il (b yHKUM o-
HaneHble BO3MOWHOCTM Be3onacHocTW, Be3onacHele KOMANOHEHTHI, OHNARHOEBIE NNETEMM,

HafEMHbIE KOHTP 0NbHbIE MYPHANL, KpUNTOTpat WA, YNpagneHe NoONHOMOYHAMIA W T. 4.).

JpraHW3auMA MOMET YyTEEPHAATh, YTO NpunoxeHwe De3onacHo, HO 3To YTEEPWOEHWE
OENCTEUT BNbHD TONLKO AR aHHON KOHKPETHOW opraHu3aummn B ee ocobom BuaHec-KOHTeKCT &,
PEFYNATMEHOM W TEXHONOMWYECKOM KOHTeKcTax. Ecnu, Hanpumep, MEHARTCA T2 XHONOMWYECKAA
WHIp pacTpYKTYPa NPHADKEHWA WK NPUIOMEHME WCNONB3YETCA ANA TAKWX e Uened B gpyroi
CTpaHe, TO 3TOT HOBLIA KOHTEKCT MOMET BNWATE Ha TpeboeanuA BeaonacHocTW W Leneeol yp o-
BEHb LOBEpMA. TEKyLME MEpbLl W CPEACTEA KOHTPONA W YyNpaBneHuA Ge30nNacHOCTE NpWI oM e-
HWIA MOMYT e HeafeKBaTHO yMMTLIBATh HoBble TpefoBaHWA Ge30MacHOCTM, W NPHIOMEHWE

MoMeT Bonblue He BeiTe Be30nacHkI M.

043 CooTBETCTEYIO IME HHBEECTHLMH B 0becnedyeHue bDezonacHOCTH NPHA 0XEHHI

3aTpaTkl Ha NPWMEHEHWE MEP W CPEOCTE KOHTPONA W yNpaeneHuA BeaonacHocTel Npw-
NOMEHWA W NP OBELEHWE AYOWTOPCKAX W3MEPEHWA BONKHEl BbITE COpaaMepHLl LENeBOMY YPOE-
Hto poeepuA (cw. B.1.2.6.4) Tpebyemoro BNagenslUe M NPUNGKEHWA WNW [ YKOBOLCTEOM.

3TV 3aTpaTkl MOTYT CYMTATLCA MHBECTULMWERN, NOCKONBKY OHM YMEHBLWAKT pacxodel, oba-

33HHOCTW BENafenkUa I'IpHJ'IDH{EHHH M NPaBOBLIE NOCNEOCTEWMA 33 HapyLeHWe BeaonacHocTh.

044 bezonacHoCTL NPUNOXEHHA 0,0MKHA BEeMOHCTPHPOBATh CH

Mpouecec ayauta npunoxeHui B MCOMIK 27034-1 (cwm. B.5) wenonbayeT nonaaroWwMmeca
NpPoBEpPKE CEWLETENbCTEA, ofecneyYnBacMEle MEPAaMKW W CPELCTEAMM KOHTPONA W yNpaBNeHWA

bezonacHocTel NpunoxeHui (cwm. 8.1 2.6 &),

X
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HpHJ’IU}KEHHE He MoxeT BeiTe ofbABNEHO Be3onacHeiMm, Bciu ayouTop He CcCornacedH C
TEM, MTO NOATEepHOaHWWe CEMAETENLCTEA, NEHEPUPpYEMEIE E[—".FIHEIJ MEaUWMOHHEIMH W3MED EHK A-
MU NMPUMEHAEMEIX MED W CpeOCTE KOHTPONA W YNpagneHWA feaonacHOCTLH I'IpMJ'II]}KEHHﬁ, ne-

MOHCTPWPYHIT 40 CTMMEHWE UENEEOM0 YpOBHA GOBEPWA, TpeByemMoro pyKoEo 4ETBOM.

0.5 CBA3L ¢ APYrMMN MeXAYHAPOAHLIMI CTAHAAPTAMK

051 0bwue ceeneHUA

Ha pucyHke 1 nowkazaHa ezaumocease MCOM3BK 27034 ¢ gpymimK MeXOyHapoaH bIMu
CTaHAaPTaMK.

W MK 15408 | (M COMIK 282T| MCo/MOK 202 |BC0MoK 2918 | COMIK 2T | |BCOMK 2TRIS | | W00 MaK B02E BCOMEM TO
JEL 3 T [ L Hogss CHOR AL § TIH AL e CHHE - Bl oy bl T QA A THD B e 1540
i 3 T 2 TH SEAGETH A T TReS OB [ EHETERIH Clenisi
HT i TH ] HIG0 0 L - 0l HOBEHA
[ESE-CHN) B il [ [
LT 2 T e R 3T 2 T HT
[ Y O T )
HCOMIK FTe34

i
) s 34 N G T L '
TR HA e M
-
VP B Tt 8 O T i W R T WM TR A W T PR A R v

HETOMHMH A WEQ HERACTE BATRONS H A e
Tl 2 T 7 e

oo off & THY BT [BSTHRRIAN

M@ALCTEEA8T H THA Noof
Eif N 2 TH RS M TR ELLHH B

MCOHMOE 17207 BCOMIK 25
Mpoasise Ml ees
3 O WHIHEAH O

A LA EHETAR
1 )l
CRERETE

PucyHok 1 — Baammoceaae MCOM 3K 27034 © gpyninmiK MEX], yHaPoLHBIMK CTaH fapTai

0.5.2 MCOMIK 27001, CHcTeMbl MeHe M eHTa MH¢opM auM OHHOR DezonacHoCTM.

TpeboeaHuA

MCO/MBK 27034 cnocobereyeT peanmaagun pekomengaynin MCOMISK 27001 e chepe,
OrpaHMyeHHoi Be30nacHoCTLI0 NPUNOMEHWN. B 4acTHOCTH, MCNONL3 YHOTCA CReAyoWMe nogxo-
Obl:

E]I CHCTEMAT MYECKHIA nogxod K MeHedxMeHTY Beso MaCcHOCTH,

b} nogxop npoyecca eflnadwpoeanme—-CcywecTeneHue—llpoeeprka—Leid cTBre 3,

XV



rocT P MCO/M3K 27034-1-2014

£) peann3aynA WHp opMaLNoHHO i BE30NACHOCT Ha OCHOBE MEHEMMEHTE pUCKE .

053 NCO/MIK27002, Ceos HOpM M NPABNA MEHEOWM EHTA HH(POpPM ALHMOHHORA

De30nacHOCTH

MCO/M3BK 27002 npegocTaBNABT NPAKTUMECKME NEMEMEl, KOTOPBIE OPraHM3aunA MOMET
pPEANM30EaTh B KAYRCTEE MEp W CPeACTE KOHTPONA W ynpaBneHWs De30nacHOCTLHY NpUnOME-
HWi, kak npegnaraet MCOMIK 27034, Hanbonbwwit MHTEpeC NpeACTaBNAKT MEPLl W Cpea-
CTB3  KOHTpPONA W ynpaeneHwAs  BeaonacHoCTe W2 ClegylwuMx  pasgenoe
MCO/MIBK 27002:2005:

a) pasgen 10; MeHedMEHT KOMMYHWKa LKA W pabor,
b) pazgmen 11: ¥npaeneHwe gocTynom,

c) pasgen 12: MNpuobpeTenwe, paspaboTka W SKCNNYaTaLWMA WHG OPMaLKW OHHBIX CMCTEM.

054 NCO/MIK2Z27005, MeHegKMeHT pucKa MHhO pM AULMOHHO il De3onacHoOCTH
MCOM3K 27034 cnocobereyeT peanuaaunn npegnaraemoros MCOM3K 27005 npoyec-

ca  MeHegWMEeHTa pucka B cdiepe, OrpaHWYMEHHOR  BE30nNacHOCTEH  NMPUNOMEHWI.
B npunoxeHuk C HAcTOAWETD CTaHAapTa NPMEOLMTCA KPATKOE OMWCAHWE MPOLECEE MEHEOM-

MEHT a8 PUCKE.

055 HCO/MIK21827, Npoexktnp oeanme bezonacHocTH cicTeM. Mogens 3penoctu

npouecca® (SSE-CMM®)

MCOMBK 21827 npepoctagnAeT Da3oBele NPakTHMECKWE MPUEMEBl NPOEKTUPOBAHKA
Be3onacHOCTM, KOTOPLIE OpPraHM3aUWA MOMET PEANM3I0EETh B KAYeCTEE MEp W CPeAcTE KoH-
TPONA W yNpaENeHWA Be3onacHoCTeH NpUNoXKeHW, kak npeanonaraet MCOMBK 27034, Kpo-
me Tora, npougceel MCOMIK 27034 cnocobeTEyT LOCTIKEHWH HEKOTOPbLIX BO3M OMHOCTEN

MPOUECCOB, ONPeeNAKLLNY YPOBHW BO3MoXHOCTel npoyeccoe no MCOMISK 21827,

056 HCO/MIK15408-3, Kputepun oueHKH De3onacHOCTH WH(pOPM AL OHHBIX

TexHonorui. Yacte 3: TpeboBaHua poBepua K bezonacHoOCTH

MCO/MIK 15408-3 npegoctaenAeT TpeboBaHMA 1 3aNemeHTEl LeRCTEWA, KOTOpPLIE Opra-
HW3AUMA MOMET PEANW30BATE B KAYECTEBE MEpP W CPEACTE KOHTPONA W ynpaeneHuA BezonacHo-

CTEH NPHUNOKEHWA , kak npegnonaraet MCOMIK 27034,

X
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0.5.7 MCOMIKTO 15443-1, OcHoBbI BoEEpHA K bezonacHo cTH HHpop MALHOHHBIX
TexHonorui. Yactes 1: Obzop ¥ ocHoBEwl, W MCO/M3K TO 154433 OcHoebl poBepuA
K Be3zonacHo cTH WH(pOPMALMOHHLIX TEXHONOrHA. YacTe 3: AHann3 MeTo 408

obecneyeHun ALOoBEepHA

MCO/MBIK 27034 nomoraeT NpMMEHATE M OTpamaTe NpUMHUMNLl AoBepWA K BeaonacHocT
M3 WCO/M3IK TO 15443-1 W copefcTBOBaTe  cUsHapwAmM  oBecneveHWA  OQOBEpMA W3
MCOMIKTO 15443-3.

0.5.8 HCOMIK 15026 -2, PazpaboTka nporpaMmmMHoro obecne4eHnA H CHCTEM,
[apaHTHpOBaHWE CHCTEM M NporpaMMHore obecnevyennn. Yacte 2: CueHapuu

obecneyeHun AoBepHA

HMcnone3aoBaHWe NPOLECCOB W MEP M CPEACTE KOHTPONA W yNpaeneHUA GesonacHocTsio
npunoxeHud wa MCOM3IK 27034 B npoekTax NpunoKeHWA HenocpedCTBEHHO cnocobcoTeyeT
pEANM3IaLMK cueHapes obecneYednA qoeepuA K BesonacHocTw NnpunoxeHnin. B yacTHocTw:

a) YTEEPMAEHMA W WX 0BOCHOBAHWA 0fecNeYWBAOTCA NPOUECCOM aHanwsa pucka bes-

ONacHOCTH NpKn I'_'I}KEHHﬁ;

h:l CEWOETeNBCTEE NPenoCcT aBNAKTCA BCTPOEHHBIMUK BEpHdJ MEEUWOHHBIMKA M2 MEDEHWAMW

MED W CPpelCTE KOHTPONA U YNPpaBNeHWA besonacHOCTLH I'IpHJ'IDH(EHHﬁ;

c) cooTeeTcTewe WMCOMIK 27034 moxeT WCNONbL3I0BATLCA B KAaJYeCTEE apryMeHTa BO

MHOTUX o000 HbI X CUERHapWAX obecnedeHunA goBe pRrA.

Cwm. Tarkke 812651,

0.59 HCOMIK 15288, PazpaboTka Np orpaMMHO M0 oDeCneYeHWA U CHCTEM.
Mpouecckl xuzHeHHoro ynina cuctem, n MCOMIK 12207, PazpaboTka
nporpaMmMHoro obecneveHua M cucTeM. Mpoueccsl MHIHEHHOTO LHKNA

nporpaM MHbIX CPencTE

MCO/MM3K 27034 npepocTaEnAeT LONONHMTENEHEIE MPOUECCEl ANA OpraHu3aymnn, a Tak
WE MEpbl M CPEACTEA KOHTPONA W yNpaBneHWA Be30nacHOCTE NPMNDMEHWA, KOTOPLIE OpPraHu-
J3UMA MOMET BKIHYATE KaK SONONHWTENEHEIE MEPONPUATHA B CYLUECTEYHLUME NPOLECCEl MMW3-
HEHHOTO UWKNA MPOEKTUPOBEHWA CUCTEM W NPOrpamMMHbIX  CPEACTE, NPefoCTABNAEMbIE
WMCOMSBK 15288 w MCOMIBK 12207 .

XM
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0510 MCOMIKTO 29193 (e npouecce pazpaboTku), [IpMHUKMNBI U MeToR I

HHXHHHpPHHTa OezonacHbLIX CUCTEM

MCOMIK TO 29133 npefocTaBNART PYKOBOLCTEA ONA MHMWHMpWHrE BesonacHocTH cu-
cTem MAW npogyktoe MKET, koTopele OpraHW3auWA MOMET peaiM30BaTe B KavecTBE Mep W
CPEeACTE  KOWTPONA WM ynpaenedus De3onacHocTel  NpUNoMeHWi,  kak  npegnaraet
MCOM3IK 27034,

XM
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HALMOHATbHbIW CTAHAAPT POCCUINCKO ®EAEPALIAW

MHcdopMmalnoHHaa TexHONoMA

METO[bI 1 CPEACTBA OBECIMNEYEHMA BE3OMNACHOCTHU

BesonacHoCTE NpUNOXEHWA

Yactbe 1
0630p 1 obwme NOHATUA

Information technology. Security techniques. Application security. Part 1.
Overview and concepts

Nara eeepnenunn — 2015-06 01

1 O6nacTs NnpuMeHeHUA

MCOMMM3K 27034 npepocTaBnAeT OpraHW3auMAM pPYKOBOACTEO, COASMCTEYHILLEE WHTE-

rpayKm fesaonacHoCTM B NPpoLecckl, MCNoNe3yemble ONA MEHEIMMEHTA I'IpH_I'II'.'I}KEHHﬁ.

Oannan vacte MCOMBK 27034 copepxut obwmil obaop BesonacHocTW NpMNoKeHWA, 8
TaKKE ONpPefeneHWA, NOHATHA, MPMHUMML W NpoOLECeEl, KacatownecA obecnedYeHWA BesonacHo-

CTH NP WA OHEHMA.

MCO/MBK 27034 npumeHrm ANA NpUAoXeHWA, pa3paboTaHHb X B pamMKax OpraHu3aumm,
MNW NpuoBpeTeHHbIy ¥ TPeTeel CTOPOHLI, 3 TaKHe B CNYY4aAX ayTcopcMHra paspaboTkW wnu

IKCNNYATALWK NP WA OWE HUR .

M3paHne oy anLHoe
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2 HopmaTUBHBEIE CChINKK

B HACTOAWEM CTaHOEaPTE MCNONB30EaHEl HOPMATHWEHEIE CCBINKW Ha CnedYHLWWE MexdYy-
HapodHble CTaHOAPTHI. ,D,ﬂﬂ AaTUPOBAHHBIX CCbINOK WCNONB3YHT TONBKD YKa3aHHOE W3LaHWe.
,D,J'IH HEQaTUPOBaHHEIX CCBINOK MCNONB3YHT CamMoe nocnefHee W3faHWe CCbINOMHOMD O0KyYMEHTa

(CyJYeTOM BCRX BTD M3MEHEHMRA).

MCO/M3K 270002009  Mrughopmayuonnan mexHonoeus. Memods u cpedomea obec-
neveHusR besonacHocmu. Cucmeidsl ineHedxiqedsma udghopmayuorHol be sonacHocmu. O63gp
u mepiaunonoaua (|SOMEC 27000:2003, Information technology — Secunty technigues - Infor-

mation security management systems -- Overview and vocabulary)

MCO/M3K 27001 2005 2 Wrughopmayuonnas mexHonozus. Memodsl u cpedomea obec-
neveHus besonacHocmu. Cucmeldsl MeHedximelma uHghopiauuonHol besonacHocmu. Tpebo-
eanuq (1S0ONEC 270012005, Information technology — Securdy techniques — Information secun-

ty management systems — Requirements)

MCOM3K 27 002:2005 3 HughopmayuoHraa mexdonozus. Memodsl u cpedcmea obec-
meveHuA bedonacHocmy. Ceod Hopi U Apasun MeHedxiesma uHghopimayuorHol besonacHo-
cmu (ISC/EC 27002:2005 | Information technology — Securiy techniques — Code of practice for

information security management

MCOM3K 270052011 MAgopmayuonHas mexHonozun. Memodel u cpedcmaa obecne-
veHus  DesonacHocmu. Menedwmsenm  pucka  unghopmwayuonsold  GesonacHocmy
(ISOAEC 270052011, Information technology — Securly techniques — Information securly risk

management)

11 OmeeHen. OJefcteyet WCOMSK 27000:2014. OpHako gnA ogHosHadHoro cobniogenws tpebosaHini
HACTo AWLETD CTaHAARTA, Bblpa®eEHHbIX B 4a TWROBaHHbIX CChINKaX, PEKOMEHLYETCA MCNo Nb30BATE TONBKO JaHHBLIA

CChINAYHBLIN CTaHA apT.

I OmveHed. JefcTeyeT WMCOM 3K 27001:2013. OpHako ANA ojHosHaqHoro cofnwgeHua TpefosaHui
HACTO AWLETD CTaHAARTa, BhlpaXeHHLIX B 4aTWROEaHHE CChINKaX, PEKOMEHL YETCEA MCMONL3I0BATE TOMEKD [ AHHEIA
CChINOYHBLIA CTAHL SpT.

B OmeeHed. JefcTeveT WCOM 3K 27002:2013. OpHake ANA ojHosHadHoro cofnogeHua ThefosaHui

HACTO AWLETD CTAHAARTE, BhIPaXEHHBIX B 48 TWPOBAHHLIX CChINKAX, PEKOMEHLYETEA MCMO Nb30EATE TOMBKD [ AHHLIA
CChINDYHBLIN CTAHA apT.

2
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3 TepMUHBI U ONpeaeneHUA

B HacToAwem cTaHgapTe NpMMEHeHBl TepMiHel no MCOM3IK 27000, MCOMIK 27001,
MCOMIK 27002, MCO/MIK 27005, a Tawke chnefywlUWe TEPMUHBI C COOTEETCTEYHILLMMM

onpedeneHWAMHA.

3.1 peAcTEyw WMIA cydbbekt (actor); Jluyo wnw npoyecc, OCYWECTENAKIWMA QEATENE
HOCTb BO BPEMS HWM3HEHHOTOD LMKNE NPUAOMEHWUA WM MHULWKP VLKA B3I aWMOLeACTEME © M-

B bim NpoLecCcom, KDTL‘IFII:II:1 obecneydeasT Wnu JaTparMBaeT NpUNOXEHW .

3.2 tpakTHHecknid ypoeeHb poeepMA (actual level of trust): Peaynetat npoyecca ayou-
Ta, ofecneynBalOWMin CBMOETENLCTES, NOATESPMAALLME, YTO Mepsl M CPELCTEBA KOHTPONA W
yNpaeneHMA Be3onacHocTer NpUACHEHWA, TpefyemMble LeNeBsIM YPOBHEM AOBSPUA NPWIOME-

HWA, Hadnexallum DEPEEDI‘U‘I PEannicBadHel, NpOEEpEHLl W 0AHOT OMWOaEMEIE PEIYNLTATEI.

3.3 npunoxeHnue (application): Pewenwe & obnactn MT, Bknovaowes npuknagHoe npo-
rpamMmMHOE CpefAcTBO, NPUKNAAHBIE AaHHBIE M NPOUEOypbl, NpefiHA3HAYEHHO e ONA COLeACTENA
MoNb3CEATENAM OpraHW3auuK B OCYLUSCTENEHWA ONpefeneHHbIX 3a8ay unn obpaboTke KoH-
KpeTHBIX BUOOE 3383y WMT nocpefcTEOM 3BTOMATW3aL MK Npolecca M ¢ yHkuMK BusHeca.

MpumedaHWe — MNpougccel GUIHECE BKNOYAN T KAK MO AENA, TAK M TEXHOMN O MM,

3.4 aTanoHHaA MoAenb XHIHEHHOTO0 UHKNa be3lonacHo cTH NpunoxeHuid (application
security life cycle reference model): Mogens ¥M3HeHHOro UMKNA, WCNONB3YEMAA B KaueCTBE
3TanoHa ANA BEBEARHWA MEpPONPUATHA No ofecnedeHnio Be30NACHOCTK B NPOLE CCbl, CBA3EHHbIE
C MEHEOMIMEHTOM MPWIOMEHWA, NOAMOTOBKOR K paboTe W akcnnyaTaywed NpUNOMEHWA, Me-

HE [BKMEHT OM WHE pACTPYKTYPEI M 3 YSUTOM NP W OMKE HW .

3.5 HopwaTHEHaA cTpykrypa npunoxennit; ANF (application normative framework —
AMF). CoBOKYNHOCTE HOPMATWEHBIX 3NEMEHTOE, EbIDPaHHBIX M3 HOpMaTMBHOW CTPYKTYPLl Opra-

HHU3aUWKW, M 3HEYWM MBI X ONA KOHKPETHOMD NPOEKTa NP WNOHEHWA.

3.6 enageney npunoxeduA (application owner): OpranwsaynoHHan poik, OTEEYAHILARA
338 MEHEOHMEHT, MCNONE30BAHME W 0DECNEYEHWE 38 LWNTEI NPWIOKEHWA W Er0 OaHHbI X

MpumedaHua

1 Bnapge ney, NpinoXeHd 8 NPUHAMAEET BCE P LEHWA, Kacanuwecs §e3onacHoCTH NPUNoKEHWA.

2 MenoneayeMelil B HACTD ALWLEM CTaHAAPTE TERMWH =BNagenels SBNASTCA CHHOHMMOM TERMWHE =BNA Le-
NEL, NP OHEHA AR
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3.7 npoekt npunoxeHHA (application project): MNoneiTka AeACTEMRA C oNpefeneHHbI MY
KPMTEPWAMA Havana W 33aBe pLUEHWA, HANPABAEHHEIX HA CO34aHWE NPUNOMEHWA B COOTBETCTEWN

C3adaHHBIMW peCypCami M TPEEDEEHMH M.

[MCOM3IK 122072008, onpepenedwe 429, mogwdwuvpoBaHHoe cneywaneHo AanAa
cthepbl AEACTEWNA NP WU OME HAA |

MpumedaHue — AnA ugnei MCOM 3K 27034 KpUTERMM HAYANE W 3ABEP WEHWA TAKD Bbl, UTD BECH MM 3-

H EHHBIM UMEN NP NOHKEHWA BKNOYEH B NROEKT NRANG HEHWA.

3B mepa M cpeCTBO KOHTPONA W YyNpaBneHWA De3onacHOCTLIO NpunoxeHHA; ASC
(application securty control — ASC): CTpykTypa LaHHbIX, COLEPHALLARA YETKOE NEpEYUCIEHUE W
ONWECaHWE BWAODE OEATENLHOCTH No obeacneveHWlo BE30NacHOCTH M WX COOTERTCTEYHILWETD Be-
PU P MKALWOHHOTS W3MEPEH WA, NOAJ EXaLLUETD BIMGIHEHWHD B KOHKPETHEIA MOMEHT MW3HEHHOMO

UWENa NpUnoXeHWA.

359 npouecc meHenxM eHTa beizonacHocTu npunoxeHwid; ASMP (application security
management process — ASMP): Mcnoneaye Melid opradHusaumeid ob Wi npoyecc MEHEOMMEHTA
B OTHOLUEHWW BWOOBE OEATENLHOCTH No cbecnederHnio BeaonacHocTh, AERCTBYHOLWMWX cyBLekToE,

apTqu dKTOB W ayoWuTa Kaxnoro npunoxe HWA.

3.10 npuknagHoe nporpaMMHoe cpencTeo (application software): MNpompammHoe cpea-
CTBO, NPEAHA3IHAYEHHOE ANA COAEMCTEWA NONL30BAaTENAM B OCYLWECTBNEHWM ONPELENEHHBIX
3agay wnw obpaboTke KOHKpPETHBIX BMADE 3a4ad, B OTNWYME OT NPOrpaMMHONC CpeAcTEa,

¥Np aENAHLWETD KOMNEHTEPOM.
[MCOMIEMINIP 24765:2010, onpeaenerdne 3.130-1]

311 ayout [audit): CucTemaTwyecKMi, HEIGEMCHMBIR W JOKYMEHTHWP OBaHHBIA NpoUece
MOoNYYEHWA CEBWLETENLCTE ayauTa W 0BBEKTMBHOMO WX OUEHWBAHWA C UENbH YCTAHOBNEHWA
CTEMNEHW BIMONHEHWKW COTNACOBAHHLIX KPMTEPWEE 2yONT 3.

[MCO 90002005, onpegeneiwe 39,1, 0BobweHHo Mognd nuMpoBaHHD:]

3.12 cpepna (environment): BU3HeC-KOHTEKCT, PErYNATHEHBIA W TEXHONOTMYECKM A KOHTEK-
CThI, B KOTOpbIX UCNONBIYETCA NPUIOMEHUE | BKIKYAA BCE NP OLECCH, NPOAYKTE, MHE 0p MaL Wk
W AefcTBYHWMX cybLeKToR, 3382 ACTEOBAHHLIX B NPHACHEHM W,

3.13 w1 3HeHHBIA umkn (life cycle): PazewTwe cucTemel, NpogykTa, YyoAyrv, NpOEKTE WK
OPYrMX W3rOTOBNEHHEIX YEN0BEKOM DBLEKTOR, HAYMHAA CO CTaguu pa3paboTkw KOHUENUMMK W
3aKaHYMBAA NPEKP ALLEHKME M MEWMEHEHK A,

[MCOMIK 122072008, onpegenerne 4.16]
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3.14 mopens uzHeHHoro uMmna (life cycle model): CTpykTypa npoygccoE W LEACTEMA,
CEA3AHHBLIX C MMIHEHHEIM LWKNOM, OpraHW3yemMelX Ha CTaQWAX, KOTOPLIE TAIOKE CNVHKAT B Kaue-
cTee 0D WeR cohlNKM ANA YETAHOENEHWA CEBA3EA W B33 MMONOHWMAHWA CTOPOH.

[MCO/M3K 12207:2008, anpegencHue 4.17]

3.15 conpoeoxnenne [maintenance); JMoboe W3MEHEHWE NPUNOMEHWA, OCYLLECTENEH-
HOE NOCNe ero Bbinycka.

Mpumep — Heapaemonge owobox dofaenenve (YNKULUONANLALK GO3IMONHOCHISH, YAYYWeNTe

G yNEoREpOSANEN, 0GECRAYNE 0 HTe YEADERNNOC MBb 6 (0 YN KINONANBROCHE RTTONENES.

3.16 HopwaTuBHaAA cTpyxTypa opradmzauun; ONF  (organization normative
framework — OMNF): BHYTpeEHHAA CTPYKTYpa BCEW OpPraHM3auwu, BKNHYEHLWAA COBOKYMHOCTh
HOPMAaTHEHEIX NMPOLECCOE M 3NEMEHTOR BE30NacHO CTHM NPUAOHEHWA.

3.17 rpynna HopMaTHE HOM CTPYKTYpLI opraHnzaumm; rpynna ONF [ONF Committee):
CpraHW3ayMoHHAA pofk B HOPMATMBHOW CTPYKT Ype OpPraHW3auWuW, 0TEEYAHLWARA 33 CONPOEOM-
OEHME W CAHKUMOHWPOBAHWE KOMNOHEHTOR, CEA3AHHEIX C BR30NaCHOCTE NP OHE KA.

3.18 onepaunoHHan cpena (operating environment). BHeWHEe OKp YPKEHWME NpOrpamMmel,

KOTOPOE CYLWEecTEYeT WKW NPeAnciaraeTcA B0 BPEMA €8 BbINONHEHWA.
[MCO/M3K 2382-7:2000 , onpegenenne 07 .11.07
3.19 npoaykuma (product): PeayneTaT npouecea.
[MC O 9000:2005, onpepenenune 3.4 2]

3.20 bezonacHoe npunoxeHue (secure application): Mpunowedne, G akT wuecknid ypo-
BEHb NOBEPMA KOTOPOr0 PABEH LENEBOMY YPOBHH AOBEPWA, KOTOpPLIA ONpeOENARTCA OpraHu-
3aUMER, MCNONL3YHLER NPUIOMEHWE.

321 ueneeoil ypoeeHs goeepuA (targeted level of trust). OboaHaveHwe wan meTKa co-
BOKYNHOCTW MEQ W CPEACTE KOHTRONA W yNpaEneHWA Be30NacHO CTEH NP OME HWA | COMTRHHBIX
He 0B X0 AMMEIMY BNaENLUEM NPUNOMEHMA ONA CHUMEHWA CEA3AHHOTD C KOHKPETHBIM NpUno-
WEHWEM PUCKA A0 AONYSTUMOro (WNW NpUemMnemoro) ypoBHA NocNe aHanuaa pucka beaonacHo-
CTH Mp M OME HUA.

3.22 none3oBarens (user): JTMUo, MCNONE3 YHOLWES WNKM AKCNNYATHPYHILWER YTO-TO.

[KpaTkuid okcopAcKUi aHIMWACKWA cNOBaph]

MpumedaHe — 0NA Uenel HACTOAWE Mo CTAHAARTS TEPMAH eNoNb3IOBATENL: 0BOIHAYSET HE TONBKD
KOHEYHOM NOMNB30EETENA, HO TAKKE OMNEPALMOHHEIE PONK W PONK CONPOBOKLEHWA, TAKME KaK CHCTEMHEIA SgMUHK-

CTRATOR W AAMUHUCTRETOR BA3 AaHHBIN.
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323 pannpaumn (validation): MMogTeepaeHWE NocpefcTBOM NpeAcTaBNeHWA 0B beKTHE-

HblX CEMOBTENLCTE TOMD , MTO TFIEEUEEHHFI, NpedHa3HaYeHHeIe ANA KOHKDETHOTO MCNONB30BaHWA

WKW NpWUMEHEHKWA, ERINONHEHEL

MpumedaHK A

1 TephiH zBanvUpoEaH: MCNONbIYETCA 4N A 0B03HaYEHNA COOTEETCTEYD ULEND CTATYCE .

2 Yeno BUA NPUMEHEHWA M2 IyT BbITe PEANBHBMK MW CMOLEN PG BAHH bINK,
[MCO 9000:2005, onpegenernne 385]

3 Ha A3bKe HE CNEUMANMCTA «BanuiauM Az o3Havae T paBuneHO N NOCTROEHD NMPUNoKEHKWE P

324 pepucpnrauma (verification): MNMogTeepMgeHWe Nocpe ACTEOM NPeACTaBNEHWA 00b-

EKTHMEHBIX CEMOETENLCTE TOrO, MTO YCT aHOBNEHHbIE TPEEDB aHWA BBINW BRINOMHEHBI,

MpumedaHKn A

1 TephiH zBepUp MUMPOBaH: MENONEIYIOT 0NA oBo3HAYE HUA CODTEETETEYIO WE D CTATYCE.

2 lleaTeneHoCTE NO NORTEE pHY EHMO TpeBoeaHWid MoXET BENOYATE B cebAl ooy WEecTENEHWE ansTEpHE-

THEHbIX PACYETOE, CPABHEHWE CNEUWMKALMM HA HOBbIA MPOEKT © AHAN0 MYHOA JoKyYMEHTALMER Ha anpobupo-

BAHHbIA MPOEKT, NPoBEL EHWE MCMBITAHWA 1 1 EMOHCTRALMIA 1 aHANKE AOKYMEHTOE 10 WX BhIMyCKa.

[MCO 5000:2005, anpeneneHune 3.8.4]

3 Ha A3blKe He CNeUMAanUeTa « B2 Pl MKaL WAz o3HaYaeT s KOppekTHO N NOCTRO 8HO NPUN0KEHWE? =

4 CokpallgHus

B HacToAWeM cTaHgapTe NPMMEHEHBI CNE YHILWME COKPE LS HWA

ANF - —
ASC -

ASMP

COTS

OMNF
XL

application normative [HOpMaTWEHAA CTRPYKTYR A NP W OXE HWRAY,

application security control (Mepa W cpefcTBO KOHTPONA W ynpaeneHwA Ges-

ONACHOCTEHY NPUAOMEH WA,

application security management process (npouecc MeHedxmeHTa Besonac-

HOCTH NPUNOMHEHWRA);

commercial-offthe-shelf (roToEbli Kk WMCNoNb30BaHWH KOMMEpYECKWR npo-
AYKT);

organization normative framewark (HopMaTHBHEA CTPYKTYP A OpraHnaaymu);

extended markup language (pacWwwpAEMEIA A3LIK PA3METKK);



roCT PUCO/MIK 2703412014

MKT  —  uH§ opMayy oHHo- KOMMYHU KA UM oHHaA TexHonomaA (Information and Commu-

nication Technology — ICT);

CMWME - cucTema MeHenMeHTa WH opmauroHHoi BesonacHocTh (Information Secu-

rity Management System — ISMS).

5 CmpykTypa MCOIM3K 27034

MCO/MMIK 27034 coctowT w3 wectw Yactel. B vactn 1 MCOMSIK 27034 npegcraegneHsl
ob3op w oBwme noHATHA. [JaHHOA YacTW BNONHE AOCTATOMHO ANA OULEHMEAHWA HE 0B X0 AMMDCTH
peanwaaumn ctaHgapta MCO/M3K 27034 & opraHvaaunu, a Tawke ONA Npe3eHT auun 1 obyye-
HUA. OnA camoil »e peanuaaynn ctavgapta MCOMIK 27034 panHoi vactn MCOM3K 27034

HE OO CTaTOMHOD.

CpraHu3aunam, Menawnm nprmedAats MCO/MIK 27034, Heobxogumel vacTn 2, 3w 4
cTaHgapra MCOMBK 27034, Ouw copnepxaT nogpobHele onWcaHMA BoeX NpefcTaBNEHHbIX B
faHdol yactu MCO/MIK 27034 noHATHA.

MCO/MMIK 27034-5 Bynet ocoBeHHo noneseH opraHWsayMAM, 3aWHTEPECOBaHHBIM B
NpuoBpeTEHWM UNW PACNPOCTPAHEHWUKM Mep W CPEACTE KOHTPONA M yNpaeneHuA BesonacHoCTsio
MpPWUNOMEHWIA | TaK K3K OH NPeLOCTABNAST CTAHOAPTHYH CTPYKTYPY OaHHBLIY W CTaHLAPT HeIA Npo-
TOKON ANA PacnpocTRaHEHWA MEp W CPeACTE KOHTPONA M yNpaeneHuA. Hanpumep, kpynHan op-
FaHW3aUMA MoMeT ObiTh 3aWHTEpECOBAHA B SETOMATMMECKOM PacnpocTpaHEHUM W obHOBNEH UMK

MED W CPpEnCTE KOHTPONA W YNPABNEHWA OANA ECeX CEONX nu,u,paa,u,enemﬁ.

MCOMIK2T034-6 cofepwuT NpUMepbl Mep W CPeACTE KOHTPONA W YNpaeneHWA AnNA
KOHKpETHbIX TpeBoeaHwi Be3onacHOCTH NpUNCHMEHWA, 3Ta YacTb ByneT nonesHa opraHw3auu-
AM, wenatwwpm peanwaoeate MCO/M3IK 27034, waw opranusaynAm, KoTopele XoTAT paspabo-

TaTb ONPEAENEHHBIE MEPEl M CPEACTEA KOHTPONA W YNpaENeHWA BE30NacHOCTEH NPHIOXEH WA,
Cogepswanue wectw vyactel MCOMSK 27034
Yacte 1 — Obzop v 0buwmne noHATHA

B wactw 1 npegcraened obzop bezonacHocT NprnodeHWA. CHa 3HAKOMWT C ONpegene-
HUAMKM, ODWMMK NOHATHAMK, NPUHLKWNAMW W NPOLUECCAMK, KacawlWwumucA obecneveHnA Ges-

ONacHOCTH NRHUNOXEHN M.
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Yacts 2 - HopMarMBHan cTpyKTypa opraH3auuu

B wactw 2 npepcTaenedo nogpofHos ONWCaHWe HOPMATWEHOW CTRYKTYPLl OpraHu3alum,
BE KOMMNOHEHTOE M NPOLECCOE MEHE AMMEHTA Ha YpOBHE opraHu3aunn. B ganHoi vactu ofwAc-
HAKTCA B3aMMOCBA3W 3THMX NPOLECCOR, CBA3AHHLIE © HUMKM MEponpUATMA U cnocobsl nognep-
MEAHWA UMW NPOLECCa MeHEIMMEHTa DeaonacHocT npunoxe HWA. B gaHHo# yacTw onncelBaeT-
CA, KaK OpraHn3aumnA gonwHa peanusoeeieate MCOMIK 27034 v wHTEPUpOBaTE 8o CO CEOM-

MW CYLLECTEYHLMMMW NpoLe CeamM,
Yacts 3 — lpouece meHemxmeHTa BesonacHocTH NpHM oXEHWHA

B vactw3 npepctaeneHo nogpofHoe onNWCaHWe NPOLUECCOB, BOBMEMEHHBIX B MpOEKT
NpUNOMKEHWA: onpeneneHie TpeboeaHui W cpefbl NPWNOMEHWA, OUEHKE pucka BeaonacHocTw
NPUNOMEHWA, CO3AEHWE W NOANEPMKA HOPMATMBHON CTPYKTYPbl MPUNOMEHWA, pEANW3aunA n
BBEJEHWE B OEACTBWE NPUNOKEHWA W BanwdauwaA ero Be3onacHoOCTM Ha NPOTAKEHWA BCErO
MW3HEHHOTO UMkna. B naHHoR yacTw 0B ACHAKTCA B3IaWMOCEBA3M 3TUX NPOLECCOR, WX f yYHKL M-
OHWPOBaHWE M B3aWMO3aBMCWMOCTH, 8 TaloKe BBRAEHME MW Be30nacHOCT B NpOeKT NpWnoXe-

HWA.
Yacte 4 - Bannpauws DezonacHoOCTH NPHA OXEHHIA

B vactu 4 npepctaBneHo yrnybneHHoe onWcaHWe npougcca Banwgauun BesonacHocTu
NPUNOMEHWA W NpoUecca cepTUd MKaLuk, WIMepAIOWEro i akT MMeCKWl ypoBEHbL JOBEPWA NpW-
NOMEHWA W CPABHWBALLEND BTD © LENEEbIM YpOBHEM ADBEPWA, KOTOPLIA 3apaHee BelBupaeTcA

DPraHW3 auuei.

Yacte 5 — CTpyKTypa AaHHbLIX YyNpaBneHHA HezonacHoCTL 0 NPOTOKONOB W NPUNO-

HEeHHRA

B yactw 5 npepctaenedel npoTokonsl M XML-cxema onA mep W CpeAcTE KOHTRONA W
ynpaeneHuA GesonacHocTel NpunoweHuin (ASC) Ha ocHoee cTangapta WCO/MBKTY 15000
gPacluMpAEMBIA A3BIK PA3MeTkn gnA anekTpoHHoro Buadeca (ehXML)e. JanHan yvacTe moxeT
BeITe MCNONB30BAHA ANA COLRACTEMA OPraHM3alMAM B BaNW4aUMK CTPYKT Ypbl LaHHeIX ASC u
apyrux komnoHeHToe MCO/MIK 27034 | a Tawke 4NA NoOALEpMKY pacnpocTpaHeduA, obHoBRe-

HWA W MCNoNB30BaHKMA ASC.
Yacte 6 — PykoBoacTEO N0 DE30NacCHOCTH ANA KO HKPETHLIX MPHI 0XEeHWA

B wactu B npegcTtagnedsl npumepsl ASC, npuenocobneHHbIX K KOHKEETHBIM TpeboBaHw-

AM BE30NacHOCTK NP WA OMHEHKA.
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6 BeegeHne B 6ezonacHoOCTE NpUNOXKeHWUA

6.1 O6wWan UH ¢ opMaLynAa

Obecnevenwe Be3onacHOCTW NPUNOHKEHWA — 3T0 NPOLECC NPUMEHEHWA MEp W CPeACTE
KOHTEONA W YNpaBNeHWA W WIMEPEHMA K NPUNOXEHWAM OPraHW3auul © LENbH OCYLWECTBNEHWA

MEHELMMEHTE PUCKE, BOZHWKAHIWErD B PEIYNETATE WX MCNONBI0OEAH KA.

Mepbl M CpeACTES KOHTPONA W YNPABNEHWA W W3MEPEHMA MOTYT NPUMEHATECA K CaMOoMy
NPUNOMEHWK (210 NPOLECCAM, KOMMNOHEHTAM, NPOrPaMMHLIM CPEACTEAM W peayneTaTam), ero
DAHHBIM (KOHD MIYpaUMoHHBIM SaHHBIM, A3HHBIM NOJb30EaTENel, LaHHbIM OpraHn3anuK) 1 ko
BCEl TEXHONOTMW, NpOLEccam M OeRCTEYHLWAM cybbEKTaM, BOBNEYEHHBIM B MW3HEHHBIR LWKN

MNP AN OHE HWA.

6.2 5e30NacHOCTL NPUMOXEHHNI B CPABHEHMH ¢ 6e30NacHOCTkIO

NpOrpaMMHbLIX CpeacTB

Mpunowexnne — 3to peweHne B obnactw WMT, Bnwudalowes nporpammMHoE CpeAcTEO
(cw. 3.3). Tawim obpazom, De3onacHOCTE NPUAOMEHMI ABNAETCA Donee LWUMpOKMM MOHATHEM,

0XBATbIEE HILLMM B e3onacHoCTh nporpamMmHel X Cpe4cTE.

6.3 Ccpepa AelicTENA 6e3onacHOCTH NPUMOXEH Wil

6.3.1 Obwue cBeneHHA

BezonacHocTe npyAn omeHUi obecnewneasT 32 LATY KPWUTHUEECKWX OaHHBIX, BBIMHUCNAEMBI X,
MENONBE3YeMblx, XpaHUMbIX W NepelaBacMblX NPpUNOXEHHEM | Kak TFIEEYETEH OpraHizal i, JTa
3allTa obecnevneasT YEEPEHHOCTE HE TONbBKO B AOCTYAHOCTH, LENOCTHOCTH W K'EIH¢I WaOeHU K-

dalNbHOCTH OAHHBIX, HO TakHe B HEOTKA3YEMOCTH W ayTe HTHqJ MKaU WK None3oBaTen el MMEHILLIA X
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K HUM BocTyn. KpuTUMHOCTE SaHHLIX M MHBIY 3KTUEOE L0NMHA ONpedeNATeCA OpraHusaymei no-
CPeACTEOM NpOLEcca OUSHKW pucka GeaonacHocTi,

Hyswpaowuecs B 3alUWTE KPUTMYSCKME OaHHLIS TaKHE MOTYT NpeAcTaBnATe cobol we-
XOAHBIA KO NPWACHEHUA, ABEOWYHBIA KOO W UCNONHAEMBIR KOO,

Ha pucydke 2 nokasado rpadwdeckoe npegcTaBnedne cepsl 4eACTEWA BeaonacHocTw

I'IpHJ'ID}KEHHH B BHOE DEJ’IEL’:TH, UFPEHH\IEHHDI:& MNYHET P HBIMKA NUHHWAMHK.

| BHAHBC-KOH TEKCT |L|1 Fergn ATWBHLI KOHT BKET |

: ||-| POUSCChI EHIHEHHDTO UMENE I'IFIHHDZKEHMﬁ| | MpoUscos, CERIEHHEE G NPT OEEHH AM | I

: | TEAHOND MHECKHA KOHTRECT | | ML HELAH MEHNOXEHHRA | :
| |
|| MpHEnagHEe gaHHES | | DMt OPTEHHIALMM W NONBIoBATE Nl | I
| |
I | P ol W NoAHOMO SR | l
| |
I Cipepa acfic 1ona Ge3onac HOCTH NpUAGKEHR |
g -

PucyHok 2 — Cp epa f,eAcTEMA GE30nacHocT RN HEHW A

3To NpeACTABNEHWE HE OIHANART, UTO BCA INEMEHTLl B NOKA3AHHOR BeIWe cdepe fei-
CTEMA ABNAKTCA YAaCThbH NPUNOMEHMA, @ TOBOPWT O TOM, NTO BCE 3TW 3NEMEHTHI TpebywoT 3a-
WWTEl gnA cbecneveHwA Be3aonacHocTW npunosednA. Takum obpazom, chepa geictewnA bes-
OMacCHOCTW NPUNOXEHWA ABNARTCA BoNee LWWMpoKOA, Yem cthepa OeWCTBWA CAMOMD MpKUNOXE-

HHWA. HPHBE,D,EHHEH HUWHE TEEJ’IHU'E MNNHCTPUPYET 3TO0 OTNIHUMYHE.

Tabnuua 1-Chepa gelicTEMA NPUNOMEHWA B CPABHEHMM cO cf @poid OeAcTEWA De3onacHo-

CTH MPUIOMEHN A

marEa i i B cd:epe,n,eiinuﬂun B cip epe A eAcTBHA Em?nac-
NP AOHEHWIA HOCT W NMPUAAGHKEHIA
JaHHbIE DRraHWIALMY W NonB3o BEaTens (6.3.9) ]
MpurknagHele naHHele (6.3.8) . .
P ond W nonHomModna (6 .3.10) - &
Cne Lt vKE L Np unokeHai (6.3.7) . -
T e ¥HONoMYecklid KoHTeKeT (6.3 .6) ]
Mpougcebl, CEAZAHHBIE CNPUNOKEHWAMK (B.3.5) ]
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OkoryaHue mabnuys 1

B cihepe AeHcTBNA B cipepe aenc 1BNA Gesonac-
JNeMerHTbl . .
NPUAoHKEHA HOCTH NP0 KEHWIA
Mpougcchl ¥AIHEHHOMD WAKNA NpraoxeH i (5.3 .4) -
BHaHec-koHTeKCT (6.3.2) .
P eryn ATMEHBIN KoHTEKCT (6.3.3) .

HPHBE,D,EHHI:IE HW#Ee JaHHbIE W NPpOUECCEl HAaXOOATCA B Eq}l epe AeiCTEWA BeacnacHoCTH

NP UAOXEHWA W 4oN¥HB BBITE 33 LWMLLEH I

6.3.2 buiHec-KoHTeKCT

K EMEHEC-KDHTEN’:T}I’ OTHOCATCA BCE CBA33HHLIE ¢ BW3HECOM NydWKe NpakTUYeckme npu-

EMbl, NPeANUCaHWA W OrpaHMYMeHWA, BbITe KaHILWWeE K3 I:EIJEFII:I BuaHeca OpraHW3ayun .

6.3.3 Peryn ATHBHLI il KOHTEKCT

K PECYNATAEHOMY KOHTEKCTY OTHOCATCA BCE 38KOHBI, NPpednWCaHWA W DELIJ'HE Npaenna,
EbITEKaHLWWE W3 MeCTa BedeHWA busHeca wnu HPWCOWEUNK, KOTOpBEIE BENHWAKT Ha ¢]I'HKLI|HD-
HalbHEIE BOIMOMHOCTH NPUNOXKEHWA UNKW UCNONBI0OBAHWE B0 OaHHbIX I[HEI'IPHMEFJ, PUCKW B pe-
AYyNeTaTe Ppa3anUyKWA HauWoHaNEHEIX 3aKOHOB B CTPpaHaX, rae E]I',EI,ET WCNONB3IDBATLCA OOHO W TO

WE NP W OHE HWE).

6.3.4 MNpouecchl HIHEHHOTO LMKNa NPHNOMXKEHH i

HonwHa obecneyveaTbcA 3aWMTa Boex HeoDX0LWMBIX MM CYLWECTEYHLLWY NPOLECCOR

OPraHM3aLnK, BOBNEYEHHEIX B WW3HEHHBIN LWKN NPUIOKEHWRA, TakNX Kak
a) npougccel 0ByYeHWA, ayaMTa M aTTECTaLMK,

b) npougccel peanuaaynn (pa3zpaboTka, MEHEJMMEHT NPOEKTOE, CONPOBOMNOEHWE, KOH-

TpONb BEPCHIA, TECTUPOEBAHME W T. 4.);

) OMNEpPauWoHHBIE NPOLECCH.

6.3.5 lpouecckl, CEAZAHHLIE C NPHNOXEHHAM H

,D,DJ'IH(HE obecnewieaTbCcA 3dlnTa BCeX HEDE}(D,D,HMI:I}( MW CYWECTEYHLWWX NpouecCcoe
opraHM3aayni, 3aTparieaeMely BaXHBIMHK CI'IELIIHdJ MEaUMAMK W KPUTHYE CKMMKW OaHHEIMKA NpUno-
WEHWRA , TAKM X KAk

11
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a) NPOUBCCH WCNONL30BAHWA M MEHE IHMEHTE;
b) nNpousccel CONpoBOMAEHWA M PE3EPEHOMD KOMWPOEBAHWA,
C) NpOUECCH PACNpOCTPAHEHWA W Pa3BEPTLIBEAHWA,

d) nNpoueccel, Ha KOTOPLIE BIMAKT NPWIOMEHMA UKW KOTOpbIe TpeByoTeA NpunoxeHd AM.

6356 TexHonornyeckHil KOHTeKCT

OonwHa obecneYMBaTsCA 3aWMTa BCeX NPpOoAYKTOER W TEXHONOMMMECKWX KOMMOHEHTOE,

NoLLEPH BN X BAXHBIE CNeUMd MKALWK WK KpMTWYECKWE OaHHBIE, TAKKX K3 K
a) TEPMWHANGL, CETH W WHBIE Pa3pelUeHHbIE Nepud epUiiHble YCTPORCTES;

b) onepayuoHHan cucTema, koHd UTypaLKA W CepBUCE,

£) pa3spelUsHHbIE KAHANLI CEA3W W NOPTHI;

d) COTS W WHbI2 NpooYKTHI, TAKWE KaK CUCTEMBl yNpaeneHnA bazamu gaHHex (CYE),

WENOS b3YEMBIE TP MIOMEHMAMW, W WX TEXHONOMYECKaA WHE pacTpykTypa;
g) MoOOMd MEILWMA W WHBIE NPOUECCHl, CEA3AHHLIS C TEXHONOTHYE CKMM KO HT 2 KETO M

ﬂl NPoayEThl, Ha KOTOPEIE OKa3bIEAHT BNWAHWE NPUNOHKEHWA WKW KOTOPBLIE WCNONB3YHT-

CA NpUNOXEHWAMAK.

6.3.7 Cneundchuraumn npunoxeHn il

OonwHa obecnevyneatech Jaluta oT HEEEHKLIIHDHHPDEEHHDF'I MD,D,HqJHKELl'HH BCEX Cne-

LA MKALMA MPRAOMEHWA, TAKWX KAK
a) cneywdrKayWu annapaTHeIX CpencTe,
b) cneundwrkaumn besonacHocTw,
C)  YHKUMOH 8NbHBIE BO3M OMHO CTK MENJOHEH M,
d) cneyndukalum TEpMUHANE KIWEHT a,

g) cheynd MKauWi onepayMoHHOro oTAENaE.

638 lNpunagHbie AaHHbIE

HonwHa obecneyBaTbCA 3ALUMTA BCER KPMTHYECKOR MHE OPMaLKMK Np WA OXEHUA | Tako i

KA K

a) KoHG WrYpaUKMOHHBIE LaHHLIE NP WA OHKE HMA;

12
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b} ABOWYHBIA KOO NP WD OKE HWEA;
C) MCXOAHBIA KDL NPWNOMEHW;
KOMMNOHEHTEI NpMAoXKeHUA W BubanoTek;

JAOKYMeHTaUWA BaMHE LMY KOMMNOHEHTOB W ¢]fHKLI|HDHaJ'IbeI}( BO3MOMHO CTEN npuno-

WEHWA.

6.3.9 [laHHble opraHMzauMM W NONbL30Baren e
Honmxra obecneynBaTbCA 3aUMTa BCEA KPUTMMECKOW WH OpMaUMKW, KACcaKLWEACA opra-

HM3ELWKA W NONB3ICBATENER, Takoh KaK
a) cepTud MkaThl,
b) cekpeTHble knwoMK;
c) Heobxopumble ANA UENEBOW 38034W AaHHbIE;
d) nepcoHanbHble LaHHbIE,

£) MONb3CBAaTeNbCKWE AaHHLIE KOHG MTYpaLuy.

6.3.10 Ponu ¥ nonHoMOYMA

Nonxra BeiTe obecneveHa 3awpTa BCel KPUTHYECKOR WHG OpMaLMKM No yNpaeneHWo
MAEHTHHWKALWER W MONHOMONHAMMK, TAKOR Ka K

a) AaHHBIE NO YNpaBNeHWH WOEHTUH MKALWER;

b) WoeHTUd MKALWOHHBEIE M AYTEHTUG WKL MO HHLIE 0aHHBIE

) AaHHble aBTOpPM3aLMK.

6.4 TpeGoBaHNA 6e30NacH OCTH NPHMNOXEH Uil

6.4.1 HcTtouHnkn TpeboBaHni DezonacHOCTH NPHNOXEHNI

CornacHo WCO/M3K 27005, TpeboeaHwA Be3onacHOCTH NPUACHKEHWA WAEHTHD MLWp Y-
KTCA NOCPEACTEOM OLUEHKM pucka W 0BpaboTku pucka M OMKTYHTCA TakuMy akTopamn, Kak
cneyud Mkalkum NpKUNoXEHKA, LeNEBAA CPELA NPUNOMEHWA (BM3HE C-KOHTEKCT, PETYNATHEHEIA W
TEXHONOMMME CKMIA KOHTEKCThI), KPUTHYECKME OaHHbIe M BelBop, KOTOPLIA denaeT BNagensy Npu-

TOMEH WA

13
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DyHKYWOHANEHEIe TpeboeaHMA Ge30NacHOCTH OMKTYIOT, Kakue ¢ YHKUWOHANkHLIE BO3-
moxHocTh Be3sonacHocTw BynyT peanusoBaHbl B npunoxeHnn. HedyHkunoHansHele TpeboBa-
HWA De30NacHOCTH HanpaBNeHbl Ha KavecTEO De30NAaCHOCTH, KOTOPOE AOMMHO NPORBNATE NPK-
noxeHne. Boe 3TW Mepel W CPEACTEE KOHTPONA W YNpaBNEHWA Q0NXHEl GbITh NONHOCTEH ONpe-

AEeNeHbl U YTERPHOEH L OpraHu3aaum ei.

6.4.2 PazpaboTka TpeboBaHHil bezonacHOCTH NPUN 0XeHW

PaaspaboTtka TpeboBaHWi npunoxeHwi — 310 npoyece, oxgaToigatowmih cbop, aHanma u
onpegeneHue TpeboBaHWA AnA npunoweHwid. OH gonweH BeiTe DONONHEH OUEHKOW pucka C
Lensk BrNoYeHWA Tpeboeanui BeaonacHocTw.

Kak w B cnyvae nwbblix TpeboBaHKil, OLEHKA pUCKa LOJKHA BKNHOYATE NOCTOAHHOE W CH-
CTEMATUYECKOE WENONLI0BAHWE NpoUsayp, 0BeCcneynBalWmMy YEEPEHHOCTE B TOM, NTO NONY-
MEHHARA COBOKYNHOCTE TpeBoBaHWil ABNAETCA NONHOMA, NOCNeA0BaTENBHOM, NErKo NOHWMEEeMOR
M aHaNW3MPYEMOR BNAAEN6UEM NPUACOKEHHA, TpeBoBaHWA W WX BEINONHEHWE TAKKE AO0JMHbI

BbITh W3IME DM BIMK.

643 CucremMa meHeaMeHTa MHhopMaLMOHHONA DEZ0MACHOCTH

6.4.3.1 CMMB opranusaymm

BcA wH opMayuA, KoTopyk NnognepxuBaeT W ofpabaTeiBaeT opraHn3 auwA, NogBepraseT-
CA pUCKY oWKMBOK, XMLEHMA, NoXapa, 3aTONNEHWA W T. 4., @ TAKKe DNacHOCTAM, CEA3AHHLIM C
MCNonb3yeMol TexHonorueid. TepMWH «WH opMaLWoHHaA Ge3onacHoCTe® OCHOBBIBAETCA Ha
MH OpMaLMW Kak Ha aKTHBE , MMEHILLEM NPUCBORHHOE 3HAYEHWEe W TpeOyHLWEM COOTBETCTEY-
towei 3awutel. Comacio MCOM3K 27000 CMWB npeacTaenAeT mofeibs ANA CO3LAaHWA,
BHEAPEHUA, ) YHKUMOHUP OBEHWA, MOHUTOPWHIE, aHANW3a, NOAAEEMKA W YAYYLWEHWA 3aMThl
MHI 0pMaLW OHHEI X AKTMBOE DPraHW3alWW Ha OCHOBE NOAXOAA K puckam Bu3Heca. 3alyuTa wH-
f 0pMALMOHHEIX AKTUBOE OPraHW3auuy Son#Ha ObiTh OPWEHTMPOBAHA Ha CEA3AHHBIE © HUMM

PWCKW W NPUHATEIE BU3HECOM YpOBHW pUCKE.

JTOT MeHeAMMEHT PUCKOB OCHOBLIBAETCA Ha WHG opmalloHHoR BesonacHocTH M oxBa-
TRIEAET BCE BWALI PMCKOE, CBAZAHHLIX CO BCEMW BUOAMW WH( OpMaLMK, MCNONL3YemMoil opraHu-

3aumei.
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6.4.3.2 Be3onacHOCTL NPUAOXEHWIA B KoHTekeTe CMMB

BezonacHocTe npunoxennid nogaepxueasT uenw CMWMBE B macwrabax opraHwaagmm,
ofecnevunMBas MoLeNb CO3LAHWA, PERANWIAUMKM, 3KCNNYaTaLMK, MOHWTORWHTA, NPOBEPKW, NOJ-
OEEHKM W COBEPLIEHCTEOBAHMA 3AWNTEl WH OpPMaLMOHHEIX AKTMEBOE OPraHW3auWK, CEA3AHHLIX
C NpUNoMeHWAMM. Be3onacHocTe NMpMNOMEHWA JonkHa obecneynBaTe afEKBATHBIE Mepbl W
CPEACTEA KOHTPONR W YNPABNEHMA, 3 TAKOKE CBMOETENLCTEE, NOATEE HOAHLIWE PYKOBOOWTE-
NAM 0pPraHu3aLWK 0CyLWEcTBNEHWE 3 EKBATHOMD MEHEIKMEHTE PUCKOE, CBA3AHHLIX C WCNON b-

J0BaHWEM NpHNOxe HUHRA.

CMIB obycnaenueaet Ge3aonacHocTe NpUNOMEHWA, obecnevnBan yYBEpEHHOCTL B OCY-
WECTBASHWA MEHEAMMEHTA BCEX PUCKOE, CBA3AHHLIX ¢ WH OpMaLMel opraHM3auuy, BKNHOYanA
WH OpMaLMI, KOTOpaA AOCTYNHA NpUNoxeHMAM. Mepbl W cpeLCTEa KOHTPONA W YNpaBNEHUA,

HazHavaemele CMKMBE, pacnpocTpaHAKTCA Ha YPOBEHE NPUIOMEH WA,

6.5 PUcK

6.5.1 Puck DezonacHOCTH NPWNOXEeHHNA

Puck Ge30nacHOCTH NPUNOXEHWH — 3T0 PUCK, KOTOPOMY NOJBEPralOTCA DPraHM3aUnmM Npu
MCMONBI0BAHWK KOHKPETHOTO NPHIOONEH WA,

Puck Be3onacHoCTH NPUAOHKEHMA BOIHWKAET NPW HANMYMK:

a) yrpo3, HanpaeneHHblX Ha MH OpMAaLMID, KOTOPAA BOCTYNHA NPUNOXEHWAM;

b) yAzBMMOCTER;

) BIWAHMA YCMELWHOMD MCNONB30EAHWA YAIBUMOCTER yrpo3amu.

[eATEnbHOCTE N0 WABHTM MKALUWMK, OTCNEXWEAHWID, XPAHEHMH WHG opMauuK, namepe-
HWH W COOBLUEHWH 0 PUCKAX NPUNOMEHWIA Kpa@He BanHa. TpeboBaHwA BelonacHocTW npuno-
WEHWIA W NpeOHA3HaYEHHbIE ANA HUX MEpbl M CPEACTEA KOHTPONA M YNPaBJEHUA ABAKTCA [e-
akumMel Ha 3ToT puck. MMpouyecc oueHKM pMcka Be30nNacHOCTH NpPMNOKEHWA ABNASTCA Heobxo-
OUMBIM, NOTOMY NTO PUCK MEHABTCA C TEYEHMEM BPEMEHW, NPHBOAA K HEDBXOOMMOCTW nocT o-

AHHOA M NoCNefoBaTenbHO i MAEHTUD MKALWK W XPaHE HUA WHI OpMaLWUK 0 pUCKe.
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652 YAZEMMO CTH NP UNOXKEHHA

YAIBMMOCTH ABNAKT CA PE3YNLTATOM HANMYWA HeaJe KBaTHLIX MED W CPEeACTB KOHTPONA 1
YNpaBNeHWA WNW WX oTcyTcTBWA. HeajekeaTHO KOHTPONMPYEMbIE YAIBMMOCTM B pe3yNbTaTe
NPUBOAAT K HEMPUEMAEMOMY PUCKY NPHIOXKEH WA,

YAIEMMOCTH NP OMCTEKAKOT OT:

a) peficTeyrolx cyDbEKTOR, TAKIX KK NPOrpaMMKCThI, CO3AAMLUME NNOXME NPOrpam-
Mbl, NONbL30BATENM, AeNatllMe oWWBKM NpM MCNONB3OBAHWM NporpammHoro obecneveHus,
TEXHMYECKME CMELMANMCTBI W paspaboTynkn, fenawlme ownbin B npougcce NOALEPMKKM NpW-
NOMEHUR,

b) npoueccoB, Takux Kak HeafeKBaTHbIe NPOLUEAYPLl TECTMPOBAaHWA, MNOXOA MeHEOMN-
MEHT NPOEKTOE, HEOCT aTONHOR BHUMaHWE K BE30NacHOCTW B TEYMEHME NPOLECCOB MU3HEHHOMD
UWKna, HenpeABWAEHHO & BIaUMOAe HCTEME MENAY NPWNOMEHWAMM, NONE3DBATENAMA M onepa-
TOpPaMK, HE 3flEKBATHBIE NPOLECCHl MEHEAMMEHTE W3MEHE HU;

C) TEeXHONOFMMECKOTD KOHTEKSTA, TaKOrD Kak NNoxo BelBpaHHaA TEXHONOTWMECKAR WH-
 pacTpyKTypa WaM NpoayKTsl;

d) ocobeHHOCTeN, TakMy KaK HeadeKBaTHOE NPOEKTWPOBaHWE, yA3BMMocTW, obycnoe-

NEHHBIE BIAWMOOEACTEMAMW B CUCTEME MKW oWWBKamu B HHTEp¢I EACAX KOMMNOHEHTOB.

653 ¥rposbl npunoxeHn A

Yrpo3a HeceT B cefie BD3MOMHOCTE NPUYWHEHWA ywepba kpuTuyeckoll MHG opmaumn B
chepe 4eACTBUA NPUNOMEHWA M, COOTBETCTBEHHO, CaMOA OpraHM3auuu. Yrpoasl NpoMCTEKa T
ua:

a) cpefbl MPWIOHEHWA: PEMYNATUBHOMO KOHTEKCTA, BM3HEC-KOHTEKCTE W TEXHONOMAME-

CKOMD KOHTEHKCTE]

b) nedcreyowmx cybbekT oB.

654 Bnuanne npunoxeHnil

BrnuaHue onpedenAeTCcA pacxofamu, NOHECEeHHbIMKW Dpl’BHHGBLLI-‘IEﬁ B pe3yNbTaTe Hapy-
WEHWA OOCTYNHOCTW, UENOCTHOCTW WNK I{UH¢ WOEHUNANBHOCTH KPUTUMECKWY OAaHHBIX NpWN0Xe-

HHW.
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6.5.5 MeHen M eHT pHCKa

MeHELHMEHT PUCKA NPUADHKEHWA — 3T0 NPOUECT NOAAEP¥EHMA PUCKOB BE30NACHOCTH
MpUNOKEHWA Ha LONYCTUMBIX YpOBHAX. 3To focTWraeTcA nyTem obpaboTkw puckoe BesonacHo-
CTH NPUNCHMEHMA, COYTEHHBIX HENPUE MNEMbIMK, NOCPEACTEOM NPUMEHEHWA K HUM Mep W

CPeLCTE KOHTPONA W YNpaBNeEHWA.

MeHep¥MeHT pHcka NpedcTaBnAeT coboil KNHYEBYH KOHUENUWH B WHE Op MaLWOHH o
GeaonacHoctn. CornacHo MCO/MIK 27005, enpouscc meredxieHma pucka WHOPMaUUoH-
Holl BesgnacHocmu IMOXem NpUIMeHAMECA K opaaqusayuy e yeno, moboll omdensHoll vacmu
opeaHuayuu (Hanpumep, omdeny, uauveckol nnowadwe, yenyee), nobol uHghopmayuorHol
CUCIENME, CYLECMEYOLWUNM, MNaHUPYEMLIA UTU KOHKDEMHENA CNeKmar Mep U cpedcme KoH-
MPONA U ynpasneHus (HanpuMep, NNaHupoeaHur HenpepeiaHocmy BusHeca)s.

MpeactaeneHHsil 8 MCOMIK 27005 npouecc MEHEKMEHTE PUCKE WHE OpPMa LW OHHORA
BE30NACHOCTH COCTOMT M3 YCTAHOBNEHWA KOHTEKETA, OUEHKM pucka, 0bpaboTkm pucka, NpMHA-
THA PUCKA, KOMMYHWKA LMW PUCKA, MOHUTOPMHTA W MEpeCMOTpa pUcKa.

Mpouecc MEHEAKMERTA pUCcKa GE30NacHOCTH NPUNOMKEHMA NOMKEH WCNONB30BATL TAKHE
WEe 3NEMEHTE € Bonee TouHo#A geTanwaauwed W chepoid AeACTBWA, YyCTAHOBNEHHOA ANA YpOEB-

HA NP W OME HI 7.

6.6 Pacxoakl Ha GezonacHoCTh

Pacxogsl OpraHW3auWy Ha peanuaauri, NoANEpMKY W NPOBEPKY MEp W CPefCTE KOH-
TPONA W yNpaBneHWA Be30nacHoCTE A0MHbEl MUHUMWSWPOBATECA 40 LONYCTUMOTO (MKW Npu-
EMNEMOro) YpOBHA NOCAE HAANEMWALLET0 PacCMOTREHWA PUCKOE M COOTBETCTE YHOLLErD BAMAHUA
MCNOMb30BaHMA NpunoxeHnil. Packogbl Ha Be3onacHocTs L0MMHbLl YYUTHIEATE NOTEHUWANbHO e

BNUAHWE YTPO3 W YAIBUMOCT B,

6.7 Lleneeas cpega

LLEJ'IBEBH Cpeda COCTOWT M3 BuaHe c-koHT eKCTA, PErYNATHEHOM W TEXHONOMMYECKOrD KoH-

TEKCTOE, B KOTOPBIX OpraHM3ayna E}‘,IJ,ET MCNONbB30BaTE NP WA OXHEHWE. Bce Yrpo3bl, KOTOPbIE MO-
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YT NPUMWHUTE YLLEPB NPUAOMEHWI, NP OUETEKAKT W3 3TOR cpefbl. Mo 3Toi npUuMHe B Havane

NPOEKTA NPUNOHEHWA CNedyeT YeTKO ONpelennTs UENEEBYH CpELY NPUNOXEHWA.

Ong YCNeLwHara u BeaonacHoro Wcnone3oBaHWA NPWUNOMEHWA HeobxoaWMo CODTBETCTEME
TEXHONOMYECKOrD KOHTEKCTa OpraHi3al K TpBﬁDBBHHHM L[EJ'IEBOﬁ Cpedbl NPHNOHEHWA. Koraa
NPWNOMEHWE pEANW3YETCA, TEXHONOMMYECKWIA KOHTEKET OpraHu3auni MoxeT I'IUTpEEUEETh HD-
BblX NPOOVETOE W anNNapaTHBIX CREACTE, KOTOPEIE MOTYT BNHWATEL Ha bezonacHocTe APYMx NpK-

TIOMEHWIA W PUCEH BeaonacHocTw OpraHuaauni.

MockonbKy PMEKM OpraHW3aUMi, MCNoNb3yHLLER NPUNOMEHWA, NPOUCTEKAT M3 LeneBoi
CPedbl NPUNOKEHWA, TO A0M¥Hbl BbiITe oNpedeneHsl HoBble TpeGoganuA GesonacHocTk npuno-
MWEHWA ONA YMET@ 3TMX HOBBIX PUCKOE W Bhifopa Mep M CpeAcTB KOHTPONA W yNpaBleHuA,
YMEHBLUEHLLW Y 3TH pUCKW A0 AONYCTUMOTD (MNW NPUEMIEMOro) YpoBHA. 3T Mepbl M CPEACTEE
KOHTPOJA W yNpaBneHA Be3aonacHo cTei MoryT BelTh BEEAEHBI B NPOLESCCEl MHIHEHHOMO UWKIa
npunoxeHui (Hanpumep, B npolecc NpUoGpPETEHMA MNW B NPOLUECT CHATWA C 3KCMNyaTaluu),
A00aBNEHbl KW CXOAHOMY KOAY NPUNOMEHMA, WNW WHTETPUPOBaHbLI KYAa-NMOO ELLE B MM3HEHHOM

UMKne npunoxedna (cm. 8.3.4), korna 3to byaer HeobxonuMmo opraHu3aLum.

6.8 Mephkl 11 cpencTBa KOHTPOMA W yNpaBneH A 1 X Lenm

B coorgetcremn c MCO/M3IK27001, pnA BeinonHeHuA TpeboBaHWi, onpegeneHHb x
npoysccami oUeHkn W obpaboTkd pucka, LonMHel BbITe BbiBpaHbl W peanW3oBEaHbl MEpbl M
CPEACTBA KOHTPONA W YNpaBneHWA W ux uenu. B chepe GezonacHocTy NpunokeHWid npoyece
OLEHKW pUCKA YCTAaHABNWMEBART LW MEpP W CPeCcTE KOHTPONA W YNpaBleHuA cornacHo Tpebo-

BaHWAM BE30NacHOCTI NpUaoXKEHNA.
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7 O6wwme npouecckl MCOIM3IK 27034

7.1 KOMNOHEHTBI, NpoLecchkl U CTPYKTYpEI

MCOMIBK 27034 npepocTaBnALT KOMMOHEHTLl, NPOLUECCE W CTRPYKTYPLI, Heobxogumele
0praHu3aluAM B NpuoBpeTe MK, pEanM3aLul W UCNONB30BaHWK HAJEMHBIX NPUNOKEHWA © 00-
NYCTHMEIMH (MW NPHEMAEMBIMK) pacXogamMi Ha BesonacHocTe. Bonee Toro, 3TH KOMNOHEHTHI,
npoueccsl W CTPYKTYpbl 0GECNEYWBAKT NOAAAHLWMECA NPOBEPKE CBMAETENLCTEA TOro, NTO
MpWNOXEHWA 40CTUINA W NOAAEPMHEAHT LENSBOH YPOBEHE SOBE KA.

Brce KOMNOHEHTBI, NPOLECCEl W CTPYKTYPLl ABNAKTCA MacTbl ABYX 0bWWx npoueccos,
B33 MMOCBA3b KOTOPLIX NOK33aHa Ha PUCYHKE 3:

a) npougcca MeHepemedTa ONF,

b) npouecca meHempkmenTa BeaonacHoCcTH NpuUnoxe HUA [ASMP).

3TW AEa NpoOUEcca WCMONbL3YHTCA B OPraHW3aunK Ha pasHblX YPOEHAX W B Pa3fUMHBIX
BPEMEHHLIX paMKax M UMEHT pasble chepsl gefdctenA. Mpouscc meHedwmenta CONF npeg-
cTaenAeT cobol NoCTOAHHBIA NpoUgcc HA ypoBHe opraHu3aymn, a ASMP wcnoneayetca ans

OCYLWeCTENEHWA MEHEOMMEHTA beaonacHocTH KOHKPETHRIX NP OEKTOB I'IpHﬂD}KEHI-‘Iﬁ.
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Mpoueccs MeHemKMeHTa 6830NACHOCTI NPUNOKEHWA
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7.2 Npouecc MeHeg¥kMeHTa ONF

Mpougec MmeHeaxmenta ONF nonweH MCNoNb30BATBCA ANA MEHEDKMEHTA CBA3AHHBIX
c DezonacHOCTLIO NpunoxeHuid acnektoe ONF (cm. 8.1). ONF BknovaeT BCe Npouecckl, Bo-
ENEYEHHBIE B BE30NacHOCTE NPUAOXEHWIA, 3 TAloKe NPEANMCAHWA, 33KOHLl, NYYLLWE NPaKTHY E-
CKME MPHEMBI, PONK W 0BA3AHHOCTM, NPUHATLIE OpraHW3aumed. OHa oNpegenAeT BEe BUOBl KO H-
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TEKCTa OpraHi3ayvi W ABNAETCA ]l'HI-‘IKBﬂI:HDﬁ ccelnkoi gnA BeaonacHocTk I'IpI-‘IJ'ID}KEHI-‘II-:I B Opra-
HW3auuu.

NMpumedadHue 1 — OpraHMaaupa ofibluHD MCNONB3YET CEOKD HOPMATHEBHYIO CTRYKTYRY ANA APYMX Le-
NeR, BoIXOLAWMY 38 MPegens! ofnacTi npumeHeHnA WMCOM 3K 27034, y Hee ofbHO ECTh OMpEfENeHHbIE Npo-
Lgcchl 4N A OCYWECTENEHWA MEHELKMEHTE. Takum obpasom, ONF 1 npougce e MEHE WMEHTE, CO3LAHHbIE ANA

Lened MCOM 3K 27034, ABnaio TcA No AMHONE CTEOM CYILECTEVO ULell ONF 1M cER3aHHBIX ¢ HE[ NPOLUBCCOE.
Mpoyeccel, ceBA3aHHbIE © BE30NACHOCTEH NPUNDXEH WA, 4omHbl BeiTe YacT s CNF.
Hagaop W 0TBETCTEEHHOCTL 33 NOAACPHKY W YTBEPHARHWE CEA3AHHLIX C Be3aonacHoCTL

npunoxe i komnoHeHToe ONF gonHel 0CYLIECTBNATECA OpPraHM3ayMoHHOoR poNkH, HalklRa-

emoi B MCO/MIK 27034 erpynnon ONFs.

Mprmedanune 2— Mpougce meHegxmeHTa ONF W ero KoMIoHEHTRI W Nognpoueccel Bonee geTtanbHo
npepcTasnedsl 6 8.1.3.2, a Takwe &8 MCOMSK 27034-2.

7.3 Mpouecc MEHEMKMEHTA Ge30NacHOCTH NPUIOMXeH Wi

7.3.1 ObwHe cBEOEHHA

Mpouecec MeHeMeHTa BE30NacHOCTM NPUADKEHMA — CYMMApHLIA NPOLECC OCYLUECTE-
NEHWA MEHEA¥MEeHTa Ge30NacHOCTW ANA KEKA0M0 WCNoNb3YEMOro OpraHu3aUnei NpuaoKeH uA.
B npunomeHun C nokazavo, yto ASMP npegcraenAeT cobold KOHKpETW3IaLUWMKD NPEaCcTaBN EHHO-
ro B MCO/M3IK 27005 npouecca MeHe IDKMEHT @ pucka.

Mpouecc meHe prMeHTa B230NacHOCTH NP MAOKEHWA BKNHOYAET NATE WAaroe:

a) onpegeneHue TpeboBaHWA W Cpeabl NPWUNOMXEHK,

b} oueHka puckoB Be30NaCHOCTM NPWNOMEHW;

C) CO3JAHWE W NOLOEPXHKE HOPMATHEHOR CTPYKTYE bl NP MIT0ME HW ]

d) noaroToeka KpaboTe W 3KCNAYaTaALWA NPHNDXEHW,

g) ayanT Be3onacHOCTH NPKNDHKEHWRA.

MprmevaHwe — ASMP Bonee peTansHo NpegcTaBned & pasgene 8, a Takwe 8 MCOMSK 27034-3.

7.3.2 OnpepeneHne TpeboBaHWi M Cpenbl NPHUNOXeHNUI

Mepebim warom ASMP REnReTCA onpegeneHue Bcex TpeloBaHuil npunokeH WA, Bk to-

EEEN
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a) aefcTeylowmx cybuekToB,

b) cneyndurkaymn,

c)] WH opmaym;

d) cpeay.

Cpefa npunoweHWi COCTOMT W3

a) TeXHONOMMYECKOro KOHTEKCTA,

b) BwaHec-koHTRKCTA,

C) PEerynATWMEHOMD KOHTEKCTa.

MpumedaHwe — KonTekeT Bo nee getaneHo npegetaened 6 8121 —8.1.2 .2

JTOT War cCooTEETCTBYET LWAary «onpefelleHWe KOHTEKSTas B YCTAHABNWBAEMOM

MCOM3K 27005 npouecce mMeHedXMeHTa pucka. OH npefocTaenAeT Heobxogumyto WHp op-

MalWi 00A nocne AyHLWend Wara OUEeHKW pUCKa.

733 OueHka pMCcKOB De3onacHOCTH NPHN OXEHHIA

Bropoi war ASMPF npegcraenAet cofioil npoyecc, COOTERTCTEYHILWMA LIATY €0LeHKA
pUCKas W YacTMyYHO wary zobpaboTka puckas B ycTaHaenueaemom WMCOM3IK 27005 npoyecce
MEHEAMMEHTA pucka, ¢ Donee TOYHBIM YPOBHEM AETanbHOCTW M chepoll AeACTBWA, OrpaHm-

MEHH O OOHWM NpOEKTOM NPANOXKEHKA.
ClLLEHKE PHUCKE COCTOWT K3 M,D,EHTMEIJMKEU'HM FUCKE, aHanW3a pyUCKa W OUEHWEAHWA pUCKAE.

Ha atom ware ASMP Tawke coagatoTeA TpeboeanuA Be3aonacHocTW, KOTOpbIE MCNONL3Y-
KT CA ONA NONYYEHMA MENAEMOTD YPOBHA LOBEP WA ANA NpunowednA. OH HA3LIBART CA e EBLIM
YPOBHEM OOBEpWA NpunoxeHuA (cm. 8.2.4) u gonwed ObiTe YTEEPWOEH BNAOENbLUEM MW OME-

HHWA.

HaHHbIi war Tamwe cooTBRTCTBYeT «Bbibopy BapuanToe obpaboTin puckas, oTHOCALWE-
MYCA K wary «obpaboTka puckas B yctanaenueaemom MCOMISK 27005 npoyecce meHegH-

MEHT a8 PUCKE.

734 CozpnaHue W noanepKa HOPMaTHBH O CTP YKTYP bI NPHN OXEHHRA

Ha tTpeTbem ware ASMP na ONF eeibwparoTcA Boe HeoBXoOMMbIE ANEMEHTHI, NPKHMEH W-
MBIE K KOHKPETHOMY NPOEKTy NpuioxeHnA. PeayneTaToMm ABNAETCA HOpMaTWEBHEA CTRYKTYpa
npunoxeHnid (ANF). Tounoe cogepwanue AMF onpepenneT ueneEci YypoBEHL LOBEPWA NpW-
NOMEHWA, KOHTEKCT NPWNOKEHWA (PEryNATHEHLIA, TEXHONOTWYECKWA W BU3He c-koHTeKeT), obA-

22



roCT PUCO/MIK 2703412014

33HHOCTW W Npod e CCMOHANEH Y KEANWD MKALUWK OeRCTEYHLWMY cybbekTor, a Takwe cneund u-

KaL WA NPUIOHEHW A,

MMEHHO Ha 3TOM Ware ANA NPO&KTa NPWNOKEHMA OpraHM3aLWA YCTaHaBNMBAET MUIHEH-
HBIA LMKN, KOTOPLIA BKNHYMAET TONLKO HeoBXoOWMbLIE ONA 3TOM0 NPOBKTAE BMALl ABATENGHOCTM.
Hanpumep, npoekT, NONHOCTEH pa3paboTaHHBIR BEHYTPKM OpraHu3aunu, He TpelByeT ayTcopouH-
ra.

Kpome Toro, opraHd3auuA esibupasT ONA NpOSKTa NPMAOMEHWA MEpEl W CpeAcTEa KOH-
TPONA M yNpaeneHWA BE3oNacHOCTEH MPUNOXEHWA.

HaHHBIA War cooTEETCTEYET &NOATOTOEKE W peanusauynn nnadoe obpaboTkw puckas, oT-
HoCALWeRCA K wary «ofpaboTka puckas B ycTaHaenueaemom WCO/M3K 27005 npouecce me-
HE KM EHT @ pUcKka.

MpumedaHWe — 3IToT war ASMP W ero KOMNOHEHTRI W Npouscebl Gonee geTaneHo MpelcTagneHbl B
8.3,

7.35 (MoproToBeKa K paboTe M 3KCNNyaTauuA NPU oHEeHH A

HeteepToim warom ASMP RenaeTcA akTWYeCkoe MCNONbIOBAHWME MEP W CPEACTE KOH-
TPONA W yNpaBneHnA Be3onacHOCTEH NPWNOMEHWA, Kak npegycMmoTpeHo ANF B ®M3HEHHOM
UWKN e NpunoXeHWi. [pynna npoekTa pealw3yeT Mepbl W CPEACTEA KOHTPONA W YNpaBNeHuWA
besonacHoCTe NpuRmKeHWi cornacHo ANF, ncnoneaya:

a) YacTe AeAcTBWA no Be3onacHocTW kawgol ASC, ocylWecTENAEMbIX COOTBETCTRYH-
LM Aed cTEYHWMM cyfbekTom, onpegeneHHbeiM B ASC,

b) wacTe wamepedwi BeszonacHocT kawaol ASC, ocylWEecTENAEMBIX COOTBETETBYHILLWM
DEACTEYHLLMM CYBLEKToM , onpeaeneHHeIM B ASC.

JTOT YeTEEpThIA LWar cooTBeTCTBYeT «NOATOTOBKE W peanw3auwn nnaHoe obpaboTin
pUCKas, OTHOCALWMWXCA K Wwary eobpabotka puckas B ycTaHaenueaemom WMCOMBK 27005 npo-
LECCe MEHEAMMEHT 3 pUCKa.

Mpumedaduwe — 31oT war ASMP v ero KomnNoHEHTe! W Npougceel Bonee peTaneHo NpejcTaBneHbl B
g4

7.36 lNpoeepeHne ayouTa De3onacHOCTH NPMAOHEHHA

MNATLIM W 33BEp WAKLWAMM Warom ASMP AenAeTcA ayauT Be3aonacHocTH Np M OXe HURA.
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Ha 3Tom ware ocylecTeNAKWAA BepudiMKaL Wi rpynna NpoBepAET NpoBEdEeHHEe BCEX
BEpU NKALWMOHHBIX W3MepeHUil BceMn ASC, BKNHOYEHHBIMW B HOPMATHEHYH CTPYKTYPY Npo-
WEHWA, @ TaloKe OUEHMBAET AOCTHIHYTLIE PR3YNbTaThl.

OaHHblf War cooTBeTCTBYET LWAry sMOHWTODWHT W NPOBEpKas B YCTaHABNWBAEMOM
MCO/M3K 27005 npougcce MEHEDKMEHTE pUCKA.

MpumMmedaHe — 3107 war ASMP W ero KOMNoOHEHTBI W NpoUsccsl Bonee feTanbHO NPecTaBneHsl B
B 5.

8 O6Lme NoOHATHA

8.1 HopMaTHEHaA CTPYKTYpa OpraHuaauu

8.1.1 Obwan uH chopMauma

HopmatueHan cTpykrypa opradw3zaymm (OMF) — aTo cTpykTypa, NO3BONAHLWAR COXpa-
HATE NPW3HEHHbLIE DPraHM3auueld NyyIWIHME NpaKkTHYecKMe NPUeMbl BE30MaCHOCTI NP WNOXKEH Wi,
YTOYHATE MNW W3IBNEKATL WX. OHa BKNIOYAET BAMHERLLUWE KOMNOHEHTLI, NP OUECCE], WEMNONb3YH-
LWME 3T KOMMOHEHTEI, W NpoLEcchl MeHeAx¥MeHTa camoi ONF.

ONF npeacraenaer coboll ocHoBy Be30nNacHOCTH NPUNOHEHWA B OPraHW3auuK, Ha Hel
Ba3aupylTCA BCE PELUEHMA OpraHW3alWW, CBA3aHHbie © BezonacHocTel npunoieHwid. Hanpw-
MEp, NPOBEPKA KOAa MOMET OCYLIECTBNATLCA Kak 06A3aTeNbHaA Mepa W CPEACTED KOHTPONA W
ynpaeneHwA Be30NacHOCT B NPUNOMEHWA TONBKO B TOM cnydae, ecnn B ONMF cywecTeyeT py-
KOBOOCTBO MO KOAMPOBAHWHD.

Kak nokasaHno Ha pucyHke 3, ONF npenocTaBnAeT oCHOBHYH BXOLHYH WHD opMaumo AnA
ASMP, ocylecTBNABMOND ANA Ka¥A0r0 NPOEKT @ NPUOHKEHWA B OpraHU3aL M.

Ha pucyHke 4 nokasaHo BLICOKOypOBHEBOR NPEACTABNEHWE KoHTeHTE ONF.
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Perynsmisiei (| Tesronomusend [| P enosimpui Penm,
BaHE C-KOHTEKET :HTBK::’T EaHTARET creLydh AL b maHHeE,
| rpmneweHt (| ksmdiasnn

EWGAMOTE RS MEp W CRESETE KOHTRONA K Mpoygccsl, coRMEHHbIE C

VTipa Bk GesonackocTslo MpURaKe ik Gea0nacHICTL0 NE UM REHHA
opratisali

ITanoHHaR Mogeb ¥isHe HHOTO LiMKNa G e3onacHocTi MpHAcKeH i

PucyHok 4 — Hopma TMEHEA CTRYETYPE OpraHuIaumi (yNpoleHHan)

OnA Hapnemallero pelleHMA BonpocoB De3oMacHOCTW MpUNOMEHWRA y opraHWzauuu

nonwHa BeTe fopmaneHan ONF |, conepsallan cnefyHLWe KOMNOHEHTbI:
a) BWaHec-KoHTEKCT,
b) perynaTMEHbIA KOHTEKET,
C) TEXHONOTWMECKWA KOHTEKCT;
d) peno3uTopMA cReynd vKaLWA NEUNoXE HWA;
£) ponw, 0BA3aHHOCTK, KEANWD MKALMKRA,
fl BbubnwoTeka ASC opraHwaayuu,
g) NpoOUSCChl, CEA3AHHBIE C G230NacHOCT MO NP A OMHE HUA;
h) aTanoHHaA MOLENb MWAHEHHOM LUkKna 6e30nacHOCTM Np W OME HIA .
DopmansHan ONF gonwHa Takke CoLepHaTh:
a) npougcc meHemxmeHTa ONF,

b} nognpoueceel meHegxwmenTa ONF.

8.1.2 KomnoHeHTsI

8.1.2.1 BUaHEC-KOHTRKCT

BWaHe C-KOHTEKET nepedUCcnAeT W OOKYMEHTUpYET BCE NPHHATRIE opraHmaau,meFl CTaHhap-
Thl W NyYWWeE NpakTUYECKWE NpUeMEl, KOTOPBIE MOMYT OK83bIEATh BJAWAHWE HA NPOEKTElI NpWuno-

MEHWA .
BUaHE C-KOHTEKCT BKNHOYAET:

a) NpoUecchl MEHEIXMEHTA NpOeKTa, paapaboTki, aHanwaa pucKa, oNepPaUMoOHHBIE NPO-

LECchl, NPOLECCH aYAWTa U KOHTPONA,
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b) nonutuky BezONAacHOCTW OpraHu3auuy,
C) MpakTHYECKME NPHEMEI B ch epe BuaHecs;
d) wenone3yemykw opraHuaayMel meTonuky pazpaboTkm;

E) JIyMUWKWE NMPAKTHYBECKHME NPWUEeMBl OANA BCEX A3BIKOE NPOrpamMMWpOBaEHWA, WCNONB3Ye-

MbIX OPraHW3aLuei 1 NepeyncleHHblX B TEXHO N0 THYE CKO M KOHT 2 KCTe |
f) topManbHLIA NPOLECC MEHE DHMEHTA NPOEKTA OPraHU3aLnm,

g) NpUMEHEHWE OpraHu3aunei Apymx HeoBXoAWMEIX MEMAYHapOAHBIX CTAHAAPTOB, Ta-
kX kak MCOMBK 27001, WCOMIK 27002 n MCOM 3K 15288,

8.1.2.2 PerynAT ueHsl i KOHTEKET

PerynATMEHLIN KOHTEKCT NEpPeyUCIABT U 4OKYMEHTMPYET nwobbie 3aKkoHsl Wi npegnuca-
HWA B KamOomM MecTe BefeHMA GWIHEeca opraHuaauWeid, KOTOPbIe MOTYT BAWATb HA MPOEKTbI
npunoxeduid. OH BKNKOMEET 33KOHLI, NPABWNA W NPELNUCAHWA CTPaH WK HPUCLUKLWA, rae
paspabaTeiBasTCA, M/MNK Pa3BEPTLIBARTCA, MUKW WCNONBIYETCA NPUI OMEHWE .,

O praHuzauMi, pa3eepTLIBAOWER UMW MCNONbLIYHOWER O4HO W TO ME NPUIOMEHUE B
PasHbIX CTPaHax, BOIMOMHO, NPUMAETCA COOTBRTCTBOBATh Tpeboganuam BesonacHocTi kawgoi

CTPaHbBIL

8.1.2.3 Penoautopuit cneyud uKkauui npun oxe HWi

Penoavtopwidt cneuwd MKauWiA NpUNoXEHWA NEpEYWCNART W OOKYMEHTWpYeT obwwe
 yHKUMOHaNbHbIE TpeBoBaHnA MT opraHu3ayum u cooTBETCTEBYIOLWME , 38paHEE YTEEPHIEHHBIE
peweHnA. Cnegud MkaLuu i NpMoKe HUA 0ONMH Bl BKNHOYAETh:

a) cneyudukalMi o ToM, kakiM 06pasom NpunoKeHUA BYAYT BeINMCNATE, XPaHWTE W Ne-
penagaTe WH opmaLnm;

b) oBblyHEIE NapamMeTpsl NPUAOKEHWA, d YHKUMOHANLHBIE BO3MOMNHOCTH, YCAYM W Tpe-

BogaHuA;

C) WCXOAHBIA KOA, ABOWMHBIA kon, BUBNWOTEKW W NPOLYKTEL MNW YCAYIW, KOTOpPbIE MC-

NONB3IYHTCA NPUNOHEHWAMKA MW Ha KOTOPBIX OCHOBaHB! NPWN OXEHWA.

HononHWTENbHEIE CI'IBLl'HdJI-‘IKaLI'I-‘II-‘I MOTYT BKNHMYATE I'IO,D,FIDEHDE OMWCaHWE B3aWMOLE i-

CTBHMA NPUIOXEHWN C
a) ApYriMiA CUCTEMaMK;

b) pabouel wH( pacTpyKTYpoR, OT KOTOPOW OHKM 3ABWCAT,
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C) NepevyHeM MEp W CPEACTE KOHTRONA W yNpaBleHWA Be30nacHOCTLH NPUIOMEHWA B

pabouei cpene.

B8.1.2.4 TexHONOrMYECKAR KOHTEKCT
TeXHONOTUMECKM A KOHTEKCT COOEPMUT WHEEHTAPHYH ONWChE BCeX npoayktoe MT, yonyr v
TEXHONOMMH, JOCTYNHBIX ANA NPOEKTOE NPMNOKEHWA OpraHusauumu. 3TW NPOAYKT B, YCOYrM W

TeXHONOruM DEFCHBEHHEBKJT YrPo3bl, KOTOPEIM NOOBEPrakaT CA NP UNOHKeHW A,

TexHONOIHME CKIA KOHTEKCT BKITHMART KOMNBHTEPBI, WHCTPYMEHTANbHLIE CPEACTEE, NpO-
BAYKTBL W ycnyrn MT, Ko MMYHW KA UM OHHYH WHD pAcTPYKTYRY W APYrve TEXHUMECKME YCTpORCTEA.

Mpumep 1 - Texnonozuvyeckwdl KONMEKCHN, KOMOPHIE MOMWe M OKalWEeambL amusnue Na Gesomac-
HOCmib APURONERUE, KMIOYAcH URGpIcmpy amypy KNUSHM <epasp, ael-UnppacmpyKkmypy, cemosyn

URG pacmpyKkmypy, cpady paipalomKy U UNCIPYMeRmaTbibie cpedcmea paspabomyy.
TexHonorMdeckw i KOHTEKCT Talke obycnaBnuBaeT BBEABHWE B NPUNOMEHWE ONpefe-
JIEHHBIX MEp W CREOACTE KOHTPONA W ¥NnpaeneHWA fe30nNacHOCTBI I'IpHﬂEJ}KEHHﬁ.

Mpumep 2 - EcAy mexHomozuvec Ky KONIEKCIN NHe GKMNOYAcH MeXINUIM aYmeRmudaxagquy
TLS 1.0" dna roddepxxy ¢ yHKIHORANLROCIE ol YCMOPONNIT 3 Mo NNUD UK BT n, mo ASC Na oc NOBe
TLS 1.0 ve wozym Gounb SKINOYE NI 8 ApuRAONenys, [pynRe npoeana Apudemcyd ehbUpamb ambmepia-
muensle ASC dne nomyvenuN (YN NONANEHOT GO3MONNOC MY deyCIMOpoRNel aymeNmupUKaquy, ecay
3Ma YNKL B0 HANBRET 803MONNOCINE mpeGye Mca Ha HeMe8oM YposNe dosepus APURNONERUN.

TexHONOrMYE CKWIA KOHTEKET AONMKEH BKIHYaTE:

a) TEXHONOMMW, LOCTYNHBIE ANA NPOEKTOE NPUNCHEHWA 0praHuIaLmu.
MHBEHTapHAA ONWCE TAKWX TEXHONOTWA LOMMHA NOCTOAHHO 0BHoENATECA rpynnod ONF yepes
ofpaTHYH CBASL OT NpeablAYLLN X NP OE KT OB NPUIOXEHM;

b) TexHononu, TpeBYEMbIE NPUNDMKEHMEM.
MepeyeHs HOBLIX TEXHONOMWA NPOWCTEKAET W3 HOBLIX ¢ YHKUM OHANkHL X TpeboBaHni, anpege-
NEHHBIX B X048 HAYaNbHOMo NNAHWPOBAHWA NPOEKTa NpUnoxeHWA. Takue TpeboBaHMA A0 N¥HbI
nobaenAtecA B OMF W opraHM3auMoHHeLIA Npouece gonxeH obecneYWBaTe YERPEHHOCTE B TOM,
MTO XapakTepWCTHKY Be3onacHoCTH TEXHONOTWA, HALENEHHBIX HA BbINONHEHME HOBbIX Tpebo-
BaHWA, NOHATEl W AOKYMEHTANEHO 0 OPMAEHB! 40 YTEEPHAEHWA MX BKIHMEHMA B UHESHTAPHYH
OMWEE TR XHONOMMH DpraHu3almm;

C) AOCTYNMHBIE TEXHONOTMH.

UTLS (Transport Layer Security) — MpoTokon BesonacHoc T TRAHCNOPTHOM YROBHA.

27



FOCT P HCO/M3IK 27034-1-2014

[aHHbIe TEXHONOMKM BELIABNAKTCA B pe3yneTaTte MCCNeA0BaHWA, aHanW3a TEH,D,BHU'I-‘II-:I W M OHHK-

TOPWHIE TEXHON oA

8.1.2.5 Ponu, 0bR3aHHOCTH W KE ANWD MKaLKMA
ONF gonHa copepxaTs:

a) NepeMHM W oNWCaHWA Bcex poned, obA3aHHocTel W HeobxogumMol Npod eccHoHaNb-
HOR KBanWd MKaLWK BCeX AeACTBYIOWMX cyDbekToB, YNACTBYHLWMY B COIAAHMM W NOLMLE PHKE
CMNF, wiinw ponei no cospgaHunio v nogne pxuke ASC,

b) nepeynHn w onwcaHwsA Bcex poned, obA3aHHocTER W HeobxoguMol Npod eccHoHanb-
HOM KEanUf WKaLWW Boex JefcTBYHOLWMY CyDLeKTOR, BOBNEYEHHBIX B WMIHEHHLIA LUK 1PN o-
MEHWH, TAKWX KAK OTBETCTEEHHLIE 38 WH( OPMALMOHHYH BE30NACHOCTb, PYKOBOAWTENN NpOEk
TOB, aAMWHUCTRATOPBl, NWLUA, 3aHUMAKILMECA NpMoBpPETEHMEM NpPOrpaMMHbLIX CPpEeACTB, pyko-
BOAMTENW pa3paboTk NporpaMMHbLIX cpedcTB, BNaAeNbLbl MPUIOMKEHWA, PYKOBOAWTENN NONb-
30BaTeneil, paapaboTyMKM apXUTEKTYPbl, AHANMTHKW, NPOTPaMMUCTEl, CAELHANMETEI N0 TECTH-
POBaHWH, CUCTEMHBIE BAMWHWCTPATOPLl, 8AMWHWCTPaTopbl Ga3 LaHHBIX, CETEEbIE afMWHM-
CTPATOpPLl M TEXHWUYE CKMA NEpCOHEN.

Monwtuka B macwrabax opraHw3aymu Bynet cnocobeTBoBaTE 0bECNeYEHUD YBEPEHHO-
CTM B TOM, MTO BCE KPMTHMECKWE PONM ANA BCEX NPOLUECCOB pacnpefienedsl, Bee oBA3aHHoCTH
onpedeneHbl, KOHD TMKTLI MHTEPECOB NPEAOTEPALLUEHEl, @ HA3HAYeHHLIE Ha ponu nwua obna-

NAKT 40CTATOMHOM Npoth BCCUOHANEH DR KBANW G MKaLKMe .
8.1 2.6 Bubnwoteka ASC opraHnaaumu

§.1.2.6.1 Obwwe cEeEHWA

CpraHW3auWA LoMKHa 0NpedeNWTe, NO KpalHeR Mepe, ogHy BUBNWOT eky MEp M CPEACTE
KOHTpONA W ynpaeneHwa BesonacHocTer npunoxeduil. 31a bubnuotera HaseigaeTcA Bubauno-
TEKOW MEpP W CpPEACTE KOHTPONA W ynpaeneHuA Be3onacHOCTe NpunoKeHWd (BubnwoTeka
ASC). B Hell NepeyncnAKTCA W AOKYMEHTHR YHOTCA BCE NPU3HAHHLIE opraHuzaymen ASC. 3w
ASC BLIBOAATCA W3 CTAHOLAPTOR, NyYWMX NPakTMYMECKWX NPWEMOE, poned, obAsaHHoCTER W
npoth ecCMOHaNbBHON KBanWd MkalMy, GUIHEC-KOHTEKETE, TEXHONOTMMECKOTD W PETYNATHEHOM
KOHTEKCTOB, @ TAKOKE CNelWd vkaLyi np unoxe HARA.

Mepbl W CREACTES KOHTRONA W YNpABNEHWA BE30NACHOCTEH NPUIOMEHWA B pamMKax 3ToM
BUBNMOTEKW CMCTEMATW3MPOBaHbl W 00pa3yHT HEKOTOPLIE COBOKYMHOCTM B COOTBETCTEBMM ©
obecnedMBas MBIM WMWY YpDBHEM 33 LWLMTEI 0T yrpo3 GezonacHocTy. Kaxaan coBokynHoCTE Nony-

MaeT MEeTKY, Ha3blBaeMyH «yPOBHEM A0OBEPMA®, KOTOPAA WMHD OpMUPYET pykoEoauTened of
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ypoBHe DeaonacHocTW, obecnevWBaemMomM KOHKPETHOR onpedefeHHol COBOKYNHOCTBK MEp W
CPEACTE KOHTPONA M yNpaBneHwA Ge3onacHocTeh npunoxedui. Ecnu coBoKynHocTs Mep W
CPEACTE KOHTPONA W yNpaBAeHWA De30NacHOCTEH NPUAOHKEHMA ONMCBIBARTCA Kak WMEHLWEnA
HW3KWA YpOBEHb JOBEPWA, TO OHA 0GECNEYMBAET HW3KWA YPOBEHb 3ALLMTLI WH( OpMALMOHHO M
bezonacHocTW. Ecnu coOBOKYNHOCTE MEp W CPEACTB KOHTPONA M yNpaBNeHWA De30nacHOCThH
NpUIOHEHWA ONWCLIBABTCA KaK WMEIOLLAA BbICOKWA ypoBeHb A0BEpPWA, To oHa obecnediBaeT

EblCOKWA YPOBEHE 33LUMTLI. YPOBHW LOBEPWA onucarel ganee 8 B.1.26.4.

M3 BubnwoTexkn ASC opraHvaaywu EelBupatoTcA TouHele M NogpobHele ASC onA kaxgoro

KOHKpETHOID NPOEBKTa NPUNOHEHKWA.

8.1.2.6.2 MNpumep BnbnnoTern ASC opraHuaayum

Ha pucynke 5 nokasan npoctof npumep Bubnuwotewm ASC oprannaaumn. OpraHn3aumna g
3TOM NpuMepe pa3pabaTeiBaeT NpUNOMEHWA SNA aBUayMoHHOR cepel. BubnnoTeka cogepymr
BCE MEpbI W CPEACTEE KOHTPONA M yNpagieHnA Ge30NacHOCTEH NpUNOME HW , KOTOPBIE HYMHbI
OpraHn3alim ANA peanu3auni § yHKUWOHANbHBIX BOIMOMHOCTE N, NYYLLMX NPAKTHYECKAX NpHe-

MOE, CTAHOAPTOE, NPUMEHAEBMbIX 33KOHOB W I'IpE,[l,I'IHCEHHIT‘I.

Herowmx Cneupdnranpn e | o Trmmmnmnmmmmmmemmmees "““""'i
¥ OIPaHEE BHHA | [
m:;:::::: " 1 Bubnuorera ASC opraHWs auMM i

¥POBHI [ 0BEEAR MTPIA0 EEH MA, MCN0 AL2YaMER

BimrecxommERCT 3
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PucyHok 5 — Mpaduueckoe NpegctasneHye GubnuoTerk ASC opraHW3aLn9
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B 3ToM npumepe opraHM3auMA onpegenuna GEe cneuwd uKaulu npuioeHwin: Besonac-
HOE MPOTOKONWPOBAHWE W OHNEWHOBBIE NNaTexW. BW3HeC-KOHTEKCTOM ANA LaHHOW opraHu3a-
UMW ABNAETCA ABMAUWOHHAA cihepa, W OpraHM3aLMA peanuayeT cTaHAapT BeaonacHoCTH gaH-
HbIX WHAYCTpUK nnatexHsx kapT (PCI-DSS). PerynATWMBHbIA KOHTEKCT HanaraeT Heobxogu-
MOCTb CODTEETCTEMA ONpEefENeHHBIM 33koHaM 0DecneyeHUA NPMBATHOCTH. TEXHONOMMYECKMI
KOHTEKCT MOKa3blBaeT, MTO LEHHAA OpPraHu3alUMA ONpejenvna Mepbl W CPeLCTBA KOHTPONA W
ynpaeneHwA onA SSL-coegMHennid u BecnpoeoAHOR CETH.

3TOT NPOCTOW NpUMER NOKA3LIBAST, YTO CNeyMt MKALMKW NPWUICKEHWA 0praHW3auuy, a
TakkKe ee DMIHEC-KOHTEKCT, PETYIATMEHLIA W TEXHONOTWYECKWA KOHTEKETE ONpPE e NAKT COOEp-
#aHwe bubnwoTekn ASC opraHwzaumn. Takum obBpazom, Bubnuoteka ASC kawgoil opraHwaa-

UMK ByneT cneynd WYHa ANA Ka¥L0A KOHKPETHOR OpraHnsalmnm.

8.1.2.6.3 Mpouecc cozganma Gubnuotern ASC apraHmaaymm

Mpouece coznaHna Bubnuoter ASC npocT W Nerko MoxeT BbiTe BEINONHEH LaX¥E DMEHb
HEDONBLUMMKI OpraHuzaLuAMK.

BubnuoTeka cHavana nycta. ASC poBaBnAKTCA NOCPEACTBOM FPYNNWPOBAHMA WX B
rpad b, COOTBETCTEYHOLME HEoBXonWMBIM YPOBHAM JoBEpUA (cM. rpadel Ha pucyHke 5). Opra-
HW3a UMK MoxeT noTpeboeaTecA Bonee ofHOM YPOBHA A0BEPWUA SNA NPKMIOHEHWRA.

Co3gaHwe Bubnuotem ASC, yRoBNeTEOPAKLLER KOHKDETHBIM NoTpebHocTAM W Tpebo-
BAHWAM OpraHuaaunm, AenAeTcA obA3aHHocTe rpynnel OMNF.

BubnuoTeka ASC opraHuaauyin moweT BeiTe CO30aHA NYTEM aHaNW3a HOBLIX MW CyLe-
CTEYHLLWY NPUNOKEHWA opraHu3alnn. 3ToT aHaNW3 BKNKYAET ONpejeNeHHe pUCKOE U Tpebo-
EaHWA Be30NacHOCTH OANA NpUNOXEHWA, 8 3aTem BeIbop wnw cozgadue ASC, 0TBEYAHILLMX 3THUM
TpeboBaHuAM. PeaynbTatom Gyaet coeokynHooTe ASC ANA KaXLoro aHanWwawpyemoro npuio-
HEHWA,

37a coeokynHocTe ASC mMoeT DbITe CcOrNacoBaHa c cywecTeywWwed BubnuoTekoin ASC
TPEMA EO3MOMNHLIMKU Crocobamu:

a) nonHas coeokynHocTe ASC B BubnwoTeke ywe obecneuwneaet Tpebyembll ypoBEHb
OOBEPWA, B Takom cnydae B BuGnuoTteky HUYero He AobaenAeTcs;

b) nonHoi cOBOKYMHOCTW MEp M CPEACTE KOHTPONA W YNpaBNEHWA Be30nacHoCTE Npu-
noMeHWid B BuBNWOTEke HefoCTaToMHO ANA Tpebyemoro ypoBHA LOBEPMWA, B TaKoM chydae
GubnuoTeka moxeT BwITe NONONHEHA W3 HOBOW CoOBOKYNHOCTH ASC;

c) M3 HOBOA coBOKynHocTW ASC B BMBNWOTEKE CO3QAETCA HOBLIA YPOBEHE ODBEPUA.
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Takum DEPEEDM, PYKOBOOCTEYACE WMEHILLUWMMECA ONBITOM OpraHu3ayWA MOMeT NOBTOPHO
MCNONBE20BATE MEpEl W COEACTEBa KOHTPONA W YNpaeneHWA fezonacHocTeo OT MME KWWY CA
I'IpMJ'IU}KEHMIﬁ, Wnu CDS,EI,ETI:JrI'IpHDEPECTH HOEBIE MEDEI W COBOCTEA KOHTOONA W YNPaBENEHWA, UK

TO W ApYroge BEMeCTE.

Bubnuotexa ASC opraHw3aumw pacliMpAETCA B OTEET H3 3aMEYAHWA W NPennoMeHWA OT

Ka®u4oro HOBOTD MPOEKTA MPWAOXE HWA , KaK onucaHo B 8.1.3.2.

8.1.26.4 ¥YpoeeHb SOBSPUA NPWIOHEH MIA

YpoeeHe AOBEpWA NpedcTaenAeT coboll MeTky, ynpowarowyw B3avMOgedcTBWe Aei-
CTEYHILWMWY cyBLeKTOB W3 pa3Helx chep C pa3nuyHeIMU §opmami obecnedeHnA BeaonacHocTy
NPWNOKEHWA B opraHw3auwn. OH onpefenAeTcA OpraHM3aunel © UENbH 0OHO3HEYHOR MAEH-
THMKALWKW ONPESENEHHOR COBOKYNHOCTH MEP W CPEACTE KOHTPONA W yNpaeneHwA BesonacHo-
CTBH) NP OMEHW Q.

Mpurmap 1 — Ha pucyNKe 5 op2anuiaqus onpe doguna wWacms yposned dosepuy, ApadcimaameN N b

KpaiRuMy Ap aGEIME 2pagh avy, nponyve poeannsmu om 0 do 5

Mpusiep 2 — Ha pucynks 5 yposans dogeprg 1 onpedsnqsm cOSOKYANOCHE U3 mpex ASC, omNO-
CAWMUXCH K ONNATHOGEN NNMNNENEM, 3akonan of ofecnevenuy npusamyocmy v SSLcoedunenumym. Kpo-
Meé mMo20, Na ypoeNe Tmakxe ApEM eRgomcey ASC, ompocyg Wuecy K Ga30NICNOMY RPOMOKOAUDOS NN &

Gecnposodnod camy (NOKIIANE! CINPESTKI IF C 10T KO ).
prBEHh OOBEpKA I'IFIHJ'II'.'IH(EHHH HE ABNAEBTCA pPE3YNLTaTOM BIMMCNEHWA B OTNHMYWE OT
KOHUENUMW pUcKa, NpedcTaenAWweEAd cobol BelMWENeHHBIR pe3yNbTaT aHanwia pucka. CooT-

BETCTEEHHO YpOBEHE OOBEPWA HE CNYHWT O0N0ONHEHWEM ONA pHUCKE.

prBEHh AOBEpWA, CKOpee, CXOOEH C KDHLI|EFILI|HEﬁ nnaHa obecneyveHuA EEEDI’IECHDETH,
NpefCTaBNAKLWErS COBOKYNHOCTE MEP W CPEOCTE KOHTRONA W yNpaeneHWAa, CaHKUWOHWpOBaH-
HbI X DPFEHHGEU'HEF'I ANA CHUHEHWA pUCKa, ONpeQeNeHHOrO NOCPenCcCTEOM aHann3a pUCcKa. T akum
DEPEEUM, ONA Kawaoi OpraHWaaunK YypoBeHb OOBEPWA CXOOEH C 3apaHee onpeiellEHHbIM MW

MHOTOKDATHO MCNONB3YEMBIM NAAH0 M obecnedeHWA BE30ONACHOCTH.

CipraHW3aumA fonwHa onpefennTe cobcTEeHHBIR Arana3od (Maw obnacTe, wnw Wkany)
YPOEHER [OBEpWA, KOTOpeA rpynna OMF gonsHa caHKUWOHWPOBATL B KaJecTBE BO3MOMHbIX
3HAYEHMA LENEBOMD YPOBHA A0BEpWA NPUNOMEHWA. 3TOT AWANa3oH MoMeT DbiTb OnNpegeneH

ntofsiM NogxoaALMM ANA opraHu3agun ofpasom.

Mpumep 3 — Op2angr3aguy MOMNSm UCRONBIOSAME qupposke ypoany om 0 do 5 kaKk 8 ApUMeps N
PUCYNKe 5, 3 MOMOmM UCAOABIOGAME obmacme onpedoeNeNNBX INAYONUE, Nanpuwmep [Nuskud, cpednud,
EBICOKUT] uny Bomanbil, Wemmbir, KpacHsi]. Tacke op2anu3Iaqus HOMem UCRONbI0OSAME KPUmepuy,
OCHOBANNEIE N3 KPpUMe PUTX BPUNST MU PUC k3.
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CpraHw3aumA LoN¥Ha ONpefenWTe MUHWMAaNbHD ACNYCTUMBIA ypOBEHe AOEBEPWA ONA
Kamgoro M3 ceonx npunoxeHnid, B MCO/MIK 27034 onA waeHTMd MKauuu MUHWMaNkeHO 40 ny-
CTMMOTD YPOEHA A0BEPMA (B NPOTMEONONOMHOCTE MAKCHMMANEHO 4ONYCTHMOMY PUCKY) MCNON b-
3YETCA HAa3BaHWEe «HYNEBOW ypoBeHb Ao0BepWAr. OpraHM3aumnA MOMET WCNONb3oEaTk noboe

HE3BdHWE ONA 3TOMD YOOEBHA OOBEpWA.

JpraHW3aUMA LONMHA 0CYLWECTENATE MOHWTOPWHN YPOEHA OOBEPWA, LOCTHIHYTOrD Mpw-
NOMEHMAMK , W NPHUMEHATE KOPP EKTHP YHLWME MEpbl, ECNM YPOBEHL A0BEpWA Noboro U3 npun o-
WEHMIA B KAKOW-TO MOMEHT NafasT HWME HYNEBOTD YpOBHA foBepWA, ocobeHHD nocne pa3eep-
TEIEAHWA NPHIOMEHWA.

Mpumep 4 - Ha pucynke 5 epyana ONF onpedenuna AS G ¢ NyReamn yposne doaepuy dng Awbo-
20 RPpUTONENET, UCROALIYIOWe20 Hal0RICHOE APOMOKORUposanwe ury Gecnposodnyw nepedavy. [Jaxe
eCHY Hemeabid YposNed dosepus RPURNGKeRUT, ORpedamaNREIM RYMeM ANANU3Z pUcKa dng 3mozo Apu-

FONGNES, S6ATeMCE NyNesod yposeNs dosepus, mo3my AS G domaREl OCYHIAC MBAT MY .

81265 Mepbl W cpeAcTEa KOHTPONA M yNpaBNeHMA BE30NACHOCTRH NPUNOMEHWRA

8.12.651 0bwwe ceegeHuA

Mepbl W CpefcTEBa KOHTPONA W YNpaBneHWA Be3aonacHOCTEH NPpUNOXEHWA ABNAKTCA
rnaeHeiM noHATMEM B MCO/MM3IK 27034, OHW WCnonb3yoTcA OAA BEELEHWA MEpOnpUATHA No
obecneveHW BR30NACHOCTM B MW3HEHHBIR LMK NPMNOXEHWA U NPeA0CTAaBNAKT CEWLETEnb-

CTBa, Heobxogumele ANA MPOBEPEA WX YCOELWHOM NPUMEHEHKWA.

MoOHATHE Mep M CPEOCTE KOHTPONA W YNPaBNeHWA BR30NACHOCT BH) LUMPOKO WCMONb3YETCA
B chepe uHp opmauwoHHoil BesonacHocTr. B MCOM 3K 15408-3 w NIST 5P 800-53 onybawko-
BAHO MHOMECTED COOTBRTCTEYHILLMX MEp W CPRICTE KOHTPONA M YNpaBneHWA Be3onacHocTeH,

ABNAHLWMECA WP OKOO0CTYIHBIMK.

ASC — 3T0 WCNONb3YEMbIE B NPOEKTAX NPUAOKEHMA Mepbl M CPpeOcTEa KOHTPONA W
¥yNpaeneHwA Be30nacHOCTLH, ONpefENeHHBlE C WCNONb30BAHWEM CTPYKTYPLI, KOTOpaA npeg-
CTABNEHA B NOCNE LYWW nognyHkTax. B npunoxeHun B npegctaened npumep, MANKCTRpWpY-
HILLWM A, K8 K MCNONB3YA CTRYKTYpY ASC MOMHO ONWCaTe MEpel W CPEeACTBA KOHTPONA W yNpagne-
HWA besonacHocTeo va NIST SP 800-53.

[nA opraHn3aauWin, peanusyHLW Y KOHLEN UMK CUEHapWeE oBecneYeHWA OBEPWA B COOT-
geTcTEMn © MCO/MIK TO 15026-2, ASC noneadsl 4NA yNpoWEHWA MEHEOXMEHTA W CBOREBP &-
MEHHOMD MpefoCTABNEHWA CEWLETENLCTE, HeobxogMMbEIX ONA NoLAE pXKW 3aABNEHWR M fOBO-
poe o BeaonacHocT npunoxeduil. HJaneHefwan nogge pxska goeofoe obecnedweasTeA nocne-

AOBaTeNbHBIM MCNONB3IOBAHHUEM DFIFEHHEELIIHEH npegnaraembl X HacTOALWKWM CTaHoapToM nNpo-
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UECCOB N0 CO3A3HWK, YTESPHMOEHMID W NCNONE30BaHWID kawnol ASC. MockoNbky NoNHaA coBo-
kKynHocTe ASC, BuiBpaHHbIx ANA NPOSKTa NPUAOMEHWA, NPOWCTEKAET W3 aHanW3a pucka bes-
ONACHOCTH NPMAOMXKEHWA, TO OH3 HaNPAMYH NOJJEPMMEAET EbICOKOYpOEHEELIE 3AABNEHWA,

0B OCHOBAHWA W A0B0ALI O BE30NacHDCTH NPMAOMKEHK A,
ASC MoryT MCNONB30EATLCA ONA:

a) obecneveHwA BeE3onacHOCTM KOMMOHEHTOB NPWICKEHMA, BKIHMYAA NPOrpamMMHbIE
cpeAcTEA, AaHHele, COTS W wH pacT pykT ypy,

b) pobaeneHnA meponpuATHA no obecneveHwo BE30NacHOCTHM K NpOLECCAM, MCMNONb3Y-
EMBIM Ha pa3HbIX 3T anax WW3HEHHOTD LMK E NP NI OME HUR

C) NpoEepkd ponei, obA3aHHOCTER W KBanW MKaUMW BCeEX OEACTBYHLWMX cyBbLekT 0B,
BOBJIE YEHHBIX B NP0 EKT,

d) onpeneneHWA KPMTEPWEE ANA OLEHMBAHWAMPWEMKN KOMMOHEHTOE,

g) CoOEACTEWA B ONpeAeneHni  akTMYeCcKoro YpOEHA 0OBEPWA MM OHKEHAA.

Ha pwcyHke & nokasado, wto ASC npepgocTtaenawT mpynne, paboTawwed Hag npoekTom
Np WA OXKEHWA , MeponpWATMA No obecnededuo BelonacHoCTH (T, B, CHUMEHWE WNW OTPAHMYEHWE
KOHKpETHOrD pWcka BesonacHocTu), a Mynne, 3aHWMatolWencA Bepud Mkauel, — Bepud Mkaum-
OHHOE M3MEPEHWE (T. . NOATEEPMAEHWE NYTEM WIYYEHWA NOSKPEMNAHLWM Y CEMAETENLETE, YTO

COOTBETCTEYHLWES MeponpUATHE 0becneyveHWA BE30NACHOCTM YCNEWHO OCYLLECTENRHO).

U enenoi ¥ pOBeHE 5 0EEpHA Tpeforania Gel0nacHoC TH
TP H A0 HE HHA (saEm)
{ 3@}

Map onpHaT ua no obecnesemn GEI0NACHOCTH B epuHHaALMOHHO & HI MED BHN 8

(4TO, KBE, [ 8, KTO, KOEA, CKONBEO) (4T, KBK, TR8, K TO, KO 18 8, CKONBED)

|a’lilﬂl|lﬂl HOAERE KHIHEHHOTD LHERS GelonacHoCTH I'Illllﬂmi |

PucyHok 6 — KonnoHeHTRI ASC

OTHOCAWAACA K MeponpMATHAM obecneyeHnA DesonacHocTk JacTte ASC onpegenAeT,
KaK peLIaHTCA BONp OCkl BE30NacHOCTM ANA NPOEKTA NPUNOXEH KA.

OTHOCALWAACA K M3MEPEHMAM YacTe ASC onpelenAeT, Kak LOMHHEl NpeLocTaBNATLCA
CBWLETENLCTEA TOM, MTO MEPOMPUATME OCYLWECTBAEHO Hadnexawm ofpa3zom, kBanwhuum-
POBAHHBIM A2 ACTBYHILLMAM NULOM M NTO NONYMEH Bl OXUAAEMEIE PE3YNLTAThI.

1 MeponpWATUA, U MAMBPEHWA NPeLOCTABNAKT CEELEHWA 0 33TPaTaX, KOTORLIE NOMOTYT

OpraHKMz2aui B OUEHWEaHWW W YTEE DHOEHW K UELIJ'H}{ PpacXofoB Ha MepEI W CpeOCTEA KOHTpONA W
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yNpaeneHuA Be30NacHOCTL NO OTHOLWEHMK K PacCMaTpUBAESMOMY LENEBOMY YPOBHW LOBE-
pHA.

ASC moryT ObiTh CBA3AHBI BMECTE NO CXEME Tak, YTO NOCNE BbINDJHEHMA MEpPOonpHATHRA
HekoTopo@d ASC, 33 HHMW MOTYT CNef0BaTk MEpPONPUATHA fodepHux ASC. 3To ceoicTeo ASC

none3dHo onA:

a) NpefocTaBNEHWA TONBKD HEOBXOOWMOA WH( OpMaUMW paznWYHBIM OEACTEYHLLMM
cybbEeKTaM, CKpEIBAA HEHYM¥H Y CIOMHOCT b;

b) obnerdeHwAa B3aMMofeRCTBMA NYTEM [PYNNMpOBAaHWA cooTBeTcTBylowmx ASC nop
0npefen eHHBIMK 3aroN0BKaMi, MCNONE3YA COOTEETCTBYHLWMA CNOBApL, HANPHMED, MCNONL3YA
A3bIK BW3HECE NpW B3aWMOLEACTBUW C PYKOBOACTBOM,;

c) coAeidcTenA pacnpegeneHo ASC nyTem rpynnupoBaHWA WX Bo B3aWMOCBA3aHHbIE

COBOKYNHOCTH,

d) obecneyeHWA YBEPEHHOCTM B TOM, YTO BCE MEPONPHUATMA No 0BecneyeHW 0 AOBEPHA B
CBA3aHHLIX ASC BhINOAHEHLI M HW OOHO W3 HAX He oBoRAgeHo.

Ha pucyHke 7 nokasad npumep 3Tof CXEMaTWUYECKOW CBA3W — COBOKYMHOCTb CBA3AHHLIX
ASC npeacraeneHa non pybpukoi « OHnafHoBbIe NnaTexus. B 3Tom npumepe BCe CER3AHHbIR
C OHNaWHOBBIMK NnaTexamn ASC MOryT WCMNONB30BaThCA, KK BAWHAA COBOKYMHOCTL M CyLLe-

CTEYHILLLAR CNOMHOCT b MOMET BbITh npw HEDEXD,JJ,HMDCTH CKpbITA.

P ueyHok 7 — Cxena ASC opraHW3aupim

ASC — 3To cnowHan cTpykTypa AaHHelx, koTopaA Dyger AeTankHo paccmoTpeHa B
MCOMIK 27034-5: «CTtpykTypa faHHbIX ynpaeneHwA Be30nacHOCTEK NPOTOKONOE W NpWio-

WEHWHAe. Hiuie cnenyeT kpatkui ob Wkl obaop ASC.
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MprmedaHwe — XoTa cTpywTypa ASC Toncko BypeT dopmaniiceada & MCOM 3K 27034-5, opraHmaa-
LM MaryT No-npesHeny obpaw ateca k MCOM 3K 15289 3a pykoBofcTEOM MO ONPE &N EHKD ERWHKHL WH i opma-

L, COIASEBREMRIX BD BREMA HMIHEHHBIX LMKNOE npmnon{eﬂwﬁ.

8.1.2652 MaeHTnd ukauns ASC

AnemeHT WAeHTHED Wikauuu ASC cogep»MT cnedywes:

a) wHpopmauuo ob ASC: Ha3zeaHWe, WOEHTWPUKATOP, aBTOP, AaTa, onucaHue ASC u
T. 4

b) ykasatenw Ha matepwHckyrw u fovepHue ASC [ASC moryT BbiTe NpeacTaBneHsl Kak
CXEMaTWYECKAR CTPYKTYPa),

C) YKa3aTeNW Ha COOTERTCTEYHLLMA DOW3HEC-KOHTEKCT, pEeryNATWMEHBIA W TEXHONOMWME-

CKMIA KOHTEKCTBI, @ TAKKe Ha CNeuWd MKaumu NpunoxeHui, obecneynearowme TpebosaHuA bea-

onacHocTH AnA AanHoi ASC (oM. pucyHok 5).

8.1.265.3 Uens ASC

Lens ASC onpegenfet, «3avems CYWECTBYeT AaHHaA ASC, a MMeHHo, TpeboeaHuA
Be3lonacHocTh, ANA peanm3aunmi koTopblx bena pazpabotana naHHas ASC.

Lens ASC onpegenfet:

a) KakWe 3INEMEHTEl MeponpHATHA No obecneveHuio BezonacHoCT M LOMKHEl CO3QABaTh
NoATEEpHLAHLWWE CEWLETENBCTEA ANA COOTEETCTBYHILLMY BEpHD MKA LW OHHBIX M3MEp BHUI,

b) nnA kakwx ypoBHel foeepnA 31a ASC AenAeTcA obA3aTeNbHOM,

C) cneudd MKauWw unK TpeBoBaHWA NPUNOMEHWA, C KOTOPLIMW CBR3aHa ASC W KoTopble
MOTYT CCBINATBCA HA NPUMMEHAEMBIE NPELNWCAHMA, CTAHAAPRTEl M NYYWWE NPAKTMYECKUE NPHE-
Ml |

d) yrpo3el BezonacHoCTM W NpegnonoXeHuA of onepayMoHHOR CPpeLEe NPUAOXEHUA.

ASC moxeT BbITe CBA32HA C HECKONEKWMKW YPOEHAMMW LOBEQWA.

Mpumep — Ha pucynke 5 ASC onpedemena Na ypoane docepur 1 0ny mobei RPURONEHULT, GKTI0-
YROMUX ONAAINOELIe NRamexy. Jma ASC obgzamensna dng MobsIX APOSKINOE PaipabomKy NP EAOWe -
Hull, GKTIOYAION X OHNATHOGEIS RNAMeNKY, 20 anadenbied APURGKENUA APUCEosH Hemeaoll YpossHb
doeepun om 1 do 2 Ecaw enadeney APUNONEHUN XOUem APUCSOUME Mpomed yenecol yposens doge-
pug, mo HywNa ASC ¢ Gomee cmpozuM MepoRpUTNTeM R0 obscneyenme Ge30RICHOCINY U/UNE U3Mepa-
Hue M.

8.1.2654 Meponpuatne no obecneyveHno BesaonacHocTn ASC
3TOT 3NEMEHT DNWCBIEEET LUAMW MW NPoLUeypsl, HeoGXoaMMBIE ANR pEANU3aLMN MEpO-

NEUATKA. C/H no MeHbLWER Mepe JOMHeH ONpefenATh:
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a) uto:
1) nonHoe onWcaHue MeponpUATHA No obecnevyeHwo BesonacHoCTy,
2) CNOMHOCTb MEPONPUATKA,

3) apTediaktel, co3faBaemble B pE3yNbTaTe MeponpuATMA. 3T apTedakTsl
NPEfOCTAENAKT CEMAETENLETES, NOATEEPMAALWME HANWYWE NPOLECCOE AW Npo-
UeAyp BEBLEHHOW Mepbl W CPeACTEA KOHTPONA M ynpaeneHMA GeszonacHocTe
NPUNOXEHWA (T. &. MEpONPUATKA No obecneveHWi BesonacHocTn ASC);

4) owuAacMble pe3ynbTaTel MeponpWATWA no obecneveHww ApoeepuR ASC
(3 MMEHHO, ONMCAHWE OXWAABMON CUTYALUWW, COCTOAHWA MAW TOMHOTO 3HaYEHWA

apTet akTa, cO34aBAEMOr0 B PR3YNLTaTE MEPONPUATHAY;

b) kak: METOQ BBINONHEHWA QaHHOMO MEPONPHATHA W NONYYEHWA apTed akTa, TAKoro Kak
MABHT M MKALMA WCXOOHOMO KOAA, MCNONB30BAHHOM ONA peanu3aund Ge3aonacHoix coefuHe-
HWA © CEPBMCOM YNPOLWEHHOMD NpoToKoNa AocTyna K ceTeeblM kaTanoram (LDAP), waenTnd u-
KauuA BuBnuoTeky, WCNONB3I0BAHHOA ONA LWW( POBAHWA, WNW 4OKYMEHT, NpenocTaBnAHLWMA
pPYKOBOACTBO MO BINONHERWK MEpONPHATUA;

c) roe: Uenb MeponpWATMA no ofecnevednto Be3onacHOCTH, TaKaA Kak WCXOAHBIA KoA,
napameTpbl MPUNOXMEHWA, KOMNOH EHT WH pacTRYKT ypbl, NPOLE CC;

d) kTo: HeoBXoAMMAA kBanWd MKaUKMA GeACTBYHLWMY CYBLEKTOB, KOTOpPLIE OONMHEl OC Y-
WeCTBNATE AaHHoe MeponpuAaTue. Oefcteyowme cybbekTel 3aucumel o1 ASC (BoamoxHo, B
dopme odMUMaNEHOrO NPEaNUCAHWAY, NOTOMY MTO OpraHW3auMA JonxHa ofecnevMeats yBe-
PEHHOCTE B AOCTHMXEHWW HeoBxoguMmol npod eccHoHanbHo R KBaNWg MKaLWK NA Kawgol ponu
¥ cobnmeHW NpuHUMna pazgeneHuA obAzadHocTed. ASC ponxHel BBITE 3anWcaHel C TOMHO

EbIp @EHHEIM Ha3HAYEHWEM NPOBEpP KW NpotheccoHansHo R Keanud nkalum,

£) KOTa yKa3aHMe Ha onpefefleHHyH AeATeNbHOCTh Ha 3Tane aTaloHHOA MOOENW Hu3-
HeHHoro uWkna BesonacHocTH npunoxeHnid (cm. 8.1.2.7), korga AoNKHD OCYLWECTENATLCA AaH-

HOE MERONPUATHE]

f] cKonbKo: pacyeTHaA CTOMMOCTE peanu3auun ASC,

8.1.2.655 Bepud nkaymoHHoe wameperwne ASC

3neck NpeAcTaBNEHO BepUd MKALWOHHOE WSMEpEHWE, NPOBOLMMOR LNA NPOBEPKA pea-
nW3ayuK cooTeeTCcTEyHOWER ASC. Bepud MkauWoHHOE M3MEPEHWE N0 MEHBLUER MEDE LONMKHO

onpefenATh:
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a) uTo:

1) NoNHOE ONMEAHWE W3MepeHWA Be3onacHocTM. 3To0 ONWCAHWE ONPEdENAET, Kak
BepWd MLMPYETCA CYLWIECTBOBAHME W NPpaBWNBHOCTE apTed akTa, CO3L3BAEMOro B
pe3ynbLTaTe peanuzauuu ASC;

2) CNOMHOCTE M3MEPEHWA,

3) apTed akT, co3gagaemelil NpK MIMEpEHUK. 3TOT apTed akT NpeAOCTABNART CBW-
OEeTenbCTEa, HeoBxogMMmele ANA AEMOHCTRPALMK Bepud MKkayum ASC;

4) owMLaEMble PE3YNLTATEl (ONWCAHWE CHTYALWK, COCTOAHMA WM TOMHOTO 3HAME-
HKUA apTed akTa);

b) Kak METOR BINONHEHMA AAHHOTD W3MEPEHMA W NONYYEHWA apTet akTa, Takol Kak WH-
CTPYMEHTANbHbIE CPEACTEA W YCTAHOBKA MPOBEPKW KOAA WIW LOKYMEHT, NpefocTaBnAHLLMA
PYKOBOACTED MO BBINOAHEHWK W3AMED EHUA;

C) el Uenb Bepud MKaLWMK, @ MMEHHO TOMHBIE XapakTEpWCTHKM apTed akTa, co3faeas-
MOTo COOTERTCTEYHOLWER BEpUd wumpyemon ASC,

d) kro: HeoBxonumans npodeccwoHanbHan kBanugukaumA AeAcTByrWMY cybbekToB,
YyMacTEyHLWMX B Bepudukayuu. HeicTeyowmne cybwewrel 3aeucumel 0T ASC (BoamoxwHo, B
fopme o MUMANEHOTD NPEANWCEHKMA), NOTOMY MTO OpraHW3auMA LonkHa obecrnevyueats yee-
PEHHOCTE B SOCTUXEHWMK HEOBX0AWMOR Npod ECCHOHANEHO W KEANWD MKaLWK ANA Kaxaod ponu
M B cobnrogeHun npuHuMna pasneneHuA obAzaHrocTel. ASC nonxHbl BbITh 33NMcaHbl C TOYHO

BblPaMe HHbIM Ha3HaYeHUEM NP OBE KW Npot e cCUOHANEH 0 KBanWd ukauuu,

&) KOTA3: yKa3aHWe Ha ONpefelEHHYH AEATENBHOCTE HA 3TANe 3TAN0HHOW MOLEIM HH3-
HEHHOMO UMkna BesonacHocTH npunoxeHwi (oM. B.1.2.7), koraa fONMHO 0CYWECTEBNATECA AaH-

HOE M3MEpEBHHE. I'Ipm HEUEXO,JJ,HMUCTI-‘I 3T0 H3MepeHHe MOXET OCYLLE CTENATBCA NepUOLnYe CKW |

f) cKonbKo: pacMeTHaA CTOMMOCTE EbIMONHEHWA OAHOM BEpUt MKALUMOHHOMD M3MEpP EHMA.
8.1.2.7¥ 3TanoHHaA MOOENb MWIHEHHOMO LWKNa Be30nacHoCTH NPHNOXEHWIA

§.1.2.7.1 Obwana wHdopmayma

CpraHu3aymnA, busHec koTopol BkNtovaeT paspaboTky, ayTcopowHr mnw npuobpeTteHune
NpUAOKEHWA, 0DLIMHO WCMONbL3YET CTPYKTYPY ONpedeNeHHBIX NPOLECCOB WAKW AEeATeNsHOCTH,
CUCTEMaTW3WNPOBAHHYH NO 3Tanam. 37a cTpykTypa 0bbIMHO HA3LIBAETCH &MOJENbBH ¥W3IHEHHO-
ro yuknas. Ho B 3aBUCHMOCTH 0T KOHTEKCTA 28 ELUS Ha3biBAHT «MOJENLH ¥MIHEHHOMO UWKIa

I'IpI-‘IﬂD}KEHI-‘Iﬁ:&, nubo «MOJENEH MW3HEHHOMD UWKENa CHCTEM=, nWbo «MOAENEH MWIHEHHOTO
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LUMKNa MpoOrpaMmMHelX CPeAcTBs. JTO HE HOBOE NOHATWE, BEegeHHoe WMCO/M3K 27034, ero
onpeaeneHne moxHo Halitn B MCOMBK 12207 w MCOM3IK 15288,

Takan MOOENL oBklvHO YHHUKaneHa anAa KDHKPETHUI-:I OpraHu3aumm I'IpI-‘ICI'IUCUEIIEHa K Eg

TpEﬁOEBHHHM. COHa WCNoNL3YeTCA W COBEPLUEHCTEYETCA B TEMEHWE MHOTWX NET.

A W3HEHHBIA LUWKN oNpefefieHHOTO NPpUNOXMEHKWA, T. . PA3BEWTHE NPUNOXEHWA OT 3aMBICNA
40 CHATKHA C JKCNNyaTauWKk, NpeacrtaenheT cofod KOHEPETH3auWK MOLEeNH #¥W3IHEHHOM UWKNa

OpraHua aLum,

B opraHw3auuAx co CNnoMHOW CTPYKTYPOR pa3nudHbIe rpynnel, Bo3MoXHO, GyayT ncnonb-
30BaTb PasHble MOLENM MMIHEHHOD LMKNA NPHNOKEHWA ANA pa3HblX MPOEKTOB. TaK YacTo
MPoOMCXOAWT B KPYMHbIX JIELEHTPaNW30 BAHHbIX OpraHW3aUWAX WOKW OpraHW3auwAx, cth opMupo-
BaHHbIX NyTem cnuAnnA. B apymix oprannaaymnax ByayT paspabaTeiBaThcA pa3anuyHele CNeUWa-
NM3NP OBEHHbIE MOJENM MWU3HEHHOTO LMKIA NPUNOKEHUH, OTHOCALLMECA K ONPEJENE HHOMY KO H-
TEKCTY NPUNOMEHWR, HAaNpUMEp , BEB-NPUNOMEHWA, NpUNOKEHWA, paboTaloWLME B PEXMME pe-

dNBHOTDO BpEMEHW, BCTPO BHHEIE NPWUNOMHEHWA, MELWUWHCKWE NPUNOKEHWA W T. 4.

MeponpHWATMA, OCYLUECTBNABMEIE HA Pa3NWMHBIX 3Tanax MM3HEHHOMD LMKNA NporpaMm-
HblX CpEeACTE MW CMCTEM, ABNAKTCA YAcTeK NPOLECCOR B MAacWwTabax opraHW3aluM, KoTophle
[OKHBl COOTBETCTBOBATh HOPMATMEHbIM TpeboBaHWAM, npeacTaenedHsim 8 MCO/MM3K 12207
W MCO/M3K 15288, Kpome toro, B MCO/M3K TO 24748 npencTaBneHo OONONHWTENBHOE py-
KOBOOCTBO W OMNWCAHbl MOAENM MWUIHEHHOrD LWKNA paspaboTkM CWETEM W NpOrpamMMHbIX

CRpencTe, 3Tanbl MW3IHEHHOMD UWKNa W WX CBA3bL C NpOUeCCaMi MWIHEHHOMD LWKNa.

MCO/M3K 27034 He pexkomeHAyeT M3MEHATb MOZLENW MWIHEHHOMO LWKNE NPWUIOMKEHMA
opraHwsauun. Bmecto atoro MCO/M3K 27034 pekomeHayeT nobaenATe Kk OEATENBHOCTM,
0bbIYHO BBINONHAEMOW Ha STanax onpejeNAEMON DpraHu3ayuell MOLENW XW3HEHHOM LWKNa
NPUNOMEHWA, MEPONPUATMA, HAZLIBAEMbIE MEPAMA W CPEACTEAMM KOHTPONA M yNpaBneHuA
BesonacHocTe NpunoxeHniis (ASC).

Kak panee oTmevanoce B 8.1.26.5, ASC BKNoYatoT yKa3aTeNn Ha oNpedefeHHbIe Mo-
MEHT Bl 3Tana MMIHEHHOMO LUMKNA, COOTEBETCTBEHHO ONPELeNAA, eKOrgas LONMHLl BLINONHATLCA
MeponpuATHA No ofecnevernto Ge30NacHOCTH W BEpU M MKALMOHHBIE M3MEpP EHMA.

B HacToAWEe BpeMA CYLWECTEYET MHOTO MOAENEH WM3IHEHHOMO UMKNA NporpamMMHbx
CREACTE W CUCTEM, U3 KOTOPLIX OpraHM3alWA MOMET AenaTk BbBOp C YYBTOM CEOWX BHYTPEH-
Hux noTpebHocTeld. YNoMWHaHMe Wy BoeX MW BolgeneHue Gonee NpefnoYTHUTENBHBIX B
MCO/MIK 27034 HeeoamomHO M HemenaTensHo. COOTERTCTEEHHO HEBOAMOWHO BKIHIMWTh B

cTaHgapT ASC, HanpAMYH yKa3bIEAOLWYH HA 3Tan, NPOUECC MNW MEPONPUATUE B KOHKPETHOM
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MOLENW WW3IHEHHOTO UWKna. 3To caenano el koHuyenuwo ASC MCO/M3K 27034 meHee go-
CTYMHOR ANA LMPOKOTD KpYra opraHuaaluii.

B HacToAWEeM cTaHgapTe NpeACTABNEHA 3TAaNOHHAA MOLENb MWU3HEHHOrD uwkna Ges-
OMNaCcHOCTH NPWACHKEHWA B KAMECTBE CTAHOApPTHIWMPOBAHHOM ccelNkd anA nobaBneHwA ASC k
MEPONPHATHAM, OCYLECTENAEMBIM ANA MEHBAMMEHTA NpWIOKEHWA, NOArOTOBKKM K paboTe W
IKCNNYATALMK NPUAOKEHWA , MEHEAMMEHTE WH PaCTPYKTYPEl W ayouTa npuaoxeHud. Jandan
MOZENb ABNABTCA NPEACT AaBNEHMEM 06X 3TanoB W MeponpuATHIA, 0BBINHO NPUCYTCTEYHILLMX

B MOLEeNAX #HWIHEHHOrO LKWKNa I'IpHJ'IO}KEHHF‘I.

3TanoHHaA MOJENb MU3HEHHOMO UWKNa Be30nacHOCTH NPUIOKEHWA HE OrpaHWYMBaEeTCA
pazpaboTkoid NpompaMMHbX cpefcTe. OHa Taleke 3aTparMBaeT MEpONpUATMA M3 Apyrux chep,
TAKAX KaK KOpNOPaTWEHO & YN PaBNeHNE , NOAJE PXKA NPOrp aMMHBIX CPELCTE M WH( pacTp yKTYpbI,
ME HEIXME HT NPOEKTOR, aYAWT W KOHTPON b,

Llenb 3TanoHHOR MOLENW XUIHEHHOTD LMKkna Be3onacHocTi NpUMROMEHWA COCTOMT B

a) cofefCTBMW OpraHW3auMu B NOATEEPWAEHWM NPaBUNLHOCTA KaWOoA MOJENN MW3-
HEHHOTO LMKNE E& MPUIOKEHWA NYTEM ONpPEJENEHWA BCEX NPOLECCOB M AEACTBYHOWNX cybb ek

TOB, NOTEHUWANBHO EOBNEMEHHBIX B obecnevyeHwe beaonacHocTy I'IpI-‘IﬂD}KEHI-‘II;I;

b) copeicTeMn opraHw3auwM B oBecneveHMM YBEPEHHOCTM B Tom, uTo Bonpockl Bes-
ONACHOCTH Hagnexalum obpasomM paccMaTpMBAKTCA Ha BCEX 3TaNaX MWIHEHHOTD LMKNE NPU-
NOMWEH W,

c) coAefCTEMM OPraHM3aluMi B CERLEHMW K MMHAMYMY PacXoA0E W NOCNeACTEMH 0T BBE-
neHWA npaktuyeckry npuemoe MCO/MISK 27034 B ee npoekTel NPUNOXEHMA B KAYECTEES MOA-
OEPWKM CYLUECTBY LMY MOJEN R XM3HEHHOMD LWKNA NPUITOMEHHA;

d) npeaocTaBNEHWW DpraHM3alLWMK CTAHLAPTHOW MOLENW LA KONNEKT MBHOMO WCMNOb30-
BaHWA ASC rpynnamMi, 3aHMmMa OLWUMMHCA NPOEKTaMK NPUNOKEHWA, HEIABWCUMO OT Pa3INUMNHBIX

MU,[I,EJ'IEI-:I HWWIHEHHOMO LKKNa I'IpHJ'IU}KEHHﬁ;

2] NpefocTABNEHWW OpraHW3auWy cTaHAAPTHOR MoLEnW ONA KONNEKTMEHOMO WENONL30-
gaHWA ASC BMECTE C ApYTMMM OpraHM3auMAMY, HE3ABUCUMO OT PadfnyHbIX MOLENEH HNIHEH-
HOTO LM KNE MPUIoMEHN A,

Mpad wyeckoe NpeAcTABNEHME STANOHHOW MOAENW MMIHEHHOTD UMKna Be3onacHocTW

npunoxe Wi, npegnaraemoi MCO/M3K 27034, nokasaHo Ha pucyHke 8.
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PucyHok B — BbICOKOYPOBHEBAR STANOHHA A MOR ENb HUIHE HHO MO LMKkNa B esonacHoc !
M MNOXEHIA

CpraHWzauMa AoNXHa ONPefENuTh YETORMMBOR COOTBETCTEBWE MEXIY ONpPEeAeNeHHBIMK B
3TOM 3TANOHHOW MOAENM 3Tanamun W MEepOnpUATMAMKA, 8 TaloKe 3Tanamw W MEeponpuATHAMMK,
YHE WCNONEIYHLWMMUCA B Kaw4ol M3 coBCTBEHHBIX MOAENER opraHM3aumuu. 3T0 JaeT BOIMOM-
HOCTb YKa3aTh, B KaKoW MOMEHT coBCTBEHHBIX 3TanNoB M MEponpUATMA OpraHn3aLnn NpUMEHA-
tTcA ASC.

[pynna OMF ByneT ocywecTENATE pacnpegeneHe ASC B 3TanOHHOA MOLENM MWIHEH-
Horo yukna BesonacHocTw NpunoxeHuid. 3To pacnpenenedne bynet cnocobereoeate obecne-
MEHWH YBEpEHHOCTM B eAWHoobpa3HomM cobnlaeHun MUHUMaNEHO NpuemneMelx ASC ona ue-
NEeBOro YpoBHA QOBEPMA BO BPEMA Ha4YaNbkHOTo NAEHWPOBAHMA ANA KAMAOTD MPOEKTa Npuno-

MEHWA OpraHi3alnu.

37a 3TaNoOHHAA MOLENE N0 FOPU30HTANW Pa3feNASTCA HA LBA OCHOBHBLIX 3Tana: nogro-
ToBKa K pafoTe — OCYWECTENAKTCA MEPONPUATHA N0 NONYYSHUK NPUAOMEHWA W BBOAY Bro B
OEWCTEME, W 3KCMNYaET aUWA — OCYLWECTENAKTCA MEpOonpWATMA, BEINONHAEMBIE NOCNE BEOAA B
AeHCTEWE.

3Tansl NOArOTORKM K paboTe W aKCNNyaTauvu Aanee LeNATCA Ha CenyHLmMe CTaguu:

a) aTan noAroToBkW K paboTe COCTOMT W3 TpeX CTagWi: NOATOTORKA, PEann3aura U BEOL

B OeHCTBHE,
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b]l ITan akcnnyaTayd COCTOWNT W3 TpeX CTagui; MCNoNbL3I0BaHWE W nogaepxea, apxMeq-

POBaHWE, YHUMTOXEHWE.
,D,EHHEH 3TANOHHAA MOOEeNb NO BERTHKANKW pPa3fneNAeTCA Ha MeThIpe OCHOBHLIX YROBHA:

a) MEHEIMMEHT NPUAOMEHWA: 3TOT YPOBEHE COCTABNAKT MEPONPUATHA W3 ClEpbl KOp-
NopaTMBHOTD YNpaBNeHUA, Takne Kak MEHEIKMEHT NMPOBKTOB W MEHEIMMEHT 3KCMNyaTalui
npunoxeHui. Takne MeponpWATMA 0BblYHD OCYLWECTENAKTCA B pamkax NpoLeccoB, onpege-
neddblx B CMIAB opranmsayum;

b) nogrotoBka k pafioTe W 3KCINyaTauWA NPUNOMEHWA: 3TOT YpOBEHb COCTABNAKT ME-
PONPUATKHA, CBA3AHHGLIE C NOATOTOBKOW K paboTe W MCNoNbL3I0BaHWEM caMoro NpunoXeHnA. Ta-
KME MeponpWATUA 0ObIMHO OCYLIECTBNAKTCA B PaMKax MpOLECCOB, PEKOMEHLYEMBIX
MCOM3IK 15026, MC O/MMIK 15288, MCOMIK 12207 w MCOIMIK 21827 ;

C) MEHEIMMEHT MH( PacTPYKTYR LI 3TOT YPOBEHE COCTABNAKT MEpPONPUATHA, CBA3aHHEIE
C MEHEIMMEHTOM NOAAEP¥WBALLENR NpUNOXEHWE WH pacTpykTypel yenyr WT opranuaaymm.
Tawte MeponpuATHA 0BLIYHO OCYLLECTBAAKTCA B PaMKax NPOLECCoB, PEKOMEHAYE MBIX TaKHMA

craHaaptamu, kak MCO/MIK TO 20000-4, v pykoeogcTEa MK, Takumi kak [TILT

d) ayauT NpUNOXEHWA: 3TOT YPOBSHL COCTABNAKT MEPONPUATHA, CBAIAHHLIE C KOHTPO-
nem v Bepuiukaumel. Tame MeponpuATHA 06bIMHO OCYLWECTBNAKTCA B paMKax NpoLeccos,
PEKOMEHAYEMBIX TAaKUMK CTaHgapTamK, kak MCOMIBK 15288, MCO/MIK 12207, v nokymeHTa-
MW No oTpacneeoll NpakTUKe, TakumK Kak cTangapT CobiT.

OeficTEyoWMMK cyBbeKkTaMM RBNAKTCA BCE NWUE, YYACTBYHLUME Ha BCEX 3Tanax BCeX
YPOBHEN MOLENM, TAKWE KAK PYKOBOAMTENMW NPOSKT 0B, pa3paboTuMkn, CUCTEMHLIE aGMHHACTRE-
TOpbl, aAMWHWCTpaTopsl Ga3 AaHHBIX, pYKOBOAWTENW NoNb30BaTeNel, BNafeNblsl NpWIoMe-
HWIA, ayauTopbl, KOHEYHLIE MONbLIOBATENM, TEeXHWMECKWA nepcoHan, ofecnevvearoWwwii nog-
OEpHKY, CETEBbIE 3AMUHMCTPaTOPBI U T. A.

MeponpuATMA, 06bIMHO OCYLWECTBNAEMBIE HA 3Tanax 3TanoHHOW MOABNK MM3HEHHOMO

UuKna beaonacHocTw I'Ipl-‘lﬂﬂ}KEHl-‘Il-:I, I'IpE,D,CTaEﬂEHHOﬁ Ha PUCYHKE B, OMMCBIBAHTCA HUME.

8.1.27 2 MeHe LKMEHT NOAroTOBKM NpUNoXeHWA K paboTe

MepoNpUATUA N0 MEHEOWMEHTY NOATOTOBKM NpUNOMEHWA K paBoTe ocywecTBNAKTCA
PYKOBOAMTENAMMW NPOEKTOB W PYKOBOAWTENAMKM OPraHW3aUMK Ha atane noAroToBkW k pabote

AHWIHEHHOMD LKWENa Npunoxe HUA.

TITIL (nformation Technology Infrastructure Library) — GuGnuoTeka nepefoBoro onbiTa & ofnacmi wH-

h OpPMELW OHHBIX TEXHOND MM,
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Takue MeponpuATHA 0BLIYHO OCYLUECTENAKTCRA KaK MacTe NPOLESCCOB B macwTabax op-
raHuaal . OHW BKIKMEKT NpoLECcsl NPOEKTMPOBAHWA NpOrpaMMHBI X CPELCTE W3 ONpefenAe-
moi MCOM3IK 12207 rpynnel NpoLECCOB, CBAZAHHLIX C NPOEKTAMW, TAKWE KaK NpOLECC yNpae-
NEHWA TPYAOELIMW PECYPCAMM, NP OLECE NNAHWPOBAHWA NPOEKTA, NPOLECE OLEHKW W KOHTR ONA

NPoeKTa M NpoLECe yNpaeneHWA NPUHATUEM pELIEHMA.

8.1.2.7.3 MeHeIXMEHT 3KCIAYaTALWKN NPHNDMKEH WA

MEpUI’IpHHTIﬂH no MEHEOMMEHTY 3KCONYaTay I'IpI-‘IJ'IU}KEHI-‘II-:I CEBR3AHbI C MEHEOMMEHTOM

W HCNONB30BaHMWEM I'IpI-‘IﬂD}KEHHI:‘I Ha 3Tane JKCnnyatalli.

Takue meponpuATHA obbIMHO OCYLLECTBNAKTCA KAk YacTb NpoUeccoB B Macwrabax op-
raHM3auuu. OHW  BKNKOMEKT NPOLUECChl  NPOEKTWPOBAHMA NPOrpaMMHBIX  CPEACTE M3
MCOM3K 12207, Takwe kak npolUecc ynpaBneHuA WH opmalmnei » NpoLect NPUHATMA peLle-

HMIA.

O BbIYHO 33 NPUNOMEHWE OTBEYART ero BNajenel, KITOPbIA MOMET NPUHATE PELUEHME O
pasfeneHli 4acTh 3Toll OTBETCTEEHHOCTW © APYTMMM A8 ACTEYLWMMI CyBbekTamn, TAKUMK KaK
pYKOBOAWT &M NONL30BATENERA.

MameHEHWA NpMNOXEHMA Ha 3Tane 3KCNAyaTauuu, HanpMMep, MIMEHEHUA, NPOWCTEKaH-
LWE W3 HOBbIX PETYNATWEHBIX TpeBoBaHMA MNW yrpo3, LOMNKHE WHULWWPOBATLCA BNAfENbLEM
NpUNOMEHWA, 0TBEYAKWMM 33 obecneyeHe YBEPEHHOCTA B TOM, NTO NMPWUAOMEHUA Hagnewa-
Wwum obpazom M NOCTOAHHD YYMTBIBAKT MEHARLWWECA noTpebHocTH BesonacHocTh opraHw3a-
LW H.

Brnaropaps aTum npoueccam Bnageney npunoxeHuid npegoctaent ana CMIAE opranu-

Jal HeobxoOWMble CEWAETENLCTES, DEECI'IB'-II-‘IEBH)LLLHB YEEPEHHOCTE B pelleHWH BONPOCOB

KOpMopaTWEHOro YNPaBJEHWA NPOEKTamM1 NPHJIOMKE HURA .

B8.1.2.7.4 MogroToeka

Ha atane nogroToBkM rpynna, 3aHUMatOWanch NogroToekod k paboTe, DCyWecTBNART
NoAroTOBMTENEHBIE MEPONPUATMA. Takue MeponpWATHA 00bIYHD OCYLWECTEBNAKTCA KaK YacTh
npoysccoB B Macwrabax opraHu3auuy. OHW BKIHYAKT TaKWe NpoUecchl NpoeKTHROBaHKA Npo-
TpaMMHBIX CPEACTE, KK NPOLUSCE MEHEIMMEHTE PELUEHWA M NPOLECC MEHE DKMEHTA WH 0pMa-
UMK (cm. 633 B3 6 MCOM3IK 12207).

8.1.2.7.5 MoaroToEUTENBHEIE NpoOLECCh
MoAroToBWTENEHBIE NPOLECCHl BKNHYAKT MEPONPUATHA, OCYLYECTBNAEMbIE Ha 3Tane

NOATOTOBKKW NPOEBKTA NPUNOXEHWA.
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MpumedaH e — MNog roToBMTENbHbIE NMPOLECCHl BENKOHAOT NPOLECCHl NPOEKTMROBAHW A NP RaMMHBIX
cpeacTs M3 MCOM 3K 12207, Takve Kak NpoLecs onpeseneHus TpedoBaHui NpMYacTHBIX CTOPOH, aHanua Tpe Go-

BaAHWI CMCTEMB! M MEHEL #MEHT prcka (ch, §.4.1 MCOM 3K 12207).

8.1.2.7 6 AytcopcuHr

Ha 3Tane peanW3aauwi rpynna, 3aHWMatoLAACA NOArOTOBKOW K paboTe, ocyWecTBNAET
MEpPOMPHATWA, CEA3AHHbIE C pEaNM3aLWel NporpaMmHblX cpeAcTE. Ecnu HEkoTOpeIE Meponpu-
ATWA PEANW3AUMK OPraHW3aLMA 0CYLWECTENART YEPE3 aYTCOPCUHT, TO 4NA ACCTUMEHMWA LENeBa-
ro YypOBHA LOBEPHA NMpUIOMEHMA, BO3MOXHO, noTpebyeTcA LoBaBuTe K MEPONPHATHAM peanu-
3auuun cneywansHele ASC. [MoaTomy 3TanoHHaA MOJENb ¥WM3HEHHOTD UMkna BesonacHocTH
MpWNOKEHWA BKNKYMAET ONpeLeneHHyo ch epy LeATENBHOCTH ANA 8 yTCOPCHHTA.

Takwe MeponpuATHA 0BbIMHO OCYLLE CTENAKTCA KaK YacTb NpoueccoB B Macwrabax op-
raHwaaumu. CHW  BKNHOYAKT NPOYBCChl  NPORKTUPOBAHWA  NPOTPAMMHLIX  CPeAcTE W3
MCOMIK 12207, Takme kak npoyecc NpuoBpeTeHWA, NPOLECT MEHEMKMEHTE LOKYMEHTALM K
NporpamMMHelx CPEACTE, NPOLECT MEHELMMEHTA KOH G WIYpaLli NporpaMmHbIX CPeLcTe W Npo-

UBCC MEHEOMMEHTA DWUCKA.

8.1.2.7.7 Paspabotka

Ha 3Tane peanuaauMK rpynna, 3aHWMawLWaACA NOAMOTOBKDA K paBoTe, OCYLWECTEBAAET
MERONPHATAA, CBA3AHHBIE C BHEAPEHWEM NporpamMmMHelx cpedcTe. Ecnw opranM3auwa ocy-
WECTENAET HEKOTOPLIE M3 TaKMX MEPONPHUATHA CBOMMMW cunamu, To ASC, goBaBneHHsle K Me-
PONPUATHAM N0 BHELPEHMKD, MOTYT OTNMYATLCA OT TEX, KOTOpLIe BoBABNAKTCA B CNYYae Npu-
0BpeTEHWA MNW aYTCOPCHHTA BHEAPEHMA KOMMNOHEHTOE NPUACXeHWA. [To3Tomy 3TanoHHaR Mo-
DNk MUIHEHHOMD UMKNa Be30NacHOCTH NpUAOHEHKWA BKNHYAET ONpefeneHHy0 obnacTe mepo-
NpWATHA pazpaboTky Cc NochenyRWER peann3ayn el NPoOrpamMMHL X CPELCTE CUNaMW OpraHWu3a-
LLHM.

Takwe MeponpUATHA 0BEIMHO OCYLLE CTENAKTCA KaK YacTb NpoUeccoB B Macwrabax op-
raHuzaluv.  OHW  BKIHYAKT Npousccsl NPOEKTHPOBAEHMA  NPOTpaMMHbIX  CPEACTE W3
MCOMIK 12207, TakMe Kak NpOLECC MEHEOMMEHTA PUCKS , NPOEKTHPOBAHWE HA YPOBHE ap Xu-
TEKT Ypbl CHCTEMBI, MPOLUECE ApXUTEKTYPHOTO NPOEKTUPOBAHWA NPOTPaMMHel % CPELCTE, NpoUECE
OETANLHOTD NPOEKTWPOBAHMA MNPOrPaMMHBIX CPeACTE, NPOUSCC CO3QAHMA  NPOTrpamMHbl X
CPEACTE, MPOLECC MEHEIKMEHTA AOKYMEHTALMKW NPOTpaMMHBIX CPEACTE, MPOLECC MEHEL M-
MEHTA KOH( MIYPaLMKM NporpaMmHeIX CpefcTE, NPOUece Bepud MKaLMKM NPOTpaMmMHElx CRELCTE,

NpoLect YTEERM(AEHWA NPOTPaMMHBIY CPeACTE, MNPOLECC NPOBEPKM NpOrpaMMHBIX CPELCTE,
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npouecc SOMEHHOMD NPOEKTUPOBAaHWA W NpoUecs MEHeOMMEHTa NOBTOPHOMD WCNONbB30BaHWA

AKTHBOE.

B8.12.7.8 MNpuobpetenue

[pynna, 3aHuMa LWAACA NoLrOTOBKOR K paboTe, MOMET OCYLECTENATL MEPONPUATHA NO
NpuobpeTeHWK © UENbH BHELIHETO NONYYEHWA MW NpHoBpeTEHWA NpooykTa WMWK YCRyrW, oT-
BEeYalWwMx noTpeBHOCTAM opraHW3auMu. K aTUM MeponpuATHAM MoryT AobaBnATLCA cneuu-
anbHble ASC. Mo3Tomy 3TaNOHHAA MOLENb MMIHEHHOMO UWkna Be3onacHocTW NpWoxeHwui
BKNHOYAET ONPeAeneHHy0 chepy ANA MEPONPUATHA No NpUOBPETEHUID © NOCNEAYIOWER pea-

nu3aymnei nprobpeTeHHbI X KOMNOHEHTOE NPUIOKEHWI.

Takue MeponpuATHA 0BLIYHO OCYLECTENAKTCA KaK MAacTe NPOLESCCOB B Macwrabax op-
raHuaauiu. OHW  BKNKMEKT nNpougcchl NPOSKTMPOBAHWA NpPOrpaMMHBIY  CPEACTE W3
MCOM3K 12207, Takve kak npouece NpUobpeTeHWA, NpoLECC MEHELMMEHTA 40KYMEHTALKUK
NporpaMMHBIX CPRACTE, NPOLUECE MEHELKMEHTA KOHG MIYpaLyMu NporpamMMHel X CPeLcTE, Npo-

Uecc MeHeOXMEHTa PUCKa W NpoLece peandaadku.

8.1.2.7.9 Beog B neiicTEne

Ha 3rtane BEOAA B AMCTEWE rpynnod, 3aHumarlleicA nonrotoBkoid Kk paboTe, ocy-
LECTENAKTCA MEQONPUATMA NO NOAMOTOBKE, KOHD UMYPUPOBaHWH, TECTHRDOBAHMID W Pa3BepThI-
BaHWH NMPUIOMEHWA B ONEPALMOHHON cpeje, onpedenAemMoll opraHn3aymeld.

Takne meponpuATHA 0bbIMHO OCYLLECTBNAKTCA Kk YacTb NpoleccoB B Macwrabax op-
raHM3auuu. OHW  BKNKOMEKT NpOLUECChl  MPOEKTWPOBAHWMA NPOrpaMMHBIX  CPEACTE M3
MCOMM3K 12207, Takme Kak NpouUece MEHBMMEHTA KOHG UrypauWwW NporpammHbX CpPeLCTE,
NPOLect MHTEMPaLUWM CWUCTEMEl M NPOLUECC NPOBEPKW COOTBETCTEWA CWUCTEMBI T XHWMECKWM

YCNOBHAM.

8.1.2.7.10 Mcnonb3oeaHue

Ha aTane WCNons3oBaHWA M NOLLEPWKW OCYLLECTBNAKTCA MEPONPUATHA, CBA3EHHBIE C
) 3KTMMECKMM WCNONE30BAHUEM NPUNOMEHMA B ONEPALUMOHHON CPEfE BCEMM NONLI0EATENAMM,
BKNHYAA KOHEMHBIX NOoJb30BaTeneld. Takue MEpONpUATMA BKNKMAKT YIpPaBNEHME LOCTYNOM
None30BaTENER, NPOTOKOIWP OB HWE , MOHMTORWHN, 0B y4eHWE BE30NacHOCTM MT, 4.

C UeNbH COMNPOBOMLEHWA NPOMPAMMHBIX CPEACTE M MEHEOMMEHTE WIMEHEHWA ocy-
LE CTENAKTEA APYTUE MEPONPUATHA, BKNHOYAA 0GHOBNEHWE NPUKNEAHOMO NPOrpamMMHOND Cpej-

CTBA A BLINOJHEHWA MEHAHLWKCA WH( OpMaLMoHHBEIX TpeboBaHwil, Hanpumep, AobaeneHue
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HOBBIX I YHIUWA W MIMEHEHME th OPMaTa AaHHbLIX. JTW MEPOTPUATHA TaIoKe BKIHYAHT MCNpas-
NeHne ownBoK M adanTaumi NporpaMMHbIX CPEACTE K HOBBIM annapaTHeIM yCTPoRCTEaM.
Takne meponpuATHA obbIYHO OCYLLECTBNAKTCA KK YAcTbk NpoUeccoB B maclwrtabax op-
raHuzaund. CHW  BKNHYAKT NPOUECCE  NMPOSKTWPOBAHMA MPOTPAMMHBIX  COEACTE W3
MCOMIK 12207, Takne Kak NpoLECC IKCNNYaTaumW NporpaMMHbIX CPRACTE W NpoUgce conpo-

BOMOEHWA NP OrpaMMHBIX CpenCTEe.

8.1.27.11 ApxueupoBaHue

MeponpUATWA N0 ap XMBWPOBAHWK OCYLLE CTENAKTCA MPYNNOA, 3aHAMAKOLWEACA 3kcnnya-
Taumein, Korga npunoxeHue BoNbLIE YKE HE HYMHO B 810 aKTMBHOM cocToRHUM. CHU BrNKYE T
AP XMBWPOBAHWE BCEM WHI OPMALMK NPUAOMEHWA, 8 TAKKE APXMEWPOBAHWE BCEX WHCTPYMEH-
TaNbHBIX CPEACTE W NPOLEccoB ANA obecneveHWA 3awuTel W Ge3onacHoro AocTyna K 3Tol WH-
th OpMaLKK, AaKE & CNW NPUNOXEHWE Bonbwe ywe He paboTaeT B CBOER oNepauMoHHOR cpege.

Takue MeponpuATHA 0BLIMHO OCYLLE CTENAKTCA KAk YacTb NpOUECcCcoB B macwrabax op-
raHuzaluu.  OHW  BKNHOYAKT Npouscchl MPOEKTWPOBAHMA NPOTPaMMHBIX  CPEACTE M3

MCOM3IK 12207 , HanpuMep , NpOLECE CHATHA NPOrPAMMHBIX CPELCTE © 3KCNNYaTaLMuM.

B.1.27.12 YHuMTOMEHHE
MeponpWATMA NO YHUYTOMEHWH CEBR3aHLI ¢ GE30NACHBIM paspyleHWem BCell WH opma-
UMK NEUNCHEHWA, BKNIOYAA LaHHbIe NONb30BaTENEl, WH OPMaLWI0 OPraHW3aLMM, MypHansl

PETMCTPALMK NONLI0BATENEN, NapaMETpbl NPUIOKEHWA M T. 4.

Takve MeponpuATMA 0BbLIYHO OCYLWE CTEBNAKTCA KAk YacTk NPOLESCCOB B macwrabax op-
raHuzauyuu.  CHW  BKIHNEKT MpPOUBCCH  NPOBKTUPOBAHMA  MPOTPaMMHLIX  CPEACTE W3

MCOM3IK 12207, HanpumMep , NPOLECE CHATWA NPOrPaMMHBIX CPELCTE © 3KCNNYaTaLMK.

8.1.2.7.13 MeHeaxMeHT obecneye HUA MHG pacTPYKT yp bl NP W OXE HUA

37a cthepa LEATENEHOCTM HA 3Tane NOATOTOBKW K paboTe BKIHOMAET MEpONpPWATHMA, CBA-
JaHHble © obecneyeHHem W NognepwaHueM BeaonacHol TeXHONOrMYeCcKoW WHG pacTpyKTyphl
ONA NOAAE PHKKW MEPOTNPUATHNA, 0CYLWECTBNAEMBIX TPYNNOM, 33 HUMaKLWERCA NoAroToBKOR K pa-
GoTe. ITUMH MEpONpUATHMAMK OXBaTLIBAKTCA YCNYIW, CPELCTEA, WHCTPYMEHTLl M AKTMBbLI WH-
) OpMaLWD HH 0- KO MMYHWKA LM OHHOM TEXHONOMMK B cpede pa3paboTkn U pasnuuHelx BMAAX Cpe-
Obl TECTUPOBAHMA.

Takre MeponpuATHA 0BLIMHO OCYLLE CTENAKTCA KAk YacTb NpOUECcCcoB B macwrabax op-

raHW3alUnu. CHW  BKNHOMYAKT Npoueccel NpOoekKTURPOBAaHWA NPOrpaMMHBlx  CpeACTE M3
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MCOM3IK 12207, Takme Kak NpOLECC MEHEOHMEHTE WHD PACTPYKTYPEl W NPOLECC MEHEOMME H-

Ta KOH( Urypamm.

B8.12.7.14 MeHe B#MEHT MH pacTPYKTYPEl 3KCNNYATALKMKM NP OXEH MR

37a chepa LEATENLHOCTW HAa 3Tanax NOLMOTOBKM K paboTe BKAKOYAST MEpPOMNPWUATUA,
CBA3AHHBbIE ¢ ofecnevsHWemM W nogaepmaHnenm Ge30nacHol TEXHONOMMYECKOW WHI pacTpykT y-
pbl ANA 3TAN0E AKCANYATALWMKA MUIHEHHOMD LWKNE NPUNOMEHWA, ITUMA MEPONPUATHAMKM 0XBa-
THIBAHTCA YCAYrW, CPeLCTBE, WHCTPYMEHTH W AKTWEL MHD 0 pMaLyW OHHO-KOMMYHMKALMWOHH DR

TEXHONOMMUW B OMEPALWOHHON CPeLe NpWNoME HUA.

Ha 3Tanax akcnnyaTauuu Tawke LOMKHEI NPOBOAMTEEA ApPYIME MEepONpUATHA O0A Noj-
fepwaHuA Be3onacHoM WHD pACTPYKTYPLl, NOAAEPMUBAHLWER NpunoKeHWe. [logfepmka MH-
P paAcTPYKTYpbl BKNHMAET TexHW4eckoe obCHypKWBaHME CMCTEM W CETEBBIX annapaTHbIX
CPEOCTE, PE3SpPEHOE KOMWPOBAHWE W BOCCTAHOBAEHWE, BOCCTAHOBNEHWE noche BGepcTeMA
MT. 4.

Takne MeponpWATWA 00LIYMHO OCYLLECTENAKTCA Kak MacTk NpoLEccoB B macwTabax op-
raHuaauguu. OHW BKNHOYAKT NPOLECChl NPOEKTUPOBAHKUA cucTeM w3 MCO/MM3BK 15288 Tamme Kak

MpoLUEcE 3KCMAYaTauWK W NpoLEce No 40E PHKW.

B8.12.7.15 CHATHE © 3KCNNyaTaLWuK

MeponpMATUA NO CHATHID C 3KCNAYAT ALWK OCYLLE CTENAKTCA C LeNbi 0BecnedeHuA yee-
PEHHOCTH B TOM, 4TO BCA WH OPMaEUMA, XpaHALLAACA B CUCTEMAX, HA CEPBEPaX M OpYruX Wc-
NONb3YEMbIX NPUNOME HUAMK TEXHONOMYECKWX KOMNOHEHTaX, BeaonacHeiMm obpa3oM yoanaeT-
CA. 3To 4E8T BO3MOMHOCTE YTUNW3ALMM WIKW NepepaboTky 3TUX KOMNOHEHTOB BG83 W3NWLWHero

PHUCKa beaonacHocTH onA OpTraHH3al K.

Takne MeponpWATWA 00bIMHO OCYLLECTENAKTCA KaK MacTk NPOLEcCoB B Macwrabax op-
raHuaaguu. COHW BKNHOYAKT NpoUeccel NpoOeKTWpOBaHWA cucTem w3 MCO/M3BK 15288, Hanpw-

MEP, NPOLECE CHATUA © IKCTNyaTaLui.

B8.12.7.16 AyanT NoAroTOBKW NpUAOxeHWA K paboTte

MeponpWATUA NO ayaWTY OCYWECTENAKTCA ANA BCel e ATENEHOCTH, BCEX LEACT BYHLLMX
cybbekToB, NpoueccoB, apTet akTOB M KOMMNOHEHT OB NPMADME HMA, WCMONB3YEMbIX WKW CO34a-
BAEMBIX BO BPEMA MUIHEHH OO LMKNA NPUNOXEHKA.

3TH MEPONPUATHA MOTYT BEINONHATLCA & AWHOMOL HAW NEpHOLWYE CKA, BHYTP EHHUMKA WIK

BHEWHHUMKY ayYOWUTOPCKHUMK TpyNNamMKl B 3aBWCHMOCTW OT Ueneeoro YpOBHA OOBepWA NPOeKTa
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npunoxeHuAa. OHu obecnevwBaoT BNagenbly NpUNOXEHWA Heobxodumoe JOEEpUEe W CBMAE-
TENLCTBA TOr, 4To TpeboeaHnA Be30MacHOCTH NPUNOME HUIA BBINONHA HOTCA , KAK OMW 43 N0Ck.
MeponpWATUA ayanTa, NpoBOAWMBEIE Ha 3Tane noAroToBkM K paboTte, ofeiyHo oTauvakT-
CA OT MEPONPUATMA ayauTa, OCYLLECTBNABMBIX HA 3aTane akcnnyatauww. OpraHu3auwam, pas-
pabaThiBaOWMM, HO HE 3SKCNAYETHPYIOLWMM NPUIOKEHWA (T3KIM KaK NpOM3BOAMTENW npo-
TpaMMHLI% CPEACTE), MOMET HUKOrga He noTpefoBaThoA NPOBSAEHME ayAWTa NPUNOMEHMA Ha
aTane akcnnyatauuu. MMo3Tomy 3TanoHHa® MOJENb MU3HEHHOTO UMKna BezonacHocTw npuno-
WEHWA NPEfOCTABNART ONpefeneHHyo chepy ANA MEPONPUATHA MO ayguTy, NPOBOAMMGIX HA

aTane NogroToBKKM K paEUTE.

Takue meponpuATMA 0BbIMHO OCYLLE CTEBNAKTCA KAk YacThk NPOLECCOB B Macwrabax op-
raHu3auyun.  CHW  BKIHNEKT  NPOUBCCH  NMPOBKTMPOBAHMA  MPOTPaMMHLIX  CPEACTE W3

MCOM3IK 12207, HanpumMep, NpoLECE ayaMTa NPOrpaMMHEIX CpEeACTE.

8.1. 2717 AynuTt 3kcnnyatauuu NpuaoxeHui

MeponpWATMA No ayauTy, NPOBOAMMBbIE Ha 3TanNe 3KCNAYaTalu, 0BelMHO OTNWYAKTCA oT
MERONPHATMA N0 ayoWTy, OCYLECTENASMBIX HA 3Tane NogroToeky K paborte. OpraHuaaguam,
TONBKD 3KCMAYAaTHP yHLWWM NpuobpeTeHHbIE NPUIOKEHMA, MOXET HWKOTAA He noTpeboBaTecA
NpoBeLeHW e aYaHTa NPUNOMEHWA Ha 3Tane NoAroToekd K pabote. Mo3ToMy 3TaNOHHAA MOLENb
WMIHEHHOMO UWkna Ge3onacHOCTW MpUNOMEHWA NpelocTABNAET ONpeAeneHHyw chepy ANA
MEPONPHATHA N0 ayauTY, NPOBOAMMBEIX HA 3Tane 3KCNNyaTalmum,

Takue MeponpuATHA 0BLIMHO OCYLWECTENAKTCA KAk YacTk NpoueccoB B macwTtabax op-
raHuzaluuu.  OHW  BKNHOMAKT NpoUsccsl NPORKTWPOBAEHMA  NpOTpaMMHbIX  CPEACTE W3

MCOM3IK 12207, HanpumMep, NpOLECE ay4WTa NPOrpaMMHEI X CpeACTE.

8.1.2.8 Npoueccel, cEAZAHHLIE ¢ BE30NACHOCTEH NP W OXE HWA

OMNF npegetaenfAeT cobofl peno3awTopWid BCEX MCNONB3YEMBIX OPraHk3aluWe i NpoLeccoB.
B pe3aynsTaTe BCe NpoUSCChl, CBA3AHHLIE C ONPEASNEHWEM , MEHEAMMEHTOM W BepUd MKaLW el
BE30NACHOCTM NPUAGMKEHW A, SONMHEI MMETE HAANEXaLLMM 0Bpazom of OpMNEHH O ONWCAHWE B
OMF |, Bknoyan:

a) BCE NpoUgcChl, ONWCAHHBIE B pa3fene B HacToALLero cTaHnapTa;

b) Bce npoueccel, onWcaHHbIe B nocneaytowmx vactax MCO/M3IK 27034,

C) BCE MpoUgcChHl, yNoMWHAaeMble B ASC, TakMe kak NNaHsl pearipoBaHWA Ha WHUMAEH-
Thl, NNaHel 0BecneyYeHUA HenpepelBHOCTH BU3aHeca, NpoLeAYpLl NPOBEQKK KOGA M NpOUELYPI

TECTUpPOBAHWA }‘HEBHMDCTEQ.
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8.13 lNpoueccel, CEA3aHHbIE C HOPMATHEHOW CTPYKTYPO A O PraHu3 aumu

8.1.3.1 OBwan uHg opmayma

KoHTeKcT opraHM3auuu pasBWMBaETCA C TEYeHWeM BpemeHw. B cBA3W c© 3TuMm cnegyet
NoALEPHMWEaTE B aKTYaNbHOM COCTOAHWW COCTABNAKLIME 3TOT KOHTEKCT KOMNOHEHThl OMF
(Hanpumep, EW3HEC-KOHTEKCT, TEXHONOTHYECKMA W PETYNATWEHLIA KOHTEKCTHI, 8 TAKKE CHELM-

th MKaL KK NPUNOXEHWA).

Mpynna ONF ponsHa onpefenATb, QOKYMEHTANbHO OHOPMNATE W CAHKLMOHWPOBATh
NpoLuecesl CO34AHUA, YTBEPXAEHHA M nogaepukr ONF W Boex ee koMnoHe HTOB. JomkHsel BeiTh
onpefeneHbl ponk, obA3aHHocTH W Heobxonuman npod eccMOHaNbHAA KEANWD MKAUWMA BCEX
OEWCTEYHLWMY CyDBEKTOR, BOBNEYEHHLIX B 3TH Npoueccel. Ha pucyHke 9 npegctaened obwwi
ob3op npouecca, nogaepxueatowero OMF.

37TH NpoUgCcChl YNOMMHAKTCA B HACT0ALLEM cTaHaapTe w Bynyt Bonee getanbHo obcyw-
AaTthcA B MCOMSK 27034-2.

8.1.3.2 Mpoyecc meHepxmeHTa ONF
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PucyHok 9 —MNpougce menes sveHTa ONF

48



FOCT P HCO/MIK 27034-1-2014

Mpouece meneaxmenta OMNF (pucyHok 9) w ero nognpoygccel NpegcT aenAT coboi no-
CTOAHHBIE Npouecckl B macwrabax opraHn3aumn, ocywecTenAemsle rpynnoi ONF. Kak noka-
33HO Ha PUCYHKE 3, 3TW NPOLECELl HEIABWCHMB! OT MPOEKTOB NPMAOKEHMA 0PraHW3aLMKn 1 ocy-
LECTEBNAKTCA Nap aniensHo c HUMK.

Llenu npoyecca meHe pxmenta ONF:

a) obecneyeHWe YEEPEHHOCTWM B TOM, 4To noTpebBHocTW BezonacHoCTH NpMnoXeHWA, a
Tawke yTeepxwaeHue Bubnwnotekn ASC v ypoBHel noeepuA, ocoBeHHO HYNEBOrD YpOBHA fOBE-
PMA, NO-NPEXHEMY YPEryNMpoBaHel ¢ NoTpebHoCTAMKM BW3HECE opraHM3aLmMu;

b) obecneyeHWe yBEPEHHOCTW B TOM, YTO KOMMOHeHTel ONF oBHOEBRAKTCA, oTpaman
NpoWCXDAALLME BHE OpPTraHW3aLWM M3MEHEHWA; HANPMMED, M3MEHEHMA 3aKOHOE MOTYT W3MEHATL
onpefeneHHbd B ONF perynATHEHLI A KOHTEKCT;

C) YTEEPMWAEHWE BLICLUMM pYKOBOACTEOM NONMTHK BesonacHocTW B MacwTtabax opraHu-

3aLMK W NPUIHAHME EbICLUMM P YKOBOACTEOM 3HAYMMOCTH KOMNoHeHToB ONF;

d) ofecnevyeHwe YBEPEHHOCTW B afeKBaTHOM W eguHooBpa3zHom npumeHeHwn ASC B
maclutabax opraHuaaLnmg,

&) WH opMmupoBaHne o komnoHerTax ONF Bcex rpynn B opraHuzaymm;

f) obecnevenwe oBpaTtHoi ceAsu anA ONF c uenbh BKIKMEHWA HOBLIX 3HAHWA, Npej:
NOMEHWA 0 COBEPLUEHETBOBAHWA ASC M HOBbIX NPaKTUYECKWX NpUEMOB, NPUOBPeTeHHBIX B XO-

[e OCYLLERCTBNEHWA NPOEKTA NPHUNOMEHWA.

8.1.3.3 NMognpoueccel MeHeaxwmeHdTa OMF

Bece ceA3aHHbie ¢ BE30NACHOCTBI NMPUNOMEHUA Npoueccsl AonXHbl BeiTe YacTero OMF.
CHW Taloke A0MKHBlI cooTeeTcTEOBaTe CMMB opraHwaauww. B tabnuue 2 nokazado, Kak cERA-
3aHHble ¢ BE30NacHOCTER NpUIoXKEHWA Nognpouecesl MeHeaxmedTa OMF cooTeeTCTBYHT Me-

TeIpeM 3Tanam npoyecca CMWE.

Tabnuya 2 - CooteercTene CMMB nognpoueccam meHeswmenta ONF| cBAZaHHbBIM ¢ Bes-

0ONacHOCTBHY NP KN DMEH WA

NMpouece CMHB Mogmpouece MeHen, xeHTa ONF
MnaHw poeaHue lNpoeximposanue ONF
CeywecTeneHwe Peanusauma ONF
Mposepka MoHuTopuHr U npoeeprka ONF
OefcTene MNocT0AHHOE © OBEpIEHE TEoBaHMe ONF
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Kak nokasaHo g Tabnuue 2, npoyece merHenkmenta ONF moXHO pasnennTs Ha cnegyo-

Wy e NoAnpoLe cchl:

a) npoekrupoeaHne ONF: ycraHoBneHwe cBA3aHHbIX C BE30NACHOCTBHY NMPWUNOMEHWA

komnoHeHToe OMF, gknovan ASMP, Bubnuoteky ASC w Bce CBA3AHHBIE C HUMKW NPOLECChHI:

50

1) onpefeneHAe W LOKYMEHTWpOBAHWE BO3MOMHOND KOHTEKCTa (perynATMBHOMD,
TeXHonorMyeckoro M Gu3Hec-koHTekcTa), B koTopom GyoeT WCnonb3oBaTbCA Npw-
NOMEHKE;
2) co3jaHue, JOKYMEHTWPOBAHME W NOAAEPMKA PENO3UTOPKMA CNELUWd MKaumiA npu-
NOMEHWA:
a) aHanua cneuvdMkauMil ANA Ka¥OOro HOBOTD MPUNOMEHWA Ha 3Tane no-
CTABKM;
b) aHanus cneywd wKaLWi CYLLECT BYHOLLM X B OPraHu3aLnm NpuioxeH ui;
3) onpegeneHne aefAcTBYOWMY cybbeKTOB W NpOLECCOB:

a) aHanua W AOKYMEHTWPOBAHME NWL M NPOLECCOR, BOBNEYEHHLIX B NONHBIA
HWIHEHHBIR LMKN NPUAOXEH WA,
b) onpepeneHwe (unw paszpaboTka) W yTEEpXOEHWE (opMansHOR MeTogo-
NOTMW  aHanW3a pWCKAE Ha  YPOBHE NEWAOMEHMH, OCHOBAHHOW Ha
MC O/M3IK 27005;
4) aHanWws NyyWMX NpaKTUMECKWX TPMEMOB W CTaHLAPTOB, TakWx  Kak
MCOMIK 12207, MCOMIK 15288 w MCOMIIK 15026, v onpefeneHWe Ha OcHO-
Be 3Tom aHanwaa ASC;
a) coagaHue W obHoeneHue ASC.
Cosganwe wnv obHoBneHwe ASC pnA yd4eTa KOHKpeTHeIX Tpeboeanwi Bes-
ONAacHOCTH NPOWCXOAMT KOTAE 370 HeoOXo4MMO OpraHW3alum.
CrneumanucTel B CODTBETCTEYHILMY Cth 8pax J0NMHLl ONpefeNATE MEpONpHA-
THe no ofecneveHuio BE30NAcHOCTM M BEpUBWKALWOHHOE WIMEREHME, Kak
ofcyxpanoce B B.1.265

Mpamep 17— ASC, Heolxodumble dme ofecRoyoNys Ge3ONACHOCIIE CUC e MHOT
Apo2paMMbl, JOMKNE €030 36AMMLCA URY OONOSHIMBCT 2NAGNBIM APO2PAMMUCIIOM,

3NN W KONKPMNEIT A356IK 002D aw MUPOGanus.
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Mpamep 2 - ASC, neofxoduwmbie dng cobmwodenus Rpodecca MeNadMMeNma
HOSHMUD FKMNNOPOS APUNONENUT, AOMKNE CO3DIGAMBCA UTH OONOGRNT MBLY C ALY -

anucmon 8 cihepe waNedwme NmMa udenmupuKkamopos;
b) eBanmpauma w uHTEpPaunA ASC.
UcyWecTENAIOWAA BEpU D MKALWK TPYNNa, COCTOALLAA W3 BbICLUEMO PYKOEDJ-
CTBa, cneynanucToe-pa3paboTynkes, nepcoHana MT W ayouTopoB, AonXHA
OTBEYaTh 33 Basmpauww ASC, obecneunBan yBEpeHHOCTs B TOM, 4TO WC-
NoONL3YHLWMWE WX IWMUa YeTKo NoHWMmawT ASC 1 yTo gaHHele ASC nefcTeM-
TENbHO YMEeHbLIAKT onpefenerHslil puck [aHHaA rpynna Takoke AONMHE
ONPemennTe, ANA KakWxX 3ajaHHblX YPOBHeR AoBepuA TpebyeTcA AaHHan
ASC.
OTBETCTEEHHOCTL 38 yTBRpMOeHMEe Beex ASC HecetT rpynna ONF;
5) aHanua, conocTaBNeHWe © 3TaN0HHOA MOLENbH MMIHEHHOMO UMkna BeaonacHo-
CTW NPUAOKEHWA W, B cnydae Heobxo4WMOCTW, afanTaumuA TekyLUed Modeny ¥na-
HEHHOMD LWKNE NPUNOXEHWA OPraHWIaLKMKA M AP YTHX NPOLECCOE,
B) onpegeneHue u peannaaumnA Bubnwotekn ASC opraHuzauum,
7) npuobBpeteHwe (wnwu paspaboTka), obHOBAEHWE W BANWLAUKMA HeoBXOQWMMEIX Op-
raHuzauun ASC wHTerpauymA ux e Bubnuoteky ASC,
8) aHanu3, aganTauuA W BanuoauMA obpaTHOR CEA3W OT NPOEKTOE NPWUNOMEHW;

k) peanuzaunwna ONF: peanuaauma ONF W wHb opMUpoBaHWe 0 HER;,

C) MOHMTOpPMHT W npoeepka ONF: oBecnevyeHwWe yEepeHHOCTW B TOM, YTO NPOEKThI
NPUNOXEHWA Hagnexalwmm obpazom wcnone3ywT komMnoHenTel OMNF, ¥ nonyyeHue obpaTtHoi
CBA3N OT 3THX NPOEKT 0B:

1) TpeboBaHWE HaNWYWA LENEBOMO YPOBHA NOBEPWA W  aKTWMECKOTO YPOBHA L0-
BEPMA ANA BCEX WCMONLIYEMBIX O PraHW3ayMed NpunoweHu i,

2) TpeboBaHWe NpoOBEAEHWA NEPUOANYECKOA OLEHKM pWCKA ANA BCEX WCMONL3Ye-
MbIX 0praHu3aL el NpuioxeHKi,

d) moctoaHHoe copepweHcTBoBaHne ONF: nopnepxmka W COBEpLURHCTBOBaHME BLEX
komnoHeHToe OMF nyTem neproAnyecko NPoBEPKA KOHTEKCTA, NPOLECCOB, MWL W T8 XHONOrMK
E MacwTabax opraHW3ayun, 0BHap ypKEHWE BCEX W3MEHEHMA © BOIMOMHEIM BAMAHWEM Ha ASMP

W mHTerpayu wx B OMF.
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8.2 OLjeHKa pHcKa 6e30NacHoCTU NPUMOKEeH NI

82.1 OueHka pucka B CpaBHEHHHW C MEHEIXM eHTOM pHCKa

CueHKa pucka — 3To BTopol war onucanHoro 8 MCO/M3K 27005 npouecca MEHEAMMEH-
Ta pucka. Kpome Toro, oyeHka pHcka Be30macHOCTM NPUNOMEHWA ABNABTCA BTOPLIM LUArOM
ASMP, npuMEHSAILWEND NpOLECcT OLEHKW pPUCKa Ha YpoOBHE npunoxeHwi. [Opyrue warw me-
HELMMEHTA PWUCKa OCYLLE CTENAKT CA NOCPeACTEOM 4P yrux Wwaroe ASMP.

CornacHo MCO/MIK 27005, soyeHka pucka onpedensem UeHHOCME UWHGDOPIME LU OHHEE
akmueos, udeHmugbuLupyem npuiMeHAesle cywecmayowue (uny 1Moeyujue cyujecmaosams)
YepoakLl U yA3dsumMocmy, udenmudgbuyupyem cylecmayiowjue Mepsl U cpedcmaa Ko Hmpons u
yNpasneHus u ux enuAHue Ha udenmugbuyuposanHkill puck, onpedensem nomeny uaisHele
nocnedcmeun U, HaKOHEY, Paccmaaniem NoNyJeHHLE PUCKU 8 COOMEeEMCMeU ¢ Npuopume-
Malu U paHxupyem ux No KpUmepusld oyeHusanus pucka, onpedeneHHsld Ha smane yoma-

HOaneHhUua KOHMeKcma s,

ClugHKa pUCcka BKITHOYMART TPH AeACTEWA: MAEHTHG MKALWH PUCKA, 8HANW3 pUCcka M OLEHW-

BaHWe pHCKa.

822 Ananni pucKa npunoxeHHil

8.2.2.1 Belcoko yp OBHEBLIA @HANW3 PUCKA NP KN OXE HUIA

CyleCcTBYET BbICOKOYPOBHEBLIA aHanua pucka, BeIMONHAEMBLIA Ha NOAMOTOBMTENBHOM
3Tane MU3HBHHOMO LKMKNA NpuaoXeHniA. Takoi aHanw3 npubnuxeHHo (eHa masoks) onpelens-
eT UeNeBOd YPOBEHb SOBEPWA NPUNOMEHMA B COOTBETCTEWM C OCHOBHBIMKA CRELMG WKL HAMM
NpunoxeHni, GU3HEC-KOHTEKCTOM, TEXHONOTWYECKUM W PEFYNATHUBHBIM KOHTEKCTAMWA NPWII0ME-
HHA.

Bnagenel, KOHKPETHOMD NPOEKTa NPUAOMEHUA OOMMEH YSTKD ONPEfElWTh pONb, B 0bA-
33HHOCTW KOTOPOW BXoOMT NPOBEAEHWE 3TOM0 AHANW3a C WCNONbB30BAHWEM 3fLeKEaTHOTO METo-
03 aHanuaa Ha YpoBHE NpunoxeHni. MeTod aHanuaa pUCKa Ha YPOBHE OPraHW3aLMKM MOMET He

YOOBNETBOPATL atol 3apade.

8.22.2 NeTanbHbLIA aHANK3 PUCKA NP WD OHE HWA

3TOT aHanus NEOBOAWTCA Ha 3Tane pealnialii HW3HEHHOTO UWKNa I'IpHJ'IU}KEHI-‘Iﬁ. OH

bonee TowHo onpegenAeT CBA3aHHbIE C KOHEKDETHBIM NPHNOMEHHEM OCTaTOMHBIE PUCKKH, NpQExH-
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O YEM paccMaTpueaTh kakue-nubo ASC onA JaHHOTD NPUNOKEHWA, U NOATBEPXAAET LEneBoi
YPOBEHb LOBEPMA NPpUIOKEHWA (0NpeleNeHHbll B0 BpEMA BLICOKO YPOEHEEOrD aHalW3a pucka
NPWUNOMEHWA) B COOTEETCTEMH C JABTaNbHbIMA Cheuud MKaUWAMM NpUNoKeHMA, BuaHec-
KOHTEKCTOM, TEXHOIO TMYECKHM W PETYJIATMEHBIM KOHTEKCTAMW 0P FaHM3aL MM ANA Np W 0XE HUA.

B pe3aynbTate AETANBHOMO aHANW3a PWCKA MPWUNOXEHWA BIafenel NpUioMeHWA MOXET
M3IMEHWTL LLENEBOR YpoBEHL JOBEPWA ANA NPOEKTa NPUAOKEHMA. 3T0 MEHAET BhibpaHHble 4NA
npoekta ASC, oKasblBaA BNWAHWE Ha BOBNEMEHHbIX AEACTBYHLWMX CyDBEKTOB W pacyeTHYH
CTOMMOCTE NpoekTa. OfHaKo 370 BAMAHWE Nerko Npejckadyemo, NOCKONbKY MHD opMauuA, Ta-
Kan Kak feicTeyowpe cybbekTsl, Npot 8CCMOHaNbHaA KEANWD MKALWA M PacYBTHAA CTOMMOCTb,
y#e ABNAETCA MacTeh kawpol ASC w ywe Beina gokymeHTMpoeaHa B bubnwotexke ASC opra-
IEENU

Bnapeney KOHKPETHOTO NPOEKTa NPUNOMEHWA JONMEH METKO OMPEdeNUTe ponk, B 0bA-
33HHOCTM KOTOPOW BXOAWT NPOBEJEHME STOMO @HANW3a C WCNONb30BAHWEM COOTBETCTE YHLLEM
METOAA aHaNW3a Ha YpOoBHE NpUnoMeHWA. MeTon aHanu3a pucKa Ha YpOBHE OpraHA3auun Mo-

WET OKa33ThCAH HE BMNONHE COOTEBTCTEYHILWWMM OANA ATOW Janavu.

8.2.3 OueHnBaHne pucka

CornacHo MCO/M3K 27005 | soyeHueaHue pucka UCnons3yem NoHUMaHUE pucka, nomy-
YeHHOE Mymel aHanusa pucka, dna npunamus pewenul o Oydywux delicmausx. Peuwierus

donwHel onpedename:
a) cnedyem nu npednpuHwdams delicmeue;
b) npuopumemsr obpabomKy pucka, YUUMLISAIOWUE OUE HEHHEIE YPOSHU PUCKAs.

B MCO/M3K 27034 sror war npuHumaeT dopmy eolbopa LENeBoro ypoBHA LOBEPMA
NPUIOMEHWA , KOTOPLIA, B CBOK 0MEpefb, onpedenneT, kakne ASC gonxHel ObITe pEaNU3os aHkl

nnA obpaboTkn pucka.

8.2.4 UeneBoii ypoBeHb BOBEPHA NPHN OKEHWI

Lieneeoil ypoBeHL LOBEPUA NPUNOMEHWA CNOCOBCTBYET LOCTUMEHWI YPOBHA YEE PEHHO-
cTi, HeoBxogumoro opravmsayum onA Ge3onacHoro MCNONE30BAHWA W PA3BepTLIBAHWA NpUno-

WEHHA, NOCNe NPWHATKWA OCTaTOMHBIX PHCKOER, onNpenfenNeHHblX B pe3yNbTaTe OUEHKH DHCKA.
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Llenegoll ypoBeHb QOBEPWA NPMAOMEHWA KpaWHe BaXeH ANA Be30onacHOCTW NpWNoMe-
HWA, NOCKONBKY OH HanpAMYH onpefenfeT cooTeeTcTBywWwpe ASC, koTopele donwHel GbiTh
EblBpaHel M3 BubnwoTekn ASC v peanW3oBaHsel BO BPEMA WIHEHHOMD LMKNA NP W0 OMEHWA,

Mpouece oUueHKM pUcKa nopoxgaeT TpeboeanuA Be3onacHoCT, yoTaHaBNWBaEMbIe ONA
UENEEOrD YPOBHRA AOBEPWA NpUnoxeHWA. OH, B CBOK OMEpeb, CTAHOBWTCA LENbH ANA Mpynnsl,

paboT atoWwel Had NPoeKTo M NPUIoME HUA.

Llenegoi ypoBReHb AOBEPHA NPMNOXKEHWA LONKEH BbiTh 04HWM M3 YpOBHER foBepWA (Man
HaxoOWTLCA B AMana3coHe), onpedeneHHelx B Bubnuoteke ASC opraHwzaymm (cm. 8.1.26), Re-
nawwenca vactero ONF.

BubnuoTeka ASC (cm. pucyHok5) moxeT BeiTe npencTagneHa B nge Tabnuysl, a uene-
EOA YPOBEHE OOBEPWA NPUACHKEHWA — B BUAe rpati bl B 370l Tabnwue. Takum obpazom, ewibop

YPOEHA NOBEpWA NpHEoANT K BelBopy Bcex ASC B aToll mpade.

825 lNpuHATHE pUCKa BNAAENbLEM NP HNOXKEHHA

Bnagenel, npUNOXEHWA HECET OTEETCTEEHHOCTE 38 NPMHATME OCTATOMHBIX PHCKIE, CBA-
3AHHBIX C KOHKD ETHBIM NP W OXE HY EM.

Bnagenel npunoXeHWA BEINDNHAST 3Ty 06A3aHHOCTE LB YMA cnocobamu:

a) yTEEp¥AanA UENEBOA ypOBEHb AOBEPWA NPWNOMEHWA Ha BTOpoM Ware ASMP;

b) yTEepmpaan pe3aynbTaThl aygwTa DE30NaCHOCTH NPMNOMEHMA Ha NATOM ware ASMP,
Ha KOTOpOM NPOM3BOAMTCA W3MEpPEHWE § AKTWMECKOrD YPOBHA LOBEPWA NMPUIOMEHUA W COMO-
CTABNEHWE E70 C LENESBLIM YyPOBHEM AOBEPWA NPUAOKEHMA, 3TOT LWAr MOMET BbiTe 3aNPOLWEH B
nwboe BpeMA ENajenbUem npunoxeHWA. [NA foNoNHWTENBHOMO NOATEEPXLEHWA Bnafenel
MPUNOMEHWUA MOMET NOTPEBOBATE BRINOJHEHWA 3TOM0 WAara BHELWHER rpynnoi, ocyWe cTENR -
We it Be pud nKay k.

Mocne NpUHATHA pUCKa BNAAENbLEM NPUNOKEHWA 33 LOCTMHMEHME UENEBOM0 YPOBHA 40-
BEEPWA NPWNOXKEHMA OTEBEMEET rPYNNa NPOEKTa NOCPELCTEOM [EanW3auWW COOTEBETCTEYHILLMX

ASC Ha COOTBETCTEYHILLWY 3TANAX MHIHEHHOIO LWKENE NPUNOHEHWA.
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8.3 HopMaTUEHAA CTPYKTYpa NpUMoxeH uii

8.3.1 Obwan wHcpopmaumna

HopmaTueHana cTpykTypa npunoxeHuwin (ANF) — 3To NonMHOMECTEO WAW LETanu3auus
OMF, copepwalled TONbKD LETaNbHYH WHO OPMaLWMHD, KOTOpaR HeobXoAMMa KOHKpETHOMY
NpUNOKEHWK LNA LOCTWKEHWA UENEBOrD YpOBHA A0BEPWA, NPWHATOMD BAAAENBLEM MPUNOKE-

HWA B X0JEe 33BepLUAHLWEND 3NEMEHTA BTOpOro wara ASMP.

TpeboeaHwA BeaonacHocTW B ANF BLIBOLATCA M3 OLEHKW PUCKOE, CEA3AHHBIX C WCNOMb-

30BEHWEM NPHNDHEHWA OpraHu3alyen, KOTOPaRA OCYLLECTBNARTCA Ha BTOpoM Wware ASMP.

OnA kawporo NpoekTa NpUAoEHWA co3gaeTcA AMF, HanoNHAEMaR COOTEBETCTEYHILLMM
BW3HEC-KOHTEKCTOM, TEXHOJNOMMYECKWM W PErYNATHEHBIM KOHTEKCTaMKU, creuwd MKaLUAMY Npu-
NOWEHWA W COOTBETCTEYHOLWMMU ASC.

ANF cylWEcTBYET B TEYEHHE MWIHEHHOTD UWKNE NPUNOMEHWA W MOMET PAa3BUBATLLA ©
TEYEHWEM BpemeHn. Hanpumep, B Xode NpoekTa MOMET MEeHATHCA perynATMBHBIA KOHTEKCT
NPUAOHEHWA AW BNAAENSL NPUIOHEHWA MOMET NPEACTABWTE HOBLIA LeNeBOW YpOBEHL A0BE-
pWA rpynne, paboTaloWwed Hag NpoEKTOM NpUNoXEHWA. B Takux cnyyasx opraHM3aunsA MoxeT
n0baenATe HoBble anemeHTel B ANF wan yBupaTe Mx W3 Hee.

MameneHna ANF enuAT Ha BeaonacHOCTE NPUMNOMEHWA, 3TH MIMEHEHMA A0NMHL COOT-

BETCTEYHLWMM 06pasom yTBepHaaTECA BNagenbLEM NP W OME HUA.

ANF nna KOHKERDETHOrO NPOEKTa NPWAOMHEHWA COdepX¥HT KOMAOOHEHTL!, pacCMOTPEHHBIE

Hue. Ha pucydke 10 nokasaHo rpad wyeckoe npeactaeneHe ANF.

HopMaTMBHaRA CTRPYKTYpa NPUNOKEHWH

BHIHEC -KOHTEKET, || PErynaTHEHER KOHTEKCT, T eeHo T M EC KR CRELHBHRALIHH Fehcrepoune
censHHEA o cpetol || chmarHER co CPeoR ||KOHTERCT, CEASEHHER o RPMNBKEHAR 4 KT NG
APMACREHMA FEMAHEHAA EpEE o NN EHEH AR ponH, 0ERIEHHOCTH,

EBANME HEKALMA

'

1

1 BriGpaHHEE MEpE M Cpe) CTES HIHTREAA W YTPAENEHHA BEsNasHICTER |

| TERMAGHE HAR AN KIIHEHHOTO LMKNE MEHNGEEHR 5
L)

W
MpoLUstte, CERaEHHER C 58 30 N&EsHOCTER B
MpUmoHeHn "

[

H{MIHEHHBIA LMKN NPHAOHEHWA

PucyHok 10 - HopmaTi BHER CTRYETYRE MR NOHEHMIA
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832 KomnoHeHTl

8.3.2.1 BU3HEC-KOHTEKCT, CBAZAHHLIA CO Cpeaoil NpMNoNEH KA

Bce npoueccel GMaHeca, METOAMKW, CTaHAAPTEl M AefcTEYHOWME cybbeKTEI, BOBNEYEH-
HblE B NMPOEKT NPWUNOMEHWA, BKNHYAA BHEWHKWE npoueccsl buaneca, Heobxogumele ana obec-
MeYeHWA aAekBaTHOM LenocTHocTW GW3HECca B ONepauyWoHHo i cpefe, BBIBOAATCA AJA Npuno-

WEHWA 13 BuaHec-koHTekcTa ONF (cwm. 8.1.2.1) wnw e Tannaunp ylTCA B HER.

8.3.2.2 PerynATWEHGI A KOHTEKCT, CEA3AHHBIA CO Cpeaoi NpUNoXEH MA

Bece NPpaegoBbLIe U PErYNATHEHBIE TpBEDEBHHH, NEUMEHAEMBIE TaM, rAe MCNONL3YETCA WK
Pa3BepTeIBABTCA NPUNOMEHWE  ELIBOAATCA ANA NPUNOXEHWA M3 PETYIATUBHOMD KOHTEKCT A ONF

(cm. B.1.2.2) unu AeTanU3MPYHTCA B HER.

8.3.2.3 TexHoNo rMYecKWil KOHTEKCT, CEA3AHHBIN CO CPpeaoil NpUNoXEHWA
Bce TexHoNOMYECKME KOMMOHEHTHl NPWNOMEHWA, TAKWE Kak Bro apXMTEKTYpa, WHppa-
CTPYKTYpa, NPOTOKOAL! W A3bIKW, BEIBOAATCA ANA NPUAOMEHWA W3 TEXHONOTWMECKOTO KOHTEKCTA

CMF (cm. 8.1.2.4) wnw LETaNWIMPYHTCA B HER.

B8.32.4 Crneynd vKkaLmu NpunoxeHWA

CneurdMKaLum NpWUnoXeE HUA NPUHAMAKT G opMy § YHKLWOHANEHEIX W Hed YHKUMOH 8l b-

Hblx TpeBoegaHui n Tpeboanwil BesonacHocTw.

HonsHel BeITE NepedUCNedHsl W pacnpedenedel N0 KATEMOPWAM BCE OaHHLIE, WCNONbL3Ye-
MBIE, XPAHWMBIE, BblMWCNAEMEIE, PA3OENABMEIE WNW NepelaBacMble NPUNOXHEHWMEM. B Hux
BKNHYAHTCA daHHBIE OpraHW3auly, AaHHBIE nonL3oBATENERA, KDHqJI-‘II']I'paLLI-‘IDHHI:IE AaHHbBIE, Na-
PaMEeTpbl M WHBIE OaHHBEIE, MCNONBE3YEMBIE MNP WUNOHE HUAMK. B Hux Tawke BkNWYAKTCA Nobblie

BblX0OHBIE OaHHBIE NPMNOMEHMA.

8.3.2.5 Oeiicteyrowme cybbekTsl npunoxXKeHna: ponn, obAsanHocTk W kKBanud nkayma

OomkHbl BeiTe onpegeneHsl Boe AefcTEyOWME cybbekTE, BIAUMOABACTEYIOWME C Npw-
NOMEHWEM B TEMEHME Er0 ¥M3HEHHOrD UMkna. JedcTeylowme cybbekTsl BKNHOYAKOT 0TBETCT BEH-
Helx 3a obecneuyerme GesonacHocTW, BNAOENbLEE NPUNOMEHWA, pYKOBDAMTENER NpPOEKTOE,
ayouTopoB, pa3paboTyMKOB apXMTEKTYpLI, CNELMaNWCTOB N0 TECTWPOBAHWI, pa3paboTynkos,
KOHEYHBIX MONE30BATENEN, a0MWHWCTPATOpPOR, aAMUHWCTPATOPOB Ga3 JaHHbIX W TEXHWMECKNAX

CNeUnanmncToe.
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8.3.2.6 BelbpaHHele ASC ONA MMIHEHHOTO UWKNA NPHNOXEHWA
CornacHo 8.1.2.6, TouHele W nogpobrele ASC ONA KOHKPETHOrD NPOEKTA NPMNOMEHWA
BblBupatoTcA w3 bubnwotexkn ASC opraHn3auwy B COOTBETCTEWM C MPUBELEHHBIMKM HUME KpUTE-

pUAMK:
a) UeNeBoil YpOBEHb JOBEPWUA NP WIOMEHNR;
b) TpeBoBaHWA OpraHM3aLWK K NP KN OME HWHD,
) OnpefeneHHbI KOHT eKCT W Cre U] Mka LMK Npun oKEH KA.

Kawpan ASC npegctaenfeT cobol kak meponpuATHe no obecneyeHwio BezonacHocoTH,
OCYLWECTENAEMOE TPYNNOA NMpOEKTa MPUNOMEHWA ANA YMEHbLUEHWA KOHKpETHOTro pucka Bes-
ONacHOCTH, Tak W BEpUf MKALMOHHOE M3MEpPEHWE, OCYLWECTENAEMOE 3aHMMaLWEACA Be pUi U-
KauWel rpynnoid, oA NoATEE PXAEHUA, NYTEM M3 YMEHWA NOJAKD EMNNA KWWK CBWASTENLCTE, TOTO,
NTO COOTBETCTBYHLEE MEpONpWUATHE No obecnedeHntd Be3onacHOCTM YCMELWHO BbIMOAHEHO.
Kawpnan ASC Taloke nNpejocTaBNAET YKa3aTeNW Ha ONPEAENEHHBIE 3Tanbl XW3HEHHOMD LWKIE
NPUIOMEHWA, Ha KOTOPbIX JOMM¥HEl 0CYLLE CTBAAT LCA YKa3aHHOe MeponpuATHe no obecnedeHunio
GE30NacHOCTH M BEPUfI MKALMOHHOE W3MED EHWE.

ASC onpefenaer W yTBEpAEeT opraHn3aumna Ao paspabotkn. PaspaboTunkam Bonblue
HE HYWHO NPOEKTMPOBaTb WX ANA KaX¥AOro HOBOTD NMPOEKTa NPURoMeHuA. JTo obecnednsaeT
YEEPEHHOCTb B YHW MUWpOBAHHOM NOAX0AE DpraHM3alyWl K paccMoTpeHnto Bonpoca TpeboBa-
HWIA Be30NacHOCTH NPUNOMEHWA.

BelbpaHHeie ASC AonMHBl, Kak MUHWMYM, BrNYaTe Bce ASC, caHKUWOHWpOBaHHEIE
rpynnoil OMNF ona Hyneeoro ypoBHA QOBEpPWA, ONPEENEHHOTO KaK MUHWM AN bHEI YpOBEHb 1,0-
BEPUA, KOTOPLIA NPUMET opraHn3auma. ASC, caHKLMOHWPOBAHHBIE AR HYNEBOMD YPOBHA JOBE-

PWA, HE JONMHBl MEHATBCA Fp]I'I'II'IDI-:I NPOoekTa NPUNOXKEHWA B X048 BrO pa:apaﬁml{m.

8.3.3 lpoueccel, cCEAIaHHLIE C DEI0NACHOCTLI0 NPHI 0XKEHHA

B ANF nomHbl BbITh BEKNHYEHBl BCE COOTBETCTEYHILWIME NPOLECCH, CEA3AHHBIE C ONpE-
OENEHWEM, MEHEIKMEHTOM W EeputvKauMed Ge3onacHoCTM NpWNOMEHWA, KaK ONWCAaHO B
MCOMIK 27034, 370 QeTanw3auMA KOMMNOHEHTA eNPOUECCH, CBA3AHHLIE C Be30nacHoCTEH

Np WA OXEHWA > HOPMaTHBHOW CTPYKTYP LI OpraHwn3aumm, onucaHHoro 6 8.1 2 8.
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8.3 4 MuzHEeHHLIA UHKN NPHUAOXKEHHA

KOMNOHEHT ¥WA3HEHHOMD LMKNA NpUAOMEHWA obo03HavaeT 3Tansl W MEpPONpUATUA, Bbl
GpanHble U3 ONF gna onpeaeneHHoro npoekra npunoxeHuA. Bonee KOHKPETHO, MW3HEHHBIA
LWKN NPUADMEHWA — 3T0 NOAMHOME CTEO 3TAN0OHHOA MOAENM MW3HEHHOMD UMKna BesonacHocT

npunoxedui (cv. 8.1.2.7), copepwawyeica 8 CONF.

HOMIHEHHBIA LMKN NPUAMKEHWA M CTaHAEPTHOE COAEHAHME 3TaNOHHOA MOLENM MHM3-
HEHHOMD LWkna BesonacHocT v npunoxeHuid obeyknanes 8 8.1 .27,

MeponpWATMA 1 M3aMepeHWA, onpeaenAemele ASC, ocyLECTBIAKTCA NOCPELACTEOM pas-
NMYHBIX NPOLECCOE, BLINONHASMLIX B TEMEHWE MUIHEHHOMD LUWKNA NPUNOMEHWA, C KOTOPLIMM
YE 3HAKOMbI FPYNNGl, paboTatolMe Ha NpoEKTOM W 3aHUMAHLLWE CA BE pHD MKaLMER.

Mo3TomMy NpeANOuMTUTENBHBIM NOAX0A0M ABNAETCA NnaeHad wHTerpaumA ASC B kave-
CTBE COCTABHOM YACTH B MCMOMb3YEMBIE B TEYEHWE MUIHEHHOTD LWKNA NPUADMKEHWA NpOLECChl,

d HE B KaMeCTEe OTAENbHBIX BHE LLUHKW X MEFJDI'IFJHHTI-‘Iﬁ no ofecnededno BeaonacHocTu.

835 MNpouecchl

835.1 Mpouecchl, CEAZAHHBIE C HOPMATHBHON CTPYKT Yp 0N NP W OXE HUIA

CpraHuaauMA JOMXHE ONpefenATe W JOKYMEHTANbEHO 0t OpMIATE NPoLUECCEl CO3AAHWA,
YTEEp#AEHWA W nogaepxky ANF. OonxHel BeiTe onpegeneHel ponm, oBAIaHHOCTH W Heobxo-
AWMARA Npof 8CCHOHANBHARA KBANW MKkaUMA AedcTeyoWwmnx cybbekTor, cBR3aHHbIX ¢ ANF opra-

HW3a UHH 0NA KOHKPETHOM NRPWNOHEH WA,

KpailHe BameH npouecc co3ganwa ANF 4nA KoHKpETHOrO NpunodeHWA. 3ToT npougce
npeobpazyeT cogepwawyocA B ONF obwyro WHD opmMauKio B KOHKPETHYH WHD OpMauui, He-
obxogumyo ANF nna onpefeneHHoro NpUNoXeHWA W ero TpeboeaHwi.

Tawke kak ASC B OMF cBA3aHbl © 3ranamu 3TanoHHON MOJENW MH3HEHHOMD uwkna bes-
OMNacHOCTM NpuNoxeHnid, Tak 1 ASC B ANF cBA3aHBI © 3Tanamu XM3HEHHOTO LWKNE KOHKDETHO-

ro NpUNoXEHWA.

8.35.2 Mpoyecc obpaTtHol cEA3KM

CpraHM3aauna LonHa onpegefiTe NPOoLEcc NOCTOAHHOMD COBEPWEHCTEOBaHUA ONF ve-
pes obpaTHyw cBR3b, obecnNEYWBAOLLYH HOBBIE 3HEHWA, NPEANOXEHWA N0 COBEPLIEHCTBOB -
HUKO MEp W CPEACTE KOHTPONA M YyNpaBneHWA Be30nacHOCTLH NPUAOKEHWA M NpakTHYe ckue

Npuemsl, NpuoBpeTeHHble B X048 pa3paloTit U pa3BepTEIBAHWA MPWIOMEHUA.

37oT npouecc obo3HaveH Ha pucyHke 3 kak ¢OBecneyneasT obpaTHy cBA3L ANAs.
58



FOCT P HCO/MIK 27034-1-2014

3T0T npoyecc AonxeH BeITe NpUBA3AH K npoygccy noggepxicd ONF | oboaHaveHHomy Ha
pucyHke 9 kak «CBpaTHan CBA3b OT NPEALIAYLUMY W TEKYLUMX NpoeKToE GW3HECca W NpoekToB

M W OME HAR 3.

8.4 MoparoToEKa K paGoTe M 3KCNMyaTaLMA NpUMoXeH Wil

8.4.1 Obwan wHcpopMauma

YeteepTeli war ASMP erkntovaeT paseepTbiBaHWe cneywanbHblx ASC, npeaocragnex-
Helx ANF, 1 nocnedylwy AeATENBHOCTE B PaMKaX NPOEKTa NPUNOMEHWA. A WMEHHD, pynna,
paboTawlyan Had NpOEKTOM NPUNOMEHWA, pEANM3YeT cnelUnanbHele MeponpuATHA no obecne-
MEHWH) Be30nacHOCTW, onWcaHHele B YacTH «MeponpuATuA no ofecnedennto BezonacHocTu

ASCz (cm. 8.1 2.65.4), nna kawnon ASC conepxaweica 8 ANF ona naHHoro npunomeHma.

[nA rpynnbl NpoeKTa W rpyNNbl, 3aHUMaKLWEACA Bepud MKaLKME R, 3TOT LWAr YNpoLaeTcA B
pe3ynbTaTE NpefoCcTaBNEHMA MM Tonbko Tex ASC, koTopele TpeDYHTCA ANA BOCTHUMEHWA Le-
NEeBOr0 YPOBHA ADEEPWA ANA KOHKPETHOTD NPOBKTA. STHUM FPYNNamM He HYWHO 3HaTk NPOLECCHI,

yKkazaHHele B ANF.

Pykoeonutenn npoexktoB yBWAAT B ASC add ekTMBHOE WHCTPYMEHTaNbHOE CPEACTEOD,
notomy 4to B ASC nogpoBHo wanomeHel Tpebyemele 3afadn, pecypcel W KEANWg MKauwA, 3a-
TpaTel Ha Kaayw 3afady B YeNOBEKO-LHAX W TOMHLIA 3Tan XW3HEHHOMO LMKNE, Ha KOTOPOM

A0N¥Ha BeINONHATECA Kax4aA 3afaMa.

JaHUMaKLWAACA BepUp MKaUWeR rpynna Tawke yeuauT B ASC a3t th eKTMBHOE WHETPYMEH-
TansHoe cpedcTeo, nockonbky ASC npenocraenfet nogpobHyw WH opmalmio o Bepud mkaym-
OHHBIX W3AMEQEHWAX, KOTOPbIE AO0AMHEl BbINONHATECA ANA NpenocTaBNeHWA CEMAETENLLTB O
HaAJEXALLEM BbINOJHEHWM MeponpuATHA no obecnedve Mo GE30NACHOCTH © OMWAAEMBIMKY pE-
3yNbTaTamu. 3T0 NOIBONKMT 3aHMMatoWeRcA BEp Ml MKaLMeR rpynne ya0cT 0BEPUTLCA B TOM, NTO
npunoMeHne oTBevaeT TpefoBaHnAm BezonacHocTw nocpedcTBOM §opMansHoro  MKCMpoBa-
HAA NOATEE PXAARLWW X CBMAETENLCTE,

Mpynna obecneveHWA Be3onNacHOCTH M TEXHONOTUMECKAA TPYNNA TAKKE COMTYT KOHLEN-
umnio ASC nonesHoit, notomy yto ASC, cogepwawymecs B8 ANF LnA KOHKpETHOTD NpWUIOMEHMA,
NpedocTaBNAKT NONHLIA cnucok TpeBoBaHMiAd BesonacHocTW, No3BonAA, Takum obpasom, ocy-

WECTENATEL 3abn aroepemMeHHOE NNaHWp OBaHWE He o X0 AW Mbl X pecypcoB.
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842 Bnuanue MCOMIK 27034 Ha npoekT npUANOXKEHHA

TWNWYHEIA NpPOEKT NPUAOMEHWA (00 peanWw3auywW opradHw3agwed MCOMIK 27034)
YNpaBnAETCA rpYyNNoi NpoekTa, NOALE PHWBAETCA NPOLECCAMM, 33YACTYH Ha OCHOBE aBTOMa-
TWIMPOBAHHBIX TEXHONOMMA, © UeNkH cO3AaHWA npuaokeHuA. OBelvHo rpynna obecneveHuA
KaMecTBa CNefyeT ONpefelleHHOMY NMNaHy TECTMPOBAHWA ANA NpOBEPKM YHKUWOHANBHBIX

B O3MOMHOCTER NPUNCHEHWA OTHOCKHT ENBHO NPUHATBIX dJ]l'HKLl'HDHaﬂI:HI:I}( TpEEDEBHHﬁ.

Cama TexHonorvs, MeToguka paspaboTku, WCnone3yeman rpynnoil NpoekTa, 3peNocTh
NpoLUecta, KAYECTBO CO3JABAeMelX apTed akT 0B, NpOd eCCUOHANLHAA KBANWG MKaLUMA yyacTBy-
LW X B NPpOEKTe AeAcTBYROLWW Y cyBhexToB BEp M ML MP YOTCA PELiko, U TAKWE NpoLeccsl, B cny-
¥ae MX BeiNONHEHWA, 0BbINHO h 0pMankHO He onpefeNARTCA.

Ha pucyHke 11 nokazavo, kak WCOMIK 27034 nobaenAeT HoBble ponu, 0BA3aHHOCTH,

KOMMNOHEHTHI M NpOoUBCCHl B TN YHbI i NP OEKT NPHUNOXEHWA.

Henoasajerca
rposta b |
Hoprsmusnan  Hopriamisnes
erpaTyna | cTmpTpa
npanomaHEl - OpTaHH3AUNH
MNogaepwinser L
o100 AHEnE
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/ \B Uraosnsie oo smavedum
Onpegsmer Hemnsayeren A IeT,
1R re e Ay e BamSRIgYET, o
PEROMHEHTYET I puinna :'."’: ht
A
Usransamisaer, B N
e Npisr.aagroii epnPHLEeT,
IO S0 M EAET npaayet BaRuaHEeT A
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Mo soaatasisis
Pt i yrna Mo aswramscs
+ [L T rene

Bepnduunmer, |
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PueyHok 11 —Bnwvanwe WS OM 3K 27034 Ha pony W of 83aHHOCTA B THIMYHOM NP 0EKTE NPUNOKEHWA

Ha pucydke 11 nokasado, kak nocne peanuzauwmn MCO/M3IK 27034 Bynyr dopmansHo
onpejeneHbl ponKM M 0BA3aHHOCTH. Ha HeM Talke NoKa3aHbl ABa BaHEALUWX HOBLIX KOMMO-
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HeHTa: ONF w ANF. ONF — cTpywkrypa B macwrabax OpraHW3auWM — He BO34eACTBYET HanpA-
MyH Ha NpOSKT MpWNoXeHWA. Ha rpynny npoekTa, rpynny, 3aHUM aKLLYHKCA Bepud MKkaLMed, 1
noneaoeatenci ByneT BNWATE ToNeko ANF, xapakTe pHan 4NA NPUNOXEHWA CTPYKTYR A, KOTOpan
ofecnevunBacT TOYHBIE W OETalbHBIE MEpLl W CPEACTBA KOHTPONA M ynpaeneHwA HesonacHo-
CTEH NEWAOHEHWHA W COOTEETCTEYHILLME BEPHE] MKaLWOHHBIE M3MER EHUA.

B obA3zaHHOCTW rpynnbl, 3aHWMAaKWEACA BEpWUp MKaUMeld, BXoguT eepud nkauua ONF.
370 ocyWECTEBNARTCA HE TONbKO Ha ypoBHe npoektTa (cm. 8.4 4.2), Ho W Ha ypoBHE opraHw3a-

LMW, Kak YacTk Npouecca meHegumernta ONF (cm. nepewncnenne d) 8.1.3.3).

8.4.3 KomnoHeHThI

8.4.3.1 lpynna npoekra
[pynna nNpoekTa COCTOMT M3 WL, BOBNSYEHHBIX B NPOEKT NPMAOMEHMA HA 3Tane NoAro-
TOEKM K paboTe MNW 3Tane 3KCMNYaTaLWW ¥WIHEHHOTO LUWKNA NMPpUNOMKEHWA, TAKMX Kak pa3pa-

BoTYmMKK APXHTEKTYR LI, aHaNHUTHUKW, NPOMPAMMACTE U CNelWanlCTel N0 TECTHR OBa HWHD.

3TH nuua oTBevarwT 3a Belbop znemenToR w3 ONF anA cosgadua waw nonnepxkn ANF

ANA NpoeKTa NPKWNOHEHHKA.

8.4.3.2 PaBovan rpynna

Paboyas rpynna cocToMT W3 WL, Y4aCTEYOLWMX B MEHELKMEHTE M CONpOBOMIAEHUN Npu-
NOMEHWA Ha 3Tane 3KCINYaTaUMK HAIHEHHOTO LUKNA NPUIOMEHWA, TakMX Kak CHMCTEMHEIE aJ-
MWUHWCTPATOPbI, 8AMWHUCTpaTopbl 633 LaHHbIX, CETEEbIE aJMWHMCTPATOPbLl WIM TEXHWYECKME

CNelranucTel.

8.4.4 Npoueccol

8.4.4.1 BeinoNHeHWE MEpONPWAT WA Be3onNacHOCTW B X04e pa3paboTkW NpoekTa

MPHIIOHEH WA

Ha pucyHke 12 nokasaHo, Kak rpynna npoekta w pabodaa rpynna wcnones yroT ASC B Ka-
MECTBE MHCTPYMEHTANLHOMD CPEeAcTBa ANA OCYWECTENEHMA MeponpuATHA no obecneveHuw
GesonacHocTh B xode pa3paboTkt KoHKkpeTHoro npoekta npunoweduA. B npoekte Byoyt wo

none30BeaTbeA Toneko ASC w3z ANF gaHHoro npoexTa.
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PucyHok 12 — Mcnonbao gaHWe ASC B Ka4YecTEE Meponpl ATWIA ob ecnedeHua GesonacHocT

B8.4.4.2MpopegeHne BEp M MKALUWMOHHEIX MBMEPEHMA B X048 pa3paboTk npoekTa

M AN OXE HW A

OTHOCAWAACA K BEPUD MKALMOHHBIM W3MEPEHWAM YacTe ASC peanw3ayeT npvHUMN, co-
CTOALMA B TOM, ¥TO BCE MeponpMATMA no ofecneveHww Ge3onacHocTH BonHel BbTe BEpU-
P UUMPOBAHE C UENLH NPEAOCTABNEHWA CEMAETENLETE TOMD, NTO MEPONPUATHA DCYLLE CTENE Hil
KE3NWD ML MPOBAHHBIM JefcTEYHWNM cybbekTom Hagnexawmm ofpasom W NoNyYeHsl 0XWOa-

EMBIE PE3YNETATHIL

PucyHok 13 — Mcnonbao gaHWe ASC B KAYECTEE WIMEREH M

62



FOCT P HCO/MIK 27034-1-2014

Ha pucyHke 13 nokasaHo, YTo OTHOCALLAACA K BEpUD MKALWOHHLEIM WIMEPEHUAM YacTb
MEp W CPEeACTE KOHTPONA W yrpasneHun BeaonacHoCTei0 NpUAOKEHUA WCNONLIYETCA KAK KOH-
TPONGHLIA NOTWMECKWA 3NEMEHT B XWUIHEHHOM LWKNE NPOSKTa NpUNoXeHWA, yTolel rpynna, 3a-
HUMawLWanAcA Bepud Mkaumel, OCYWECTENANE BepMd MKALMI0 W BANMAAUMK NPUIOKEHWA W
NPOEKTa, 3 TAoKe NpegocTaBNANa peKoMeHAaUMY BNagenbly NPUNOKEHWA ANA NPUHATHA pe-
LIEHWA 0 CAHKUMOHWPOBAHWM NEPEX0AE NPOSKTA NPHUIIOMEHWA K CNBLYHLLE MY LUATY 8ro BeInof-
HeHuA. Hanpumep, ASC moryT noTpeBoBaTe MCNONB30BAHMA YCNYIM KNACTEPW3ALMA CEpERp OB
Ans oBecneyeHns LoCTYNHOCTH NpunoxeHuA. OTHOCALLAACA K BEpM M MKALUWMOHHEIM W3ME DEHU-
AM 4YacTe ASC npoeepAeT, LEACTBUTENLHO M TakaA yCcnyra peanw3oBaHa Hagnexawm obpa-

30M.

Ha pucyHke 13 TakKe nokasaHo, MTO OTHOCALEACA K Bepid MKaLWOHHBIM W3MEPEHUAM
yacTe ASC MOMET WMCNONbL30BATECA ONA Bepud MKaLKW KB anud MKAaLWKW OeACTEYHOWMY Cybbe k-
TOE, OCYLUECTENAOLLMY MEPONPUATHA HUIHEHHOTO LMKNa npunoxernd. Hanpumep, ASC moryt
noTpeboBaTe, YToDLl KPWUTHYECKWIA KOMMOHEHT MPUIOMEHWA peanW3oBblBan FNaBHeIR pa3pa-
BoTynk. OTHOCAWAACA K BEPW( MKALMOHHBIM W3MepeHMAM YacTe ASC npoeepAeT keanug wka-

LI HHD paapaﬁnwmka, peanuaoeaellero 3TO0T KOMNOHEHT.

8.5 AyAuT Ge3onacHOCTH N PUMOKeH Uil

8.5.1 ObwanA uucpopmaumna

Llens ganHoro nAToro wara ASMP cocTonT B Bepud mkaumm W opMansHom hUKCHpoBa-
HAW MO AT BEPMNA LMY CBWAETENLCTE AOCTHMEHWA W N0 40 EPHAHWA KOHKPETHEIM NEMNOXEHUEM

LN EBOTO Yp OBHA JLOBEP WA NP N OMHE HUA.

OanHelid war ASMP mo¥eT BeINONHATLCA B NHOD0OE BpEMA B TEYEHWE WWIHEHHOMO LWKNA
npunoxeHna. B 3agucMMOCTW 0T UBNeBOro YpOBHA NOBEPWA NPUNOMEHWA 3TOT LUAT MOMET
BbITh OOHOKPETHRIM, NEPQHOOWMYE CKMM WK ob YCNnaBnHUBaeMbeIM CoBBITHAMM.

Mpumep 1 — Opzanu3ayus W oM em RepuodUyacKy GHINOANSME IMOM Waz AT MORUMOPUN2A CiNe-
Reny oGecneveNy Go3ORICHOCIIE HA IMaRe Peanu3ALUY AIAONOH IS,

Mpumep ? — OpzaNu3aygua MONSNH SHNIOANI b 3NOM W2 drg deMONCIRPAUUE (b IKINNYCKD 20
Ypoens dosepus ApUAGKenES, Apexde yan Gydem ymeepRdeno 20 paisepmeeane.

Mpumep 3 — Opzanu3ayqus MONem SHINONNAME IMOM Waz Na IMane IKCAAYINAYUY WU INS HHOZ0
QUKNE APUNONERET KIK YACHb eXce 200 K0 APOSOAUMO20 Op2anu3ayuell ayduma Ge30oNac HOCME,
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B pamkax 3Toro Wara BHYTPEHHAR WAW BHELUHAA TPYNNa, 3aHMMaHLLAACA B P MkaLuW el
(B 3aBMCHMOCTW OT NONWTMK OpraHu3aumm, codepxalywxca B ONF), npoBepaet, uTobbl Bee Be-
pud MKALWMOHHEIE M3MEDEHWA, NPEOCTARNEHHEIE BCemn ASC B ANF ANA KOHKPETHOMD NpWNOME-
HWA, BEINKM BEINONHEHE W peaynbTaTel Bepud MUMpoBaHel. Llensk gaHHoro Wwara ABNAETCA ge-
MOHCTPaLKMA B ONpESENeHHOE BpeMA  aKTUYECKOrD YPOBHA A0BEPWA NpunoxeHWA. OpraHuaa-
UWA MoxeT 06BABWTE NpunoXeHWe «be3onacHbIMs, KOrAa ero § aKTMMECKWIA YPOBEHb LOBEPHA
paBeH Ero UENeBOMY Yp OBHK AOBEPHA.

3TOT War COOTEETCTBYET Wary eNPMHATUE pUCKa» B ycTaHaenueaemom MCOM3I K 27005

npougcce MeHELXMEHTA PUCKE.

Hopmarueraa erpykrypal @
opraHusalldd [ONF)

| KoHrencTel cpraniesLn |

HopaTHBHAS CTPYKTYRA MplnoweHui [ANF)

1 P mTian | Oepeaser =
. meememer

Eiwariac Orpeas ey

Bl -

PucyHok 14 — OF wi o6aop Npougcca Beprd MEALMK §830NacHOCTA NPUNOKEHMA

852 KomnoHeHTl

8521 QakTWYeCcKWA YypOBEHb LOBEPUA NPUNONEHWA

DakTuyecknil YpoBEHb LOBEPUA MPUNOMEHWA — 3T0 MaKCMMAaNbHbI YPOBEHb YBEPEHHO-
CTW, 48MOHCTPMPYEMBIA TPYNNoi, 3aHUMaKLWERCA Bepud Wkaumel, Ha OCHOBE Bepu MKaLWOH-

HblX M3MepeHnid Boex ASC ONA AaHHOMD NpWNOMEHWA,
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Kampan ASC, exnrodvenHan B ANF onA kakoro-nubo npoekTa NpUMAOKEHWA, Npeaycmar-
PWBAET KOHKPETHBIE W JETalbHBIE M3MEPEHWA, KOTOPbIe JLONMHbI BbINONHATBCA MPYNMNOM, 3aHW-
matoweica BepUd MkaL e, HapAAY © YKa3aTeNAMM Ha oNpefeneHHBIA 3Tan MHIHE HHOTO LuKia
NPWJOKEHWA , BO BpEMA KOTOPOTO A0OJMHO BBINDNHATECA W3MEPEHHE .

DakTuYecknit ypoBEHL JOBEPWA NPUNOMKEHKWA NonyyawT nyTem Bepud ukaumn ASC ko-
TOpaA A0MKHE BbITb OCYLECTBNEHA B KOHKPETHBIA MOMEHT MWIHEHHOMD LWKNE NPHNOHEHHA.
Ecnw kakas-nubo ASC He npoxonwT Bepud MKALWK, OPraHW3auWA AONMHA NPUHATE COOTEET-
CTEYKLLME ME P ANA WCNPABNEHWA CUTYaLIWK.

YEnelHoe JOCTUMEHME LENEBOr0 YPOBHA JOBEPWA MpPUNOMEHWA NOATBEPHIEETCA B
CNyyae YEMeLHOoro BeINONHEHWA Bepit MKaLWMK NOATEE PHAAHLLAX CBMAETENLETE, NONYYEHHBIX
B pe3yNbTaTe BepW] MKa LW OHHBIX M3MEDPEHMA BCE X 33NN aHWPoBaHHex ASC.

Mocne Takoro NOATEEPMABHWA 0pPraHW3aLuA cuUTaeT NpunokeHe BesonacHeIM AnA v
NoNb30BAHWA WNKW Pa3BepTLIBAHWA C LAHHOM MOMEHTa 00 MOMEHTA CNEAYHLER Bepud uka-
UMK, NnpeanucelBaemoi TpeboBaHWEM Nepuodndeckoll NpoOBEpKM B pamkax nAToro wara ASMP

MNW APYrAMK TPEBoBaH MAMKM OpraHu3 aLmum.
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MpunoxeHue A
(cnpaBoYHoe)

Mpumep conocTaBnNeH A cylecTBYIO Wero npolecca paspaboTku ¢
WCO/M3K 27034

A.1 Obwana nuchopmaunn

Lleb gaHHomo MpUAoKEHUA — NPOMI N CTPMPOBETE Ha MPUME PE, KaK haKTMHECck CYWLECTBYIOWNIA cocpe-
1 0TOHEHHBIA Ha BesonacHoCTA NpoUgce paspaloTh Npo rpamvHblX cpefeTs (SDL) MoKHO ¢ YCNexoM CoNocTaBUTh

C HEKOTORbINMK KOMIOHEHTaMM W Npougccan MCOM 3K 27034,

E cnun cneupansHo He oTMEYEHO WHOE, TO AaHHBIA KOHKPETHBIA NpUMEP NPpeRNonaraeT, YTo ece ofcywpae-

Mblg MEPOMPWATHA M PE3YNbTATE f 8ATENBHOCTH cooTee TeTEYIOT MCOM 3K 27034,
B gaHHoM npunoxeHni B noggeprxky MCOM 3K 27034 npueeg edbl:
a) KpaTkMid of3op WMIHEHHOTD LMKNa paspaloTky e 3onacHo o Npo MamMvHe ro ofe cnevyeHi 8,

b) conocTagneHWE NPakTMYEcKWx npuemos ofecnedeHknn BesonacHoro npompamvHoro ofecnedeHHa o

HOPME TMBHON CTRYETYRO A OpraHnsaLi. B YacTHOCTH, B [ @HHOM MPMNoKEHMI;

1) obBACHAKTCH BIAMMOCEAIN MEXY BUSHEC-HOHTEKCTOM, TEXHONOMYECKMM W PErYN ATMBHLIM

KOHTEKC Tamm,
2) ofcywpamTes NpoLgcchl CO3faHNA M NOLLERKKA CNE LA MEALMIA NP MIOHEHME,

3) B oBuux YepTax onNUCchIBAK TCA PONK W 0GA3EHHOCTW PA3NWYHBEIX UL, BOBMEYEHHbIX B MPOLE e

paspaBoThM NP UNoKEHUS,

4) NpUBOAATCA CYUWECTEVIO LLME MEpPBI M CPEACTEA KOHTRONA W yNpaBneHWA Be3onacHocTLo NpW-
noHeHn (ASC);

5) ofcywpaeTc NpoUgce Bep Kt MKALMW Ge J0MacHOCTI NP oHEH WA,

6) AAETCA HAMMARHAR WNMIOCTRALMA STaNOHHO A MOJENW MASHEHHOTO LWKNa Ge30nacHocTH NpUno-
HE HUI,

71 AawTCA NPUMEPBI [ oNONHUTENBHBIX MERONEUATHA, BBINOIHEHWE KOTOPBIX MOKET NoTpeGoBaTh-
CA OPraHN3ELAN, Menoneayo weln SOL, g na cooTeeTcTeMA MCOM 3K 27034,

AnA yooGcTea PAcCMOTREHMA ONMCAHWA MEP W CPELCTE KOHTPONA W YTPaBNeHMA GE30NacH oCThio Npuio-
WEHWIA, MPUBEREHHBIX B HACTOAULE M CTAHA APTE, MOMEWEHL! B TEKCTOBLIX OKHEX B MPWBE LEHHBIX HUNKE MOLPE3LE-

nax, 33 KawabIM M3 HUX CREYET NPUMER NPUMEHEHKA,
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e BOIMOMHO, NPWBOR ATCA CCBITKK HE 0 BULER OCTYTIHRIE MCTOMHUKW MH D OPMALWK, B HACTOAWEM CTaHE ap-
TE MOWHO HEATW BEB-CCbINKWM HE KOHKPETHOE oBCYKLEHWE NP OLECCD B, MHCTP YMEHTENEHEIX CPEACTE M MHWO f0-

NENHWUTENBH YO MHE opMaLLio,

BawHO 0TMETWTL, YTO COILATENH LAHHOMD NPHUIOKEHWA PEWWNW COCPELoTOMUTBCA WEKTH YYIMENEND Ha
Memoduxe paspatomyy Ge3onacHsIX Npozpamdnsx cpedcms wonoAedyemod OAF AOCMasKy KOMMEDYECKDZO
ApuENadR020 Npo2paMMADan cpedcmaa § oAnalHossx yenys. CyWECTEOT LpYMe NPoLectsl, OXEE ThiBAK UL ME
sagaqm GesonacHoem WT. Mpynnkl, 83MUHACTRWR Y0 LWE 3TW NROLECCH], CBAJEHbI 8H a0 MM-HbIM TEXHO 0 MY ECHHMM
W PErYNATUEHBIM KOHTEKCTAMA, HO HE CO3NEI0T NPUKNELHOE NPOTPaVMHOE CPELCcTED , NPEIHaIHEYEHHDE LA WK-
pokoro oBWecTEEHHOM WCNONBIOBAHWA. XOTA WNNIDCTRELWA METo WK paspabotiv BesonacHsIX NpomHamMvHBIX
cpegcTe i MT MoMET NOKAIATLCH MHTEPECHON [ N8 HEKOTORPLE YWTATeNnel, oHa He of AsaTensHo npegocTasuT Go-
nee yGepu TeNeHBIE CBWAETENBCTEE NpakTMMHO cTW WMC QM 3K 27034

Menons3osaHWe »W3HEHHOTD uvkna paspabomon BesonacHoro NpomamvHoro cphefcTea (Secunty Devel-
opm ent Lifecyde — SOL) B 3TOM No ACHAKD ULEM KOHTEKCTE HE 03HaqaeT ofobpeHue SDL mewayHapogHoR opraHmu-

JALMEN Mo CTAHL apTH3awm (MCO).

A2 O xW3HEeHHOM UMKNe pazpaboTku DezonacHoro NporpaMMHOro CpencTBa

HiraHeHHBIR kN paspalo Tk Ge3onacHOro NpoMAaMVHO ro cpeacTea (SDL) — 3o npouece of ecnedveHuA
foBEpUA K BE3onNacHoCTM NPOTPaMMHEN CPER CTE. Vcnonb3 yembIi B KaYe CTEE MHWLMATHELI B Macw Tab e komnaHwi
1 oBA3aTeNBHOW NonWTWEW ¢ 2004 ropa, SDL chi@an Ba¥HYD ponb BO BCTpaWBaHWK oBecnedveHna GeaonacHocTi
1 MPUBETHOCTA B MPOTPEMMHBIE CRERCTEE U KYNLTYRY NPMHAMEIOWE R EM0 KoMNaHWM, CodeTan LEeNocTHBIA 1M Npak-
THYHBIA Nogxog, SDL ssoguT GesonacHocTe W NPWBATHOCTE BO BCE STENL! Npougcca paspabotin. Cobinkw Ha
YACTHBIE TEXHOIO MW W PECYRCh! B fAHHOM NP UNOKEHMKY ONYLL, EHbI,

KaKk nokazaHo Ha pucyHKe A1, WMIHEHHBIA LMEN paspabomdn GescnacHom NpompaMvHor cpegcTea co-

CTOWMT W3 CEMM 3TaN0E.

FERupDInue

B
{ ity 03 RTIL

- CTRTHaeC i mhase

PucyHok A1 — HuaHeHHBIA Wakn paipalomky Ge30NacHo o Np o MamMvHo Mo CPpeicTEa
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A3 Conocraenenue SDL c HopM aTHEHO W CTPYKTYP OH OpraHuaunmn

ConocTagneHwe SDL ¢ HOPpMATWBHOM CTRYKTYPOM OPraHW3aLiv NokaiaHo Ha pucyHke A 2. Mocne oo wee

oboywgeqne SOL GypeT npuiepkBaTeeA 3T o gopmara.

| BusHec-woHTexeT || P erynATHBHLIA 1re il N po.._m.....mm
PG KOHT 8KE T - ¥ HE AT i HEE LR
LCAWLOB App PS uHR

BubGnuotexa ASC opraHis aLMM Np Chbi, CBASAHHBIE €

O 6y-eHue/T peb osaHnalll poe KTMpo BaHuelP eanaaup af BEI0NacHOCTL IO MPHACKEHMA
MpoeepkalBoinyck LOB App, FSR | apxWBHpoBaHHE

HTanoHHaA MOJENE HMIHEHHOT O LMKNa Ges onacHocTH NpUNoKEHWA
HOA3HEHHBIA LWKN paspaloTk GesonacHo ro NPoMaMMHo TS Cpej,cTBa

PucyHok 4.2 — ConocTaeneHne SOL c HOPMATHEHON CTRYETYRO N Op raHMIaLmm

CNMEoK CORPalEHnin:
PG product group (mpynna NpogyKToe)
LCA legal and corporate affairs (Npasosble W KOPNOPATUEHBIE BONPOCHI),

LGB App proprietary line of applications used in support of business and technological conte sts (xapak-
TepHble ocofeHHOCTW NPUACKEHWA  MCNONEI VEMBIE B MOAL epkKy BHIHES KOHTEKCTA W TEXHO-

Mo TMHECKOTD KOHTEKCTa)

SOL security development lifecycle (HMMIHEHHBIA LuKn paspaboTon BelonacHom NporpamMmMHo o
ChefCcTEa);

HR hurm an resources (Kagposbii oTaeE n);

FSR final security review (oKoHYaTENBHAR Npoeepra GelonacHocTv).
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A4 BUIHEC-KOHTeKCT

8.1.2.1 BM3HE C-KOHTEKCT MEPEYMCIAET W [ OKYMEHTHR YET BCE MPMHATLIE OP FAHW3ALMEN CTAHLAPTBI M NyY-

W HE NPEETHYECKHE NPHEMBI, KOTORBIE MOTYT OK&3bIBA Te BENMAHWE Ha NPOEKTLI I'IpI-ﬂJ'IOJ\‘{eHI-ﬂﬁ.
EM3HEC-HOHTEKCT BHNOYAET:

a) NPoUECChl MEHE[ WIMEHTA NPOEKTa, pa3paboTii, HANMIE PUCKE, ONEP ALMOHHBIE NPOLECCHI, NPoLEeccs

ayauTa M KOHTRON 8,
b)Y  nonvmry Ge30NacHOCT OpraHK|3aL e,
c] MpakTiyeckie Npuemel & cthepe Buaneca;
d)  MEMONEIVEMYID OPraHU3aLMEN METOLMEY paspaboTe,
£) Ny4W e NPEKTUHECKME MPWEMB G NA BCEX AILIKOE NPOTPaMMNR 0BEHWA, UCHONbIYEMBIX OR FaHWIELMER 1
NERPEYMENEHHBIX B TEXHO NOMYECKOM KOHTEKCTE,
f)  dopManeHLIA NP OLECE MEHELHMEH TA MP0EKTE 0P FEHW ALK,

@) MPYMEHEHWE DEFAHMIALMER 4Py HeoBXog MMBIX MEXLYHARD fHEIX cTaHLapToe MCOM 3K, Takmx kak
WCOM 3K 27001, MCOM 3K 27002 1w MCOM 3K 15288,

BM3HEC-HOHTEKCT onpe fen AeTcA coMeTaHnen ob WuX KopnopaTHEHBIX NoMWMTHK, cheuManbHblX (Ya8cTHbX)
NoNUTHE, TEXHMYECKOTD KOHTEKETa W JBMEYILMX PhiHOYHLIX EKTOROE OTHENbHbX OREHMIALMOHHLIX &8UHIL B
PEAMKEEX KD PrIopaLm.

MpuBaTHOCTE W BesonacHo cTb NpW paspaboTie NPoMaMMHbIX NPOLYKTOE ABNAETCA 0BINE KOPIODa MUSHEIM
MpPegnMcaHUenM corNacHo HM3HEHHoMY Lwkny paspabona GesonacHoro npompammHore cpegetea (SDL) Y SDL
Takwe TpeByeT onpepgeneHnAa nuy (pykosog Aumx obecnedveHuen Ge3onacHoCTM W NPUBATHOCTW), NPOLECCOE W
MER W CRERCTE KOHTRONA W yNpasneHWA BesonacHocT NPUNOKEHWA, KoTopble Byl yT MCNONB30BATHCA fNA OT-
CREXMBEHWA MPO I BYIKEHMA K LLensm obecreseHnA BeaonacHocT U npveaTHocTk',

YUMTRIBEA WWROKWIA CNEKTR cUeHapWeB W nnath opm paspabotiw, oBRsatencHoe ctporoe cobniogeHue
PUKCMPOBEHHOM COBOKYTIHOCTH METORMK Pa3paBoTk MM MHCTRYMEHTANBHBIX CPERCTE HEBbINOAHWME. MoaTomy
mynnam BWaHeca paspe W eHo oBpPaWATECA MO TEXHWMYE CKMM Npol NeMaM, He oXBaYeHHBIM HANP AMVO Mo MK THKD A
SOL (Hanpuvmep, KonMAAToREl M MHETR YMEHTaNbHbIE CPefcTEa Ha PasnMHHBIX NNaTdopmax), K crneywanucTam no
KOHKRETHBIM BONpo cam Ge30NacHOCTH [0 A KOHCYNBTALWMK (o, A B).

1 Takum ofpa3som (3pecs W fanee No TEKCTY MPWNCHKEHWA A) HYMED YETCA CCbINKE, NMPWBELEHHAA B KOHLE

NPUANoKEHKA A,
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A5 PerynATHEHLIA KOHTEKCT

8.1.2.2 P eryn ATWBHbIA KOH TEKCT NEPEYMC AET W A 0KYMEHTUR VET NioBble 3aKoHbI MW MPEANMCAHMA B K3 M-
LOM MECTE BEfEHWS BUIHECA CRMaHWIELMEN KO TOPLIE MOMYT BNWATE HE MPOEKTLl NPMAOKEHWA. OH BENIOY3ET 3a-
KOHBI, MPABANE W NPELMACAHWA CTREH WAKW DPUCLWELWA, e paspabaTblBaeTe A, WWNWM pa3BepTolBAE TCA, MMM

WENoNBIYETCA NPWMNOKEHWE.

OpraHW3aLM, PasBepThIBAKDWLER WMIW MCNONB3VIOWER OLHO W TO ME NPUNOKEHWE B PAIHBIX CTREHEX,

BOIMOKHO, NPMAETCA COOTEETCTEOBATL TRebosaHnAm BeaonacHocTH KEIJK,D,Oﬁ CTR&aHbBI.

MpoBepKa COOTEETCTBMA PEMYNATMBHLIM TPEGD BAHUAM W TECNoNWTUYECKUN SHANWI OXBATHIBAKT CYULE-
CTBVIO WHe GuaHec-MpoLecchl W yNPeXaoumum 0B pason MCNonsIVoTCA § N8 MHD OPMUPOBAHKMA TRYNN NpoekTa.
BUW3HEC-MOLPASRENEHUAMA U DTAENOM MPABOBLIX W KOPNOPATWEHLIX BONPOCOE AHENWIMPYWIOTCA MOMMTAKA fnA
oBeCneqeHA yBEPEHHOCTW B TOM, HTO BCE @CMEKThl COIRAHNA M BaIMYCKA NPOMPaMMHBIX CRESCTE COOTBETCTEYIOT
NOBLIM 43 8ECMALI M NPEBOBLIM MW PE YN ATMBHLIM KPUTERMAM, CYW,ECTBYIOWMM B PA3 MMUHBIX PEMOHE X MUPE, 1
YTo oG bIe HOBLIE NP OEKTHI AEMCTEYIOT B PANKAX MPEHWL, CYILE CTE YIO LMK MAHJETOB NONMTUKKA,

P A% NpUAOKEHWA (B COMETAHWMM © YMOMAHYTLIMK BbIWE MPO BEPKAMM) MCNONL3YETCA PYNNAMA, OTBEYAEND -
UMK 38 NPOAYET, 418 BETOMATMSALMA NPOLECCa 0BECMEYEHUA COOTBETCTBNA PETYNATV BHbIM TReGoBaHMAM 4N1A
NP MENAZHO M MR o PaMvHo o cped cTea, paspaboTaHHe ro 40 A NyG IMYHo 1o BeInyeka.

HakoHeL, pesynbTaTbl PEMYNATM BHEIX 1 MEOMONMTHHECKWX NPOBEPOK HAXOL ATCA B ApXWBAX BMECTE C [ E-
3YNETATAMM MPOLECCa BEPWUMKALMM BE30NACHDCTM NPUAoKEHUI (Ko TopbIA 0BCYKASETCA HUKE) ANA CO3REHMA
0B LEKTMBHOMD M BCECTOPOHHEMD MPER CTa BASHM A NpoLecea paspaboTi BesonacH bix NpunoxeHnin, O gHaKo BamKHo
OTMETHTL, UTO pEYIFMUSHEIE If 2E0N0NUMUYECKUE NOMUMUKY HE APE0 HA3HAYEH b ONF WUSHENHO20 YUKAS Pa3-

patomsy Beaonacho2o NPo2paMMEo2o cpedomsaa.
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A6 Penozntopuil cneuu pMKau Ml NpUNOKe HUA

8.7.2.3 PENO3UTOPMIA cre Ll MEELMA NPrno WeHWA NepeYMcn AET U OKYMEHTAPYET of e g yHKUMOHEN b-
Hble TpeboearA MT opraHWsawM W cooTBE TETBYIOWME , 38PAHEE YTEE PHE EHHbIE pEWeHWA. Cneumguralgm mw-

NOWEHWA LoNHHE! BENIOYATS:

a) cneurduKaLMA © ToM, Kakum obpasom NpUnomeHWA ByLyT BBIMMCNATE, XPEHWTE W NEPERABATE MH-
thopmaL o,

)  obbiyHbIE Nap aMe TPkl NPUNOKEHMA, tYHKUMOHANEHBIE BO SMIMHOCTH, YCNyM 1 Tpef oBaHue;

€] WCXOZHBIA KOR, fBOMUHBIA KOZ, BUBNMOTEKK M NPORYKTEI MM YEIY W, KOTOPBIE MENoNb3yio TCA NPUNo-
WEHWAMW, WK HE KOTOP bIX OCHO BAHE! MPUN0 HEHWA.

Oono IHWTE NeHbIE SNEUd MEALMWA MOTYT BENKYATE Nog pofHoe onucaHue B3aumope ACTBWA NpUNOKEHWA &

a)  ARYIMW cUCTEMaM;

b) paBodei MHpPaCTRPYKTYPOMA, OT KOTDPOM OHWY JABMCAT,

c) nNepeqHEM MEP W CPEACTE KOHTROMNA M YNPE BNEHWA GE30NacHD CThIo NP M0 KeHWA B pabouei cpete .

Cneuwd MKaLp Co3gaTeA M XPaHATCA O TRENbHbIMK BUaHEC-Nopa3geneHnan ¥ obbldHD COCTOAT M3
th YHELMOHE NBHBIX YKAIAHWA (ONWCHIBA D WMX, KAK ONpeleneHHBIA KOMNOHEHT LONKEH BRIMMENATE, XPaHWTE M Ne-
pegaBate MH(OPMALMIO) M TEXHMYECKWMX YKA3aHM{ (ONPEegen Ao WW A3bIKM NPOPEaMMMPoBaHWA, KOMIMAATO RbI,
BB o Tekd W T. 0.). B HekoTopeix cnydanx SDL yoTaHaBNWBAET NO NMMTAKY 4 NA KOMNOHEH TOE MAK AP YIAX TEXHONO-
i1, MMERIWLMX KoHTexeT BesonacHocT (Hanpumep, BUENMoTERA KpMNTO Pagueckni cep BUCOB), © Lenoo ofec
MEYEHWNA YBEPEHHOCTA B TOM, YTO NPWBATHOCTE M BesonacHocTe MPMACKEHMA HE KOMMPOMETURYIOTCA ¢ yHELMO-

HanbHbIMA TREGOBIHWAMA MK BOIMO KHOCTAMK.

A.7 TexHon orHYecKMil KOHTEKCT

B.1.2.4 TexHO NOMYECKMIA KDHTE KCT COLER AT MH BEHTARH VIO ONWCk BCEX NPOAVKTOE MT, yenyr v TExHono-
M, LoCTyTHBIX ANA NPOEKTOE NMPUICKEHWHA CRIEHMIALMK. 3TH NREoLYKTEl, YAy M TEXHONorMW of yenaenveanT
¥IPO3bl, KOTOPBLIM NOJ BERTae TCA NP UNOKEHNA.

TEeX¥Ho NoMUYECKWl KOHTEKCT BENOYAET KOMMBHITEPLI, WHCTRYMEHTANEHRIE CPEACTEA, MPOLYKTEl M YERYM
WT | KOMMYHUEELW OHHYIE MHPPECTR VKTYRY M BRY IME TEXHWYE CKUE YCTPOWCTEE.

Mpumep — Texwomozuvec KT KON IBKEC R, KOMOP BT HOXGM OK23IEEMb GIUTHTE HE 6o 30NFCHOCMb

ApumoNeRyl, KTIOYAe N N PacMPYKMypy KAue NN cepeep, 8od-unppac mpyKmypy, cemesyw unmppa-
CHIpYKIRYPY, cpedy paipafomKy ¥ UNCIPYHeRManbible cpedcmea paspabomky.
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TeXHONOMYECHW KOHTEKCT YAcTO pa3IMYae TCA cpeg i BuaHec-nogpas teneHnil, oH BbIBOAWTCA M3 KOMB K-
HELWMN L BMHYIL WX PBIHOMHBIX haKkTOPOE, CLUEHAPMEE BOIMOKHOCTA BIAMMOLEACTEA A W GO BMECTAMOCTH M TEXHUM E-
CKMX CTAHLAPTOB KNA HOHKPETHOW MmyTmel. B cesan ¢ pasHooBpasvem wcnonbsyembix cpeg GusHec-
Mo Apasjenedii cTaHgapToE ANA NPoawKTo B WT, yenyr u TexHoNomil, TEXHONOMYECKWMIA KOHTEKCT kaxgbiM G a-
HEC-MDA Pa3f ENEHUEM YETAHABMNMBAETC A HEIA BUCMME, YT Bbl OH MOT OTBEYATE WX NoTPE BHoCTAM. O fHaKo GrsHeC -
Mo gpas jeneHna §oNkHel Taloke oBecnew B3 Th Y BEPEHHOCTL B TOM, YTO CEA3AHHBLIE C MPOTPENMHBIMA CRES CTEAMM
MpoEkTBl MENoNBAYIOT Yenym WT v TEXHONOMW, NO3BONAKWLME MM ¥ 0BNETEOPATE KIWTERMAM GE3ONACcHOCT W

NPHUBATHOCTH, YCTAHABNMBAENMaIM BHIHEC-HOH TEKCTO M M PENYN ATMEHBIM KOHTEKCTOM.

A8 Ponu, obAazaHHocTH M KBan Hipukauna

8.1.250NF ponxHa copepwaTs:

a) Mepe-HW W onNWUCaHW A Boex ponei, oBAsaHHoCTEN W He oBXoAVMOIA NPO B ECCMOHANBHEMA KBaNM g MEaLMK
BCEX AERCTEYO WMWK cyBBEKTOR, YYACTEWOLLME B CO3LAHWA 1 nof fepxke ONF, wlnu ponel no cosgaHue W nog-
fepuke ASC,

1) MEPEYHW W CNWCEHW A BCex ponel, oGAIaHHOCTEN 1M HeoBXoAMMORA NPO g ECCHMOH ANBHOM KBAMA i MKALM K
BCEX [ EMCTBYIO W CyE BEKTOB, BOBNEYEHHBIX B HNIHEHHBLIA LMKN NP IOKEHWA, TAKWMX Kak OTBETCTEEHHBIE 3a WMH-
ih opMaLMoHHye BesonacHocTh, PYROBOLMTENN NPOEKTOE, AIMWHWCTRPATORBI, NWUA, 3aHUMAaKLWecA NpHobpeTe-
HMEM MPO PEMMHBIX CPERCTE, PYKCBOAMTENM paspaBoTh NPo R amiHe!X CPECTE, BNaAenblbl NP MI0KEHWA , Py O-
BOLWTENW MNoNb3oBATE NEM, paspaBoTuMkK ApXHMTEKTYP LI, AHANMTHEN, NPO IPaMMACTBI, CNELWANHCT No TECTHPOBE-
HHIO, CMCTEMHBIE BAMWHACTRATOPBI, 84MWHWCTRATORE! BG83 faHHLX, CETEBLIE ALMUHMCTRATOPRE! M TEXHWHECKMI
nepcoHan.

Menwmvka B macw Tabax opraHviaumm BygeT cnocobcTeoeate obecneYeHMD YEEPEHHOCTA B TOM, YTO BCE
KPMTHHECKHE PONKM LNA BCEX NPOLECCOB Pacnpe feneHsl, see of A3aHHOCTW ONpef EngHbl, KOH NHKETBI UH TEPECOE

MpegoTER AL EHb!, @ HASHAYEHHbIE HA PO NMUA oBNagan T JocTaTo “HO M NPod € CEMOHANBHOM KBan it MKaLmen,

KaTeropuu (paspag) paboTel NepcoHaNa co3jalnTeA M Noll epKUEAIOTE A KAl poBol cnywboll, NnonyJan we i
BXOAHYE WHpopMaLWie oT BHaHeC-Nodpa3teneHil. 3TW KaTe ropud BRNICYADT BhICH KO yp 0BHEBOE OMWCAHWE 3A8ad
1 KOMIETEHTHOCTH, XAPEKTERPHBIX AR kaxgoi pabodell ponwn. B To BpemsA kak kagposas cnywba noggepsmeaeT
oflWe LoNKHOCTHBIE MHCTRYWKUMK, BU3Hec-NogpasgeneHna obbiuHo OTEEYAI0T 38 NPUHATWE Pel BHWA O TOM, KaK
KOHK2 ETHO OMPegeniTe EaTeropiy paboTel B OTHOW EHKMK KOMNETEHTHOCTW & cihepe ofiecnedeHna BesonacHocTM W
MEUEATHOCTH W MCNONE30 BATE 3TW KPMTEPMW AN8 copedcTBMs aenemposaHWo ofA3aHHocTed Mo Hagsopy 3a
oBecneqeHien Ge 30NacHOCTH B pamkay 3aHMa wen cA paspabo THol mynnel.

B SDL ecTb of WWe KPUTEPMM M A0 MKHO CTHBIE MHCTPYKLMK ANA ponel no ofecnedeHuo GesonacHocTi W
MPWBATHOC T, 3TW PO N HA3HAYaloTCA Ha aTane <1 pebo saHMAz Npouecca SOL.Y 3To cneupancHble pabodve ponw,
KoTopbIe AoniHbl GbiTe onpegeneHsl 4o Havana sTana paspaboTdn. 3TM ponM ABNATCA KOHCY b TALMO HHBINK Mo
CBOEMY XapaKkTepy W oBecnedynBanT ocHOBY, HEo BXopumyn Ana MIeHTUEMKALWMK, KNAcCKb MKELWKW K YMEHBLIEHWA
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npoBnem BesonacHocTW W MPK BATHOCTH, MMEIOWWECH B NPoeKTe paspaboTki Npo pamiHbe CPejcTE. 3TH ponm
BRIOMEN T

HansopHble ponK: 3TH po K NPeHA3HAYEHBI 1A of EcrEYeH UA Ha) 30pa 38 NPOoEKTOM M MOTYT B0 YaTh
KakK KONWUE CTBEHHBIE, TAK M KAYECTBEHHBIE PEKDMEH LEALMA MYTINE NPOEKTA B OTHOW EHWW MUHMMANBHO LOMYCTH-
MbIX NOPE MOB foBERKMA K BE30NacHOCT WU NP B3 THOCTH L18 NPOEKTE, CEAIAHHOM C MP OTPAMMHEINK CRER CTBaMM,
HagaopHble ponu gonkHsl BbiTe TAKKE HAJLENEHbI NOMHOMOYMAMKM MPMHATUA MW OTKNOHEHWA NnaHos of ecneve-

HWA BesonacHocTH M NPMBATHOSTH, NOCTYN A WMX BT MRYTIN6l NPOEKTE.

a) HKypatop no obecneyeHWd GesonMacHOCTM Ha 3Ty ponb Ha3HAYAHT CNeUMan|cTa no oTienbHbIM

gonpocan Ge3onacHocT, RBNAKWETDCA BHEWHWM ANA PYNMbI NPOEKTA. 3Ty PONb MOKET BhINONHATE KB K-
LMP OBEHHBIA NPEf CTa BUTEND HE3ABMCMMON LEHTPANWI0BAHHON Mynnbl ofecneveHs BE30NacHOCTW B PamMKa X
OPraHM3ALMK MM MOoKHO oBpaWaTECH K YCnyranm 6He WHero cneumanicTa. MU, BeiIBpaHHoe §NA Pe W eHnA STOR
380,840, 10 THKHO BBINONHATS f BE th YHKLMM:

i) aymuTopa, T.&. OCYWECTENSTh MOHMTORMHI BE3onacHocTM KaXLoMo 3Tana npouecca paspaboT-
KW W MO TBEPKAETE YEMEW HOE BbINOMHEH Me TheBoBaHwWi kakaoro 3Tana, 8 Takwe ofnapaTts 6o Go-
L0 B BOMPOCE MNOE TEERHE EHUA COOTEE TCTBN A (MNW HECOOTBETCTBMA) TREBoBaHMAM BesonacHo cTi
Bes BME W ATENBCTBA CO CTOPOHBI MR YNNLI NP OEKTS,

i) skcnepTa, T.e. ofnagaTte NoLAS0WERCA NPOBERKE KOMIETEHTHOCTRIO B Bonpocax GesonacHo-
cTH;

)
b) Kypatop no obecnevyeHilo NPUMBATHOCTH: Ha 3Ty pofb HA3HAYAKT CNEUMANWCTA NO OTRENEHbBIM BO-
Npocam NPUBATHOCTH, ABNAKLWEMOCA BHEWHWM NO OTHOWEHWD K MPYNNEe NPOEKTa. 3TY poNb MOXET BbINONHATL
KBANMG MUMPO BEHHBIA NP EjCTABUTENE HEIABMCHMMON LEHTPANWIO BAHHOW MPYNNel 0BECNEYeHUA NPUBETHOCTW B
PAMKEX OPTaHW3auMi Wk MowHD oBpalaTheA K YCnyram BHEW He ro cneuManveTa. Nvuo, sbifpadHHoe gnA pewe-
HWA 3TOM 3AZEYM, BONHHO BLINONHATE B b YHKLAM,
i) ayguTopa, T.&. oCYyW ECTENATh MOHWTORMHT NPWBATHOCTH KAKAOM0 3Tana npouecca paspaloTi
1 oA TBE PHAETE YeMew Ho e BeinonHeHue Tpebo BEaHWIA kakgo o 3Tana, a Takwe obnagaTe ceobogoi
B BONPOCE NOJTEERH EHWA COOTBETCTEMA (MW HEcOOTBETCTEMA) Tpe GoBaHk AM NpW Ba THoCTW Gea
BMEW ATENLCTEA CO CTOPOHBLI MRYNMbI NP 0K Ta;
i) skcnepTa, T.e. 0B6NAaKATE NOAL A WERCA NP OEEPKE KOMNETEHTHO CTHIO B BOMP OCAX NEMEA THOCTH.
KomBuHauwa kypaTopckix poned Pons kypaTopa no ofecnedeHdio Ge3onacHocTH MOxET GbiTh
ofbefguHeHa ¢ ponblo KypaTopa No ofecnedeHMio NpUBaTHOCTM MPW YCNOBMK, YTO MONET BbiTh
onpegengHo ML © COoTEE TCTEYHILLMMM Ha BIKAMW 1 oNbIToM.

PYKOBOAMTENW TPYTIT, 3TW RONW [ ONKHB! BRINONHATEEA CNELMANWUCTAMKY B cOOTBETCTEIOWEN oBnacH,
koTopble By YT NpeLcTaen ATe pYNNY paspaboTiw NpoekTa Ha obcywy eHWAX © KyPATO pami no obecneveHun Ges-
onacHoCTH M NPWBATHOCTW. 3Ta pofb oTEEYaeT 38 obcywpeHWE, NPWHATVE K OTCNEXMBAHWE MWUHMMAaNbHLIX TRE-
GoBaHMi BEe3oNacHOCTA 1 NOKAERKKY YETHOM CBAIM C KYPATOPAMN 1 LPY MM [RMHAMEI0 WA PEWL EHUSMI NTULE-
MW BO BpemMA paBioTsl Hap NPo&KTOM No pa3spaboTie NPo PaMMHBIX CRELCTE.

a) PYKOBOAWTENW ATINGI N0 BONPoOcaM BE30NacHOCTH 3T0 NMUD (MW FRYNNa ML) HE HECET &fuHO-

NUYHYIO O TBETCTBEHHOC TS 38 oBecneYeHWE YBEPEHHOCTW B TOM, YTO BbINYCK NP MEMIMHO M0 MPOLYKTa YUMThIBAET

BCE BOMpOchl GE3onacHocTW, OfHEKO OHD OTBEYEET 33 KOOPAMHALMI W oTCheXWBaHVe sonpocos GelonacHocT!
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ANA NpoekTa. JMLo, BhINOMHAK WEE 3Ty PONb, TAKKE HECET OTBETCTBEHHOCTE 38 COCTOAHME OTHETHOCTH MEpe
KkypaTopom no ofecnedeHiio Ge3onacHoCT™ W I PYIMMIA 3EMHTEPECO BAHHBIMK CTOP DHAMW (HANPUIED, P YKOBOJUTE-

nAMK papaboTkM M TECTUPOBAHWAY M3 TPYTINGLI NPOEKTE;

b) PYHOBGIMTENW FAMNb] N0 BONPOCaM NPUMESTHOCTH, 3TO JWMUD (MNW PYNNE MWL) HE HECET & HHD-

NUHHYID OTBETCTBEHHOCTE 38 0BECNEYEHE YBEPEHHOCTW B TOM, HYTO BhIMYCH MPOMPEMMHOND NPoLYKTa Y-rThiBae T
BCE BOMPOCHI NPWBATHOCTW, OHAKO OHO OTBEYEET 38 KOOPLMHALWID 1 OTCMEXMBAHWE BONROCOB MPWBATHOCTW ANA
npoekTa. NMUg, BoINCNHAKIWEE 3TY POk, TAIKE HECET OTBETCTBEHHOCTh 38 COCTOAHWE OTHETHOCTH NEpE] KypaTo-
pom no oBecneqeHio MPWBATHOCTM W ARYIMMK 3AWMHTED ECO BAHHBIMA CTOPOHANM ([HANPUMED, PYKOBOMLMTEN AMKA

paspaloTki 1 TECTURO BEHWAY M3 TP YTINbI PO EKTa.

A9 bubnuotexa ASC opranmsaumnn

B.1.2.6 Op raHM3aLMA LONWHA ONPe LENUTE, No KpaiHel mepe, ogHy BB NMo Teky MER 1M CPELCTE KOHTRONA
W ynpaeneHWA GelonacHoCTbO NPUNOXEHWA. 3Ta GUENWoTEKa HA3biBAETCA BUENMOTEKOM MER W CPEACTE KOH-
TRONA W YNpABNeHUE Ge 3oNacHOCTRE NP aoKeH (BB nuoTera ASC). B Hell NepequncnaioTe s 1M §OKYMEHTHRYIO T-
CA BCE MPHIHAHHBIE Op AHWIAUKWER ASC. 3TW ASC BbIBOJATCA M3 CTAHLAPTOE, NyYW WX MPaKkTUUSCKHUX MPUEMOE,
ponei, oBAzaHHOCTEN W Npot eccHoHa NBHEM KEanug MEaLMM, BUSHEC-KOHTEKCTA, TEXHONOMHECKO M0 1 PE YN ATWE-
HOM KOHTEKCTOE, 3 TAKWE CNELM iVKALMEA NPT oMEH WA .

KaKk 4acTe moncTpvpyemone Huxe npouecca SDL Goine wpeHmgMUMpo EHo cemHaguate ASC. 3ToT
MPUMER BENOYEET Kak ofA3aTE NbHble, Tak W HeobA3a TeNbHble 3agaYw. HeobRsaTenbHble 3agada ASC moryT go-
GasnATECA BU3HE C-NOJ PA3LENEHMAMA B CNYYae He oBX0oLHMOCTH L OCTHMMEHWA KENAENblX UENel BelonacHooT 1
npueatHocTM. ASC, waolpameHHble Ha pucyHke A3, NpegcTa BneHbl B NOPALKE WX NOABNEHW A € WCMONLI0BAHMEM
TpaAMUMOHHO (1 KBCKa JHOM Mofenu paapaBoTel. AnA KpaTHoCTH NonHoe o Goym eHWe kawg ol ASC onyuLeHo .

KpaiHaa cnepa ASC MOMET CUMTATLCA KOPHEBONE: ASC — Mo CYWECTEY £P0 LHMTE NMLCKMM Y3NoM: [§ETankb-
HoM gpe B0 BMAHOM cxembl ASC MokasadHol Ha pucyHke A3, 3Ta WNNOCTRALUMA NOKA3BIEAET, UTO OPraHW3aumMa
MOHKET MPUMEHATE AST © BOIPACTAOWMNI YRPOBHAMM CNOKHOCTM W 4 EeTansHocTW, 4Tobbl cooTBe TCTEOBATD LENne-
BOMY YPO BHIO fOBEPHA 1A NPUNOKEHUA, KOTOREIR ORrAHW3ALMEA BRIBVPAET 0 HAYANA NPOEKTA NPWNOKEHWA.
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PucyHok A.3 —Mpunep gpesoBrgHoR cxembl ASC

A.9.1 ODy4yeHue

1} TpeSoBaHwa ofyyeHwa: Boe YneHsl mynn pa3paboTH Npo PaMMHbIX e JCTE [ 0NHHb NPoRTH cooT-

BeTCTEVOW ee ofydeHWe, UTobBbl BeITe B Kypee ocHoB obecnedveHuA Ge30nNacHOCTW W NOCNELHWY TEHLEHUMA E
cihepe GejonacHocT M NpUBATHoETH. MMua ¢ TexHWYe kK pabodumi pon s (paspalom™iven, cnegmanveTsl No
TECTWROBAHMID, PYKOBOGMTENM NPOMPamMm), HENOCPE]cTEEHHD YHacTewow e & paspaboTie Npomamm, gonxHol
EMENOAHO MPO X0 MTE, No KpaiHeR Mepe, ofWH Kypc obydeHW A no BesonacHoc . Basoeoe of ydeHne no Gesonac-
HOCTW NP oM@aMivHblX CPEfCTE LOoNHHO OXEAThIEE Th CCHOBONONA MAWWKWE KOHUENUMKM, Takve kak DesonacHoe Npo-
EKTUPO BAHWE, MOJENWPOBaHWE ¥IPo3, onpejeneHe BMoB aTak, GelonacHoe Ko QWP OBaHWE, TECTUROBaHWE Bes-

ONECHOCTH W NpK BATHOCTH.W

A.9.2 TpedoBaHHA

2) TpebosaHw GesonacHoc T HeobxopwwocTs paccmoTpeHW A BonpocoB Bes3onacHoCT W NpyvBaTHo-

cTW Ha Ba3oBoM YPOBHE ABNASTCA OCHOBOMD NATAK WKWK 8cNEKToM paspaboTk cucTer. ONTUME NeHbIM MOMEHTOM
onpegensHiA TpeBoBaHi Hag eEMHOMD NPoeKTUPOBAHWA NPOMPaMMHO D CREesCcTEa ABNAETCA HAYANLHAA CTagMA
NNAHWROBAHW A &M0 BEPCMA. 3TO AE8T BOIMOMHOCTE 3aHUMERWWMCEA paspaboTkol mynnam Wie HTMGMUWRoBaTh
KM YeBble 3Tanbl M pesyNeTaTel, 8 TaKwe No3eoNAeT ocyULEecTENATe MHTeMpauMio GesonacHocTM WM NpUBa THOCTH
Takum ofpazom, YyTofbl OHA CEOGMNA K MAHWMYNY Mobble HAPYWEHWA NMIAHOE U BPEMEHHBIX padkoe. AHanns
TpefoeaHnit Ge3onacHoCTM M NPMBATHOCTW OCYWECTBNAETCA B HAYANE NPOEKTA M COCTOWT M3 PAINUYHBIX obAIa-
TENBHbL [ ENCTEWA, BENIOYAA (KAK MAHWMYMY onpegene e npumveHmo et S0OL onpege NeHne N, oTEE Y& i UL
3@ Hagsop 3a De30nacHoCTho M NPWEATHOCTRID (oM. B.1.2.5 — Ponu, ob A3aHHOCTW W KBaNKgMEALMA), onpejene-
HWE MUHWMANEHBIX Tpefo BaHWiA GesonacHo oy, cnedd MUMP OBAHWE M P a3BEepThlBEHWE CUCTEMGI OTCNEHM BAHWMA

yA3EMMOCTEN paboqy BoNpoco e,

3) pamdubl KaYes TBaNopOr MGoK [paHuUbl KaYecT BaMopond ol ME oK MCNoNbIWOTCA ANA YCTAHOB-
NEHWA MWHUMAENEHD [ oNyCTUMBIX VP OBHER KavecTea ofecnevyenwA GeaonacHoCTA W NpWBaTHoCTM.Y ™ Onpeae ne-
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HWE 3TWX KPMTERWMEE B CAMOK HAYANE NPoeKTa cnoco BCTEVET NOHUMEHWUK PUCKD E, CBA3EHHBIX ¢ Npof nemann Ge 3-
OMAEcHoCTH, W JAET BOIMOKHOCT MRYTINaM NPoEKTa MEEHTMG MUMPOBaTE M MCNPEENATE cwnBKK Bo BPEMA paspa-
GoTel. Mpynna NpoekTa g onkHa obcywl aTh MPEHWULB! KaYECTE AN A KaKL0ro STana paspadoThi, oHW 4o ¥Hel GbiTh
YTEERHLEHE] KypaTopom No Ge3onacHOCTH © PA3bACHEHWAMKW, COOTBETCTEYIIUMMI NPoEKTY, 1 Gonee cTpomin
TpeboBaHWAM Ge30NacHOCTH, ONp EAEN eHHBIMK KYRETO poM No ofecnedeHo Be3onacHoCTH (B COOTBETCTEYH UL MX
cnydanx). TpyNNa NPoEKTa LONMHA TAKKE MPOJLEMOHCTPMPO BATe COOTEETCTEME COMMECO BAHHLINM MEH MLEM KaYe -
cTea gnA cobnogeHna TpefoBalii NPoBERKM NPKW OKoHYaTENEHO 1 NpoBepke BesonacHocTd. Mopor ow Mok — 3To
MEEHWUEl KEYECTEa, OTHOCAUWME CA KO BCEMY NPOEKTY paipafoThi NpompRaniiHbix cpescTs. OH MenonbayeToA gna
QnpepeNeHn A aHUL, Cepbe SHOCTH oW MBoK, BNUAIDWMYE HAa Ge30NacHoCTs (HANPUMER, HET U38ecmHb ol MEoK B
MPUNOKEHMA C 2 HPUTHHECKIME NOKa3aTeNEmM Bo BpEMA Boinycka). Mopor owwBok HAKOMA He LONKEH CHUKATLCH,

A ame ecni NpUBNMKAETCA ATa BLINYCKA NPOEKTA.

MpumedaHne — MNprveHaeman £ Be3onNacHoCTW KoOHUENUMA MRaHny, KadecTEaNopo ra ow Mok Gnuaka K
KOHUENUMK LeNepon yPoBHA LOBERWA, TAK KaK OHa TaKKe WMCnoNe3veTcA ANA YETAHS BNeHWA MAHKMME NBEHD [ ony-

CTHMBIX YRoBHE A BE30NacH 0CTH M NEMBATHOCTH,

4) Ouerxa pyucka De3onacHOCTH M NpMBaTHOcTW: O ugHEa pucka Be sonacHocT M NpUBaTHOSTW (Securn-

ty and privacy sk assessments — SEA) — aTo obasaTenbHble NPOUECChl M EHTAg MEaUMK i yHEUWMO HaNbHBIX ac-
MEKTo B NPorpamMvHe X CRelLcTE, KOTopkIE MonyT TpeboBaTe yryBneHHol NpoBep kM. YUMTLIBAR, YTO XEpaKTE pUCTH-
KW Mporpasiibl M HAMEYEHHBIE  YHELMOHANBHBIE BOIMOKHOCTH MOMYT OTAWMYATECA B Pa3HbIX NPoEKTaX, Pa3yMHO
HaWHaTL C NPOCTLIX OUEHOK PHUCKA KM PAacW MPATE WX Mo Wmepe Heobxod MMoCcTW 0 N8 coOTBETCTEMA Macw Taby npo-

ekTa . TaKue OLEHKW JONHHbI BRNOYETE SNEL Yo Wy MH D opmaLmio:

a) (fesonacHoCTR) KAKKME YAcTW NPOoEKTa NoTpebwoT MoLend yipo3d (oM. ASC 7)Y Hawe) nepeq,

BhINYCKOM?

b} (BesonacHocTs) KakWe Y“acTW NpoekTa noTpebyio T Npo BEpOK NPoekTUpo BaHk A Be 3onacHocTH ne-

PEl BbINyCKomM?

c) (BelonacHoOCTR) KAKKE YacTW NPOoeKTa (BciM TAKOEBbIE WME TEA) NoTpebwioT TeCTMROBAHWA Ha
MPOHAUKHD BEHWE, NP0 BOLMMOTD E3SMMHO COMACD BRHHON Mynnoll, AENAKWERCA BHEWHEA Mo oTHO-
WeHWD K rpynne npoekTa? Mobble Yacmi NpoekTa, Tpebyio e TECTMPD BAHWA Ha NPOHWUKHD BEHWE |
LON#HbI pasp e e Npobnensl, MAEHTMRMUMPOBAHHbIE BO BPEMA TECTUPOBAHWA Ha NPOHWKEHOEB &-
HHE, Nepeq YTEEPHALEHWEM 01 A BLINYCKS;

d) (GesonacHocTe) Nobble TpeboEaHKMA LONCNHWTENBHOM TECTUROBAHWA MNKM AHANW3A , COYMTEHHBIE
KypaTopom no obecnedeHuo BesonacHocT Heobxog MMBIMK L NA YMEHBW eHWA pUckoE BesonacHo-

CTH,

Em. nepedrcnedne 7) 6 A9.3.
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e) (Be3onacHocTh) palbLACHEHWE KOHKPETHOM cepbl TpefoBaHMi cciydaiHoe TecTMposaHWes ')

{em. ASC 12 Huke);

f) (NpuBaTHOCTE) ONPE LENEHWE NOKAIATEN A BNMAHWA HA NPW B THOC TR Wilx
i) P1— BhICOKMIA pUCK MPMBATHOCTI, & yHKLM A, NP0 LYVKT MK YCIYra MPaHAT MK NepeganT
PII¥ | MEHAOT YCTAHO BKA MNW ACCOLMALMKM TUNE halna MM MHCTannup yioT NponpaEMaHble
CREJCTES,
iy P2— cpegHWA pUCK NpUBaTHOCTH. EpMHCTEEHHRIM BNW AOLLMM Ha NPpWBATHOCTE BWA OM
AEMCTBMA B o yHELWK, MPO LYKTE UAM YCNyTe ABAAETCH O4HOKMATHER MEPEJadya aHo HUMHBIX
LaHHbIX, MHULWWR YEMEA NoNbIoBATE NEM (HANPUMER , NONb30BATENL WENKAST NO CChINKE W
NEpEXoLMT Ha Be G-cal T}
i) P3— HU3KWA puck NpueaTHocT: B o yHELMW , NPpoQYKTE MM Venyre oTCYTCTEYET BWp,
AECTBMA, OKaIbIBAID WM BNMAHME HA MPWBATHOCTL. He Nepega T aHOHUMHLIE WK NEp-
COHAMNBHBIE faHHBIE, HE XPEHWTCA B MAWWHE MNEPCOHANBHEAA WLEHTHHWKAUM OHHEA WHID op-
MaUMA, HE MEHATCA HUKAKWE YCTEHOBKM OT MMEHW MONL3D BATENA, HE WHCTaNNWPYRTCA

Mpo P aMMHBIE CRES CTEE.

A.9.3 NpoeKTMpoBaHHe

5) JTpeGoBaHwA MpoeKIMpoBaHMA. ONTMMAneHoOE BRPEMA BAMAHWA Ha HagexHwo paispabo Tky NpoekTa —
HAYANBHEIE MOMEHTBI B0 HM3HEHHEM Lkna. KpaliHe BAaWHO TWATENBHO PACCMATPUEATE Bonpockl BelonacHocTH
W NPWBATHOCTH Ha STaNe NPoeKTUPOBaHKA, Tak Kak pew edve npobnem GesonacHocT W NPWBATHOCTH, OCYW ECTE-
NAEMOE HA HEYANBHBIX 3TANAX HAIHEHHO ro UWKna, ByLeT ropasgo MeHEe 3ATRATHeIM. [PYNNbl NPOEKTa KON ¥HbI
BOSJ, EPHMERA ThCA OT NPAKTVEK & NPMEASLIBAHWA® K KOHLY paspal oo NpoekTa pew eHve sonpoco B BesonacHocTi U
NMEWBATHOCTH |
Kpome Toro, rpyrmam NpoekTa KpaiHe BawHo NoHWMETE Pa3NMdMe Mexyy «BesonacHsi CEDRCTBAMME M «CBOM-
cTEaMM GE30NacHD CTHE — BMNOMHE BO3MOWHA REANMIALMA cBOMCTE Be3onacHOCTW, KOTORRIE, B CYWHOCTH, Hefel-
oracHbl. besonacHble ceofcTEa ONPELE NAOTEA KAK CBOMCTEE, () yHKLMOHANEHRIE BO3MOKHOCTH KOTOPBIX NPEBUNb-
HO CNpoeKTMROBEHL! B 0THOW eHMK BesonacHocTV, BNDYARA CTROTYIO NPOBERKY NPEBMNBHOCTA BCEX faHHbIX Nepes
obpafoTkoll WAK KpUNTOMRabWUECK HAAEKHYD peanM3aume GWENWoTER ANA KPMNTOMPahYECKMX CEpBHUCOB.
CBoicTEA BEIONACHOCT ONMCLIBEID T ¢ YHKLMOHE bHBIE BO 3MOKHOCTH NPOIPEMMEl C BRIIOYEHMENM Ge3onacHo o
(Hanpumep, ayTeHTUDWEaLWMA No Kerberos).

DYHKUMO HENBHBIE CrE L MKALMW NPOSKTMPOBAHWA MO YT NoTReBoBaTLCA LNA oNMCaHWA ceoicTe GesonacHoc™
MNK cBONCTE NPUBATHOCTH, KOTopbIle Gy YT HEMNO CPE ACTEEHHO NPE CTa BAEHb! MoNbL30BaTEN AM, HaNpuUvep, Tpebo-

BaHWE ayTeHTUd MKaLMK nonb3oea Tenei ANA fOCTYNE K onpefeneHHbIiM GGHHBM MNW COTNacM A NoNb3I0 BEaTENA

11 gCnyqaiiHoe TecTMpoBarve s (fuzz testing) — Te cTMp o BaHWE, MCNONBIYIOWEE CNY-ANHBIA HAGOP BXDL HbIX

AEHHBIX.
ACM. nepewicneHe 12)e A 95,

WP (Personally |dentifiable Inform ation) — nepcoHaneHan M eHTHR W KA LMOHH AR WHD op Mauma.
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Mepey WCno Nb3oBaHUE M CBOMCTBE C BbICOKAM PUCKOM NPM BATHOCTW. B pesynbTaTe Bee cneumduKaliii npoekTh-
POBAHWA 1 OMKHBL

a) TOMHO W NONHOCTBIO DMP EJEN ATh, K&K PEANMIYIOTCA 3TH CBOCTEE,

b) onpegenaTk, KaK MoxHo Be3pnacHo peanuIosaTe Boe B YHKUMOHANBHBIE BOSMOMHOCTW, paspe-

W AEMbIE AEHHBIMA CBOM CTBaMM,

C) onpegenaTk, kak GesonacHsm cro col oM MCNoNbIoBaTE 3TH CBOMCTEA.
WMenonHeHue Tpeb osaHMil Np oeKTMROBAHMA COREPHIT P A HEOBXoL MBI BElCTBMI, BIIIO HEI0WMX (HO HE O IpaHu-
YMBEKY W MXCA) AHANM3 NPOEKTWRG BaHWA §e30NacHOCTH, 8HANW3 NPOEKTUPO BAHWA NPUBATHOCTW M cneLud Mkauui, a
TEKKE PEANM3ALIID MAHWMENEHEIX KpUATo pa drdeckuy Tped oBaHWil NPOEKTUR OBAHWA;*

£) YMeHbUWeHWe BUWI0B aTaK YMeHbW EHUE BUAC B ATak TECHO CBAIAHD © MOJEMMPO BERHWEM YIP03, XOTA
OHO paccwMaTpyBaeT Npobnemsl GesonacHoCTM HEMHOID © WHOM TOMHA 3PEHWA. ¥MEHbW EHWE BMACE ETAK NPeg-
CTABNAET coBOA CPEACTBO CHUMEHWA PUCKa NYTEM NP EfOCTABNEHWA HAPYW MTENAM MEHBW & BOIMONHOCTH ANA
HaxowAEHWA cNaBoro MECTA WK YAIBUMOCTH. YMEHbW EHWE BWILCE ATAK COEJWHAET MCMONLIOBEHWE MHO roYpo B-
HEBOM 3AWMTEI, OTENIOYEHWE WK OMPEHWYEHKME ROCTYNA K CUCTEMHBIM CERBUCAM W MPUMEHEHWE NP NoGbix BO3-
MOMHBIX 0 BCTO ATENBCTBANX MPMHLMNE HAMMEHE W WX MPW B E NI,
7) MogenwpoBamie yrpos: MojgenupoBaHWe ypod — 3To of A3ATENbHBIR NPoOLECE, BbIMOMHAEMBIA Ha

3TaNe NpoekTUPCBEHWA W NO3 BO NAKW, WA MYNNaM paspaboTki B CTP YK TYR MPOBAHHOM BUJLE PECCMATPWBATL, AOK Y-
MEHTMPOBATE M oBCyHAATE NOCNEE CTBUA ANA GE30MACcHOCTH NPW NPOEKTMRCBEHMK, D HO TAKKE MPE LYCMaTPHMBAE T
TWATENBHO & P ACCMO TREHWE Npol nen Be3oNacHoCTW HE Yo BHE KOMIDHEHTOE MKW MPKUNG KEHWIA. M oge NMpo BaH e
¥MPO3 ABMAETCA HOMAEHLHON paBoToll, oXBATHIBAID WEl PYHOBOAMTENEN MPOEKTAMPOoMmaEMNBl, Pa3paboTMKoE 1
CMELMANMCTOE MO TECTUPOBAHMWID, W NPER CTABNAET OCHOBHYIO 3agady aHanwia GeaonacHocTV, ooy WLecTENAEMYIO

Ha 3Tane NPoe KTMPOBAHWA NPOPAMMHBIX CPEg,CTE.

A.9.4 Pearm3auma

8) Henonb3oBaHMeE YT BEKIeHHbIX MHCTPYM eHTanbHbIX cpenctB Bcoe mynnbl paspalboTii onsHel
onpegenaTb M NYBNUKoBaTL CNMCOK YTEERHLE HHBIX MHCTRYMEHTAN bHBIX CRPERCTE (M KOHKPETHbIE i YHELWOHENbH big

BOIMOKHOCTA BE30NAcHOCTH, TAKWE KAK ONUMK KOMNUNATOREKOMNOHOBULMKS, NP efyNpexian e coobueHuA 1
T.8.) ANA MCNONb3CBAHWA B NROMPaMMHeX NpoekTax. ™ 1 3ToT cnMcok JoNMEH COMAacoBblBATLCA W YTBE PHE aThcA
kypaTopom no ofecneveHuio Be3onacHocT™ YNNbI NPOEKTa. Kak Npasuno, mpynnsl paspabo Tk §oNkHel CTaRaTb-
CA MCMoNBI0BATE HOBEM W VKO BEPCHID YTEERMAEHHEIX WHETR YWEHTANBHLIX CREl cTE, JTo Bkl MaHD BeIN0 MENoNB3o-
BATb HOBbIE b YHHLMOHE IbHbIe BoIMOKHOCTM GesonacHocmy,

9) McrnwueHnwe HEHAN eXHbIX (PYHKUMA M3 YKUC N3 MCNONbIYeMbIX MHoMe obblMHO WENonb3yeMble
th YHELWM W MHTE pep ekl NPWENEAH 0T Npo pamuposaHua (Application Program ming Interface — API) He RBnAT-
cA Ge3onacHeMA B OTHOW BHWM CYWECTEWO WLER cpefbl yipod. Mpynnbl NRpoekTa §onwHel aHanWaupoBaTs Boe
& yHELWMK 1 AP, koTopble GygyT MCNoNb30BaTbCA COBMECTHO © NMPOEKToM paipaboTiv NpompaniHblY CRefcTs, W
JANPEWATE TE M3 HWX, KOTOPbIE OMNPEfEneHbl KaK HeHafewHble *M Mocne onpefensHWA ChNWCKa 3anpeuLeHHbIx
3INEMEHTOE MYNNBl NPOSKTA A0 MHLl MENONb30EATE 3AT0N0BOYHbIE G aANLI, 0BHO BNEHHBIE KOMMWN ATORE! MIH WH-

CTPYMEHTANBHBIE CPEACTEA CHAHMPOBAHWA KO A4S NPO PaMNMBI § N8 OCYWECTBNEHWA NP OBEPKY KOLE [BKNIOHaR YHE-
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CNEefOBaHHBIN KOf B COOTBETCTEVIOW, MK CNYYE AX) HA NMPEAMET CYUWLECTECBEHW A IAMNPE WEHHBIX G YHILMA U 3ameHbl
Wx BoONEe Haf EXHbIMA 8 NbTERHATUEHEIMK BAPHAHTaMI,

10) CraTHyeckiil aHanus, Maynnel NPOEKTS [ oNKHbl OCYIL ECTEN ATE CTATUYECKA AHANWS MCXOLHOTO KOLA
Npompaniel. CTATUYECKMA SHANKWI WCXDAHOTD KOLA Nporpammel oBecnednBaeT Macl Tabupyemos pel eHWe gna
NpoBepkk BelonacHocTY Koga M MOKET WEno Nb3csaThcA 4nA ofecnedeHnA yBeR eHHOCTY B coBNIog eHMKM NoNUTVE
BesonacHo ro NPoMaMhpoBaEHUA, YCTAHA BNVBAEMBIX PYKOBOLWTENEM MRYNNBl N0 BONPOCamM GE30NacHocTW K Ky-
patepom no oBecnederno GesonacHoc™. N8 NpoBedeHUA TWa TenbHOM NpoBepki Be 3oNacHocTM ogHeMm cTaTH-
YECKOMD AHANM3E Kofa oBbIMHO HELO CTA TOWHD, — OTEEYAK WaAA 3a Be3onacHocTs MYNNa W KypaTopbl No obecneve-
Hu BelonacHoCTH fONKHBI 0CO3HE B3 Th CHUNBHBIE W cnabble CTOPOHBI MHCTRYMEH TANBHBIX CRER CTE CTATUYECKD MO
aHanu3a W BbiTb TOTOBLIMK K fONCNHWTENLHBIM 388 a43M NPOBEPKK KOAE ARY MM MHCTRYMEHTANBHBIMK CRER -
CTEAMA WNK PYyYHBIMW NPOBERKAMM NP HEoB o MMocTH. O BNedeHHBIR CTATMYECKWA BHANWS NPOWCXOLWT BO Bpe-
MA SDL B MOMEHT peMCTREWMK KOG NyTEM Wenonb3cBaHMA fyHELkm Janak ze Visual Studio ™ Ipyme 3agaqm
CTATUMECKD 0 AHANW3EA OCY WECTENATEA No Mepe HeoBxol MMOCTH.

A.9.5 Bepudinkauun

11) OMHAMMYECKUA aHANUS NPOPaMMbL Bepudikalpa Npo amm Bo BREMA NPOToHa Heobxouma g na
ofiecneqYeHd A YEEP EHHOCTH B TOM, YTO thYHKLMOHA NEHBIE BO MOKHOCTH NporpamMMel §efcTEWO T, KaK Bbino cnpoek-
THpE BaHO. JMHAMAYECKII AHANW3 NPoMPaMiEl §oKeEH creud MLMPoBaTE MHCTRYMEHTaNEHBIE CREACTEA A1 A MO-
HUTORMHIE MOBELEHWA MPUNOKEHWA NPK NOBR EXI EHUH NAMATH, NpobneMax ¢ NPUBMNEMAMK NONE30 BATENER W
ApyME KpUTHHeEckx Bonpocax BesonacHocTw. Mpougce SDL WMEnonb3yeT chnelpanbHble WHCTR YMEHTaNbHbIE
CRENCTEA, TAKWE KAK AppVerifier, a TAKKE TaKWE METD b, KaK sCchyd4aiHoE: TECTWPOBAHWE  LNA LOCTMMEHWA We-

NagnMbIx WDBHBﬁ oxBaTa TecTWposaHkA BesonacHoo T, #!

12) «CNyyamHoEn TECTUPOBaAHWE <C NydaliHoes TECTMPOBAHWE WCNONbIYeTcA, uYTobbl BbIIBEATH cloi

MPOMPEaNMEl NYTEM MPERHAMEREHHOM BBELEHWA B NPUNOKEHWE HEMPEBMILHBIX WM CNYHARHBIX AaHHBIX, SDL
OMPERENAET, UTO €CNyHANHOE > TECTUPOBAHWE AONMKHD MPOBOJWMTECA HA PEINWMYHBIX WHTEPD ERCaX MPOrpaMIb.
Bbino nHeHWE & cnyYaiHeX: TECTOE OCHOBAHD HA HAMEYEHHOM MCMO B30BAHMN NPUNDKEHWS, @ TAKKE HE ) yHKLM-
OHANBHBIX ¥ TEXHMYECKMX creunpuiEumay npunomeHna. Kypatop no ofecneveHmno BesonacHocTk moweT TpeBo-
BATb [ ONONHUTENBHOTO eCNYHARHOID: TECTWPOBAHMA MW YEBEMMUEHWA OXBATA W ANWTENBHOCTW TECTUP CBAHWA Ha

OCHOBE HAMEYEHHD D NOBEL EHWA NPHUNoKERKUE, =1

13) NepecyoTp MOAEN YTPO3/BUAOE aTak Cyu,ecTBEHHOE OTKICHEHWE NPUNOKEHUA OT ) YHKLMOHE Nb-
HblX M TEXHWHECKWX CHIEL WHALMIA, CO3L aHHBIX Ha STane onpege neqns TpeGoBaHMil M co3LaHWe NPoeKTa paspa-
GoThA MpoPaMMHBIX cpe LCTE, ABNAETCA o6bIMHOM cHTyalpel. Mo3ToMy BA¥HD NOBTOPHOE PaccMOTPEHME MO e-
ne yrpos/BUAC B aTak gaHHoM NPUIoKEHWA, KOMRa eno ckog chopnMpoBaHz. 3ToT nepecmoTp BygeT ofecnewqn-
BATb YBEREHHOCTE B ToM, YT NBble W3MEHEHWA CMCTEMBI YYTEHBI, & HOBbIE BEKTORbLI ATAK NPOBEPEHBI M CHANE-

Hel;

14) PyuHan NpoBEpKa KOLA NPpOrpaMMbl (RononHATENLHAA) PyyHaA NpoBepKa KOLE NPo D EMBl ABNA-

ETCA oMo NHUTENBHOA 3apaqei & SDL. P yuHan npo Bepka koga ofbldHO OCYWLECTENAETCA MYNNoH, OTBEYAN0W e
3a GesonacHoCTe NPMACKEHWA, N0 PEKOMEHAALMM KypaTopa no obecnedeHuo GesonacHocTH. XOTA MHCTRYMEH-
TANbHbE CPERCTBA @HAMNWIE MO YT BBINOMHATE 3HAYMTENBHYIO PaloTy No oGHAPYKEHWID U MAPKMPO BAHWID Y A3BM-
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MOCTEN, OHW HE COBEPLW EHHbI, NO3ITOMY PyYYHAA NPOBEPKA oA oBbIMHO COCPEROTAYMBAETCA HA EKPUTMHECKMXS

KOMMOHEHTAX NPUNoOKEHUA. Yawe BCero oHa MCNonNb3YeTCA Tam, Mg 3aTPam B3 TCA YYBCTBMTENEHLIE | aHHbIE,

Takue kak Pll. OHa Takwe MCNonb3yeTca §A M3YHEHWA GRYINX KPUTUHECKWMX KOMIMOHEHTOB, HAMPUMER, PEANN3YIO-

WL, W% KPWN Torpath M.

A.9.6 BeinycK

15) MnaH pearMpoBaHAA Ha WHUMIEHT LI Kawjad BERCMA NPOPaMMHOMD NPofyKTa © yyeTom Tpebosa-

HUWIA SDL gonkHa ObiTh 0XBAYEHA NNAHOM PEATMPOBAHWA HA MHUMAEH TeI. ™! MpopamMvbl, HE CoEPHALLME WIBECT-

Hbl& YAIBMMOCTA HE MOMEHT BoINYCHE, TAKHE MOTYT NOLEERIMEATRCA HOBLIM YRO3aM, BOIHWKEHD WM C TEYEHWMEM

BRpEMEHK. MNaH PEAMPOBAHWA HE MHUWAEHTBI LOSKEH KAK MAHMYM BEMIOMETS CNEL YI0 UL Ee:

a) HasHaYEHHYo TPYNINY MHIKEHEPHO M NOALEPHIA WK, ECIW MYNINE CNMW KoM Mana, JTobsl obna-
AATh PECYPCANA MHKEHEPHOA NOA AEPKKN, MPE] YCMOTREHHBIX NNEHOM PEEMPOBAHWA HA WHLM EH-
Thl TPEX— NATEPLIX YNEHOE WHKEHEPHO-TEXHMHECKOTD MEPCOHANa, TPEX — NATERLI YNEHOE NEpCo-
Hana, 3aHUMEKLLMXCA MAPKETHUHIOM 1 CBA3AMKM C KNWEHTAMMW, W, MO KpaiHel MEPE, f BYX YNEHOB
SRMUHNCTRA TMBHO MO NEPCOHANE, ABNAIOWMXACA NEPELIMKM KOHTAKTHRIMA NHUUANMKM B CyYae Ypelsbl-
YANHON CTYAUMK, CEAZAHHON ¢ B J0NacHoCT Lo ;

b} KPYrMOCYTOUHYIO Te NEOHHYIO CEBA3L C MPHMHUMEID LM PE W EHMA O PraHon;

C) MnaHbl okaiaH A yonyr no Ge3onacHOCTH AN A Npo Man, NPeLo cTa BN AEMBIX ARY AR YT
B PEMKEX O raHI3a LW,

d) nnaHel okazaHKA yenyr o Ge3onacHocTM gaA MMUEHIMOHHEDE MPO Pk CTOPOHHKX NPOM3I Bog 1-
TENEN — OHW BKMKOYAW T MMEHA alinoe, BEPCKW, WCHOAHLIA KoM NPOTPEMMbI, KOH TakTHYI0 MHdop-
Mawto  TPEThEd  CTOPOHBl M JOMOBOPHOE  PAIPEWEHME HA  BHECEHME  MIMEHEHMIA

(B COOTBE TETBYIOWMX CNY-@ AX),

16) OKOHYAT ENbHAA NPOBEPKA DesonacHoe TN, D HoHYaTENbHA A NpoBepka BesonacHocTi (Final Security

Review— FSR) — 3To npogyMaHHOE W3YUEHWE BCEX MEPONPMATHA No ofecnedeHuly Ge3onacHocT, peaniiosaH-

HBIX 80 A MEMENES HBIX NP0 R aMMHBEX CPeCTE 4o WX Boinycka, FSR nposoguTeA kypaTepom no oBecnedveHo Beas-

OMAcHOCTH NpK NoA LEPHKE W TATHO M0 KOMNEKTUEE Pa3paboT-MKoE M PYKDBOS ALLMMI NUUAMK TRYTIN MO BOMPOCaM

NpHWBaTHoCTH. FSR — 370 He Npo BEEHKWE eNPOHWKHOBEHW A W YETaHOBN&HWA nNaTyYels U HE BOIMOKHOCTE NpoBep e-

HHA MEROMIPEWATAA No obecnedeHno GesonacHoCTW, KOTOPLIE PEHEE WIHOPMPO BANWCE MW Boink 3abbimel. FSR

0BbIMHO BKMIOYEET M3YYEHWE MOJEMEN YIPO3, 3anpochl MCKNUMTENBHBIX CUTYALMA, BBIXOLHbIE faHHbIE MHETRY-

MEHTA NEHBIX CPEETE M ¢ YHKLW OHMPOBAHWA OTHOCHTENBHO PEHEE ONREed eneHHbIX [PaHuL, kadecTeaimopora ow n-

Gok.** FSR mome T NpUBoLMTE K OGHONY 13 CNE L0 WWX TREX Pe3yNeTaTo &

g0

a) FSR npongena, — ece npoBnenkl Ge3onacHocTH M NPUBATHOCTH, MAEHTUG MUMPOBAHHLIE B XO-
Le FSR, peweHsl MAW yMEHBL EHbI;

b) FSR npoigeHa ¢ MCKAIY T ENbHBIMA CHTYaLMA MK — Bce Npobnemsl GesonacHocTM W npw-
BATHOCTH, WA EHTWPWUMPO BAHHBIE B Xxofe FSR, peweds; Te, KoTopble HE MonyT GbiTh pEWl &HbI
(HANPUMEDR, YASBUMOCTH, NPE&cTaBNEHHbIE NPoGNemMamy Ha YPOBHE NPOEKTHPO BAHWRA), dWKCUpYy-

1oTes 1 YR YT MCrpaBneHbl B CNEL VIO WEH BEPCHM,
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c) FSR ¢ pacwmperHMem — eciiy RyNNa He BobinonHAeT 6ce TpebosaHwa SDL, a kypaTop no obec-
neveHuo BesonacHocTV W OTBSYAIOWLER 33 MPOAYET PYNNA HE MO YT AOCTHY AONYCTAMOTD (4N
MpHeMNEMano) koMIponMucca, To kKypatop no ofecneveHwio GesonacHoCTA He MOMET YTBEPAWTE
NPOEKT, U BBINYCK He mModeT GbiTh ooyl ecTeNeH. Mpynnbl poniHel NMMEo PEWWTL BONPOCH! BCEX
BOIMOMHBIX TpefoeHMA SDL fo Bbinycka, nubo ofpaTMTLCA K PYKOBOACTEY A NA NPUHATHA PE Il e-
HI A,

MpumedaHwe — PeaynetaT FSR BOM3ck K KOHUENUMK h aKTWHECKOTD YPOBHA [ OBEPHA, TaK
kak FSR — 370 NpofgyMaHHOE W3YUEHUE BCE X MEPOMPUATHIA No of ecneveHWio BesonacHocTH, peanu-
30 BAHHBIX A NPUENAJHBIX NPOMMEAMMHBIX CPELCTE 10 WX BbINYCKE;

17) BuinyewiApuwes: Bhwinyck NpomanaHore cpeacTéa & NpowisoacTeo (RTM — Read The Manual) unu &
peb-ceto (RTW — Ready-ToAWear) oBycnasnmeae T 3agepu eHre npolgcca SDL. HasHaveHHbI kypaTtop no ofec-
nedeHvio BesonacHocTH RONMEH NOR TEEPAMTE, YTO TRYNINE NPOEKTA W OBNETEOPWNE TpeGoBaHWA Ge3onacHocTH B
OTHOW EHWK BBINYCKAEMOTD CREACTEA. AHAN0MYHBIM 0Bpasom [ NA BCEX NPOLYKTOE, UMEIOWMX, MO KpARHER Mepe,
OfMH KOMIOHEHT © BBICOKMM PUCKOM MpreaTHocT P1 | kypaTtop no ofecneYeHWio NpWBATHOCTA B0 NKEH Moy, TBEP-
AUTE 0 OTNPEBKW NPOMRAMMHOTD NMEoAYKTa, 4T PYTINA NP oSKTa Y0BNETEOPMAE Tpe B0 BaHWA NpW BA THOCTW.
Kpome Toro, fon¥Ho GbiTe NPOBEEHD AP ¥MBMPOBAHWE BCEM OTHOCAWLENCA K AEnY MH DPMELMK U AaHHbIX, YTobbl
nocne BbINYcKa Moo OCYILECTBNATECA obcny#iBAHWE NPOMAMMHOTD CREACTESE, BKMOYAA BCE cheL MKALIK,
MEXOAHBIA KOg, f BOWHHBIA KO L, CHMBONEI, MOJENM YIPO3, NNaHE PEA MPOBAHW A HA WHUMLEHTBEI W NioBble apyme

AEHHBIE, HEO BXO AMMbIE [ NA OCYW,ECTENEHMA 33 134 Mo oGCNYHABAHMIO NOCNE BbINYCKE.

g1
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A0 AyouT De3zonacHOCTH NPUAOXEHUI

8.5.1 Uenb paHHoro natoro wara ASMP coctowT B BepvdMKaLWA M hopManbHoM hKCHPOBAHWA Nog -

T BE P, B0 WWX CBMEETENLCTE fOCTHIEHMA W MO BAE PKAHMA KOHKPETHRIM NPW NOKEHWEM LE NEBOM0 YROBHA SOBERWA
NP UNOXKEHHA.

OaHHBIR war ASMP MoWeT BeINOMHATECA B NOGOE BREMA B TEYEHWE ¥MIHEHHOM LMKNa NpunoweHus. B
3ABMCMMOCTA OT LENE B0 o YPOBHA LOBEPWA NPHUNOKEHUA 3TOT W &r MoKeT BbiTh OfHOKPATHEIM, NERUOLHYECKAM
WK oBycna enKeasmiIng oo Bbl THAMK.

Mpamep 1 - Opzanu3ayuqd MOoWem Nepuoduvyacky ShINCANS Mb IMOM Waz 0N MONUMOPUN2E CINe-
menw obecmevenus Ge 30NICHOCINU Na IMale PeaNl3a Ul IPURGKeRUS .

Mpamep 2 — Opzanu3iaguy MOKem SbLINCANSIE IMOM Wa2 A9 JdeMONC HPILUYT §IKMUYECKO20
YPOENA do8apIe APUAOKONUA, Apexde var Gydem YNGopKIeND 820 PAISOD MBS FNTE.

Mpamep 3 — Op2anu3ayus MOMNE N SHNOARY Mb JMOM Waz N3 IMane IKC ANYIMA LI KUINENNO20
HUKNa AP UAONE HUS KK 4 3CMS oXe20dN0 AposoduMo20 op2anuiaqwe if ayduma Ge3onac Nocmuy.

B pawkax 3Toro WAra BHYTPEHHAA MKW BHEWHAA MYNNE, JAHUMBIO LA ACA BEpHM B MKALKMER (B 3ABUCHMOCTH
oT NOAMTUE OpraHu3auu, cofepraumxca 8 ONFY, nposepaeT, yrolbl Boe BEpWdMKALWOHHBIE WIMEREHW A, Npej, -
cTagNeHHble Boenn ASC B AMF g0 A KoHEpeTHoo NpMiomeHnA, BbiNM BhINONHEHR! M PE3yNbTaThl BEpUdMLMpoEa-
Hbl. Ligneky paHHo ro Wwara ABNAETCA J BMOHCTR UMA B ONPELENEHHOE BPEMA (HAKTWUECKOTD YPOBHA 10 BEPUA NpU-
noweHUA, OPraHuIan 8 MoweT o6 bABMTE NpUNoKeHe eBe3onacHbive, KOTLE ero g aKTUHECKMI YP OBEHD §0BEPHA
PABEH ET0 LENEEOMY YPOBHIO | DBEPMA.

Mpouece ayguTa BesonacHoCTH NPMNCKEHMA §NA WIMEPEHM A § BKTWHECKOTD YPOBHA LOBEPWA BHIIOYAET
[ AL A3 NAYHBIX eMCTBYO UMY cyE BEKTO B U Npoueccos SDL:

- GNA oTcnesMBaHWA cooTeeTcTBMA SDL wenonesyeTca cneywanbHo paspaboTadHoe  BuaHec-
NpUAoKEHWE — OpraHM3oBaHo foBaBNEHHWE HyPHANA WHCTR YMEHTANBHLIX chEACTE, MOLENER YIPO3 M LEHTRANMIO-
BEHHOE XPAHEHME AP YIMX CBALETENLCTE, CHORPMURD BaHHLIX 3BTOMATAHECKM 1 BRYYH VIO,

- PYKOBOLWTENW MRYNN No BoNpocam Be3onacHoCTW W NPMBATHOCTW OTBEYET 38 oBecnedYeHWe yVEBEpEH-
HOCTH B TOM, YTO BCE HeoBXogWMble BNA BbiHECEHWA OB bEKTWEHOID CYMAEHWA AaHHLIE KNacCHg MLMPOBaHLI W
BBEQ EHBI B OTCNEXWBAND WEE NPUNOKEHWE;

- WHp OpMaLWA, BBEEfEHHAA B OTCNEHXWBAIO WEE MPUNOKEHWE, 3JaTeM MCNONLIYETCA KypaTopamu no
ofecneqeHlo Ge3oNacHoCTY W NPHMBATHOSTH LN A ofecneYsHi A CTPYKTVR Bl OKOHYATENEHON NpoBEpHA Ge3onacHo-
CTH (KaK onMcaHo HWHE),

- KypaTtopbl no ofecnevernio GesonacHoCTM W NPWBATHOCTW KPOME To Mo HECYT OTBE TCTEEHHOCTL 38 Npo-
BEPKY AaHHbLIX, BECAWMbIX B O TCNENMBAIDWES NPUNOXEHWE (BENIOMAA pesynbTatel FSR 1 gpyme gononHuTens-
Hble 3apaw no obecneveHuo Be3onacHOCTW, YCTAHOBNEHHBIE KYPATOPOM), U NOJTEEPHEHWE TOTD, YTD BCE TRE-
GOBAHUA BbING MHEHBI WMWK BONPOCh! BCE X HECOOTEETCTEMA PA3pEL &HbI.

Ha pucyHke A4 NokaiaH cHAMOK 3KpaHa NPpunoXeHWA, WCNoNbIyemoro LNA OTCNENW BAHWA W BEpUbUKE-
LMK 3apa4y no of ecnedero BesonacHocT.
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A1 Mogenb XMIHEHHOTO UMKNA NPUAOHKEHH i

£.1.2.7.1 OpraHwzaupmA, BUIHEC KOTOPON BENOYAET paspadoThy, a8y TCORCHHT MM MprobpeTEHWE MPKN0 KEe-
HUMi, oBbIMHO MCNONEIVET CTRVETVRY CMNPEfensHHbIX NPoUScocoE WNW A8 ATENBHOCTH, CUCTEMATUIMPOEAHHYID Mo
aTanam. 3Ta CTpYHTYR & obbIMHO HA3BIBAETCA & MO ENbH MMIHEHHO MO LWKNa: . HO B 3aBMCMMOCTH 0T KOHTEKCTA B2
& UL& HAJbIBAT eMOLENbH HMIHEHHOTD WAKNE NPHNoKEHWA:, MME0 eMOLE NI #MIHEHHOTO UWMKNE CHCTEM:, NMED
£MOENBID HAIHEHHOMD LWKENA NPopamMHb cpel cTes.

Takan mMofgens o0bIMHO YHUKANBHA ANA KOHKPETHOM OpraHusala W npucnocoBneHa Kk ee TpeBoBaHuAmM.
OHa WCNonb3YETCA W COBEPWEHCTBYETCA B TEYEHME MHOMMX NEeT. 3To He HOBOE NOHATHE, BEE[EHHOE
MCOM 3K 27034,

M 3HEHHEIRA UHKEN onpepenedHo e NpUnoKeHA, T, &, PEIBUTHE NPUNOKEHKMA OT JamMblcna g o CHATHMA C 3KC-

MNYaTaLn , Npe cTasn AeT coBoil KOHKPETU3a LMD MO ENA #IAIHEHHO M LMKNA Op raHW 330 .

B cpraHv3aumax co CNOXHOW CTRYKTYROM RpasnMuHble Mynnbl, BoamomHo, Gyl yT WCNoNb30BaTE pasHbie
MO EMA HWAIHEHHO O LMKNE NRANOWEHWA AN A PasHbIX APOEKTOBE. Tak Y3cTo NPOMCKOLWT B KPYIHBIX AeleHTREn u-
30BAHHBIX CRAHWIALWAX MK OPTAHMIaWARX, CihOpPMUPO -BaHHBIX NYTEM CIWAHWE. B Lpymx opraHusaumax GygyT
paipabaThlBATHCA PAINMYHBIE CMELWANNIMPE0 BAHHBIE MOLENM KWWIHEHHOM UMKNA NMPUNoOKEHAA, OTHOCAILMECA K
ONpPEege NeHH oMY KOHTEKCTY NPUACKEHWA, HANPUMEpR, BEB-NPUNOKEHWA, NPUNOKEHUA, paboTam WHe B PEMIME pe-

ANBHOMD BREMEHW, BCTROEHHBIE NPMNOKEHMA, ME JMLWHCHAE NPUIOKEHWA U T. 4.

B AaHHOM CNy4Yas MCCNELoBaHME MOLENM HUIHEHHOM LMKNE NP0 MEHWA MCNoNE3YETCA 4NA COCTARN &-
HWA meponpuamii GesonacHocmd SDL. B npegsig LMy pasjenax LaHHo M JOoKYMEHTA onWcklBaloTcA GUaHec-

KOH TEKCT, TEXHWHECKWIA W PETYNATH BHBIA KOHTEKCTHI M PONKM, RERCTEWO WWE B KAKLOM U3 3TUX chep.

WnniocTpaura npolecca SOL NpejcTasneHa Ha pUcyHKe A5 . 3Ta cxemMa ABNASTCA BU3VANUIaLMed Mep 1
CREACTE KOHTRQNA W YNPaBNEHM A BE3 0NacH OCTHO NPMNOKE HWA, MCNo NE3YEMEIX B MANOTETMYECKOM NPOEKTE — OT
oByJEHWA CNYHAL WX 40 BRINMYCKA NPUNOKEHWA. 3Ta CXemMa He ABNAETCA WCUERMbIBAHKIL &M, KEK OTMEYANoCE pa-
Hee, MHOTME TRYNMBl L oBaen AT X8R akTepHbIE ANA MY NPoeKToE 384844 obecnedverna Be3onacHocT W NMpW BATHO-

CTH.
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A.12 Conocragnenune SDL c aTanoHHOW Mo en ko XKH3HEHHOTo UMKNa BezonacHo-

CTH MPHN 0XKEHHURA

Mpouecc SDL MOWHO CONOCTABWTE C BKNYEHHOW B WCOM 3K 27034 cxemoll 3TANOHHOW MOLENW HA3-
HEHHOTO LMKNE BEsSonacHOCT MPUNOKEHWI, 3Tarkl 3TANCHHON MOLE NV, oXBaThIBAEMbIE Npoueccom SDL, Ha pu-
cyHEe A B BbILENeHbl AP HBIM LRt ToM.

~
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P ueyHok A 6 — ConocTaeneqve SDL © 3TANOHHOM MOL ENLI KASHEHHD MO LUKNE §e30NacHoCTH MK IoHEHMIA

Ha pucyHke A7 nokasado Gonee geTansHoe conocTagneHwe sTanos SDL ¢ stananm 3TaN0HHOR MOLE M

HMIHEHH OO UMKNa BesonacHocTH I'IDMI'IO)KBHMI:L
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PucyHok A7 — [leTANbHOE CONOCTABNEHWE 3TAN0E SOLC 3TANaMA 3TANOHHO [ MO LENW MW IHEHHDMO Ukna Ges-

ONacHoOCTH I'IpHﬂOKEHMI:'
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Ceplnkn B NpunoxeHnn A

BM3 HEC-KDHTEHCT

thitp: fimsdn.micre soft.comien-uslibrary o307 74 8 aspx

VRt Mmsdnmicrosoft comlen-uslibraryicc3 0741 2 agpx

Ponu, 00A3aHHOCTH W KBaNW(PUKaLMA

W ity i =cin microsoft.com fen-usib raryicc307 407 aspx

bBwonuotera ASC opraHvia UMM

QB yeHue

W kit imsdn microsoft comfen-uslibrarycc3 07407 agpx

TpebopaHWuA

YHttp imsdnum icrosoft . comfen-uslibraryfoc30741 2 aspx
http:/imsdn.microsoft.comfen-usiibrarycc307404 aspx (BesonacHo cTw)
Wit i scdn microso ft.oom fen-usdibrary lcc307 403 aspx (Mpuea™ocTts)
" hitp: imsdnumicrosott.com/fen-uslibrarycc 307393 aspx

b it J s microsoft.com fdown load sidetail s a gpx ?F am ily I D=c4B8cB0f e 87 -4515-83ec-
algdad2fcl Edisplavlang=en

MNpoekTipo EHWE

“hittp: M sdnam icrosoft comlfen-uslibraryfec30741 4 aspx

4 httpc imedn.microsoft comfen-usiibraryicc3 07415 . agpx
Peanuiayma

A At S sdn microsoft com fen-usdibrary icc 307 417 aspx
M it fimsdn.microsot. com fen-uslibrargco 30739 5 aspx
A bkt finsdn o microso fteomien-uslibrarybh2 88454 aspx
Rt Aimedn microsot .comfen-uslibraryicc307 395 agpx
=ttt dim sdn microsoft.comien-usiibrarycc30 741 8 aspx
=4 hitp: imsdn.micresoft.comien-uslibraryice30741 8 aspx
bl btk fim sdlnomicrosoft.comfenusilibrary/cc30 7408 aspx
it i sdn microso t.oom/fen-usilibraryicc30 7409 aspx
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MpunoxeHue B

(cnpaBoMHoe)

ConocTaBneHne ASC CyLWEecTBYOIMX CTaHAAPTOB

Mpumep: conocTasneHne Mep U CPEACTE KOHTPONA W yripaBieHHA
GesonacHOCTLH NpUNOXeHWH, onncaHHbIX B NIST SP 80053 (pe-
Aakuma 3) ¢ ASC, onucaHHeIMKn B MCOIM3K 27034

Uens gaHHore npuiokeHWE — NPoWN N CTRPMPOBEaTE, KaK MEPBl M cReAcTEa KOHTPONA W ynpaeneHus Ges-
OMEcHD CThIY MRPUNOKEHWA M3 CY WECTEY WETD MCTOYHMKA, HANPUMER, M3 TPETbeR pegakym NIST SP 800-53, mo-

ryT BbITk MHTE PU PO BaHEI Kak ASC gNA KCNoNbB30 BaHWA B CODTEETCTEMK ¢ MCO M 3K 27034 .

B.1 Kareropun noTeHuManb Heix ASC

B gaHHomM pasgene caenaHa NonbITHE PAcCMOTR ETh BO3MONHBLIE ACMEKThl KATETDRMA NOTEH LWMANbHBIX AST
HENocp encTEEHHD NpUEogMMBIX B SP B00-53 (pepakuma 3).

OpraHn3auMa MOMET OMPEENUTE CHSAYo WHE ACNEKTEl KaTeropui ASC, ceRsaHHele ¢ GescnacHoCTbD
MR MNOHEHMA .

B.1.1 AcneKibl, CBAZaHHbIE C ODIWWMKH MEPAMK U CPEOCTEAMM KOHTPONA WYNpaBneHvA
fezonacHoCTLID

MeHEAKMEHT MER W CPEACTE KOHTPONA W YyNpasneHWA GE30nNacHo CThio, 0B 03HAYEHHBIX OPMAHWIALMER KaK
ofuMe MEpbl M CRELCTEA HOHTRONA W YTIPAENEHWA, B GONbIW MHCTEE CNYYAEE OCYUL,ECTENAE TEA OP rAHWIALMoHHD A
CYUWHOCTHO , OTAMYHOM 0T BRagensua WHOpPRELMoOHHON ccTemMbl. O praHUMIaLMoHHBIE PEWEHM A, KACAKD WMEeCA
oBUMK MER W CPEQCTE KOHTPONA U \TIPAENEHMA GE30NacHoCTLY, MOTYT CYILECTEEHHD MOBNMATE HA of A3aHHOC T
OTAENbHbIX COBCTEEHHMKOE MHI OPMELMOHHDA CUCTEMBl B CBAIM © PEaNMIaUMel Mep M cpPefcTs KOHTRORA W
YMRPEBNeHMA B COO TEETCTEMM C TEM MK WHEIM GA30BLIM YPOBHEM. Kaklaa MEpa W CPEgCTED KOHTRONA W YTIRAEN &-
HWA Ha Ga30B0M YPOBHE [ ON¥HbLI MONHOCTHHY PACCMATPMBAThCA NBo op raHW3alUMel, nubo BnajensUem WHibop-

MEMMDHHDﬁ CHCTEMbI.

BB
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B.1.2 AcnekTkl, CBAZaHHLIE C ONepauHoHHO R DeATens HOCTLIo/Cp enoit

Mepbl M CRELCTEA KOHTRONA W yNPaENeHWA Ge30nNACHOCTHO, 33 BICAWME OT XAPaKTEPa OMepaLMo HHON
Cpedbl, NPUMEHUMG] TOMBKD B TOM CNYYEE, ecni MHpOPMALMOHHA A CMCTEMA MCNONbIYETCA B YonoBMAX, Tpebyio-
WX 3THX MER W CPEACTE KOHTRPOMA W yIPABNEHWA. HanpuMep, onpegeneHHBIE MEpbl M CRELCTEA KOHTRONA W
VP aBneHH A dasuueckoll BesonacHocTelo MoryT BbiTh HEMPMMEHIIMB ANA KOCMUYECKMX WHID 0P MELMGHH BIX CH-
CTEM, @ MEPEI W CRPELCTER KOHTRON A W YMPAENEHWA TEMNEPATYRON M ENAXHOCTHIO MOTYT BbiTe HEMPUMEHUME! 4 NA
AMCTAHLMOHHBDE 0 aTYMKOB, CYULECTEVHD UMK BHE NOMEULEHWIA | KOTOPBIE COLEPXA T MHI 0P MALLMOHHBIE CUCTEMBI.

B.1.3 AcnekTkl, CBAZaHHLIE ¢ (M 3MdecKol WHGPACTPYKTYPOR

Mepbl M CPeACTEa KOHTRONA W YTPE ENeHWA GE30NacHOCTER, OTHOCAWMEC A K A3 MqYe CROM MHD pacTRYKT Y-
pE, HAMNPUMER , K NOME WEHWAM O MEHWIALMK (HANPIUMER | MIMHECKWE MEPBI M CPERCTEA KOHTRONA 1 YNPaBNeHus,
TAKWE KAK 3aMEW M OXPaHA, MEpPbl M CPELCTES KOHTPOMA W YNPABNEHWA JAULMTOM OT BNWAHMA BHEWHEN cpepbl
TEMMERATYREI, BNEAKHOCTH, M030ELIX PA3PALOE, BOIMOPEHW A W NpoBnem sHeprocHaBmeHA), NPUMEHAMG! TONBKD K
TEM WX YACTAM, KOTOPBIE HENOCREACTEEHHD 0BECNEYMBAOT JAULMTY M NOLAERKEY MHE O PMAELWOHHBEE CUSTEM MW
CEAZAHBI C WHE OPMELM OHHBEIRMIA CHUCTE MERW [ BKNK YA A SKTWERI MHID 0 PRMELMOHHEIX TEXHONOMA, TAKME K3 K NOYTOEbIE
1 Bef-cepBepbl, IPYNNbI CERBEPO B, MH t OPMALMO HHBIE LEHTRLI, CETEBLIE Yalbl, YCTPOWCTER 38 WWThl MPaHML 1 an-

napaTypa CBA3N).

B.1.4 AcneKTbl, CBAZAHHLIE C OTKPLIThLIM O0CTYTIOM

Mepbl U1 CpEACTEA KOHTPO NA M YNPABNEHMA G e30NacHoCTh0, CBASAHHLIE © 0F W& OCTYMHBIRK WH t opRAaLLI-
OHHBIMIA CUCTEME WA, 0N HHBI TILATENBHD PECCMETRMBATECA M NPUMEHATECA © OCTORONKH OCTEH, NOCKONbKY HE KO-
TOpbIE MEPEl M CPEJCTEA KOHTRPOMA W yNpaeneHA GeaoNacHoCTeio onpegeneHHeE G230 Blx YROBHEN KOHTRONA 1
YPEABNEHW A (HANPUMER , MABHTUMKALAE 1 AYTEHTUQUKALMA | yNpagneHue BE30NacHoCTeI NEPCOHANA) MOryT
BbITh HEMPUMEHA MBI AN A NONbI0EATENEN, NONYYAOWNX AOCTYN K WHD OPMaLMOHHEIM CUCTEMEM Yepes obu, epo-
CTYMHbIE MHTERD ERcEl. HanpuMep, HARALY C TEM, 4TO MEPEI W CPEACTEA KOHTRGN A K YTIPABNEHW A B E30NacHOC Thio
Ga3j0Bory YPOoBHA TReBylT WMASHTMgMKALMIK W ayTeH TUEMKALWKM NEPCOHANA OPTaHW3ELMW, OCYILECTENAK ULE D
TEXHWYECHDE OB CNYHMEAHME W NOMAERHKEY MHED OPMELWOHHEIX CUCTEM, NPELOCTABN AWME YCNYM OTEPRITOMD AO-
CTYMa, TE WE MEPBI M CRE]CTEA KOHTRONA W \IPAENEHWA GE3onacHoCTHO MOMyT He NoTpedoBaTeCA ANA 4OCTYNE K
WHID O PRALMOHHBIM CUCTEMEM JYepes of weq ocTynHblE WHTepdelckl ANA NonydeHWA ofw egocTyNHON WHE opMa-
W, C ppyrod cTOpoHbl, B HEKOTOPLIX chydansx GyieT TpefoBathcA WALEHTWDWKALMA W ayTEHTWd MEaLWAW 4nA
NoNB30 BATENEN, NONYYAEWWK LOCTY K WH OPMALMOHHBIM CUCTEMAEN Jepea of WedocTyNHbIE WH Tept elfckl,

HaNpUMER , 4N A LOCTYNAMIMEHEHMA CBOE W NEPCOHANEHON MHE OpPMELAN |

B9
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B.1.5 AcnekTkl, CBAZaHHLIE C TeXHonoruei

Mepbl M CpeLCTEA KOHTRONA W YNPAENEHWA Ge30NacHOCTRD , OTHOC AUWLMECA K OMPELE NEHHBIM TE XHO NG NAAK
(Hanpuwep, BecnpoBo JHAA CEA3L, KPMNTO Pagive, MH PAcCTPYETYRE OTHPGITBIN KK YE ), MPUMEHUMB] TONBKD B TOM

CNYYaEe, ECnv 3T TEXHONG MKW MCNONb3YIOTCA B HHﬁJﬂpN‘ELIHﬂHHDH CHCTEME UNKW TReBYETCA WX MCNONb30BEAHWE.

Mepbl M CPEACTER KOHTRONA W YOPABENEHWA GE30NACHOCTEI NPMMEHUME! TONEKG K KOMIOHEHTAM WHp O p-
MELMOHHON CUCTENB!, O ECNEYMBAKUWLMM WIKM MO ASPHUEAI LMW BOSMONHOCTM BE30MNAcHOCTM, HA KOTOPbIE
HanpaeneHbl MEpbI M CRECTEE KOHTRONA 1 YPaBNEHUA BE30NacHOCTEHY, M ABMAKD W MMC A WCTOYHMKENA N0 TEHLW-
ANBHOMD PUCKa, YWEHB W BEMONS NOCRELCTEOM MER W CRELCTE KOHTPONA W yNpaBneHka GesonacHocTeio . Hanpw-
MEp, BCNH KOMMAOHEHTBI MH th OPMELMO HHOA CHMETEMBI ABNAK TCA OAHOMONB30BATENBCHAMIA, & HE OTHOCAULWMUCA K
CETEBOM CTRPYETYRE WAM NOKanbHOW CETEBON CTRYKTYRE, TO OAHA WM HECKONEHO TAHMX XApaKTERWUCTHE MO ryT
oBecneYnBaTh COOTEE TCTEYIOULEE NoMUeckoe oBocHoBAHWE N A HENPUMEHEHW A BBIBRAHHBIE MED 11 CRELCTE KOH-

TROMNA W yTRE BNEHWA Be3onacHo CTeIO K JAHHO MY KOMTOHEHTY.

Mepbl U CpefcTEa KOHTRG NA W YMPEBNeHA A Be3oNacHOCTeHY, KOTOPbIE MOMYT ABHO WM HEABHO NO A QM-
BATLCA @ BTOMATHHECKMMI MEXAHMIMAMK, He TpeBwoT paspaBoTii TAKWX MEXAHWIMO B, BCIM OHW EWE HE CYWE-
CTEYVOT MMM HELOCTYTIHbI CPELM NPoAYKTOB, roTOBLIX K WCHONBI0 BEAHMD B KOMMERYECKWUX WA TOCYI ApCTEEHHRI
uenax. B cuTyaum ax, KoMa aETOMATMYECKWE MENAHWIMbI HE ABNAKITCA A0 CTYMHBIMKM, SKOHOMWYECHA 3¢ g eKTHE-
HbIMA UK TEXHWYECKW OCY ULECTEMMBIMI, LN A KO KMEHCALWA CNPE]ENEHHBIX MER W CPELCTE KOHTRONA W yNpa BNe-
HUA BesonacHOCThID UMK PACH MPEHWA MED M CPELCTE KOHTRONA 1 YOPABNEHUA, Heo BXo UMD MENoNb306a Th KO-
NEHCAUWOHHEIE MEPEI M CPELCTEA KOHTRONA W \TIPE ENEHWA GE30NacHOCTHO , PEaNU3 YIDWHECA MyTEM HESBETD MATH-
IMPOBAHHBIN MEXAHWIMOE UMM NPoUEayR (VCNoBMA NPUMEHEHM A KOMOEHCALM OHHBIX MEP W CPEACTE KOHTROMA W

YNPABNEHAA . HAKE ).

B.1.6 AcneKTbl, CBA3aHHLIE C N0 TMTHEOH/PETYNATHEHLIMK Tpeb 0B aHHAMK

Mepbl M CPERCTEa KOHTPONA W YNPABNEHW A BE30NacHOCTEI0, NPERHEA 3HAYEHHBIE ANA PE WEHMA BONPOCOE,
pEryIMPYEMBIX CODTEETCTEYH WHMW 3EKOHAMA, BAMAHWCTRETHEHBIMA YHAZANM, QWD EKTUEANK, NONMTWKAMW, CTaH-
AARTAMW MKW NPEANMCAHUAMA [HANPUMER, OUEHKW BAMAHWA Ha NPUBATHOCTR), ThelwoToA ToMeKo B ToOM cnydae,
ECNK MPUMEHEHWE 3THX MEP M CPE LCTE KOHTRONA M YNPABNeHWA §Ee30NacHOCTHI0 COMACYETCA ¢ BMLAMA WH O p-
MELMIA 1 WHE OPEMALMOHHBIX CUCTEM, OXBAThIEA ENBLIX COO TEETCTEVHIULMMA 3AKOH AN, 8 IMAHUCTRATHEHBIMI YKE3a-

MK, LMPEETUBARA, TIONH TUEEMKW, CTAHLEPTAMKA MK NREL MMEaHA AR,

B.1.7 Acnekrbl, CBA3aHHLIE C MAcITad M pyeMoCT LI

Mepbl W cpefcTEs KOHTRPONA W yNpaeneHiA BesonacHocTeo Macw Tabupyembl B oTHoW eHWKM obbema W
CTROMOCTA PEANMIALMA KOHTRONA U yTIRpE BNEHW A. Macw TaBupyemocTe pe nynvpye TeA knacoigukaupmel Gesonac-
HOCTH 3&ULM WAERMOMN W HE opmMELMOHHORN cMeTeMel No FIPS 198 . Hanpuiep , NNad JelcTBWA B Y4 23 BbiMaiHBIX CUTY-
ALWAX 0NA MHEG 0 PRMELMOHHON CMCTEME! © BBICOKMM BNMAHWEM No FIPS 199 Moxe T GblTh BECbhE of bEMHBIM M CO-
L EPWETE 3HAYTENEHOE KOMWYECTED LETANEN pEanuaaw. B oTnuuMe oT 3Toro, NNaH §efcTEMd B YpeBblda MHBI

CUTYALMAX ANA MHE 0P MELMOHHO A CUCTERMGI © HASKIM BNnAaHKEm o FIP S 199 mome T BbiTe 3HAYMTENEHO KO pOqE 1
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COAEPKATh MOPasLo MEHbWE AETANEN peanuiawm. OpraHnIau JonMHel OCMOTPMTENBHD MEUMEHATE MERBI W
CPEACcTEa KOHTRONA W YWIPaENeHUA BE30NacHo CThI0 K MHI OPMALIMOHHBIM CUCTEMEM, YHUTbIBaA dakTopbl Macu Ta-
GMPYEMOCTH B KOHKPETHON cpepe. Takoi nogxo g cnoco BETEYET SHOHOMUYECHA 3 eKTH BHOMY, OCHOBAHHOMY Ha
pUCKE NOAXOAY K P EANM3aUMA MED U CPEACTE KOHTPONSA WM YNpaBNeHA BE3oNacHo CTkio, MPKW KoTo POk 3aTpaqdlea-
ETCA pecypcoB He Gonbwe, Y4em STO HeobXog WMo, OLHAKD LOCTUIEETCA CYIWECTEEHHOE YMEHBW EHWME PUCKA W
ajeKBa THaA BE30NACHOCT.

B.1.8 AcnexThl, CBAZaHHLIE C UEMAMMH Be30NacHOCTH

lMepsl W cpelcTEa KOHTRONA W YMPAENEHK A BesonacHoCTe, OfHOIHAHBIM 00 pasoM Noglepku B3l WKe
LuenK GesonacHocT No oBecneveHWo KoHg Mg BHUWM ANEHOCTH, LLENOSTHOCTH MAK JECTYNHOCTH , MoryT BbiTe NoHW-
#EHbl go Gonee HA3KoM Ba30B0M0 YPOBHA MER W CPECTE KOHTRONA W ¥NPAEBNEHWA, (COOTEETCTEYIOWMM obpadom
Mo MUMPE BaHBl WNW YETPAHEHB!, BCNK OHW HE onpef enedsl B Bonee HW3KoM G330 BOM VP OBHE) TOTRE M TONBHD
TOrga, Ecny TAKDE MOHWKEHWE: (i) CormacyeToA © knaccugukauel GeaonacHocT FIPS 199 4NnA cOOTBE TCTEYH-
wHx Uenei GesonacHocTW No of ecneYeHWe KoH WA BHUMA NBHOCTH, UENOCTHOSTA WK JOCTYWIHOCTA A0 NEpeMe-
WEHM A HE OTMETHY MEKCUMENEHOM YRoBHRA, (i) NoglepkMBEAETCA OLUEHKON pUCKA o praHuaau; (i) He BNMAET Ha
MMEHIL YD OTHOW 8HWE K BE30NAcHOCTH MHED OPMALMID B WHE OpMAELLMOHHON cHcTeME. P EROMEHL YEMbBIMW HA NoHK-
HEHWE MEPAMKM W CPelcTEaMU KOHTRONA W yTpaeneHnA GesonacHocTeo ABNAKTCA cnedwou ne: (i) oHd K geHL K-
anbHocTe [AC-13, MA-3 (3), MP-2 (1), MP-3, MP-4, MP-53 (1) (2) (3), MP-&, PE-5, 3C-4, 5C4H]; (i) uenocTHoCTb
[SC-B] w (i) gocTymHocTs [CP-2, CP-3, CP-4 CP-6, CP-7, CP-8, MA-6 PE-5 PE-10, PE-11,PE-13,PE-15, 5C-B].

B.2 Knaccbl Mep W cpencTE KOHTPONA W YyNpaBneHWA DezonacHoCTbO

B paHHomM pa3gens npegcraBneHa knacoud Mkaupn ASC |, B3ATRIX M3 3P 800-53 (peg akuma 3).

TaGnuua B.1 - MpeHTMBMKATOPGI, CEMENCTEA W KNacchl MER W cRefcTe KOHTRONA W yrpaeneHWA Ge sonacHo-

CThiC
Waexruipuxatop CemesicT Bo Knace
AC YNpagnedre gocTyrnom TexHW4eCH e
AT HMHp opraposaHie 1 o ydeHne O nepauHoHHBIE
AL AYIAT K NogoTYETHOC TR TexHW4eCH e
CA CepTHEWKaUA A, SKKpei TAUK A 1 LS HEW Be3onacH ocTH AJMUHUE TRETH BHBIE
cm MeHedMEH T KoHG M yRag K O nepauHoHHBIE
CP MnaHvpo BaHKe 5 ENCT B1A B HPE3BbIMENHBIN O TYaLMAX O nepauHoHHBIE
14 MaeHTMd MEaLMA KW ayTeH T MEawA A TexHW4eCH e
IR PeampoeaHie Ha MHUWA EHTEI O nepauHoHHBIE
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Okodyarue mabnuys B.1

HWaentmpuratop CemenciBo Knace

1 A TexHvqeckoe of cnykWBaHWE One pauroHHbIE

MP 3auw,uTa HocHTENEN §aHHbIX One pauroHHbIE

PE DMINYECKAA 3ALLWTA W 331MTE OT BNWAHW A BHEW HEW cpeg bl Dine paLpo HHbIE

PL MnaHupoBaHie An WMHWMETR aTMEHBIE
Ps BesonacHocTh, CEASAHHAA C NEPCOHANOM One pauroHHbIE

RA OueHka pucka An WMHWMETR aTMEHBIE
SA MpuobpeTeHWe cMCTEM W yenyT A WMHWMETR aTMEHBIE
sC 3aw KTa CUCTEM M CPE ICTE CEA3N TexHW-e cHle

Sl LlenoctHocTe MHE opMaupi 1 cicTem One pauroHHbIE

B.3 Noaknaccbl kKNacca Mep W CPpeAcTB KOHTPONA M ynpaeneHna pocrynom (AC)

B paHHom pa3sgene paccva TRMBAETCA B3ATAA HENOCpefcTEeEHHD K3 SP 800-53 (pegayma 3) MH o pMmaupma,

KOTOPEA MOKET BbiTe UCNONLIOEAHA GNA COZLAHWA MEP W CPERCTE KOHTRONA W yNPaEneHWA BesonacHo cTh Mpu-

NOMEHWA, CEAIAHHLIX C YTIPA BNEHWE M [ OCTYIO M.

Tabnuua B.2 — Knaccol Mep W cpeACTE KOHTRON A W yNPEENeHWA Be3onacH ocTeo M 5230 Bl Yo BHW KOHTRON A

W yMpaeneHWA Be3onacHoCTeY 008 MH § OPMaELMO HHBIX CUCTEM © HU3KKM, CRESHWM M BRICOKMM ]2 0 BHEM BN AHWA

Hz HassaHWe MepBI M CPECTEa KOHT PONA W YNIPaBEn eHiA Ges 0nac HoCT b
YmpaBneHue 0oCTYTIoM Husast CpeiHn Bbicomn
AC-1 |MNMonKTWES W MPOUSA YR bl yIPpE BNeHWA gocTynom |[AC- AC-1
AC2  |MeHeg#MEHT yHETHLIN JarMcen AC-2 AC-20(2) (3 4y |AC-201Y2) (3 (4)
AC-3 | ObecnedeHne pocTyna AC-3 AC-301) BC-3 (1)
AC4 | DBecnevyeHWe WHEG OPMaLWOHHD D NoToKa He ebifpaH |AC-4 AC-4
ACE |Pasgenenve ofasaHHoCTERN He epibpan |AC-5 AC-5
ACE | MPUHLMN HEW MEH bW KX MW BHNE A He ebifpaH |AC-B AC-B
AC-F  |HeyonewHele NonbITEKW PE MACTR auUmK ACT AC-T AC-F
ACE | YeegonmneHwe ob MCNONESOBaHWA CHETEMEBI ACSE AC-B AC-8
ACE |¥YeepomneHwe o Npegbigywem exofe B cucTemy |He ebifpad |He ebibpaH He eibpaH
AC-10 |KoHTpOoNb OAHD B2 EMEHHBIX CECCHA He ebifpad |He Boibpad AC-10
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Ne HasBaHMe MEepbl M CPELCTBa KOHTPONA M YIPaBneHna GesonacHocTho
YnpaBneHwe 0,0¢ TyTIoM Huz i CpeiHud Boicorsi

AC-11 | BnokwpoBaHWe cecoii He ebilbpan | AC-11 AC-11

AC-12 | 3aBep W eHWE CEcori He ebifpad | AC-12 AC1210)

AC-13 (Hag3op W NpoBERKa — YNPABNEHKE §oCTyTIom AC-13 AC-13(1) .AC-1 3

AC-14 |Paspell eHHbIE OeicTBMA Bes MIEHTUDWEaUMK W | AC-14 AC-14101) AC14 1)
AYTeH T MEaL MK

AC-15 | ABTOMAETHMYECKA A MAPKWPOBKA He ebifpad |He poibpad AC-15

AC-16 | ABTOMATMYECKD & NPHCBAMBAHME ME TOK He ebifpad |He eoifpaH He epliGpaH

AC-1T | ¥paneHHsi gocmyn ACAT ACAT(12)(3)(4) ACAT Q1) (2) (3) (4)

AC-18 |OmaHrdeHnA BecnpoBodHo Mo AocTyYNa AC-18 AC-18(1) AC-18 1) (2)

AC-19 | ¥YnpaeneHwWe LocTyTIomM 408 NopTaTUEHBIX W Mo- |He eeifipad | AC-159 AC-15
BUNBHBIX YCTRONCTE

AC-20 | MenonbsoBaHWe BHE WHWMX MHE OpMELIA OHHBIX AC-20 AC-2001) AC-20 01

CHCTEM

B.4 NeranuzauuA mnacca Mep W CPEACTE KOHTPONA U YNPaEn eHHA BoCTYNno M

B g aHHOM paifene NoKaiaHsl TRM CEMEACTEA KNAcea yIpa BNeHWA focTynon AC-1 AC-2, AC-17, KoTopble

E3ATEI M3 5P B00-53 (pep akuma 3).
CEMEHCTBO: YMIPABNEHMWE A0CT ¥MOM KNACC: TEXHMYEC KME

B.4.1 AC-1TMonKTHKAa W NpougnypLI yNpae nedWA AoCTynoM

CHA NepecvaTpreaeT/obHOBNAE T,

Mepa W cped cTEO KOHTRENA M VR ABNeHU S DpraH 3aupA paspalaTelaeT, pacnpocTRaHAET W MNe pUog UJe-

1) Hapnewawwm of pasom LoKYMEHTANBEHD o opMIEHH YD Mo NMTHEY YIPE BNEHWA §OCTYTIOM, PACCMETR -

BAMIULYHO LEnM, cepy AecTerA, ponK, of a3aHHocT, of maTensCTEa PYKOBDACTEE, HOOPLMHALMHKY O raHU3aLW-

OHHBIX MOg Pa3Le NeHWI W COOTEETCTEWE TR ebo BaH uan

2} Hagnewa wun ofpason LOKYMEHTANbBHO o OpMEHHBIE MNPOLEL YPbI 4 NA COAEHCTENA pEanuIaLil no-

NATHEW YR EENEHW A LOCTYNOM M COOTBETCTBYRI UL X MED W ChE AETE KOHTRON A ¥ YNPEBNEHWA LOCTYNoM.
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LononHuTensHo e pyKoBo AcTED: MoMMTHES U NpoUes Ykl WIPAENEHWA JOCTYTIONM COMACYITCA C NPUMEHA-

ENMBIMW JAKOHAMW, PACMORAKEHUAMW NPEBHTE NECTEE , L MPEKTA BEIMA, NONWTUKAMW, MPELNUCAHMAMK, CTAHLA P TaM
W pykoBoLCTEaMM,. [MoNWTHKE YNPABNEHWA [JOCTYTIOM MOXET BEDYATECA 6 bW, Yo NoNWTWEY WHD OpMaLK oHHERA
GesonacHocTA OPMaHW3AUMKM KAK oTLENBHA A YacTe. Mpougl ypbl WIPABNEHWA L0 CTYNoM MoryT paspaba Tkl BaTecA
A NA Nporpamyel ofecneYe HMA BEICNACHOCTA B UENOM M, Ko ME Heo BX0LMME, § N8 KOHKRETHON MHEG O MaLMoHHON
cHcTeMEel. CheyuansHaa nybnueawaa MIST SP 800-12 npepocTagnae T pYKOBOACTED NO NONMTHEAM W NPOLED, ypam

obecneyeHMA GesonacHoCTH.

Mpro pUTETHOETh 1 Ga30E0E PEIMELLEHIE:

P acwWpeHnA Mep M CPE {CTB KOHTRON A 1 ynpaene Hua, HeT. Huakain AC -1 CpegHiai AC -1 Bhicokui AC-1

B.4.2 AC-2 MeHen M eHT YYETHLIX 3anucei

MBEE M CPpENCTES HOHTRONA M YOPRSENDEHIMA: DprﬂHH:‘!ﬂU‘MH CCYIWECTEN AET MEHED HMEHT YYETHBIX sanucei

WHID DPMELAOHHON CUCTEMBI, BEMOHYE R

17 MpEHTWH MESLYIO TUNOB YYE THEIX 3aMMCE i (HampUMEeR, UHLWEBW LyanbHbBIE, TPYTINOELIE M CHMCTEMHBIE],

2} ycTaHo BMEHWE YCNo BWA 4N A YNEHCTEA B 1P yINe;

3) ML EHTWHMESLAMD YO NHOMOYEHHEIX NONb3IOBATENEH WHPOPMALMOHHON CMCTEMBI W OMNPELENEHWE
NpaBMEUEBMNEMI §ocTyNE;

1) mpebopaHie COOTEETCTEYIOUWETD YTEED HLEHWA 3ANPOCOE O CO3L AHUW YUETHBIX 381 cail,

5) caHKUMOHWPOBAEHWE, CO3[aHWE, SKTWBALMID, MOSW WAL | BRokKp oBaHWE W Y& NEHWE YYeTHBIX 3a8-
nHced;

B} MpoBepKy y-e THbIX 3anKce M [HasHaqe HUe: yoTaHaENM B3 EME A Op raHK 3aUMe R YacTo Ta);

7Y cneuManbHoE CAHKLMOHWPOBAHWE M MOHWTO PUHT MENG Ne30 BAHWA ToCTEBbIMEH OHUMHBIX YY&THBIX 3amnK-
cel,

8) VEELOMNEHWE MU, OCYWECTENAKLLNY MEHEQMMEHT YYETHbLIX 3anucell, of YBoNnbHEHWW W Nepesope
NoNe3cBaTENed MHE OpMALMOHHOH CHETEMBI MK 06 WIMEHEHMK WENONbI0BAHWA MHD OPMALMOHHOA CHCTEMBI W
NP UHUMN S Heob oL MMore 3HAHWAHEOE K00 MMOTD CoBMECTHD Mo MCNoNE30BAHWA;

9) npepocTABNEHWE LOCTYNE K MH] OPMALMOHHON CMCTEME Ha ocHoge: (i) NpWMHUMNE Heol xoguMono 3Ha-
HWUA MNK Heo BX0 QMoo CcOBMECTHOM WMEMNONBI0BEAHWA, KOTOPLIA ONpegenfeTeA Ha3HAYEHHBIMI §OMHHOC THIMIA
obA3aHHOCTAMKM W COOTBETCTEMEM  BCEM  KPUTEPWAM  DEe3onacHoCTM, CEA3EHHbIMG  ©  MEPCOHANOM;
{ii) Np&epHasHaYEHH O TS MCNONE30 B3 HUA CHCTENBI.

OononHuTenbHo e pyKOBD ACTED MAEHTURMKALMA YNONHOMOYEHHBIX NONBIOBEATENEN WH O ME LMOHHORA

CMCTEMBl M ONpefeneHWe NPaBNPUBMIEMIA JoCTyYNa cornacyl e ¢ TpeboBaHMAMA gpyME MEp W CRELCTB Ko H-
TROMNA W ypasneHwAa BesonacHocTeo B Nnade obecnedeHns GesonacHoci. B3aMMoOCBA3aHHBIE MERBI M CPEACTEA
KOHTRONA W yhpaegneHda: AC-1, AC-3, AC-4 AC-5 AC-6 ACA0, AC-13, AC-17, AC-18, AC-20, AU-S CM-E,
CME, MA-3, MA4 MA-S SAT S51-9 5C-13.
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Pacw npeHua mMepbl M cpelcTES KOHTRO NA W WPDABNEHWA:

1) CpraHUIALMA MENONbIYET MEXaHWINEl ABTOMATU3ALLMA LNA NOALEPHEN MEHE IMEHTA Y-ETHLIX 3anM-
cEl MHEp 0 PMELMOHHO A C1 CTE MBI,

2] WHD OPMEUMOHHAA CUCTEME ABTOMATMUBCKW MPEKPANLEAET ASACTBME BREMEHHBIX YUETHBIX JAMMCER W
YHETHBIX 3anucel off aBapuitHbl X CUTYALWMAX Nocne [HasHausHWe: yoTaHa BNMBAEMbIA OpraHU3aLMen Nepro ) Bpe-

MEHM 4 N8 KaKAoM BMAA YHETHRIX Januced];

3) vHpopMaUMoHHaA CHCTEME ABTOMATAYECKKM BNOKMPYET HEaKkTWEHBIE YYeTHBIE JanwvcK nocne [HasHa-
YEHME. YCTAHABNMBAEMBIN P TaHMIALMEN NEPUOY BRPEMEHN],

4)  MHpOPMALKWOHHEA CMCTEME BBTOMATHHYECKW OCY WECT BN AET ayLWMT CO3RaHMa, Mo kg rraumn, Bnorapo-
BAHWA 1M NPEKPELLEHMA GEACTEWA YYeTHBIN 3aNMCER M VEEL oMM AET No TpeBo BEHWID COOTEETCTEYHO WMWY ML ;

5) OpraHUIEWAA NPOBORLMT NPOEERKY SKTMEHLIX HA HACTOALLMA MOMEHT yue THRIX JaNUcell WHEG OpMELMO H-
HOM cHcTenel [HasHadeHwe  yoTAHABNWBAEMAA OPraHMIALMERN JacToTa] ANA MOATEEPHEEHMA TOM, YTO
BPEMEHHBIE YHETHBIE JEMMCH M YHETHBIE 3EMWCH YBONWBW MXCA WKW NEPE B2 AeHHbIX NoNb3osaTeneld ieakTi B po-
BSHb! B COOTBETCTEMM C NOMWTHEON Of rAHWIaLIAN;

G) OPraHUIELAA SANPEWSET MCNONB30EAHWE MOEHTMMKATORD B YHETHBIX 3aNMCER MHD OPMALWOHHON CH-

CTEND| B KAMECTEE M,D'EHdeMKﬂTDpDB WHETHBIX sanucen SHEH'I'FJDHHDﬁ Mo YTl

MpUEREUTETHOC TS 1 Ba30B0S Pad ke Il EHWE:

Hutamin AC -2 CpegHuil AC-2 (1) (2) (3) (4) (5) () |Bricokuii AC-2 (1) {21(3) (4) (5)(6)

B.4.3 AC-17 YpaneHHbId pocTyn

MBEE WM CREACTED KOHTRONA 1 YyNP&EEn EHKA: OpFﬂHMSELLMﬂZ

1) AOKYMEHTWpYE T PA3PE WEHHBIE METOA b YL ANEHHOMD AOCTYNE K MHD OpMaLM OHHON cUCTEME;

2] yCcTAaHABNWEAET OMPAHUYMEHWA HA MCMONbB30BAHME M PYKOBOJCTED MO PEANMIALMN 4N A KAKLOM Paipe-

W EHHOTD METOLE YLaNEHHDTD LoCTyNa;
3 CAHKLMOHWP YET YLaNeHHLIM LOCTY K MHD OpMELWOHHOA CMCTEME i 0 NOAKNHKYEHE,
4y ofecnedveaeT cofinwgeHve TpeboBaHWA YaNeHHD M NOJKNHOYEHWA K WH D OPMAEALMOHHOR CUCTEME .

[Jono nHWTE NEHOE PYKOBOACTES. ¥ ANEHHBLIM 4 OCTYNOM AENAETCA MoBoll gocTyn NonbacBATENA (MNK Npo-

LUecca, LeMcTEYIO WEND OT MMEHIM NoNb30BATE NAY K WHE Op MBLMOHHO M CUCTEME O FAHWIALMA No BHE WHEM, HE KOH-
TRONWPYEMOH OpraHU3aWen cemd (Hanpumep , MHTepHe T). NpUMEREl METOAD B VA ANEHHOTD LOCTYIA: KOMMYTARY-
EMOE COEQMHEHME MO TEned OHHOM NWHWK, WHWPOKONONOCHBIR focTyn W GecnpoBogHoM gocTyn. BupTyaneHas
yactHan ceTb (Vitual Private Network — VPN npv ageksamHom ocbecnedeHn MoMeET paAccMAaTRW BATHCA KAK KOH-
TRONUPYEMA A ORpraHW3auMel ceTe. Y To KacaeTeA GECNPOBORHOND A0CTYE, TO MINYYAENLIE CUIHANLI B NPEel enax
KOHTRONMEYEMBIX Op FAHU3ELMENR NOME WEHMA 0B bIMHO PACCMETR MBSKITCA KAK HA X0 ALLWECA BHE KOHTRON A OpraHKu-
Jaumi. BecnpoBogHble TEXHONOMKW BEND YT (HO He omaHudueaeTea) CBY -cEA3b, CNYTHWKOEYID CEA3L, NaKeT-
HYH pagrocEAse (¥BY IOBMY), 802.11x 1 Blustooth. Mepbl W cpeacTEa KOHTRONA W YIPA BNEHWA Yl ANEHHBIM 50 CTY-
NoM NPHMEH UVE! K WH OPMEUMOHHBIM CHETEMEM, OTAMYHBIM 0T obwe nocTyNHeIX Beb-Cepeepo B MNK CUCTEM, CNe-

LA NBHO NP EiHa3HAaYEHHBIX N8 0THpRITa Mo 4 ocTyna. OfecnedveHve colNoaeH WA cEAZEHHBIX C W ANEHHBIMA Co-
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& JMHEHWARK DR aHUYEHUA LOCTYNE K MHED O PMALWOHHOA CHCTEME DYWL ECTEN AR TCH NOCPEACTEOM MEPB! M CREf -
CTBA KOHTRONA W ynpaeneHua AC-3. MIST SP BOO-77 npepocTaBnAeT pyKOBOLCTED MO BWPTYANbHBIM Y3 CTHBIM
CETAM Ha ocHoBe NpoTokona IP sec, MIST 5P 800-48 v NIST SP 80087 — pykoeogcTeo No BesonacHocTW Gecnpo-
gogHol cem, NIST SP 800-94 — pykoeogcTeo No ofHapyHeHo W NpefoTER aleHWD GecnpoBoiHOM BTORKEHWA.

B 3avmoc BA3AHHBIE MEpPRI M CRe BCTBa KOHTRON A W yNpaeneHWa, AC-1, AC-3, AC-20, 1A-2, 1A-G.

P acw vp eHHMA Mepbl W CPELCT B3 KOHTRON A W YNPaENeHWA;

1) opraHW3aUMA MenonNb3yVeT MEXEHUIMBI 3BTOMA TM3AUMKY 1NA obneMeHMA MOHUTORPUHNE M KOHTRO NA Me-
TOROB YAANneHHo Mo gocTyna,;
2} opraHW3aLMA MENONBIYVET KPMNTEMRAD W A NA 381 WTl KoHD ML EHUMANBHOCTH M LENS CTHO CTH CEAHCOE

CERA3W YIaNeHHOro 4ocTyna.

JononHuTensHoOE pyHOBOACTED MO PacW MpeHMio. CTOMKOCTE KPUNTOM ad MYeckon: MexaHvamMa BoiBupasTcs Ha
OCHOBE YPOBHA BNWMAHWA HAa WHopmawa no FIPS 1559, BsarmoceA3aHHbIE MEPBI M CRel CTEa KOHTRONA M ypa B-
nexwa; SC-§ SC-9;

3 WHDOPMELUMOHHAA CWCTEMS HAMPEENAET BECh YAAMNEHHLIM LOCTYM YEpes OMEHWUYEHHOE YMEND KOH-
TROMMP YeMBIX TOHEK YRABNEHN A fOCTYNo,

4) opraHMIaLMA CAHKLMOHWP YeT Y AANEHHEIM §OCTYT K MNPUEMTE PO BEEHHEIM KOMAHLEM W OTHOCAWENCA K
G e30nacHoOCTA MHOPMAELMK TONEKD MPY HACTOATE NeHON oNERELWMOHHO N NoTpeBHOCTA U LOKYMEHTHRYET NOMYEe-
ckoe of ocHOBAHME TAKOMD LOCTYNa B NnaHe ofecnevyeHWA Be 30NAacHOCTIA 0NA WH th opMELMO HHOM cCUCTEMGI.
JononHUTENbHOE PYEOBOLCTED NO pacl MpeHWi. B3aMMOCEAIaHHA A MEPA W CPe LCTEO KOHTPONA W TR ABNEHN 8.
AC-B;

5 wHpopMaLMoHHaA cHeTemMa obecnedveasT JaWwMTy GecnpoBofHOMD ROCTYMA K CUCTEME, WENoNb3yA

aYTeH TH MEaLMID KM W WS PoBaHKE |

JononHuTensHoe pyKoEo LCTEG N0 PAC W MPEHWD. Ay TEHTMRMKALMA NPUMEHAETEA K NONLI0 BATENAM, YCTROMCTEAM

MK M K TEM 1 8P YIAR, NPK HEeoBxog 1o cTi;

B) OpraHW3aUMA OCYUWESCTENAET MOHWTORWHIT Ha MPegMET HECAHKLWOHWPO BAHHBIX YLENSHHBIX COBAWHE-
HUIA € MH D OPMELMOHHOR CUCTEMON, BRNHYEA CHEHWPOBAHWE HA NPELMET HECAHKUMOHWMPOBSHHEIX Touek Becnpo-
BogHOMD gocTyna [Haswavenue: yomanaanusaemasd op2 anusayued yacmomal, U NPUHUMEET COOTBETCTEYID ULME

MEpBI MpK 0BHAPYKEHWA HECAHKLMOHWPOBAHHO Mo COEgMHEHA.

JononHUTENBHOE RPYKOBDACTED MO PACWMREHMI, OPrAHW3aUMM OCy WECT BN AT NPo@UNEKTHYECKAN NoWcK He-
CAHKL OHMPEO B HHBIX Y AMNEHHBIX COBMHEHWA, BKNDYAA NPOBELEHME TULATENBHOM CHAHWPOBAHMA HA MPEgMET
H ECaH KMo HAP 0 BaHHBIX Touek Becnpo B0 gHOM gocTyna. CraHup oBaHue Heol A3ETENBHO oMPaHUHEH D To MK TEMI
ofnacTam B 0B LEKTE, KOTOPLIE COLEPKAET MHOPMALMOHHBIE CUCTENMGl, DAHAKO 38 Npegenana 3THx oBnacTei
OHO NPOBOAMTCEA TONBKD MR HEOB X0 MMOCTH No A TEERKASHWA TOM, YTO HeCAHKUMOHWPOBaHHbIE Toukd Gecnpo-

BOLHOMD LOCTYA HE COEAMHEHB! C CMCTEMOI,

?:I OpTaHWIaUWA O TKNIOYEET HE NNAHWRYEMBIE ANA MCNONb3I0ESHWA EECI'IPDBD,D,HI:IE CETEBbIE BOINMGKH OG-

CTH, HOTOPBIE BHYTREHHE BCTROEHbLI B KOMIOHEHTHI MHth OPMELIMD HHOM CUCTENMGI, 10 BRINYCHE;

8) CpraHWIALMA He pPa3pPEeW aeT NONb3C ETENAM CAMOCTORTENEHO KOHDMNRWPoEaTE BecnpoBogHele Ce-

TEBbIE BOIMOMHOCTA]
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9) opraHusaums ofecnednBaeT YBEPEHHOCTE B TOM, 4TO MONb30 EETENM 3AWH WA0T WHG OPMALKMID O Me-
KEHWIMER Y8 NEHHO M 40 CTYNE 0T HECAHKLMOHW PO BAHHO MO MCNONb30 BAHW A W PEcKpbITHA,

10) opraHuwaaups obecnedveaeT yBEpeHHOCTE B TOM, YTC YAANeHHble ceaHckl CBA3M ANA gocTyna K
[Haznavenr ye: yom anaanyase Melil op2 anuzaysel cnucox hyHEyul Gesonachocmy i UHgh 0pMAaYLL, oMHOCAWE fer
K Oesonackocmy] MCNoNB3YIOT §oNoNHWTENBHBIE MERbI BesonacHocTW [ Haskaverue: yemanasn ueg eMsle opa ant-
Fayuel mepsl GesoracHocme] W NogEEpramTeA ayguTy,

11) opraHUIauMn oTENoYaeT GecnpoBogHLIE O HOPEH MOBLIE CETE BLIE BOIMOMHOCTA B WMHp OPMELM oHHOA
CHCTEME, 33 WCKMIOHEHHMEM OAHOIHAYHD WA EHTURMUMPYEMEIX KOMNOHEHTOE, B NOLL ERMEY KOHKRE THRIX Cnepaupm-
OHHBIX TRED 0BaHMIA,

12) opraHuaauma oTEnioYaeT BecnpoBofHbleE CETEBbIE BOAMOMHOCTH Blustooth B wHhopmauMoHHOR cK-
CTEME, 38 WCHNIDYEHWEM O JHOIHAEYHO W EHTW DMUMD YEMBIX KOMNOHEHTOE , B NOALEPHKY KOHKRETHBIX OnepaumuoH-
Hilx TReGo B&HMi,

MNpuopuTeTHoCTE W Ba30BoE pasMe L, BHWE!

Huaknit AC-17 CpegHui AC-17 (1) (2 (3) (4) (5) Bricokuil AC 17 (11(2) (3) (4)(5) (8)

B.5 Onucanne ASC, ocHOBaHHOe HA NpUMEpe MEP W CPeACTE KOHTPONA W ynpae-
neHuA uz 5P 80053

B paHHom pasgens npeicTAaBNeHO, KAK MEPa W CPeLCTBD KOHTRONA W yNpaeneHWa Al-14 w13 SP 800-53
(peparmra 3), Mo#eT BblTe ONMCAHA © MCNONBEI OBAHWEM CTRYETYREI MER W CPECTE KOHTRONA W yNpaeneHua Gea-

OMacHOC TR NpUNoKEHWA MCOM 3K 27034,

MonHaa M TOMHEA CTRYETYPRE BaHHBX MER M CREelcTE KOHTRONA K YPasneHWA SelonacHocTe NpKNoxe-
HWiA ByLeT NpeLcTagneHa & MCOM 3K 27034-5.

B.5.1 Mepa n cpeacrea KOHTpONA M ynpaeneHdAa AU-14, onucadHan B SP 800-53

(penakumA 3)

Mepa W CPEQCTED KOHTRONA W YNPpaeneHM A AlJ-14 onucoigaeTeA B SP B00-53 (pepakuy A 3) cneg o wum
ofpazom:

AU-14 AYOWT CEAHCACBRA3N

Mepa v cpelcTED KHOHTRONA W YNPpasnedHnsa VHd opMan oHHE A CMCTEME NPEeocTa BN AET BOIMOKHOCTH

a) cOopalpemMcTRau U NPOTOKD NMP OBAHWA BCEMD KOHTEHTA, CEA3AHHOMD ¢ CEAHCOM CEA3M NONbIoBaTE-
ne;
b) yganeHHor NpPoOCMOTRAMPOCNY Il MEAHWA BCEMD KOHTEHTA, CEA3AHHOMD C YCTAHOBNEHHBIM CEAHCO M

CEA3N NONBIOBATENA, B PEHMME PEANBHOTD BREMEHM.
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LononHuTenbHO & PpYKo B CTES. MeponpuATMA @Yo MTa CEAHCA CBASW Pa3p abaTth B8 0TCA, MHTE IPUPYIOTEA 1

WMCNONb3yOTCA NOCNE KOHCY NbTaUKWKW C KDPHUCKOHCYNBTOM B COOTEE TCTEMIA C NRPKMMEH AEMbBIMI d}e,ﬂ.epﬁﬂhthMM JaKo-

HaM1, AIMUHUCTRATHMEHBIMN YHAIAMA, JUREKTHEAMA  NONMTHKAMA MKW NPEL MMCE HAARK.

P acw vp eHWA MEpbl M CRESCT B KOHTRON A W YORaENSHWA;

1) wHbopMaLMEHHEA CHETEME MHULMWPYE T 8y WThl CEAHCOB CEA3M MPUW JANYCKE CMCTEMBI.

Cebingl: HeT.

MpUopUTETHOCTE M Ga30B0E PEIMEULEHI &

HuakWid He BbIf paHo CpegHWd He Bbif paHo

Bblcokuil He ebifpaHo

B.5.2 Mepa v cpeacTBo KOHTPONA W ynipagneHdAa AU-14, onMcaHHaA € UCNONL20BaHHeM

thopmara ASC MCO/M3K 27034

Mepa W cpefcTBO KOHTRONA W yNpaeneHa All-14 moxeT BbiTe onWcaHa kak ASC B COOTBETCTEMW C

WMCOM 3K 27034, kak nokasaHo g Tabniue B3,

Tabnuwua B.3 —Mepa W CpeicTEO KOHTRONA M yNpa BNeHKA AL-14 w3 SP 800-53, onNWcaHHaA © WMCNo Nb30BaHK-

emcopmaTa ASC MCOMIK 27034

Mone Onucanve 3Hauenne
Ha eqTnipnkaupna ASC:
ASC-AL-14_|d-Label: TercT. HassaHwe ASC AyoWT ceaHca CBA3M
ASC-AL-14_|d-UID: TekcT YHWKEANBHBIA Wi eHTW Mka-  [ASC-AL-14

WOHHBLIA HomMep ASC

ASC-A-14_|d-Description: TeweT, OnvcaHke ASC o TH bITeIM

TEKCTOM

WMH& opMmalpMoHHaA CUCTEME Npego-
CTa BN AET BOIMOKHOC TR

a) chopalpeMcTRay M U NPoOTOKDN K-
POBEHWA BCETD KOHTEHTA, CEASAHHO o &

CEEHCOM CEAIM NONB30BRTENA]

l2} yaaNeHHD ro NpocMe T-
panpocnyW MBAHWA BCEMD KOHTEHTA,
CEASAHHOM © YCTAHO BN EHHBIM CEAHCD M
CEAIN NONb30BATENA, B P& HMME PEanb-
HOMS BREMEHK

JononHWTeneHoe pykoBol cTEo. Me-
PONPUATKHA ayLKTa CEaHCa CBAIW paipa-
GaTbliBal0 TCA, MHTE PR Y0 TCA K MCNo Nb-

3410 TCA MO CNE KOHCYNBTALMA © KpWcko H-
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Mone

Onue arme

3HaueHue

CYNbETOM B COOTBETCTBMM C MEWMEH AE-
MbIMA D ELEPANEHBIMN 38 KD HAMW, 35MIA-
HUCTRATHEHBIMIA YKA3AMM, THPEKTA Ban
NEAUTAKEMIA MAK MPE LAMCEHW AMM

ASC-AU-14 |d-Author nam e

TekcT, haMunia, MMA, OTYECTED

Wubu, Daming

ASC-AL-14 |d-Author company
nam &

TekeT

Kopnopauwa ACME

ASC-ALU-14_|d-Author email

TeKCT. agpec 3NeKTPoHHDA NoYThl

Widaming@ACME .com

ASC-AU-14 d-Author signature

JHaKoBan XalW - YHELWE MCXogHD A
ASC

394 73580707 34205279067248

ASC-AU-14_|d-Organization UID:

MpenmudvkaTop (D) opraHns aggun

JTCSC2Y WG4 270341 WD3 01-001

ASC-AL-14_|d-Creation date:

Hata: rog-mecAL-j eHb

2003-04-08

ASC-AU-14_|d-Pointer to parent:

ASC-AU-14_|d-Pointer to children:

MaTtepuHckaa ASC: Cnvcok ID ASC

MK Hynesan MH opMagma

DovepHaa ASC: Cnkcok ID ASC

MK Hynesan MHf opMagua

Hynesaa wHpopmagna

Hyneesaa WHGoprMaLMa

ASC-AL-14_|d-Pointers to the

busine ss context:

Cnucok BU3HEC-KOHTEKSTA MK H y-

Ne BaA WH op MaLKA

PUHaHCOBaA

ASC-AL-14_|d-Pointer to the regu-
latory context:

CNWUCoK perynATABHOMD KOHTEKCTA

unu Hynesans wH opmauma

3akoH ob ofe cneyeHW NPUEATHOCTK
#RF7EGY cTatea 4.11

ASC-AU-14_|d-Pointer to the

technological context:

CNUCOK TEXHOND MYECKOro KoHTEK-

cTa WNKM Hynesan WHg opMana

Hynesaa wHGopmagna

ASC-AU-14_App Spedfication:

Cneyud MEawm NprnoseHAA,
ofecneyneamwme TpeboeaHWA

GesonacHocTy gnA ASC

MpynoXeHWe yecTaHaBNK EeT cTabknb-
Hblll CEEHE CEAIN

ASC-AL-14 |d-ASC XML version |Bepova XML-cxemel ASC: Homep  v1.0Beta
BERCHA

Lenm ASC:

ASC-AU-14_Obj-Level-of-Trust: 1 Wnun —ugneesie ypoeHW poee- 5, 6,7 8 9

PHMA; HAa KAKOM ypo BHE 0,0 BEPWA kK-
TWEHA fgaHHan ASC. MoxeT BelTe
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MpodonweHue mabnuusl B. 3

Mone

OnucaHue

3HauyeHns

CEAYaHA C HeCKONBKHUMK Va0 BHAMI

ASC-AL-14_Obj-why.

MEMYKHB CYULE CTBOBEHKMA LaHHoRA
ASC. MpeHmudvkaum A notpebHo-
CTEW PYHOBOM CTEA | PYHD BO AMTE NA
MRYNMbL, TRYINB! paspabo Tk, ayiW-
Topa W T. 4. Llens Tawke TouHo
onpegenaeT, qyro ByleT ougHW-

B3 ThCA

ObecneYeHUE ¥BEPEHHOCTA B TOM, HTO
nene3ceaTene cobniogaeT 3akoH ob

ofecneqeH npueatHoc ERFFEGT,
cTaTed 4.11, 1 NONKMTHEY OP FAHWIALMA

o gonNyCTAMOMY MCNOND 30 B&E HAKD

ASC-AL-14_ LevelOfT rust-
TotalLe vels

J1anasoH YPoBHERN GoBERKA, MC-
MoNb3yEMBIA 0P raH 3aUMe i

0,1,2,3,4,5,6,7,8,9

ASC-AL-14_LevelO1T rust-why:

AypuT ceaHca ceA3M TpebyeT 3Haqm-
TeNbHBIX PECYRCOE W HeoBxog UM Tonbko
AN A MpUNoEHWA, 0f pabaTh e o wux

NERCOHANEH Y1 MHID OPMELYA 1o

ASC-AL-
14 _AppSpec_ComplToReg 5t
ds&BestPractices

CTaHgapTsl, © Ko TOPLIMK ©EA3aHA
paHHaa ASC (TIL, Cobit,

MCO 17799 RUP | HasgaHwe ob-
pasUa NpoekTURO BAHWA W T. 4.)

MIST SP-800-53 Rev. 3, AU-14

MeponpuaT ne No obecney eHMe GesonacHocTH ASCE

ASC-AL-14_Sechct-Label:

ASC-AU-14_Sechct-UID:

ASC-AL-14_Sechct-Description:

TekeT HazgaHWe MeponpMATAA

TekeT, ¥HUKE NEHBIN 1D meponpua-

THA ofecnedeH A Be3onNacHo cTi

MonHo & orucaHue MEpoNPUATAA.
CHo NPEACTABN AET, KTO 4TO Bhl-
NonHAe T. OpMEHTUR 0BOYHD, 3TO

OMUCAHWE NPOUSCCOE M LENCTEYIO-

Peanusauue knacca ayiMTa ceaHoa cBA-
3W M3 YTBEPMAEHH OM B EnMoTerK No
GesonacHoC T

ACT-001-JANVADZT

WMenonbso eaHue yTBEERHLE HHOM O raHN-
saupei GG nvo Tekn No GesonacHoC T
JAVA pna peannzagi BesaonacHo o

MEOUECCa ayqMTa CEaH G CBAIM B NP K-

WHx cybBeKTOE, HEOBXOAMMBIX ANA | NOXEHMA
PEANMIALMA MNKW OUEHWBEHWA Me-
phl

ASC-AL-14_Sechet-Complexty, | CnomHOSTE MeponpUATHA: Mpo- MpocToe

CTOE , CTEH LapTHOES, CNOKHOE,
ouYeHb CNOKHOE
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Mone

Onue arme

3HaueHue

ASC-AU-14_SechAd-who_Role:

ASC-AL-14 Secho-
who_Responsibility:

CyUWecTEVMOWA A PONb B OpraHu3a-

Ly

R = peanuaagua, P = yuacmie | ..

P aspab oTaunk

ASC-AL-14_Sechct-

who_CQualification:

KeanikaLwaa L NAa MeponpUATAA;
MpegcTa BNAET He obXoAMMYID KBa-
MU MESLM KD L8 ACT BV LM X CyE Bek-
TOB

CpepHWA 1MnM Bonee BbICO KA Y 0BEHb

KEanMfMEaUKn paipaboTdvka

ASC-AU-14_SecAd-When:

Lienepad Towa MEPONPUATAA B
STANGHHOA MOJ, &N HMIHE HHO T
LMk a Ge3onacHocTH NI oHE HUA
MCOM 3K 27034

3Tan pa3lpalboTiy, MEPONPMATHE paspa-
GoTHA 3NEMEHTOE

ASC-AU-14_SecAd-Artefact:

ApTedakT. Has gaHWe W onvcaHWe
apTediakTa, co3lABAEMOTD B pe-

3YNeTaTe MERCMPUATAA

O Epa WeHWe K cooTEE TCTEYID WENMY MR K-
Mepy JAVA

ASC-AL-14_SecAd-
Result_Expeded:

OHg aemble pe3yNeTaTel OnNKca-
HHE CHUTYaLMA, COSTO AHWA MNK To Y-

HOMo 3HaYEHWA apTed aKTa

AnAa kampoi TpaHsak MY knace ofasad
NockINaTh §ETANW TREH 3aKUMA B cnywEy
GesonacHon Npo TOKONMPCEaHWA opra-
HH3aLWK. B koHue 3Tomo MeponpraTMA
OMWLAITCA PE3yNbTaThl TECTHR OBSHWUA

SNEMEHTOB W OKYMEHTALY A CTRATE MW

ASC-AL-14_Sechct-cost

CToOMMOCTE MeRONPUATHA: C Tol-
MOCTE BbINONHEHWA 3TO M0 MEpROo-
MPMATKHA (YENOBEKO-HW, I EHERHbIE

CyMMBI W T. 4.0

10 4 noBeKo-gHEN

B epripMkaupoHHOe iMeperme ASC:

ASC-AU-14_VerfMeasL abel:

Bepui MKaLKWA pea NM3a LMK KoMNOHEH-

TOB @ypWTa CEaHCa CEBAIM

ASC-AU-14 VerfMeasd)ID:

Weh-001-JAVALSS
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Ororyanue mabnuys B.3

ASC-AL-14 _Verfleas-

Description:

BepuguKaLMa Tono, 4To 4 NA Kax ol
TPAH3E KLMKA KNace NoceINasT feTanq
TpaHsakMil B cnywdy BesonacHon npo-
TOKONWPOBAHWA OpraHusaumn. Beprdi -
HALMA TO Mo, 4TO PE3 yNETA Tel TECTUROBA-
HWA INEMEHTO B M fOKYMEHTALM A CTRAaTE-
MK Npe AcTAENEHBl W ABNAKTCA yenew -
Hil

ASC-AL-14 Verfleas-Com plexity

C No¥HOCTE B pUf MEaLWMOHHD Mo
Mameperua: MpocToe, cTaHpapT-

HOE, CNOWHOE, 04EHE CNOWHD &

CTaHgapTHOER

ASC-AL-14_VerfMeas-who_Role:

MNaBHLIA CNELWanWET No NpoBEpKE Ko 43

ASC-AL-14 _Verfleas-
who_Responsability

R = peanuaauma, P = ywactie, ...

R

ASC-A-14_Verfleas-
who_Cualification:

HKeanwdgMEaumKa gn a meponpuaTHa
KoHTRon A: Mpegctagn aeT He obxo-
ANV KBANWG MKALWID LERCTBYIO-

WHx cy D bEKTOE

CTapw Wi paspaboTvr Java

ASC-AL-14_VerfMeas-
when_P hase:

Llene Ban peATENLHOCTE B 3TaNoH-
HOM Mo ENK HMIHEHHO MO LWKNAE
BE3onacHOCTH M UNOHEHWIA
MCOM 3K 27034

STan paspabotey, MeponpuATUE B yHE-

UMOHANBHOMD TECTHROBaHMA

ASC-AL-14_Verfleas-Artefact:

PesyneTaT gonxeH Beime TRLIE gna

BCEX BEPM MEALMOHH bIX 1 3ME[D EHIA

ASC-AL-14_Verfeas-cost:

JaTpaThl Ha KOHTRONBHBIE MERO-
MPHUATAR TR ATEl Ha Bep KMd HKE-
LMo 3TOMD ME PONPWATH A (HenoBe-
Ko HH, [ EHERHBIE CYyMMBl W T. 4.}
Meone T onpeg enaTe NoTpebHocTs B

NEPMOLMYECKD A OLEH K

1 Yeno B Ko - EHb
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ConocTaBneHue npoLUecca MeH egMMeHTa pUC Ka
H3 MCO/M3K 27005 ¢ ASMP

MowHO paccMaTpHETe ASMP © TOUKW 3peHWA MEHEL ¥VEHTA PUCKA, CNe YA, TakkM obpasom, Npougcoy,

nogoBHoMY NpoUEcey MEHE] BMEHTS pUCKa, onpegensHHomMmy B MCOM 3K 27005,

-

STHPO

ks

O -TyHH KAl HA PHCEA

| QueHra pricka

HoeHThenral 1A pHoEa

AHannz pHcka

PEA pHOES
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P ucyHok C .1 — ConocTaeneHWe NpoUgcca MeHe IHMEH Ta prcka e MCOM 3K 27005 c npousccom ASMP
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BINoMHAK TCA CNEgyIUME 3NEMEHTEl NpoUgcca. CHAYANA VCTAHABNWEAETCA KOHTEKST NPUNOXEHWA. 3 a-
TEM NPOBOLWMTCA OLUEHKA PUCKA HA YROBHE NpUnoxeHi. Ecnm aTo NpegocTagnae T § 0CTATOYHD WHE OpMaLIAA 4N A
3phERTMEHOM oNPEgeNeEHWA MER W CREACTE KOHTROMNA W yTIRE BNEHWA, KOTopble HEoGXoMMbl §NA YMEHbE W EHWMA
PUCKOE W3-38 WCNONE30 BAHMA OpraHu3aguel faHHor NpUNoKeHA Lo CTENEHKA, LonyeTAMON (MK NpUEemnemon)
ANA ENEE NbUA MPUNoKEHUA, To JALEYa JGBEEpWeHa, W cnegyeT obpaboTia pucka. Ecnu WHbOpMaELWMK HegocTa-
TowHo, ByaeT NPOBOAMTECA LPYIAA MTEPALMA OUEHKW PUCKA © NEPECMOTPEHHBIMKA KPUTERW AN RMCKA W CPELON
MPUNOKEHMA (HAMpUMeR, BUIHEC-KOHTEKCT, PEYN ATMEHLIN M TEXHONOMMYECKMA KOHTEKCThI, CNelnd MEaLKM NpMno-
WEHWA, KPWTERWK OLEHMBEHM A PWUCKE, KRPWTERWUW NMPMHATHA PUCKS , KPUTERWK BOILENCTBMA M T. J.), BOIMORHO , A NA
0 MPAHWYEHH bIX YACTER B MPE LENaX NPUNOKEHWA.

JpekTMEHOCTE obpaboT pUCKa 3ABWMCHMT OT Pe3ynNbTaToE OUSHEWM pucka. Ecni pucK W BblBE[ eHHbIE
TpebosaHWA Be3onacHoCTA 4 NA NPUNOKEHHMA NNOX0 WAEBHTMGMUMPOBaHE!, TO 8 EKBATHAR JAWMTA NPUNOKEHWA HE
GypetT ocbecneqveaThCcA, NMockonbky TpeboeaHWwA GesonacHocTM HeobxXogWimbl GNA WIEHTWPKWEKALWAW LENsBom
YPOBHA fO0BEPUA NPMNoxeHA (cw. 8.2 3). BoamoxHo, uTo obpaboTia prcka He ByneT cpasy ¥e NpUueog e K 1 o-
NYETAMO MY (M NPAEMTEMOMY) DCTaTOYHOMY prcky. B 3Tom cnydas NpoBog UTCA LPYraa MTER EWAMA OUEHHW pUCKa
c Bonee TouWHbIMK NaARPAMETRARMA KOHTEKCTa (HanpumMmep, cneyng MEaLKrK NpunoxeHa, TpeboeaHna BesonacHoCcTH,
YPOBEHL [ 0BEPUA, HEOBMD QMMBIE MEPBl WM CPELCTEA KOHTRONA W yIpaBNeHWA BelonacHocTel NP NoHEHMA 1
T.4.). MNpu HeoBXom Mo cTW Moke T NoTpeboea TeC A NPOBEELEHWE hoRMANBHON BHYTREHHEN UMM BHEW HER BANWY a-
LMK,

CormacHo MCOM 3K 27005, MUHATHE pPUCKA NPOWMCXOLWMT B KOHUE NpoUBcCa MeHeIWMEHTa pucka. [Mo-
croneky GesonacHocTe NPUNGKEHK A HE MOXMET BblTh OCYIWECTBNEHE B KOHLE STana Peanv3auny NprnoxeHua, To
MEWHATHE PWCKA MPUNOWEHWA LONWHO OCYWLECTBNATHCA BNAASNBUEM NMPANOKEHWA B BoNee PaHHWA MOMEHT
ASMP . 3T0 Jon¥HO NPOMCXOIMTE B KOHUE NPOUBCCA OUEHKW PUCKa, KOrLa enagenel NpunoweHWA Mg eHTg ML K-

pYET LENeBol YPoBEHb §OBEPUA [ NA KOHKPE THO MO MRMI0 HEHW 8.

B TedeHWEe BCEMD NPOUECCAE MEHE[HMEHTA prcka BE30NacHo CTH NPMNOKEHMA BaKHD, YTO PUCKK W MHG O p-
MauWA of YpoBHE LOBERWA M BIAVMOCEAIAHHBIX ASC L oBof ATCA 00 CEELEHWA CODTEETCTBYOWMY mynn. Bnage-
New NPUNoKEHWA §oNkeH Takwe ofecnednEaTs YEEREHHOCTE B NPOEELEHAN MOHW TORWHE M PACCMOTREHME PUCKE

B TENSEHWME BCEMD MMIHEHHD N UMKNE NN oHEHWA.

D ceep oMNEHHOCTE PYKOBOACTES M NERPCOHANEA O PUCKAX, XAPAKTERE WMEID WWXCA MED W CPElcTE KOHTRONA
W YNPaBNEHHA §NA yWMEHbW EHWA PUCKDE M NRoBNeMHBIx ob NnacTel opraHM3 AWl No 3sonAeT HanGonee S g ekt B-
HelM cnocofom BopoTecA © MHUMGEHTAMM M HEOHMI AHHBIMK coBblTAMK. Kak onpegeneHo B MCOM 3K 27005,
CNegyeT [ ORYMEHTANBHD O OPMIATE NogpobHble pEIYNLTA Tl KAKL 0N LEATENBHOCTH MPOLECCA MEHE JHMEHTA

PHCKE 1 PEIYNbTaThl NPWHATHMA PE W EHWA OTHOCUTENBHD PUCKa MO 0 BYh TOMYES M.
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MpunoxeHne JA

{cnpaBo4HoOe)

CEefeHWA 0 COOTEBETCTEWM CChLIMOYHLIX MEXAYHapoaHLIX cTaHQapTOE

HauMOHaNbHLIM cTaHAApTaM Poccuiickoil degepaumn

Tabnuya QA1

D60 3HAYEHWE CChINOYHD MO CTeneHb DBo3HaYEH e 1M HAMMEHD BAHWE
MER, YHAP OHO Mo CTAHLARTE | COOTBETCTEBM A COOTBETETEYHO WE M HALMOHANBHO MO CTaHRapTa

WMCOM 3K 27000:2009 DT [OCT P MCOM 3K 270002012 zWHp opMaLMoHHaA TexHO-
nona. M eTop bl M cpegeTea obecnedve A Be sonacHocT. CucTe-
Mkl MEHE] HMEHTA WHEh opMaUMoHHoR GesonacHocT. OBwMi of -
0P W TERMAHONGTMAS

WMCOM 3K 270012005 DT [OCT P ACOM 3K 27001 -2006 zAHg opMaLMoHHaA TEXHO-
nona. MeTop bl M cpegcTea obecnedeHma BesonacHoc. Cuete-
Mbl MEHE] HMEHTA WHEh opMaUMoHHol BeaonacHoci. TpeGosa-
HWAz

MO M 3K 27002:2005 DT [OCT P MCOM 3K 27002-2012 zWH] opMayLMoHHaR TEXHD-

nonma. MeTopbl M cpepcTea obecnedeHA GesonacHoomd . C Bog,

HORM W NPEEMA MEHELKME HTA MH g OpMALMOHHOI B esonacHoc Mz

MCOM 3K 27005:2011

L]

* CooTEE TCTEYHULMIA HALMOHANBHBLIA CTAH 1ApT OTCyTCTEYET. [0 &ro yTEEPHEHMA PEKO MEH 1VE TCA W oMo b3o-

BATH NEPEBOJ HA PYCCKMA A3LIK {AHHO O MEN] yHAPpogHoM cTaHLapTa. Nepepod JaHHD 1o MENY, YHa PO JHD Mo CTaH -

L8R Ta HaxogWTeA B @ eg epansHo M MHK OpMaLMO HHOM  OHL & TEXHWHECHW X PEIMaMEHTRE M CTAHAAPTOE.

MpumedaH e —B HacToAw el Tabnuue MCNoNB30BaHO CNEL WO Wee yenoeHoe oBo3HaYeHWME CTEMEHW CODT-

BETCTEWA CTaHAapR TO B

—IDT — WA EHTWYHBIE CTaHAapTol.
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[eHE panbHbLIA LUpeKTOp
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