rocrt
Craryc
UpeHTudpukatop HassaHue
TeKywen | HosoW UaeHtTndpukatop HasBaHue
peaakuuu | pegakummn
ISO/IEC TR 5895:2022 Cybersecurity — Multi-party coordinated vulnerability disclosure and handling TR

ISO/IEC 13335-1:2004

Information technology — Security techniques — Management of information and communications
technology security — Part 1: Concepts and models for information and communications technology
securitv management

ISO/IEC TR 13335-2:1997

Information technology — Guidelines for the management of IT Security — Part 2: Managing and planning IT
Security

ISO/IEC TR 13335-3:1998

Information technology — Guidelines for the management of IT Security — Part 3: Techniques for the
management of information technology security

ISO/IEC TR 13335-4:2000

Information technology — Guidelines for the management of IT Security — Part 4: Selection of safeguards

ISO/IEC TR 13335-5:2001

Information technology — Guidelines for the management of IT Security — Part 5: Management guidance
on network security

ISO/IEC 15408-1:1999

Information technology — Security techniques — Evaluation criteria for IT security — Part 1: Introduction
and general model

ISO/IEC 15408-1:2005

Information technology — Security techniques — Evaluation criteria for IT security — Part 1: Introduction
and general model

ISO/IEC 15408-1:2009

Information technology — Security techniques — Evaluation criteria for IT security — Part 1: Introduction
and general model

rOCT P NCO/M3K 13335-1-2006

NHbopmaumnoHHas TexHonorna. MeTtoabl u cpeacTea obecneveHuns 6esonacHocTu. Yactb 1: KoHuenuya n
MOZENN MeHeaKMeHTa 6€30MacHOCTU MHPOPMALMOHHbIX M TEIEKOMMYHUKALMOHHbIX TEXHOIOTUIA

FOCT P NCO/M3K TO 13335-3-

2007

MHbopmaumnoHHan TexHonorna. MeTogbl u cpefcTBa obecneyeHuns 6esonacHocTu. Yactb 3: MeTogbl
MeHeaKMeHTa 6e30MacHOCTU MHDOPMALIMOHHbIX TEXHONOT U

FOCT P NCO/M3K TO 13335-4-

2007

NHbopmaunoHHas TexHonorna. MeTtoabl 1 cpefcTsa obecneveHuns b6esonacHocTn. Yactb 4: Boibop
3aLUMTHBIX MEp

FOCT P NCO/M3K 13335-5-2006

MHbopmaumnoHHan TexHonorua. MeTogbl 1 cpefcTBa obecneyeHuns 6esonacHocTu. Yactb 5. PykoBoAacTBO no
MeHeKMEHTY 6e30NacHOCTU CeTU

rOCT P NCO/M3K 15408-1-2012

NHpopmaLumoHHan TexHonorns. MeToabl U cpeacTBa obecneyeHns 6€30NacHOCTU. KPUTEPUMN OLLEHKM
6e3onacHOCTU MHPOPMALIMOHHbIX TexHonornii. Yactb 1: BeegeHue n obuiaa moaenb

ISO/IEC 15408-1:2022 Information security, cybersecurity and privacy protection — Evaluation criteria for IT security — Part 1: IS
Introduction and general model
ISO/IEC 15408-2:1999 Information technology — Security techniques — Evaluation criteria for IT security — Part 2: Security
functional components
ISO/IEC 15408-2:2005 Information technology — Security techniques — Evaluation criteria for IT security — Part 2: Security
functional components
ISO/IEC 15408-2:2008 Information technology — Security techniques — Evaluation criteria for IT security — Part 2: Security FOCT P UCO/M3K 15408-2-2013 [MHbopmaumoHHas TexHonorua. MeTtogbl U cpeactBa obecnedeHns 6€30MacHOCTU. KPUTEPUU OLLEHKM
functional components 6€e30nacHOCTM MHPOPMALMOHHBIX TEXHONOTUI. YacTb 2: PyHKUMOHANbHbIE KOMMNOHEHTLI 6e3onacHocTH
ISO/IEC 15408-2:2022 Information security, cybersecurity and privacy protection — Evaluation criteria for IT security — Part 2: IS
Security functional components
ISO/IEC 15408-3:1999 Information technology — Security techniques — Evaluation criteria for IT security — Part 3: Security
assurance requirements
ISO/IEC 15408-3:2005 Information technology — Security techniques — Evaluation criteria for IT security — Part 3: Security
assurance components
ISO/IEC 15408-3:2008 Information technology — Security techniques — Evaluation criteria for ilT security — Part 3: Security FOCT P MCO/M3K 15408-3-2013 |UHpopmaLmoHHasA TexHonorma. Metoabl 1 cpeactsa obecrneyeHns 6€30MacHOCTU. KPUTEPUN OLLEHKMU
assurance components 6e3onacHOCTN MHPOPMALIMOHHbIX TexHoNOrMI. YacTb 3: KomnoHeHTbl AoBepuA K 6e3onacHocTH
ISO/IEC 15408-3:2022 Information security, cybersecurity and privacy protection — Evaluation criteria for IT security — Part 3: IS
Security assurance components
ISO/IEC 15408-4:2022 Information security, cybersecurity and privacy protection — Evaluation criteria for IT security — Part 4: IS
Framework for the specification of evaluation methods and activities
ISO/IEC 15408-5:2022 Information security, cybersecurity and privacy protection — Evaluation criteria for IT security — Part 5: Pre- IS
defined packages of security requirements

ISO/IEC 18044:2004

Information technology — Security techniques — Information security incident management

ISO/IEC 18045:2005

Information technology — Security techniques — Methodology for IT security evaluation

ISO/IEC 18045:2008

Information technology — Security techniques — Methodology for IT security evaluation

FOCT P UICO/M3K TO 18044-
2007

NHpopmaLumoHHan TexHonorns. Metoabl U cpeacTBa obecneyeHuns 6esonacHoCcTU. MeHeaKMeHT
MHUNAEHTOB MHGOPMALMOHHOM 6e30macHoCTH

FOCT P NCO/M3K 18045-2013

NHbopmaumnoHHan TexHonorna. MeTogbl 1 cpeacTBa obecneveHuns 6e3onacHOCTU. MeTo4010r1A OLEHKN
6e30nacHOCTU MHPOPMALIMOHHbIX TEXHONOTU I

ISO/IEC 18045:2022 Information security, cybersecurity and privacy protection — Evaluation criteria for IT security —
Methodology for IT security evaluation
ISO/IEC 19896-1:2018 IT security techniques — Competence requirements for information security testers and evaluators — Part IS DIS FOCT ISO/IEC 19896-1-2021 NHpopmaLmoHHble TexHoNorMK. MeToabl U cpeacTBa obecneyeHus 6esonacHocTu. TpeboBaHMA K
1: Introduction, concepts and general requirements KOMMETEHLMM CNELMAINCTOB NO TECTUPOBAHMIO U OLLEHKe 6e30nacHOCTY MHGOPMALMOHHbIX TEXHOAO0MUI
Yacrtb 1: BBeeHWe, OCHOBHbIE NOHATUA U 0bLiMe TpeboBaHUA
ISO/IEC 19896-2:2018 IT security techniques — Competence requirements for information security testers and evaluators — Part IS DIS
2: Knowledge, skills and effectiveness requirements for ISO/IEC 19790 testers
ISO/IEC 19896-3:2018 IT security techniques — Competence requirements for information security testers and evaluators — Part IS DIS
3: knowledge, skills and effectiveness requirements for ISO/IEC 15408 evaluators
ISO/IEC TR 22216:2022 Information security, cybersecurity and privacy protection — New concepts and changes in ISO/IEC TR
15408:2022 and ISO/IEC 18045:2022

ISO/IEC 27000:2009

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

ISO/IEC 27000:2012

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

ISO/IEC 27000:2014

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

rOCT P NCO/M3K 27000-2012

NHdopmaumoHHaa TexHonorua. Metoapbl u cpeacTsa obecneveHna 6e3onacHocT. CUCTEMbI MeHeAXMeHTa
MHbopMaLMoHHOM be3onacHocTn. O6uinii 0630p M TEPMUHONOTUS

[aTa
obHOBeHUSA

15.11.2024



ISO/IEC 27000:2016

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

ISO/IEC 27000:2018

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

ISO/IEC 27001:2005

Information technology — Security techniques — Information security management systems —
Requirements

ISO/IEC 27001:2013

Information technology — Security techniques — Information security management systems —
Requirements

ISO/IEC 27001:2022

Information security, cybersecurity and privacy protection — Information security management systems —
Requirements

ISO/IEC 27002:2005

Information technology — Security techniques — Code of practice for information security management

ISO/IEC 27002:2013

Information technology — Security techniques — Code of practice for information security management

ISO/IEC 27002:2022

Information security, cybersecurity and privacy protection — Information security controls

ISO/IEC 27003:2010

Information technology — Security techniques — Information security management system implementation
guidance

ISO/IEC 27003:2017

Information technology — Security techniques — Information security management system implementation
guidance

ISO/IEC 27004:2009

Information technology — Security techniques — Information security management — Measurement

ISO/IEC 27004:2016

Information technology — Security techniques — Information security management — Measurement

ISO/IEC 27005:2008

Information technology — Security techniques — Information security risk management

ISO/IEC 27005:2011

Information technology — Security techniques — Information security risk management

ISO/IEC 27005:2018

Information technology — Security techniques — Information security risk management

ISO/IEC 27005:2022

Information security, cybersecurity and privacy protection — Guidance on managing information security
risks

ISO/IEC 27006:2007

Information technology — Security techniques — Requirements for bodies providing audit and certification
of information security management systems

ISO/IEC 27006:2011

Information technology — Security techniques — Requirements for bodies providing audit and certification
of information security management systems

ISO/IEC 27006:2015

Information technology — Security techniques — Requirements for bodies providing audit and certification
of information security management systems

FOCT P NCO/M3K 27000-2021

NHpopmaLmoHHble TexHoNorMK. MeToabl U cpeacTBa obecneyeHns 6esonacHoCcTU. CUCTEMbI MEHEAXKMEHTA
MHbopMaLMoHHOM 6e3onacHocTn. O6uinii 0630p M TEPMUHONOTUS

rOCT P NCO/M3K 27001-2006

NHdopmaumoHHaa TexHonormua. Metoapbl 1 cpeacTsa obecneveHna 6e3onacHocT. CUCTEMbI MEHeAKMEHTa
MHbopMaLMoHHOM be3onacHocTu. TpeboBaHUs

rOCT P NCO/M3K 27001-2021

MHbopmaumoHHas TexHonorus. Metoabl 1 cpeacTBa obecnedeHus 6e3onacHocTU. CUCTEMbI MEHEAMKMEHTA
nHbopmaumoHHo 6esonacHocTu. TpebosaHus

FOCT P NCO/M3K 27002-2012

NHbopMaLMOHHble TexHoorMK. CBOA HOPM M NPaBUA MEHEAKMEHTA MHOOPMALMOHHOM 6e3onacHoCTH

FOCT P NCO/M3K 27002-2021

NHpopmaLMoHHble TexHoorMK. MeToabl U cpeacTea obecneyeHuns 6esonacHocT. CBoA HOPM M NPaBuUA
NpUMeHeHns mep obecneyeHnss MHGOPMaLLMOHHOM 6e3onacHocTH

rOCT P NCO/M3K 27003-2012

NHdopmMaunoHHble TexHonornn. Metoapl obecrnedeHuns 6esonacHocTn. PyKoBOACTBO MO BHEAPEHUIO
CMCTeMbl MEeHEeIKMeHTa MHGOPMaLMOHHOM 6e30nacHoCTH

FOCT P NCO/M3K 27003-2021

MHbOopmaumoHHble TexHonormn. MeTogpbl obecnedeHns 6esonacHocTi. PyKoOBOACTBO MO peanunsaLmm

FOCT P NCO/M3K 27004-2011

NHdopmaunoHHana TexHonorua. Metoabl U cpeacTsa obecneveHna 6e3onacHocTU. MeHeaKMeHT
nHdopmaumoHHoM besonacHocTu. 3mepeHus

FOCT P NCO/M3K 27004-2021

MHCbOpMaLI,MOHHbIE TexHonorun. Metoapl 1 cpeactea obecnevyeHnn 6e3onacHoOCTU. MeHeaxxmeHT
VIHd)OpMaLI,VIOHHOﬁ 6e30MacHoOCTH. MOHMTOpMHI’, OuU€eHKa 3aWMnLLEeHHOCTHU, aHaNn3 U oueHmnBaHune

rOCT P NCO/M3K 27005-2010

NHdopmaumoHHan TexHonorna. MeTtoabl u cpeacrsa obecnedeHuns 6e3onacHOCTU. MeHeaXMeHT p1cKa
MHbopMaLMoHHOM be3onacHocTH

FOCT P NCO/M3K 27006-2008

NHbopmaLMoHHble TexHoOTMK. MeToabl U cpeacTsa obecneyeHns 6esonacHocT. TpeboBaHUA K opraHam,
OCYLLECTBAAIOWMNM ayAUT U cepTUdUKaALMIO CUCTEM MeHeAKMeHTa MHGOPMaLMOHHO 6e3onacHocTH

rOCT P NCO/M3K 27006-2020

NHpopmaLmoHHble TexHoorMK. MeToabl U cpeacTBa obecneyeHns 6esonacHocTU. TpeboBaHMA K OpraHam,
OCYLLECTBAAOLMM ayanUT U CEPTUPUKALMIO CUCTEM MEHEOMKMEHTA MHPOPMALMOHHOM 6e3onacHoOCTU

ISO/IEC 27006-1:2024

Information technology, cybersecurity and privacy protection — Requirements for bodies providing audit
and certification of information security management systems — Part 1: General

ISO/IEC TS 27006-2:2021

Requirements for bodies providing audit and certification of information security management systems —
Part 2: Privacy information management systems

ISO/IEC 27007:2011

Information technology — Security techniques — Guidelines for information security management systems
auditing

ISO/IEC 27007:2017

Information technology — Security techniques — Guidelines for information security management systems
auditing

ISO/IEC 27007:2020

Information security, cybersecurity and privacy protection — Guidelines for information security
management systems auditing

ISO/IEC TR 27008:2011

Information technology — Security techniques — Guidelines for auditors on information security controls

ISO/IEC TS 27008:2019

Information technology — Security techniques — Guidelines for the assessment of information security
controls

ISO/IEC 27009:2016

Information technology — Security techniques —Sector-specific application of ISO/IEC 27001 —
Requirements

ISO/IEC 27009:2020

Information security, cybersecurity and privacy protection —Sector-specific application of ISO/IEC 27001 -
Requirements

ISO/IEC 27010:2012

Information technology — Security techniques — Information security management for inter-sector and
inter-organisational communications

ISO/IEC 27010:2015

Information technology — Security techniques — Information security management for inter-sector and
inter-organisational communications

ISO/IEC 27011:2008

Information technology — Security techniques — Information security management guidelines for
telecommunications organisations based on ISO/IEC 27002

ISO/IEC 27011:2016

Information technology — Security techniques — Code of practice for information security controls based
on ISO/IEC 27002 for telecommunications organizations

ISO/IEC 27011:2024

Information security, cybersecurity and privacy protection — Information security controls based on ISO/IEC
27002 for telecommunications organisations

IS

ISO/IEC 27013:2012

Information technology — Security techniques — Guidance on the integrated implementation of ISO/IEC
27001 and ISO/IEC 20000-1

FOCT P NCO/M3K 27007-2014

MHC')OpMaLI,MOHHbIe TexHonorun. Metoapl u cpeactea obecneyeHnn 6e3onacHoOCTU. PyKOBOACTBa no ayauty
CUCTEM MEHEKMEHTa MHPOPMaLMOHHONM 6e3onacHocTu

[OCT P 56045-2014/I1SO/IEC TR
27008:2011

NHbopmaLMoHHan TexHonorma. MeToapl 1 cpeactea obecneyeHns 6esonacHocTU. PekomeHgaunv ans
ayZMTOPOB B OTHOLLUEHWUM MEP U CPeACTB KOHTPOIA U YyNpaBaeHUs MHPOPMaLMOHHOW 6e30nacHOCTbo

FOCT P 56045-2021/ISO/IEC TS
27008:2019

NHpopmaLmoHHble TexHoorMK. MeToabl U cpeacTBa obecneyeHns 6esonacHocTU. PekomeHaauumn no
oLeHKe Mmep obecneyeHns MHGopmaLMOHHOM Be3onacHOCTHU

FOCT P UICO/M3K 27010-2020

NHbOopmaumoHHble TexHoNorMn. MeToabl 1 cpeacTBa obecneyeHns 6e3onacHOCTU. MeHeaXMEeHT
MHbOpPMaLMOHHOM 6e30MacHOCTU Npu obmeHe MHOopMaLMen MmexKay OTPacAaAMM U OPraHM3aLUaMK

FOCT P NCO/M3K 27011-2012

NHpopMaLMOoHHbIe TeEXHONOrMK. MeToabl 3alLmTbl. PyKOBOACTBA NO MEHEAXMEHTY MHGOPMALMOHHON
6€e30NacHOCTM A/1A TeIEKOMMYHWUKaLMOHHbIX OpraHu3aumii Ha ocHose MCO/M3K 27002

FOCT P UICO/M3K 27013-2014

MHdopmaumoHHas TexHonorus. MeToabl 1 cpeacTtsa obecnedenms 6esonacHocTi. PyKoBoACTBO No
COBMECTHOMY MCMO/1b30BaHMIO cTaHaapTos MCO/M3K 27001 n MCO/M3K 20000-1

30.11.2021



ISO/IEC 27013:2015

Information technology — Security techniques — Guidance on the integrated implementation of ISO/IEC
27001 and ISO/IEC 20000-1

ISO/IEC 27013:2021

Information security, cybersecurity and privacy protection — Guidance on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1

ISO/IEC 27014:2013

Information technology — Security techniques — Governance of information security

ISO/IEC 27014:2020

Information security, cybersecurity and privacy protection — Governance of information security

ISO/IEC TR 27015:2012

Information technology — Security techniques - Information security management guidelines for financial
services

FOCT ISO/IEC 27014-2021

MHbopmaumoHHble TexHonormu. UHdbopmaumoHHan 6e3onacHoCTb, KubepbesonacHocTb M 3alwmTa
KOHOUAEHUMANBHOCTU. PYKOBOACTBO A€ATE/IbHOCTHIO MO 0becnedyeHnto MHGopMaLLMoHHOM 6e3omacHoCTH

ISO/IEC TR 27016:2014 Information technology — Security techniques — Information security management — Organisational IS FOCT P 59503-2021/ISO/IECTR [WUHPOpmaLMOHHbIe TexHoMOrMK. MeToapl 1 cpeacTBa obecneveHmsa 6e3onacHoCTU. MeHeaKMeHT
economics 27016:2014 MHOOPMALIMOHHOM 6€30MacHOCTU. IKOHOMUKA MHDOPMALLMOHHOW 6€30MacHOCTU OpraHM3aLmum
ISO/IEC 27017:2015 Information technology — Security techniques — Code of practice for information security controls based IS FOCT P MICO/M3K 27017-2021  |MHPopMaLMOHHbIe TexHoNOorMM. MeToabl 1 cpeacTsa obecneyeHms 6esonacHocTy. MpaBuia NPUMeEHeHUn

on ISO/IEC 27002 for cloud services

mep obecneyeHuns MHPOPMaLMOHHOM 6e3onacHOCTU Ha ocHoBe MCO/M3K 27002 npu MCMo/ib30BaHUM
061a4HbIX CAVIKO

ISO/IEC CD 27017.2 Information security, cybersecurity and privacy protection — Information security controls based on ISO/IEC Ccb
27002 for cloud services
ISO/IEC 27018:2014 Information technology — Security techniques — Code of practice for protection of personally identifiable
information (PII) in public clouds acting as Pl processors -
ISO/IEC 27018:2019 Information technology — Security techniques — Code of practice for protection of personally identifiable IS FOCT P MICO/M3K 27018-2020 |[UHPopmaLMoHHbIE TexHOMOrMK. MeToabl U cpeacTBa obecneyeHuns 6esonacHocT. CBoA NpPaBMA MO 3awmTe
information (PII) in public clouds acting as Pll processors NepcoHaNbHbIX AaHHbIX (MAH) B ny6ANYHbIX 061aKaX, UCNOAb3YEMbIX 418 X 06paboTku
ISO/IEC TR 27019:2013 Information technology — Security techniques — Information security management guidelines based on
ISO/IEC 27002 for process control systems specific to the energy utility industry .
ISO/IEC 27019:2017 Information technology — Security techniques — Information security controls for the energy utility FOCT P MICO/M3K 27019-2021 [UHPopmaLMOHHbIE TexHoMOrMK. MeToabl 1 cpeacTBa obecneyeHuns 6esonacHocTn. Mepbl obecneyeHus
industry MHOOPMaLMOHHOM 6€30MacHOCTU B SHEPreTuKe (HeaToOMHOM)
ISO/IEC 27019:2024 Information security, cybersecurity and privacy protection — Information security controls for the energy IS
utility industry
ISO/IEC 27021:2017 Information technology — Security techniques — Competence requirements for information security IS FOCT P MICO/M3K 27021-2021 NHbopmaLmoHHble TexHoorMKn. MeToapl U cpeacTBa obecneyeHma 6esonacHocTu. TpeboBaHUA K
management systems professionals KOMMNETEHTHOCTU CNELMANNCTOB MO CUCTEMAM MEHEAXMEHTa MHDOPMaLMOoHHOM 6e3onacHocTu
ISO/IEC TS 27022:2021 Information technology — Security techniques — Guidance on information security management system IS
processes
ISO/IEC TR 27023:2015 | Security techniques — Mapping the revised editions of ISO/IEC 27001 and ISO/IEC 27002 [ won |
ISO/IEC AWI TR 27024 ISO/IEC 27001 family of standards references list — Use of ISO/IEC 27001 family of standards in AWI
governmental / regulatory requirements
ISO/IEC DIS 27028 Information security, cyber security and privacy protection — Guidance on ISO/IEC 27002 attributes DIS
ISO/IEC CD 27029 additional document for ISO/IEC 27002 and ISO and IEC standards CcD

ISO/IEC 27031:2011 Information technology — Security techniques — Guidelines for information and communication technology IS FOCT P ICO/M3K 27031-2012  |UHdpopmaumoHHasa TexHonorua. Metoabl 1 cpeactsa obecneyerHms 6esonacHocTM. PyKoBOACTBO Mo
readiness for business continuity rOTOBHOCTN MHPOPMALMOHHO-KOMMYHUKALLMOHHbIX TEXHOIOTUI K 0becneyeHunto HenpepbiBHOCTU b13Heca
ISO/IEC 27031:2024 Information technology — Cybersecurity — Information and communication technology readiness for IS

business continuity

ISO/IEC 27032:2012

Information technology — Security techniques — Guidelines for cybersecurity

ISO/IEC 27032:2023

Cybersecurity — Guidelines for Internet security

ISO/IEC 27033-1:2009

Information technology — Security techniques — Network security — Part 1: Overview and concepts

rOCT P NCO/M3K 27033-1-2011

NHbopmaLmoHHas TexHonorua. Metoabl U cpeacTsa obecnevyeHns 6esonacHocTu. besonacHocTb ceTen.
Yactb 1. 0630p 1 KOHUEeNUMu

ISO/IEC 27033-1:2015 Information technology — Security techniques — Network security — Part 1: Overview and concepts IS
ISO/IEC 27033-2:2012 Information technology — Security techniques — Network security — Part 2: Guidelines for the design and IS FOCT P UICO/M3K 27033-2-2021 [MHbopmaumoHHble TexHonoruu. MeTtogpl 1 cpeacrea obecrniedeHms 6e3onacHocT. be3onacHocTb ceTei.
implementation of network security YacTtb 2: PeKomeHAauUKn No NPOEKTUPOBAHMIO U peannsauum 6e3onacHocTu ceten
ISO/IEC 27033-3:2010 Information technology — Security techniques — Network security — Part 3: Reference networking IS FOCT P MCO/M3K 27033-3-2014 |UHPopmaLMoHHasA TexHonorms. MeTtoabl 1 cpeacTea obecneyeHms 6e3onacHocTM. 5e30MacHOCTb ceTei.
scenarios — Threats, design techniques and control issues YacTb 3. 3TaNIoHHblE ceTeBble CLEHapUK. YIpo3bl, METOAbl NPOEKTUPOBAHUA U BONPOCHI YNpaBAeHUA
ISO/IEC 27033-4:2014 Information technology — Security techniques — Network security — Part 4: Securing communications IS FOCT P UICO/M3K 27033-4-2021 [MHbopmaumoHHbIe TexHonoruu. MeTtogpl 1 cpeactea obecrniedeHms 6e3onacHocT. be3onacHocTb ceTei.
between networks using security gateways YacTb 4: ObecneyeHne 6€30MacHOCTM MEXKCETEBOrO B3aMMOAENCTBUA C UCMO/Ib30BAHWNEM LUIO30B
6e3onacHocTu
ISO/IEC 27033-5:2013 Information technology — Security techniques — Network security — Part 5: Securing communications IS FOCT P MCO/M3K 27033-5-2021 |HPopMaLMOHHbIe TexHoNOrMM. MeToabl U cpeacTBa obecneyeHms 6e3onacHocTM. 5e30MacHOCTb ceTei.
across networks using Virtual Private Networks (VPNs) YacTb 5: ObecneyeHne 6€30MacHOCTN MEXKCETEBOrO B3aMMOLENCTBUA C MOMOLLbIO BUPTYabHbIX YaCTHbIX
ceteii (BYC)
ISO/IEC 27033-6:2016 Information technology — Security techniques — Network security — Part 6: Securing wireless IP network IS
access
ISO/IEC 27033-7:2023 Information technology — Network security — Part 7: Guidelines for network virtualization security IS
ISO/IEC 27034-1:2011 Information technology — Security techniques — Application security — Part 1: Overview and concepts IS FOCT P MICO/M3K 27034-1-2014 |UHPopmaLmoHHasA TexHonorms. MeTtoabl 1 cpeactea obecneyeHms 6esonacHocTv. be3onacHoOCTb
npunoskeHnn. Yactb 1. 0630p 1 06LWMEe NOHATUA
ISO/IEC 27034-2:2015 Information technology — Security techniques — Application security — Part 2: Organization normative IS FOCT P MCO/M3K 27034-2-2021 |UHpopmaumoHHasa TexHonorma. Metoabl 1 cpeactea obecneyerHmsa 6esonacHocTy. besonacHoCTb
framework NpuaoKeHui. Yactb 2: HopmaTtnBHaAa CTPYKTYpPa opraHvsaumm
ISO/IEC 27034-3:2018 Information technology — Security techniques — Application security — Part 3: Application security IS
management process




ISO/IEC 27034-5:2017 Information technology — Security techniques — Application security — Part 5: Protocols and application IS FOCT P ICO/M3K 27034-5-2020 |MHpopmMaLMOHHbIe TexHonormm. MeTtoabl 1 cpeacTsa obecneyernms 6esonacHocTv. besonacHoOCTb
security controls data structure NpUNoKeHnn. Yactb 5. CTPYKTYpbl AaHHbIX MPOTOKON0B U Mep obecneyeHns 6€30MacHOCTM NPUIOKEHUM
ISO/IEC 27034-5-1:2018 | Information technology — Security techniques — Application security — Part 5-1: Protocols and application IS
security controls data structure, XML schemas
ISO/IEC 27034-6:2016 Information technology — Security techniques — Application security — Part 6: Case studies IS FOCT P MICO/M3K 27034-6-2021 |UHPopmaLMOoHHbIE TexHoMOrMK. MeToabl U cpeacTBa obecneyeHuns 6esonacHocT. besonacHocTb
NPUNONKEHWUW. HacTb 6: MpaKkTMYecKMe Npumepbl
ISO/IEC 27034-7:2018 Information technology — Security techniques — Application security — Part 7: Assurance prediction IS FOCT P MCO/M3K 27034-7-2020 |MHPOpMaLMOHHbIE TEXHONOTMM. Be30MacHOCTb NPUAOXKEHNI. YacTb 7. OCHOBbI NPOrHO3MPOBaHMA A0BepUA
framework
ISO/IEC 27035:2011 Information technology — Security techniques — Information security incident management
ISO/IEC 27035-1:2016 Information technology — Security techniques — Information security incident management — Part 1:
Principles of incident management
ISO/IEC 27035-1:2023 Information technology — Information security incident management — Part 1: Principles and process IS
ISO/IEC 27035-2:2016 Information technology — Security techniques — Information security incident management — Part 2:
Guidelines to plan and prepare for incident response
ISO/IEC 27035-2:2023 Information technology — Information security incident management — Part 2: Guidelines to plan and IS
prepare for incident response
ISO/IEC 27035-3:2020 Information technology — Information security incident management — Part 3: Guidelines for ICT incident IS
response operations
ISO/IEC 27035-4:2024 Information technology — Information security incident management — Part 4: Coordination IS
ISO/IEC 27036-1:2014 Information technology — Security techniques — Information security for supplier relationships — Part 1:
Overview and concepts
ISO/IEC 27036-1:2021 Cybersecurity — Supplier relationships — Part 1: Overview and concepts IS FOCT P MCO/M3K 27036-1-2021 |UHpopMaLMOHHbIe TeXHoNOrMM. MeToabl 1 cpeacTsa obecnevernms 6esonacHocTv. UHPopmaLMoHHas
6e30MacHOCTb BO B3aMMOOTHOLLIEHUAX C NOCTaBLMKamu. Yactb 1: O630p M OCHOBHbIE MOHATUSA

ISO/IEC 27036-2:2014

Information technology — Security techniques — Information security for supplier relationships — Part 2:
Requirements

ISO/IEC 27036-2:2022

Cybersecurity — Supplier relationships — Part 2: Requirements

FOCT P NCO/M3K 27036-2-2020

MHbopmaumoHHble TexHonoruu. MeTtogpl 1 cpeactea obecrnedenuns 6esonacHoctn. MHpopmaumoHHas
6€30MacHOCTb BO B3aMMOOTHOLLIEHMAX C NOCTaBLWMKamu. YacTtb 2. TpeboBaHuUs

ISO/IEC 27036-3:2013

Information technology — Security techniques — Information security for supplier relationships — Part 3:
Guidelines for information and communication technology supply chain security

ISO/IEC CD 27036-3:2023 |Cybersecurity — Supplier relationships — Part 3: Guidelines for hardware, software and services supply IS
chain security
ISO/IEC 27036-4:2016 Information technology — Security techniques — Information security for supplier relationships — Part 4: IS FOCT P MCO/M3K 27036-4-2020 |MHPOpMaLMOHHbIEe TeXHONOTMM. MeToabl U cpeacTBa obecneyeHms 6eaonacHocTv. UHGopmaLMoHHasA
Guidelines for security of cloud services 6e30MnacHOCTb BO B3aMMOOTHOLLEHUAX C NOCTaBLLMKaMK. YacTb 4. PekomeHgaummn no obecneyeHnto
6e3onacHocTM 061a4HbIX VCAVE
ISO/IEC 27037:2012 Information technology — Security techniques — Guidelines for identification, collection, acquisition and IS FOCT P ICO/M3K 27037-2014  |UHpopmaLmoHHasA TexHonorma. Metoabl 1 cpeactsa obecneyeHus 6esonacHocTv. PykoBoacTea no
preservation of digital evidence NAEHTUGUKALMU, COOPY, MONYYEHUIO U XPAaHEHWIO CBUAETE/ILCTB, NPEeACTaB/EHHbIX B LMdpoBoi dopme
ISO/IEC 27038:2014 Information technology — Security techniques — Specification for digital redaction IS FOCT P MICO/M3K 27038-2016 |WMHPOpMaLMOHHbIe TexHoNOrMM. MeToabl o6ecneyeHuns 6e3onacHocTU. TpeboBaHMA U MeToApbl
3/1EKTPOHHOIO LLEH3YPUPOBaHUA
ISO/IEC 27039:2015 Information technology — Security techniques — Selection, deployment and operations of intrusion IS
detection systems (IDPS)
ISO/IEC 27040:2015 Information technology — Security techniques — Storage security _
ISO/IEC 27040:2024 Information technology — Security techniques — Storage security IS
ISO/IEC 27041:2015 Information technology — Security techniques — Guidance on assuring suitability and adequacy of incident IS
investigative method
ISO/IEC 27042:2015 Information technology — Security techniques — Guidelines for the analysis and interpretation of digital IS
evidence
ISO/IEC 27043:2015 Information technology — Security techniques — Incident investigation principles and processes IS
ISO/IEC 27050-1:2016 Information technology — Security techniques — Electronic discovery — Part 1: Overview and concepts - FOCT P MCO/M3K 27050-1-2019 |WUHPopmaLMoHHbIe TexHoNOrMK. MeToabl o6ecnedeHuns 6e30macHOCTU. BbiiBAEHWE M pacKkpbiThe
3/1EKTPOHHOW MHPopmaLmKn. Yactb 1. 0630p U KOHLENnLMmU
ISO/IEC 27050-1:2019 Information technology — Security techniques — Electronic discovery — Part 1: Overview and concepts IS
ISO/IEC 27050-2:2018 Information technology — Security techniques — Electronic discovery — Part 2: Guidance for governance IS
and management of electronic discovery
ISO/IEC 27050-3:2017 Information technology — Security techniques — Electronic discovery — Part 3: Code of Practice for
electronic discovery
ISO/IEC 27050-3:2020 Information technology — Electronic discovery — Part 3: Code of Practice for electronic discovery IS
ISO/IEC 27050-4:2021 Information technology — Electronic discovery — Part 4: Technical readiness IS
ISO/IEC 27070:2021 Information technology — Security techniques — Requirements for establishing virtualized roots of trust IS
ISO/IEC 27071:2023 Information technology — Security techniques — Security recommendations for establishing trusted up
connections between devices and services
ISO/IEC CD 27090 Cybersecurity — Artificial Intelligence — Guidance for addressing security threats and failures in artificial CcD
intelligence systems
ISO/IEC WD 27091.2 Cybersecurity and Privacy — Artificial Intelligence — Privacy protection WD
ISO/IEC 27099:2022 Information technology — Public key infrastructure — Practices and policy framework IS
ISO/IEC TS 27100:2020 Information technology — Cybersecurity — Overview and concepts TS
ISO/IEC 27102:2019 Information security management — Guidelines for cyber-insurance IS
ISO/IEC 27103:2018 Information technology — Security techniques — Cybersecurity and ISO and |IEC standards IS CD




ISO/IEC AWI TR 27109 Cybersecurity education abd traning AWI
ISO/IEC TS 27110:2021 Information technology, cybersecurity and privacy protection — Cybersecurity framework development IS
guidelines
ISO/IEC TR 27550:2019 Information technology — Security techniques — Privacy engineering for system life cycle processes TR
ISO/IEC 27551:2021 Information security, cybersecurity and privacy protection — Requirements for attribute-based unlinkable IS
entity authentication
ISO/IEC 27553-1:2022 Information security, cybersecurity and privacy protection — Security and privacy requirements for IS
authentication using biometrics on mobile devices — Part 1: Local modes
ISO/IEC DIS 27553-2 Information security, cybersecurity and privacy protection — Security and privacy requirements for DIS
authentication using biometrics on mobile devices — Part 2: Remote modes
ISO/IEC 27554:2024 Application of ISO 31000 for assessment of identity-related risk IS
ISO/IEC 27555:2021 Information security, cybersecurity and privacy protection — Guidelines on personally identifiable IS
information deletion
ISO/IEC 27556:2022 Information security, cybersecurity and privacy protection — User-centric privacy preferences management IS
framework
ISO/IEC 27557:2022 Information security, cybersecurity and privacy protection — Application of ISO 31000:2018 for IS
organizational privacy risk management
ISO/IEC 27559:2022 Information security, cybersecurity and privacy protection — Privacy enhancing data de-identification IS
framework
ISO/IEC TS 27560:2023 Privacy technologies — Consent record information structure IS
ISO/IEC 27561:2024 Information technology — Security techniques — Privacy operationalisation model and method for IS
engineering (POMME)
ISO/IEC 27562:2024 Privacy guidelines for fintech services IS
ISO/IEC TR 27563:2023 Security and privacy in artificial intelligence use cases — Best practices IS
ISO/IEC DIS 27565 Information security, cybersecurity and privacy protection — Guidelines on privacy preservation based on DIS
zero knowledge proofs
ISO/IEC DIS 27566-1 Information security, cybersecurity and privacy protection — Age assurance systems — Framework DIS
ISO/IEC WD 27566-3.2 Information technology, cybersecurity and privacy protection — Age assurance systems WD
Part 3: Benchmarks for benchmarking analysis
ISO/IEC TS 27570:2021 Privacy protection — Privacy guidelines for smart cities IS
ISO/IEC 27701:2019 Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management IS DIS
— Requirements and guidelines
ISO/IEC DIS 27701.2 Information security, cybersecurity and privacy protection — Privacy information management systems — DIS
Reguirements and guidance
1SO 27729:2012 Information and documentation — International standard name identifier (ISNI) _
I1SO 27729:2024 Information and documentation — International standard name identifier (ISNI) IS
ISO 27730:2012 Information and documentation — International standard collection identifier (ISCI) IS
ISO/TS 27790:2009 Health informatics — Document registry framework IS AWI
1SO 27799:2008 Health informatics — Information security management in health using ISO/IEC 27002 FOCT P UCO 27799:2015 NHbopmaTM3aLma 340p0BbA. MeHeaXMEHT 3almnTbl MHGOPMaLMK B 3apaBooxpaHeHmn no MCO/M3K
27002
ISO 27799:2016 Health informatics — Information security management in health using ISO/IEC 27002 CD
I1SO 29100:2011 Information technology — Security techniques — Privacy framework FOCT ISO/IEC 29100-2021 NHpopmaLMoHHble TexHoorMK. MeToabl U cpeacTBa obecneveHna 6esonacHocTU. OCHOBbI 3aLLUTbI
NepCcoHaNbHbIX AaHHbIX
1SO 29100:2024 Information technology — Security techniques — Privacy framework IS
1SO 29101:2018 Information technology — Security techniques — Privacy architecture framework IS FOCT P 59407-2021 NHbopmaLMoHHble TexHoorMK. MeToabl u cpeacTsa obecneveHuns 6esonacHocT. bazoBas apxuTeKTypa
3aLUMTbl NEPCOHANbHbIX AAHHbIX
I1SO 29115:2013 Information technology — Security techniques — Entity authentication assurance framework IS
1SO 29128:2011 Information technology — Security techniques — Verification of cryptographic protocols _
ISO/IEC 29128-1:2023 Information security, cybersecurity and privacy protection — Verification of cryptographic protocols — Part IS
1: Framework
ISO/IEC AWI 29128-2.2 Information security, cybersecurity and privacy protection — Verification of Cryptographic Protocols — Part WD
2: Evaluation Methods and Activities for Cryptographic Protocols
ISO/IEC AWI 29128-3.2 Information security — Verification of cryptographic protocols — Part 3: Part 3: Evaluation Methods and WD
Activities for Protocol Implementation Verification
ISO/IEC 29134:2017 Information technology — Security techniques — Guidelines for privacy impact assessment
ISO/IEC 29134:2023 Information technology — Security techniques — Guidelines for privacy impact assessment IS
ISO/IEC 29146:2016 Information technology — Security techniques — A framework for access management FOCT P 59383-2021 NHpopmaLmoHHble TexHonorMu. Metoabl 1 cpeacTBa obecneveHna 6esonacHocTU. OCHOBbI yNpaBAeHUsA
A0CTYNoOM
ISO/IEC 29146:2024 Information technology — Security techniques — A framework for access management IS
ISO/IEC 29147:2018 Information technology — Security techniques — Vulnerability disclosure IS
ISO/IEC 29149:2012 Information technology — Security techniques — Best practices for the provision and use of time-stamping IS
services
ISO/IEC 29150:2011 Information technology — Security techniques — Signcryption IS
ISO/IEC 29151:2017 Information technology — Security techniques — Code of practice for personally identifiable information IS
protection
ISO/IEC TR 29156:2015 Information technology — Guidance for specifying performance requirements to meet security and usability IS
needs in applications using biometrics




ISO/IEC 29169:2016 Information technology — Process assessment — Application of conformity assessment methodology to the IS
assessment to process guality characteristics and organizational maturity
ISO/IEC 29184:2020 Information technology — Online privacy notices and consent IS
ISO/IEC 29187-1:2013 Information technology — Identification of privacy protection requirements pertaining to learning, IS DIS
education and training (LET) — Part 1: Framework and reference model
I1SO 29190:2015 Information technology — Security techniques — Privacy capability assessment model IS
ISO 29191:2012 Information technology — Security techniques — Requirements for partially anonymous, partially unlinkable IS
authentication.
ISO/IEC 33020:2019 Information technology — Process assessment — Process measurement framework for assessment of IS FOCT P 71438-2024 NHbopmaLmoHHble TexHoorMn. OLeHKa npoueccoB. CUCTEMa N3MEPEHMA NPOLECCOB A OLEHKMU UX
process capability BO3MOYKHOCTEW
SO/IEC DIS 42006 Information technology — Artificial intelligence — Requirements for bodies providing audit and certification DIS

of artificial intelligence management systems

He ISO cTraHgapTbl

FOCT P 51275-2006

3awmTta uHoopmaumm. O6BbEKT MHGopMaTU3aLUUK. GpaKTopbl, BO3AENCTBYOWME HA MHOOopMaLmio. Obuwue
NOJ0XKEHUA

[OCT P 53114-2008

3awmTa uHpopmauun. ObecneyerHme MHGopmauMoHHoM 6e3onacHoCTM B opraHM3aumm. OCHOBHbIE
TEPMUHbBI M onpeaeneHuns

FOCT P 56546-2015

3awmTa MHGopmaumn. YA3BUMOCTU MHGOPMALMOHHBIX cucTem. Knaccuoukauma yassumocTei
MHOOPMALMOHHBIX CUCTEM

FOCTP 58412— 2019

3awwTa MHbopmaumm PaspaboTka 6esonacHoro nporpaMmmHoro obecnedeHus. Yrposbl 6e3onacHocTu
nHbopmaumm npu paspaboTke NporpaMmmHoro obecrneyeHns
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HeT 4elCTBYIOLWLEro CTaHAAPTa, TONbKO MPOEKT
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